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Abstract

While the implementation of digital technology in psychiatry appears promis-
ing, there is an urgent need to address the implications of the absence of ethical
design in the early development of such technologies. Some authors have noted
the gap between technology development and ethical analysis and have called for
an upstream examination of the ethical issues raised by digital technologies. In this
paper, we address this suggestion, particularly in relation to digital healthcare tech-
nologies for patients with schizophrenia spectrum disorders. The introduction of
digital technologies in psychiatry offers a broad spectrum of diagnostic and treat-
ment options tailored to the health needs and goals of patients’ care. These technolo-
gies include wearable devices, smartphone applications for high-immersive virtual
realities, smart homes, telepsychiatry and messaging systems for patients in rural
areas. The availability of these technologies could increase access to mental health
services and improve the diagnostics of mental disorders.

Additional Instruction Abstract In this descriptive review, we systematize ethical
concerns about digital technologies for mental health with a particular focus on indi-
viduals suffering from schizophrenia. There are many unsolved dilemmas and con-
flicts of interest in the implementation of these technologies, such as (1) the lack of
evidence on efficacy and impact on self-perception; (2) the lack of clear standards
for the safety of their daily implementation; (3) unclear roles of technology and a
shift in the responsibilities of all parties; (4) no guarantee of data confidentiality; and
(5) the lack of a user-centered design that meets the particular needs of patients with
schizophrenia. mHealth can improve care in psychiatry and make mental healthcare
services more efficient and personalized while destigmatizing mental health disor-
ders. To ensure that these technologies will benefit people with mental health dis-
orders, we need to heighten sensitivity to ethical issues among mental healthcare
specialists, health policy makers, software developers, patients themselves and their
proxies. Additionally, we need to develop frameworks for furthering sustainable
development in the digital technologies industry and for the responsible usage of
such technologies for patients with schizophrenia in the clinical setting. We suggest
that digital technology in psychiatry, particularly for schizophrenia and other serious

Extended author information available on the last page of the article

@ Springer


http://orcid.org/0000-0003-1319-3692
http://crossmark.crossref.org/dialog/?doi=10.1007/s11948-021-00302-z&domain=pdf

25 Page2of22 0. Chivilgina et al.

mental health disorders, should be integrated into treatment with professional super-
vision rather than as a self-treatment tool.

Introduction-a Boom of New Technologies

Mhealth software is a rapidly growing market, with a significant part being repre-
sented by technologies for mental health, including technologies for schizophre-
nia spectrum disorders. (Chivilgina et al., 2020). Schizophrenia is one of the most
burdensome psychiatric disorders, affecting up to 1% of the population world-
wide (Saha et al., 2005). It is a heterogeneous disorder, which means that schiz-
ophrenic patients may experience not only psychotic symptoms but also mood
instabilities, disturbances of intentionality, or cognitive deficits.

In light of the quick technology development, there is a panoply of ethical
questions related to the adoption of such technology among patients with schizo-
phrenia, such as (1) the lack of evidence on efficacy and impact on self-percep-
tion, which means that not every technology can provide beneficence to patients;
(2) the lack of clear standards for the safety of their daily implementation,which
can potentially lead to harm; (3) unclear roles of technology and a shift in the
responsibilities of all parties; (4) no guarantee for confidentiality and privacy
of sensitive data; (5) the lack of a user-centered design that meets the particular
needs of patients with schizophrenia.

We begin our analysis with an examination of Big Data tools in mental healthcare
and their ethical implications for psychiatry broadly and with regard to the imple-
mentation of digital technologies for patients with schizophrenia. First, we address
the impact of digital technologies on patient identity and self-perception. This is an
important issue for patients with schizophrenia since these individuals are delusional
and often experience identity disturbance and blurred self-concept or lose touch with
reality (Kallai et al., 2018). Second, we examine the implications of digital technolo-
gies for clinical practice, particularly with regard to how they might reconfigure the
clinician-patient relationship while recognizing the effects of psychiatric disorders
on autonomy and decision-making capacity. The technology-clinician-patient trian-
gulation, although not a new issue per se, requires clarification of the boundaries of
responsibility between the patient and the clinician when potentially disruptive tech-
nologies are introduced into the clinical context.

Methods
Data Search and Extraction
A systematic literature review was performed to retrieve a comprehensive and the

up-to-date list of digital technologies with application to schizophrenia. Published
studies were identified for the period between January 2003 and October 2019 in
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several databases: Scopus, PubMed, Web of Science, PsycINFO, PSYNDEX, ACM
Digital Library, PsycArticles and Embase. We developed the following search strat-
egy using Boolean logic: (‘Mobile apps’ OR ‘digital healthcare’ OR ‘mHealth’)
AND ‘schizophrenia’ AND (‘management’ OR ‘treatment” OR ‘efficacy’ OR
‘recommendations’).

Thematic inclusion criterion was an original research study focusing only on
digital health technologies that claimed to be designed for people with schizophre-
nia spectrum and other psychotic disorders. In our review, we excluded telemedi-
cine and SMS-messaging, as they do not represent an innovative technology. This
strategy resulted in 1088 abstracts. Subsequently, following the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA) framework, four steps
of filtering were performed (Moher et al., 2015): additional records identification
through secondary sources, duplicates removal (both software-assisted and manual),
eligibility assessment and inclusion. To minimize subjective biases, each stage of
review was performed by at least two authors independently from each other.

Data Analysis and Synthesis

An in-depth review of full-text articles included in the synthesis (n=264) was per-
formed. Our quantitative document analysis consisted of three sequential steps. To
achieve the purpose of the review, we examined the presence of ethically-relevant
considerations for each digital technology. During this phase, ethically relevant key-
words and statements were searched in the full texts of all reviewed articles, using
both software-guided keyword search (software used: EndNote X9) and unguided
full-text review. Then, using qualitative thematic analysis we clustered all retrieved
ethical considerations into main thematic families. (Vaismoradi et al., , 2013, 2016).
Based on thematic affinity, our analysis identified four main thematic families: (1)
privacy and confidentiality, (2) user-centered design, (3) patient identity, self-per-
ception, and (4) patient-physician relationship. Each thematic family was further
classified into sub-families relative to specific sub-components of the main ethical
theme. When the same technology description contained more than one ethical con-
sideration, all considerations were allocated to their respective thematic families.

The language used to describe the four thematic families was partly grounded on
the principles of biomedical ethics(Beauchamp & Childress, 2009) and adapted to
the specific context of digital technologies for schizophrenia.

We have chosen to classify autonomy, beneficence and responsibility as sub-
component of patient-physician relationship rather then an independent categories,
in accordance with the growing literature on patient-physician relationhip (Balint &
Shelton, 1996; Kilbride & Joffe, 2018).

From Big Data to Personalized Psychiatry

In the current era of rapid technological development, personal medical data are
available from different sources. In the context of psychiatry, sensitive medical
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information about mental conditions is collected by hospitals and a number of digi-
tal devices. Hospital data, including genetic data, are subsequently stored in elec-
tronic healthcare records (EHRs); they can be combined with data from digital
devices and used for analysis under the umbrella term of Big Data (Thinking big
in mental health, 2018). Big Data is characterized by three features (the 3 Vs: big
volume, high velocity and variety (Torous et al., 2015)) and poses paramount ethical
issues regarding data sharing and data privacy. Digital devices are able to gather a
vast volume of data, which may consist of so-called “active” data, which is gener-
ated by a patient’s active involvement such as taking surveys or questionnaires, and
“passive” data, which refers to data that are generated without the patient’s involve-
ment, such as GPS and accelerometer data or communication logs from voice calls
and text messages. Variety refers to the diversity of gathered behavioral data and
the innovative digital tools that can obtain and analyze different types of data wire-
lessly, such as physical parameters, neuroimaging or behavioral data. Real-time data
collection creates new possibilities for monitoring health conditions. High-velocity
data allow physicians to receive 24-h-a-day information about patients’ conditions
and to identify signs of psychosis exacerbation and predict disease dynamics.

These opportunities provide new and useful knowledge that may improve treat-
ment in psychiatry. For instance, genome-wide association studies in conjunction
with Big Data analysis promise potential benefits for research and clinical practice,
such as predicting illness or identifying overlap with other psychiatric disorders
(Corvin & Sullivan, 2016; Diana O. Perkins et al.). Big Data technology has also
been employed with the aim of enhancing the development of personalized psychia-
try. Big Data can help in predicting individual treatment responses or risks, under-
standing how a condition manifests in particular individuals and designing interven-
tions tailored to patients’ specific needs. The potential benefits of these technologies
should not obscure the ethical challenges they raise in clinical practice, such as pri-
vacy and confidentiality, which we address in the next section.

Ethical Issues—a Panoply of Challenges

Among technologies for mental health, there is a broad spectrum of digital technolo-
gies for schizophrenia, including mobile applications, computer programs, online
therapies, virtual realities, and smart homes that target various symptoms and mech-
anisms of the disease. Our recent literature review of current mobile health technol-
ogies under development or available on the market revealed a lack of consideration
of the ethical implications associated with their use in patients with schizophrenia
spectrum diseases (Chivilgina et al., 2019). In what follows, we provide an in-depth
analysis of the main ethical issues arising from the use of mobile health technolo-
gies with a particular focus on patient identity, self-perception, autonomy, decision-
making, and the patient-physician relationship, privacy and confidentiality and user-
centered design.
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Privacy and Confidentiality

To analyze the issue of privacy and confidentiality in Big Data, we refer to the con-
cept of the “extended digital phenotype” (Loi, 2019). This interpretation of Dawk-
ins’s idea considers personal medical information part of an individual; therefore,
data protection and ownership frameworks should have the same moral considera-
tion as, for instance, biological tissues. Data ownership by different parties and data
flow to insurance companies may compromise patients’ control over their own data.
According to the General Data Protection Regulation (GDPR) ("The EU General
Data Protection Regulation (GDPR),” May 25th, 2018) in Europe and the Health
Insurance Portability and Accountability Act (HIPAA) ("Health Insurance Portabil-
ity and Accountability Act of 1996, 08/21/1996) in the US, each person owns his or
her information. These regulatory bodies establish a right to restrict the flow of data
and a right “to be forgotten”, that is, the right to have data erased, which is not, we
should stress, always possible.

Despite the HIPAA and GDPR regulations and according to a systematic review
we completed recently (Chivilgina et al., 2019), 35% of mobile technologies do not
have data protection provisions. Except for the properties of programs themselves
for data exchange, users are not always aware of the risks associated with these tech-
nologies and therefore contribute to the increase of cybersecurity risks, such as the
transmission of personal information without encryption (Huckvale et al., 2015) or
malware installations (Boulos et al., 2014). Another issue is the use of social net-
working apps, which can help to enhance social behavior (Alvarez-Jimenez et al.,
2019; Webber & Fendt-Newlin, 2017). Improving social capacity is an important
aspect of behavioral therapy for people with schizophrenia. Social networking apps,
however, increase the risks of addiction to device usage, stigmatization, and cyber-
bullying (Urano et al., 2020). Following a psychotic relapse, a patient may neglect
the impact of social media use and post messages that may have long-term repu-
tation, privacy, and legal implications. Consequently, mechanisms are needed to
ensure the privacy and confidentiality of personal information, as are strategies to
educate patients about these important issues. It is important to note that privacy
and confidentiality also mean the right to freedom of thought: individuals have the
right to control their own mental processes, cognition, and consciousness and keep
them private. Expectations about confidentiality are often higher in psychiatry than
in other disciplines because of the nature of the information gathered. A psychiatric
condition is sometimes more than a diagnosis; it has a particular meaning, carries
particular emotions and is interwoven with the narrative of a person. The data col-
lected contain information about the personality and intimate details such as private
thoughts or fantasies. For this reason, confidentiality represents a main challenge in
the implementation of technologies such as BCIs.

User-Centered Design

An important consideration in the development of digital technologies is the so-
called “user-friendly design”. In this approach to technology development, special
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arrangements are deemed necessary in the design, such as adapted page complex-
ity, navigational simplicity, and comprehensibility, to accommodate the needs of
people with serious mental health conditions (Rotondi et al., 2017). An interac-
tive, attention-grabbing form of mobile applications causes high engagement, so
digital technology may be used to provide comprehensive information, increase
awareness of mental health diseases and serve as a first step for those who have
avoided mental health care in the past. The same application could also be a use-
ful tool to help improve low adherence to antipsychotic medication among patients
with schizophrenia. Adherence remains one of the main problems in treatment and
leads to decompensation or exacerbation of symptoms, relapse and rehospitaliza-
tion (Ascher-Svanum et al., 2006). Moreover, technologies that stimulate responses
and feedback among patients improve the decision-making process and accelerate
treatment results. According to our previous analysis (Chivilgina et al., 2019), only
56% of technologies have a user-centered approach that includes (1) a user-centered
design encompassing consideration about possible cognitive deficit, lack of engage-
ment, experience of stigma, responsiveness to treatment, and provided tutorials and
(2) online support for technology. In light of these issues, it appears that the design
of digital technologies is not always adapted to the needs of patients suffering from
mental illnesses. The term “user-centeredness” includes more than just usable inter-
faces. It is also about meeting the unique needs of specific patients and having their
best interests at heart. Every patient has a unique disease manifestation that requires
a personalized approach to improve the patient’s mental condition.

Digital Technologies and Their Impact on Patient Identity
and Self-Perception

The impact of digital technologies on patient identity and self-perception is still
unclear, but this challenge should not deter us from critical analysis. According to
the International Statistical Classification of Diseases and Related Health Problems
10th Revision (ICD-10), distortions of thinking and perception and affects that are
inappropriate or blunted are central to the conceptualization, definition, and iden-
tification of schizophrenia (International Statistical Classification of Diseases and
Related Health Problems 10th Revision (ICD-10)-WHO Version for: 2016, 2016).
These include a heterogeneous group of abnormal patterns, such as bizarre delu-
sions (consisting of delusions of thought insertion, thought withdrawal, being con-
trolled, thought broadcasting, and delusions of mind reading), disorganization (gran-
diose delusions among other non-delusion symptoms), and non-bizarre delusions
(consisting of delusions of persecution, reference, jealousy, and sin/guilt) (Kimhy
et al., 2005). The cognitive and neurobiological mechanisms underlying delusional
ideation are still under investigation. Anomalous self-experiences often occur as part
of a confabulation. Therefore, patients with schizophrenia may present an unsta-
ble identity or changes in identity compared to healthy subjects (Boulanger et al.,
2013). Identity is a very broad term that includes social, national, ethnic and other
types of identity. In this paper, we draw upon Erikson’s definition of personal iden-
tity, or self-perception, in which identity reflects a subjective sense as well as an
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observable quality of personal sameness and continuity and the boundaries between
“me” and the world (Erikson, 1970).

Some digital technologies, called virtual realities, are capable of giving their
users the impression that they are inside a simulated space. These technologies
could be widely used for research purposes to investigate the mechanisms of abnor-
mal rationality because they allow us to assess patients’ behavior in particular envi-
ronments, to provoke symptoms if their trigger is known and to measure symptom
severity (Bekele et al., 2017; Canty et al., 2017; Han et al., 2014; Hesse et al., 2017;
Mohammadi et al., 2018; Salgado-Pineda et al., 2016; van Bennekom et al., 2017).
The clinical implementation of virtual/augmented reality (VR/AR) technologies in
psychiatry and psychotherapy aims to teach patients coping skills that can be trans-
ferred from a virtual environment to their daily life. The improved technological
capabilities introduce highly immersive VRs that can be implemented for severe
debilitating paranoia and anxiety (Broome et al., 2013; Freeman et al., 2016), brief
social skills interventions (Bekele et al., 2014; Rus-Calafell et al., 2014), cognitive
training (Chan et al., 2010), and rehabilitation (Sohn et al., 2016).

The same therapeutic mechanism is used in animated conversational agents (rela-
tional agents or avatars), which are computer-animated humanoid characters that
can simulate face-to-face conversation and can be used in psychotherapy. A com-
puterized agent might be beneficial in enhancing medication adherence, for instance
(Bickmore et al., 2010). Alternatively, an appropriate avatar of the persecutory voice
can be constructed by the user and utilized as a therapeutic instrument by psychia-
trists for the treatment of auditory hallucinations (Leff et al., 2013). Surprisingly, this
approach of facilitating a dialogue between the patient and an avatar that represents
the patient’s persecutory voice shows equivocal results in several studies (Dellazizzo
et al., 2018; Fernandez-Caballero et al., 2017; Leff et al., 2013): although partici-
pants’ drop-off rate due to side effects is high, the method is extremely effective for
those who can tolerate it and gain control over the persecutory ideation by talking
to a therapist who is telepresent behind the avatar. However, reports on the impact
of such technologies on patients’ identity and self-perception remain scarce. This
type of technology poses more questions than answers. What is human embodiment
in the virtual world? Is it a digital identity? Is virtual reality a space for individ-
uals to express themselves without the consequences that would result in the real
world, or should there be equivalent responsibility for and sanctioning of violence
against other digital agents? How should one deal with inequalities and discrimina-
tion that occur online? These questions aim to stimulate further reflections but, due
to the limited scope of the paper, cannot be addressed here. It should be noted that
these questions are also difficult to address due to a lack of evidence and outcome
data because of the restricted implementation of VR in mental health and limited
research on its effects, risks and benefits.

The answers to practical questions such as whether VR technologies can cause or
treat delusions or improve or deepen dysfunctional ways of thinking in some indi-
viduals as well as the duration and severity of these effects remain unclear because
there are no studies on the long-term outcomes of VR therapy. Theoretically, vir-
tual realities may have an unpredictable impact on people who may have an incor-
rect perception of themselves and “normal” reality. Due to the high immersiveness
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of some virtual realities and frailty of body representation, virtual experiences may
have possible impacts on identity and self-perception in patients with mental health
diseases, including, as proposed by Kellmeyer, agential uncertainty, a feeling of loss
of control and unease about one’s (sense of) agency, phenomenological unease, self-
alienation or epistemic uncertainty (Kellmeyer, 2018). Therefore, to establish safe
environments, further examination is needed.

Another issue that impacts self-perception is how the gathering of “passive”
data from sensors may exacerbate paranoid thoughts. For instance, several stud-
ies reported that participants used their phones only on “airplane mode” to avoid
being tracked, deleted the program, lost, pawned or broke their phones or requested
a replacement device (Batink et al., 2016).

Impact of Technology on Clinician-Patient Interactions

Clinician-patient relationships have particular importance in psychiatry, especially
in psychotherapy. Emerging technologies enhance, refine, and challenge clinician-
patient relationships in many ways. The most important aspect is the potentially dis-
ruptive nature of these technologies in challenging and potentially transforming the
clinician-patient encounter through a triangulated clinician-patient-technology col-
laboration or through a process in which technology may even substitute and replace
a therapist, leaving the patient mostly alone in the digital world. To maintain a ben-
eficial therapeutic relationship, it is crucial to understand the impact of technologies
on patient autonomy, informed consent, beneficence, and fidelity and to draw new
frames for responsibility.

Autonomy and Informed Consent

Many authors recognize autonomy as a core philosophical concept in psychiatry
(Paul Hoff, 2017). Indeed, psychiatry is a medical specialty in which patient auton-
omy has been neglected for a long time and coercion has been warranted by differ-
ent ideologies. For instance, psychiatry was used for political means in the Soviet
Union (van Voren, 2010) and by eugenic physicians during the Nazi era who con-
ducted unethical experiments and sterilized and murdered individuals with schizo-
phrenia (Strous, 2007). Even in our time, people’s autonomy is being disrespected.
As the recent scandal with Cambridge Analytica shows, psychological Data can be
re-sold without any concent from its owners and misused for political campaigns
by manipulating opinions and imprisoning freedom of thought. (Carole Cadwalladr
and Emma Graham-Harrison, Sat 17 Mar 2018). Data transfer without explicit con-
sent is happening on a large scale: as it was revealed by Privacy International, many
popular websites about depression in France, Germany and the UK shared user data
with advertisers, data brokers and large tech companies, while some depression test
websites provided the users’ answers and test results to third parties (The Privacy
International, 2019).
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Despite the recognition that individuals should have the freedom to make their
own choices about their lives, there are different degrees of patient autonomy in clin-
ical practice. Sometimes the ethical presumptions are non-transparent due to numer-
ous practical challenges in clinical routine or when the decision-making capacity
of a patient is limited. Patients are vulnerable due to their health status and lack
of medical knowledge, which makes them dependent on the expertise of clinicians
(Jotterand et al., 2016). Patients with mental health diseases are even more vulner-
able because of the stigma associated with mental disorders and possible disabilities
that affect decision-making capacity (Wang et al., 2017). In patients with schizo-
phrenia, decision-making capacity may be compromised during acute psychotic epi-
sodes temporarily or even permanently. The latter case represents a basis for impos-
ing restrictions on legal capacity. Thus, psychiatry remains a field where autonomy
constraints can sometimes be justified by respect-based and beneficence-based
arguments. Paternalistic approaches, such as involuntary hospitalization, might be
implemented for patients who endanger themselves or other people. When treating
unconscious patients, the wishes of patients should be respected based on what they
communicated prior to their current state. When patients lack capacity due to a lack
of cognitive abilities, patients’ proxies are sometimes presumed to make a decision
in the patient’s best interest (relational autonomy), particularly if these family con-
nections have a special meaning for the patient or if the decisions may affect the
well-being of other family members. Finally, the most challenging phenomenon that
psychiatrists often face is attenuated ambiguity aversion of schizophrenia patients
(Pedersen et al., 2017) or possible changes in the individual’s core identity (Seeman,
2017), as discussed above. In that case, some skepticism exists regarding respect for
personal autonomy while distinguishing and protecting “authentic” from “imposter”
selves (Radoilska, Jul 2015).

The introduction of new technologies raises novel issues in the balancing act of
supporting patient autonomy vs. paternalistic approaches to psychiatric patients with
impaired decision-making. To start with the most encouraging aspects, these tech-
nologies empower patients to be autonomous decision-makers and to engage with
multimedia tools. Patients who have access to appropriate technology can receive
therapies that are poorly integrated into clinical treatment due to limited funding and
inadequately trained staff.

In practice, however, technology can be a powerful tool that impacts autonomy in
many ways. Deliberate self-monitoring programs, such as FOCUS (Ben-Zeev et al.,
2013), refer to the individualistic model. This means that the patient initiates, con-
tinues and terminates the use of the technology by his/her own wish without clinical
supervision. Surprisingly, an analysis by Singh et al. showed that most mobile appli-
cations did not react when a user entered potentially dangerous health information,
e.g., selecting “yes” for “feeling suicidal” or entering extremely abnormal values for
blood glucose levels (Many Mobile Health Apps Target High-Need, High-Cost Pop-
ulations, But Gaps Remain, 2016). In the case of danger, the inability of the device
to recognize threat to users shows that technology is inadequate to ensure non-malef-
icence. Non-maleficence, or the “do no harm” principle, lies at the heart of bioethics
and medicine. It provides a moral basis to maintain trust between the patient and the
physician. When patients decide to trust the monitoring of their medical condition or
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medical adherence to medical professionals, they rely on the safety of the treatment.
If technologies developed for self-use exclude medical personnel from the therapeu-
tic alliance, no harm should occur. Therefore, any technology intended for people
with schizophrenia needs to be not only user-friendly but also a responsible interface
that will ensure communication with healthcare professionals in case of any existing
danger to a patient, such as suicidality, psychotic exacerbation, or complications.

In contrast to self-monitoring apps, some new technology innovations may have
an overly broad controlling potential that limits patient autonomy. For example,
Health Smart Home is capable of enhancing in-home medical treatment (Mano et al.,
2016). The system gathers data from sensors such as home cameras, a wristband
that detects patients’ falls and irregular movements or frontal cameras from mobile
phones and other devices. The health data collected are managed by the Decision
Maker algorithm, which can alert nurses and/or relatives whenever necessary. The
devices can not only gather information that patients report about their condition
themselves, so-called “active” data, but may also collect ambient “passive” data,
such as detecting shifts in geolocation patterns from the global positioning system
(GPS), declines in physical activity, increased nighttime app use, or discontinuation
of all smartphone use. This information may provide important insights for individ-
ualized treatment or clinical research, but patients with schizophrenia, like any other
individuals, have a right to privacy; therefore, they should be informed about the use
of their “passive” data and be able to stop it at any moment. The potential of such
technologies to undermine patient autonomy may be even stronger than involuntary
hospitalization. When a patient is placed in the hospital, his liberty of movement is
restricted. Some technological innovations that are designed for symptom tracking
are reminiscent of Big Brother from 1984 in their unrestricted access to observation
of patients’ behaviors. For such technologies, we recommend the use of a consent
form that does not leave room for misinterpretation or the excess collection of data.
Additionally, we argue that medical devices for mental health should collect only
restricted types of behavioral data, and these limits should be discussed with the
patient.

Another example of compulsory technology is digital pills that require the patient
to wear a sensor that confirms drug ingestion (Kane et al., 2013; Peters-Strickland
et al., 2016; Rohatagi et al., 2016). This technology aims to promote patients’ best
interests to maintain therapy compliance. Therefore, this technology uses benefi-
cence as a ranking principle and conflicts with patient autonomy. In general, there
are two types of technologies: paternalistic ones that act for the sake of benefi-
cence and those that respect autonomy and provide more freedom and flexibility
to patients. With this distinction, mental health specialists can provide an individu-
alized approach to each patient in terms of autonomy because there is no perfect
“golden mean” between paternalism and autonomy for all cases in psychiatry. Men-
tal health specialists can carry out a clinical assessment to evaluate whether the
patient has sufficient mental capacity or potential for each grade on independence.,

The impact of technology on autonomy and decision-making is consequently
changing the usual process of consenting, and a great deal of uncertainty still
exists regarding whether the same standards of electronic consent are required
for people with mental health disorders. Consent is valid only if the patient is
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competent, and during usual consent procedures, clinicians evaluate this compe-
tence. Most online apps do not have any instruments to access the mental state
and cognitive capacity of users. In other words, the significance of consent in
these digital online interventions becomes depreciated because they can access
the content of a program even in the absence of legal capacity to consent. Moreo-
ver, electronic informed consent (e-consent) has been criticized because it does
not achieve the same high standards as traditional informed consent. Patients may
skip the page and press an agreement button without reading it (B et al., 2010).
During an in-person encounter, the ability of a patient to make his or her own
decision is clear to a therapist, but when patients use mobile software, it becomes
challenging to evaluate their capability to understand the rules and to be truly
informed about permission for personal data management.

Clinicians are usually obliged to educate the subject on consent and the con-
tent of treatment. A paper consent form may be long, but healthcare profession-
als clarify which procedures will be performed, what the purpose of the inter-
vention is, how it affects the patient, and whether there are any other options as
well as the fact that the patient can always interrupt the procedure and “opt out”.
Electronic informed consent is usually written in acceptance rules (user agree-
ments), often in small font with dense and formal language (Martinez-Martin &
Kreitmair, 2018). The complexity of informed consent and lack of readability are
potential barriers to comprehension, so developers are responsible for creating
technology that is easy to use and that provides online or peer tutorials. For this
reason, we recommend explicit digital consent in applications for schizophrenia.
This could be achieved, first, by integrating a standard for electronic informed
consent for patients with possible cognitive deficits, including tools such as slow-
ing down the consent process with interactive screens, bullet-point summaries of
the most important risks or warnings, or providing video/audio content to clarify
risks and benefits (National Institute of Mental Health, 2017. [2017-11-13].).
Second, there is a need to assess the patient’s capacity to make decisions and
his/her level of comprehension of the goals of the intervention, its terms of use
and possible negative effects prior to undergoing a particular digital therapy. “Opt
in” and “opt out” possibilities for sharing different types of personal information
should be provided. Information about the psychiatric diagnosis or medication,
psychological condition or personal life, sharing with other parties, and traceabil-
ity of consent must be preserved in electronic consent to maintain the individual’s
data ownership.

As suggested by the preceding analysis, digital technologies should provide
a flexible framework for patients’ autonomy that does not involve spying on and
controlling them or leaving them helpless in situations of crisis. In other words,
digital tools, such as potential personalized therapy solutions, should provide
patients with space for self-determination while guaranteeing their safety.
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Beneficence, Fidelity and Conflicts of Interest

In this section, we will compare user-technology interaction to a patient-doctor
relationship to discuss how technology changes the concepts of beneficence and
fidelity and introduces new stakeholders. In medical practice, doctors act in the
best interest of their patients based on their medical knowledge and in line with
clinical recommendations and the moral obligation to “do no harm”. The cate-
gory of digital interventions is not homogenously compliant with regulatory rec-
ommendations. Currently, a mobile app can be developed and uploaded easily by
anyone, and at first sight, this ubiquity of apps makes mental health accessible.
However, this exposes people with mental health problems to unproven techni-
cal interventions without reliable scientific evidence. Direct-to-consumer applica-
tions that are developed without research may obscure danger to patients, contain
incorrect information, give dangerous advice on treatment or lifestyle choices,
or prevent patients from receiving proper treatment. In our previous review, we
identified the scarcity of high-quality research studies on applications for schizo-
phrenia due to a low number of participants. In addition, studies on these applica-
tions demonstrate a lack of comparison with control groups and unknown efficacy
of long-term follow-up. Also a “digital placebo” effect (a placebo-like effect from
the use of technologies, such as mobile apps) was not always considered.

Among the identified technologies for patients with schizophrenia, there are
several artificial intelligence platforms, such as platforms for improving medica-
tion adherence in patients with schizophrenia (Bain et al., 2017). This technology
presents a new set of ethical questions: can an algorithm have a notion of what
beneficence is, and can it recognize the meaning of beneficence for a particular
patient and act accordingly? These questions address a contentious issue that is
continuously discussed in other papers (Mallah, 2017).

Concerning fidelity, it is essential that doctors gain the trust of their patients
in face-to-face therapeutic alliance during long-term treatment by being open and
honest with them. This appeals to one of the aspects of fidelity defined by Beau-
champ and Childress, professional loyalty, which prioritizes the patient’s interests
in two respects: 1. the professional effaces self-interest in any situation that may
conflict with the patient interests, and 2. the professional favors patients’ interests
over others’ interests (Beauchamp & Childress, 2009). Sometimes, patient benefi-
cence may conflict with commercial interests. Health-related Big Data contains
great value; therefore, an excessively wide range of gathered personal information
might be used for the benefit of the company or “nudging”, influencing customer
choices towards particular products, rather than for the direct medical benefits of
patients. Because of a growing power of software companies that own Big Data,
consent letter and software regulations should be accessed independently by mul-
tiple experts from different background, such as psychiatric professional associa-
tions and consultant experts, by government and international health organiza-
tions’ supervision. Another potential conflict of interest is a lack of explicitness
regarding financial reimbursement for the costs of digital treatments. Despite the
large variety of apps that are commercially available, the efficacy or effectiveness
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of these apps is largely unknown and disputable. As we observed in our system-
atic review, among mobile interventions for schizophrenia, there is a scarcity of
high-quality research studies on mHealth applications (Chivilgina et al., 2019).
According to the principle of professional loyalty, when divided loyalties due
to a conflict of interests appear, the well-being of patients should be prioritized.
Technology is morally insensitive; it cannot act as a human with compassion and
responsiveness or be loyal to the personal feelings of the patient. Therefore, a
potential corollary of delegated treatment is a caring crisis. If patients do not feel
that on the other side of the screen or in addition to the technology there is some-
one who is concerned about them as a person, then this crisis may ensue.

Responsibility

Because technology cannot yet be morally sensitive, it cannot be responsible for
the treatment process. In this part of the article, we further our ethical analy-
sis with an issue of responsibility and explore its different dimensions. Because
digital technologies are often quickly pushed onto the market without scientific
validation (Joseph Conn, November 28, 2015), it is extremely complicated to find
a useful program among bold marketing promises. Authors such as Torous insist
that applications need to engender trust (Torous & Roberts, 2017). We argue that
engendering trust must address the questions of responsibility and transparency.
To move from a technology-driven to a user-centered approach, we need to define
the role of technology in treatment and redraw the responsibilities of all stake-
holders involved in the treatment of patients with schizophrenia.

Although there are laws that regulate medical software, they differ from coun-
try to counry, based on the various classifications of medical products,, so off-
label use of medical products is possible. If technology is presented as a medical
product to maximize benefits for the patient, it should be prescribed by the clini-
cian according to the main symptoms of the disease. Currently, health technology
assessments and the certification of applications for insurance fees are pressing
topics. This indicates that technology coverage in psychiatry will grow. We argue
that technologies for mental health should undergo not only a technical but also
an ethical examination. Since direct-to-consumer technologies are available in
Internet shops or can be delivered by mail, a gray zone exists for their use. There
is also a growing do-it-yourself community in which individuals independently
modify market-available technologies or build their own devices, such as tran-
scranial brain stimulators (Kannon Yamada, November 14, 2014) despite some
evidence this type of neuromodulation may impact task-related oscillatory activ-
ity in the frontal cortex (Singh et al., 2019). Ongoing effects from the at-home
use of this type of technology are unknown; therefore, purposefulness of its use
needs to be discussed with a doctor and the high-risk procedures should be per-
formed by a healthcare specialist. For the good of the patient, implementation of
digital technologies should be integrated within the medical treatment.
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Medical software development should be a morally and legally accountable pro-
cess that is performed with an abundance of caution when introducing it to the mar-
ket and developing marketing materials and instructions for use.

Technological advances change the focus on responsibility and re-shapesthe ther-
apeutic alliance.

The traditional shared decision-making model that is widespread in clinical set-
tings assumes personal communication, offers choice, describes options, and dis-
cusses decisions (Elwyn et al., 2012). Within the decision-making process, this
model shares responsibility between a doctor and a patient. There are technologies
that maintain the same proportion of responsibility between doctors and patients as
face-to-face therapy. However, the more that digital applications enhance autonomy,
the greater the share of responsibility for decision-making that moves to patients.
Patients become users, which has a different meaning: while a “patient” is a vulnera-
ble person who needs a particular type of care (i.e., healthcare), a “user” is an active
figure who is sufficiently responsible to use a particular product or service.

Doctors accurately, comprehensively, and objectively transmit information to
patients according to the principle of veracity, which obliges them to be honest
and tell the truth; this is not always the case in mobile applications. Patients who
use technologies are free to create and fill out their own electronic health records;
patients can read, report and access to the entire volume of their medical informa-
tion anytime and anywhere. Consequently, each medical app user becomes responsi-
ble for reporting information about his medical condition and its validity.

Assistive technologies, such as smart homes (Mano et al., 2016) or robots (e.g.,
a pet-type robot for ball games and petting (Narita et al., 2016)), can reduce the
burden faced by caregivers and healthcare specialists. The concepts of “self-moni-
toring” and “self-treatment” undermine roles in medical care. How patients can live
independently with the help of digital solutions and the extent to which patients,
caregivers, and healthcare systems can rely on the technology remains dependent
on the severity of the disease. However, the accelerated use of technology does
not fully replace the value of personal and medical care. Additionally, technology
should not diminish clinicians’ responsibility for ensuring the best treatment for the
patient (beneficence), respecting the patient’s self-determination (autonomy), and
evaluating the patient’s decision-making capacity and consent. We argue for the
need to maintain patient-relative relationships and clinician-patient relationships in
the treatment of patients with mental health disorders. Just as good communication
skills are required for doctors, digital medical technologies should be user-centered.
In several articles, we observed that patients with schizophrenia are peer trained for
apps when they are still in the hospital (Bucci et al., 2018; Forchuk et al., 2015;
Verhagen et al., 2017). In contrast, one study recruited participants via the Internet
without providing any assistance (Gulati et al., 2016). These approaches are hardly
comparable since if people are contacted remotely, they may be less likely to report
adverse effects. Nevertheless, for explicitness, we suggest personal contact in the
beginning, which is a good solution to determine whether patients understand the
app and its risks.

With the introduction of GDPR, patients become custodians of their own medical
information. This raises an issue regarding the responsibility to educate vulnerable
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patients with fluctuating capacity about the risks and benefits of social media and
digital technologies in general.

Overall, the concept of responsibility applied to technology for mental health
is complex and multidimensional. Common dilemmas include responsibility, such
as responsibility for the validity of the intervention, and maintaining standards of
medical care, caring values, explicitness and transparency. There are unique aspects
of responsibility related to mental health illness, as mentioned previously, includ-
ing the responsibility for action in life-threatening situations, non-stigmatization of
mental health conditions, and legal and current mental capacity to consent.

We believe that the involvement of all stakeholders, or the so-called participatory
approach in technology development, is a key solution for increasing the responsive-
ness of technology to the needs of patients with mental health diseases.

Discussion: Uncertainty and Call for Action

Disruptive technology provides many opportunities in mental health but also raises
many ethical issues, and considerable uncertainty remains in its implementation.
Due to these factors mistrust among health professionals and the public. First, there
is a lack of transparent standards for mHealth applications. Internet advertising often
offers apps based on financial benefit, and the visibility of applications in the App
Store and Google Market is based on the star rating the app receives, not clinical
efficacy. Adequate quality assessment should be provided and should be accessible
to the public. There is a need for a decision-guiding framework from professional
societies to help clinicians choose the right application for their patients.

Second, identifying the role and responsibilities of mobile apps in therapeutic
relationships is disrupted by technology. All the issues that we discussed — data
security gaps, safety, impact on self-perception and autonomy — may lead to mistrust
in digital technology. A particularly confusing issue is the interfusion of roles and
shifts in personal responsibilities. A person with mental health disease is vulner-
able as a patient while simultaneously being authorized as a consumer who takes
over many responsibilities from the moment he or she chooses the “I agree” button.
Currently, regulations for wellness applications and data on any side effects of their
amplification are scarce, thus it is problematic for health professionals to choose
which clinical tasks they can delegate to mobile applications. Can they decrease
hospital stays and encourage patients to use mobile apps in favor of reducing costs?
Can they attempt to predict psychotic exacerbations by tracking and controlling
their patients 24/7? Some authors propose that such apps should provide informa-
tion regarding efficacy and safety claims, and the claims made in software adve-
trisements must be validated and the software companies should carry responsibility
for misleading claims (Hsin & Torous, 2018). Another area of potential regulations
need concerns legal responsibility in case of possible bad outcomes or side events
(Armontrout et al., 2016).

Third, the high number of cases of data leakage and misuse of personal data on
mental health has shown existing weaknesses of legal protection for confidentiality.
There are concerns, that GDPR enforcement in Europe is still incomplete (Eddy,
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2020). The recent analysis of privacy policies has revealed a lack of GDPR compli-
ance in general health and medical apps (Mulder, 2019).

The studies by O’Loughlin et al. and Rosenfeld et al. have analyzed data poli-
cies of apps for dementia and depression (O’Loughlin et al., 2019; Rosenfeld et al.,
2017). These papers have shown lack of comprehensive data policies in the apps,
explaining the terms of data collection, data storage and data exchange. Moreover,
many of the existing policies are vague and lack important information, such as
details on encryption of data, password protection, and the ability to edit or delete
entered information. The further research by Robillard has shown that the major-
ity of mental health apps stated in the data policies that users’ information may be
shared with third parties (Robillard et al., 2019).

Many recent cases have revealed that stealing or selling data on mental health and
using it for digital phenotyping with commercial or political purposes is a real haz-
ard. Thus, lack of clarity and transparency in the data governance and data sharing
practices need to be addressed. Taken in account the fast pace of technological pro-
gress, proactive control, revision of data safety standards and independent audit of
the software companies are needed for responsible implementation and management
of mental health data. Additional efforts are needed to warranty data security in the
process of data exchange with different parties. Some authors suggest that mental
health apps have to document the processes they use to ensure the secure exchange
of information between platforms (Torous et al., 2019).

Technology-mediated healthcare is becoming a growing reality in psychiatry,
and it therefore maintains a relevant app ecosystem in mental health. Mobile mental
health care applications are a potentially reliable mental health standard of care and
a large step forward in the direction of personalized and high-precision medicine. To
address the uncertainty in implementing mHealth in psychiatry, we need to heighten
sensitivity to ethical issues. Additionally, we need to develop a responsible frame-
work for furthering sustainable development in the digital technologies industry and
the usage of such technologies for patients with schizophrenia in the clinical setting.

In light of these arguments, we would like to note that clinicians still play a sig-
nificant role in supervising treatment. Digital technologies can upgrade psychiat-
ric services and achieve better quality of care, but technology cannot be used as a
substitute for a professional clinician’s evaluation and advice until the problem of
responsibility is solved. For these reasons, we argue that professional-patient rela-
tionships in psychiatry remain fiduciary. Very little is known about long-term out-
comes of technology use in patients with severe mental health diseases (e.g., schizo-
phrenia, schizoaffective disorder), so the usage of mobile apps among patients with
these conditions remains the responsibility of psychiatrists based on the ethical
principle of beneficence. Because patients might find apps and devices on their own
through the Internet and private providers, the principle of beneficence implies that
psychiatrists must actively ask their patients about the use of such technology. While
many psychiatrists have been trained at a time when these technologies did not exist,
beneficial care currently requires all psychiatrists to acquire minimal technology lit-
eracy related to their field in the interest of guiding their patients and, in the absence
of proven benefits, preventing technology-related harm.
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