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Abstract

Industrial Internet of Things (110T) ensures reliable and efficient data exchanges among the
industrial processes using Artificial Intelligence (Al) within the cyber-physical systems. In the
I1oT ecosystem, devices of industrial applications communicate with each other with little human
intervention. They need to act intelligently to safeguard the data confidentiality and devices’
authenticity. The ability to gather, process, and store real-time data depends on the quality of data,
network connectivity, and processing capabilities of these devices. Pervasive Edge Computing
(PEC) is gaining popularity nowadays due to the resource limitations imposed on the sensor-
embedded 10T devices. PEC processes the gathered data at the network edge to reduce the
response time for these devices. However, PEC faces numerous research challenges in terms of
secured communication, network connectivity, and resource utilization of the edge servers. To
address these challenges, we propose a secured and intelligent communication scheme for PEC in
an lloT-enabled infrastructure. In the proposed scheme, forged identities of adversaries, i.e., Sybil
devices, are detected by 110T devices and shared with edge servers to prevent upstream
transmission of their malicious data. Upon Sybil attack detection, each edge server executes a
parallel Artificial Bee Colony (pABC) algorithm to perform optimal network configuration of 10T
devices. Each edge server performs the job migration to their neighboring servers for load
balancing and better network performance, based on their processing and storage capabilities. The
experimental results justify the efficiency of our proposed scheme in terms of Sybil attack
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detection, the convergence curves of our pABC algorithm, delay, throughput, and control overhead
of data communication using PEC for IloT.
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1 Introduction

The Industrial Internet of Things (110T) is a new paradigm in Information and
Communication Technologies (ICTs) that enables the interconnection of existing industrial
devices with additional intelligence. These devices sense, process, and communicate data
with each other via the Internet [1]. For efficient data processing in 10T, Pervasive Edge
Computing (PEC) has attained significant attention in recent years. Rather than forwarding
the data to the cloud for processing, it is processed at the network edge for quick responses
to the 10T devices [2]. PEC reduces the amount of required bandwidth and improves the
computation, communication and storage capabilities of these resource-constrained devices

[3].

In PEC, the edge servers process the data using Artificial Intelligence (Al) techniques for
making certain decisions, e.g. load optimization, channel assignment, etc [4]. The Al-based
techniques such as machine learning, deep learning, genetic algorithms, and evolutionary
algorithms can learn from the environment by gathering the data, analyzing it, and taking
intelligent decisions based on it. For efficient analysis and quicker decisions, lloT-enabled
PEC gains popularity in the use of these algorithms. The Artificial Bee Colony (ABC) [5] is
an evolutionary algorithm that aims to embed intelligence and strong inference capabilities
in intelligent systems. The variants of this algorithm are used in numerous industrial
applications for designing complex systems. For example, in [6], the authors proposed an
improved ABC algorithm and evaluated it using different benchmark functions, mainly
focused on industrial applications, e.g., infinite impulse response design and industrial
image segmentation testing. Authors in [7] proposed a discrete ABC algorithm for
disassembling the sequences to recycle and re-manufacture the industrial products using
PEC. In [8], an ensemble ABC (En-ABC) was proposed for anomaly detection in an edge-
enabled 10T environment using different datasets. In [9], the ABC algorithm was modified
to achieve a QoS-aware secured scheduling in a cloud-based environment for 10T
applications. The use of ABC algorithm in an lloT-enabled PEC has the potential to make
human lives comfortable, however, at the same time, it faces threats in the context of data
confidentiality and users privacy [10].

In recent years, the main focus of research for IloT-enabled PEC has been the design of
smart systems [11]. These systems are studied in the context of machine-to-machine
communication [12], smart automation [13], intrusion detection [14], and bandwidth
utilization [1]. However, limited attention has been given to privacy-preservation and
secured communication systems for industrial applications. The low-powered 110T devices
are prone to various adversarial threats that misuse the limited resources of the devices and
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cause the Quality of Service (QoS) degradation. Among these threats, Sybil attack is a
prominent one, in which an intruder either fabricate or steal the identities of legitimate
devices to infiltrate the network [15]. These forged and stolen identities of the intruder have
the ability to disrupt the operations of entire network. In [3], the authors proposed a Sybil
attack detection scheme using a channel-based machine learning approach for IloT-enabled
PEC. In [16], the authors proposed a secured edge-enabled framework for industrial
applications. A lightweight encryption algorithm is executed at low-powered 10T devices to
detect forged identities of Sybil devices, whereas, the resource-intensive operations are
performed at the edge servers. In [17], a Blockchain-enable edge framework was proposed
to secure industrial applications from Sybil attack to guarantee service availability in an 10T
network.

In this paper, we aim to integrate security, Al, and edge computing to enhance the
performance of IloT-enabled PEC. The proposed scheme uses a three layer architecture. The
bottom layer is 10T architecture layer that is composed of low-powered 10T devices for
data collection and Sybil attack detection. The middle layer comprises edge servers for load
optimization and job migration using our proposed parallel ABC (pABC) algorithm. Finally,
the top layer is the core layer that includes the industrial cloud for data accumulation and
storage. The main contributions of this paper are as follow.

. There does not exist any scheme for a secured and intelligent lloT-enabled PEC
in the existing literature. This scheme is unique because it secures the 10T
architecture layer, and performs optimal configuration at the edge layer using
pABC. This results in efficient resource utilization by improving the
performance of lloT-enabled PEC.

. To protect the low-powered 10T devices from Sybil attack, we propose a
lightweight Sybil attack detection protocol. The Sybil devices are detected by
IloT devices and the results are shared with neighboring devices and also
reported to the edge servers. This ensures the blockage of upstream transmission
of fabricated data towards the industrial cloud.

. For efficient utilization of the network resources, the pABC algorithm is used to
optimize the core layer using PEC. Upon Sybil attack detection, the pABC
algorithm is executed in parallel at each edge server to perform their optimal
configuration with the 10T devices. The heavy loaded servers mutually migrate
jobs to the neighboring servers that result in efficient resource utilization and
network performance.

. Finally, we perform extensive simulations in terms of accuracy, sensitivity,
specificity of Sybil device detection, and convergence curves of pABC algorithm
to prove the efficiency of the proposed scheme. Moreover, we evaluated delay,
throughput, and control overhead of the data communication within the network.

The rest of the paper is organized as follows. The system model is discussed in Section 2. In
Section 3, the proposed scheme is illustrated followed by results and discussion in Section 4.
Section 5 concludes the paper with future research directions.
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2 System Model

In this section, we discuss the system model of our proposed IloT-enabled PEC scheme. The
system model is composed of three layers, the 110T architecture layer, the edge layer, and the
core network layer, as shown in Fig. 1. The bottom layer is composed of low-powered
systems and sensor-embedded industrial devices. These devices need to be utilized
efficiently with authentic data exchanges and interoperable connectivity to the rest of
network entities. The middle layer consists of edge servers (£y) that performs different
functions, e.g. data exchanges, storage, and computation. The top layer has two sub layers,
i.e., core networks, and the cloud services. The core networks sub-layer is similar to a
conventional network with an exception of traffic profile. It is responsible to perform
routing, data exchanges, and management of network information among different sub-
networks. The cloud service is responsible for hosting various applications that provide
different services.

In the system model, the 110T architecture layer has no security mechanism to protect the
low-powered 10T devices from malicious threats such as DoS and Sybil attacks. The low-
powered I10T devices need to be secured, and an optimal configuration of these devices with
Es need to be maintained for efficient resource utilization and network performance. To
protect the 10T devices, we proposed a Sybil attack detection scheme to prevent the
malicious entities from the transmission of compromised data. For efficient utilization of the
network resources at the edge layer, we propose a pABC algorithm. In Section 3, we discuss
them in detail.

3 The Proposed Scheme

In this section, we design a Sybil attack detection protocol to securely utilize the resources
of low-powered, sensor-embedded industrial devices. PEC is used to process and securely
forward the data to the industrial cloud from these devices. Upon network initialization, our
pABC algorithm runs in parallel at each £, This algorithm performs optimal configuration
of 1loT devices and E, that results in faster delivery of information to the industrial cloud.
The quick delivery of information is not only due to optimal configuration but also due to
Sybil attack detection, which prevents the flow of compromised data in the network. Besides
optimal configuration, each Egperforms job migration when the gathered data exceed its
storage and processing capability. This improves the efficient utilization of the network
resources, resulting in higher throughput and minimum delay during data transmission.

3.1 Sybil Attack Detection and Prevention Model

Our proposed Sybil attack detection protocol uses signalprints, which is a vector of RSSI
values received from multiple sources. Transmissions from the same location share the same
channel response, i.e., the same RSSI, while it varies for transmissions coming from
different locations. Like all other 10T devices, the transmission from a Sybil device device,
is omnidirectional. Neighboring 10T devices, e.g. device;and devicejreceive the
transmission from devicegand they coordinate and evaluate the signal strength of this
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transmission. When the devicejand device;receive a control signal from aevice; with illicit
identity A, then the received power Ré’eyicei can be computed using Eq. (1).

Rh ) _ Tx - C
device; = ~ 1)
device;

Here, 7, is the transmitted power, cis a constant, d{jevicei is the Euclidean distance between
sender and receiver, and p is the path-loss exponent and is equal to 4zdyeypice;/4 [18]. In p, A

represents the wavelength of a radio signal. Similar to dgevice;, the neighboring device;jalso
computes its received RSSI Rf}evicej.

The main motive of this protocol is to detect Sybil devices using their untrusted and false
RSSI values. These RSSI values mostly have limited transmission power 7, which is
related to received power R,, as shown in Eq. (2).

R,
i —— @
(1 /ddeuice,-)p

The location of devicegs with respect to devicejcan be computed using Euclidean distance
given in Eqg. 3.

2 2
ddevice; = \/(xdevice,- - xdevices) - (J’device,- - J’devices) ®)

Next, device;computes and appends Rf}ew-cei to its own control packet and transmits it to

devicej. As discussed earlier, devicejhas calculated Rf,’emej after receiving a similar control

packet from devicesat time t;. Putting the values of Eq. (2), (3), and pin Eq. (1), we can
write

h
Rdevicej Ry-c / Ry -c
= 4)
h P P (
Rdevlcei ddevicej ddevicei
Further solving Eq. 4 results in
h
Rdeuicej ddeuicei ’
7 =7 , wheret = t;. (5)
Rievice; device;

At time tp+ty, devicegagain broadcasts control packets with a different identity 4. The two
10T devices repeat the aforementioned operations and compute the RSSI ratio using Eq. 6.
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h
Rdevicej

ddevicei ’
,whent =ty + t; . (6)

hi .
Rdevice,- ddevlcej

At this point, gevice;compares the RSSI ratio of Egs. (5) and (6), and declares if the control
packet received is from devicegor not? A control packet belongs to devices iff Eq. (7) holds.

h h
Rdeuicej Rdevicej 0 @
~ 0. 7

h T ph
Rdeuicei Rdevicei

An 10T device that does not trust other 110T devices and believes in their RSSI values
(genuineness) is known as the initiator. The initiator can label other 10T devices as Sybil or
genuine 10T devices. The initiator becomes an observer after sharing its knowledge with
neighboring devices. In this way, any device is classified as Sybil if the observer and initiator
have computed the same RSSI value for that device. In other words, a Sybil device deviceg
has presented two illicit identities, #and # to its neighboring 10T devices. The RSSI values
calculated by neighboring devices are equal at different time periods that reflect the
incoming transmission from the same location.

At the 110T architecture layer , all the devices perform a similar operation to detect Sybil
devices and their illicit multiple identities. Once the Sybil devices are detected, the 10T
devices share their forged or fabricated identities with their connected edge servers £5to
prevent upstream transmission of malicious data towards the core network using PEC. Once
the Sybil devices and their forged identities are prevented from network participation, the
I1oT devices transmit their own data upstream towards the Eg. The proposed pABC
algorithm is executed in parallel at each E for optimal configuration of 110T devices to each
E, In the next section, we discuss ABC and pABC algorithms in the context of our proposed
scheme.

3.2 Artificial Bee Colony Algorithm

The ABC algorithm is a probabilistic searching evolutionary algorithm used to solve
optimization problems. It has three basic components, food sources, employed foragers, and
unemployed foragers [5]. The food sources refer to solutions in the optimization problems
that depend on proximity, richness, and ease of extraction, i.e., the objective function. The
quality of food is considered as a fitness value. The employed foragers are responsible for
collecting honey, which refers to finding an optimal solution for solving the optimization
problems. The unemployed foragers are categorized into onlookers and scouts bees. The
onlooker bees observe the employed bees on the dancing area to know about a food source
(solution set), whereas the scout bees perform random search about a food source.

The ABC algorithm has numerous advantages over other intelligent evolutionary algorithms.
For example, it has better exploration ability as the scout bees always generate new solutions
that are different than the previous ones. In this way, a diverse set of solutions is produced
that can prevent the premature convergence issue in the network. The ABC algorithm is
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extremely simple as it uses only two control parameters. It is also efficient in local search as
compared to GA, ACO, and PSO, due to its simplicity. However, its search time is longer
and new solutions are generated based on the old solutions, which reduce the local
optimization accuracy and convergence time. The process of collecting honey and
optimization problems are given in Table 1. In the following sections, we describe the
mapping of ABC algorithm to our proposed system model, the phases of this algorithm, and
our proposed pABC algorithm that runs in parallel at £

3.2.1 Mapping—The applications of ABC algorithm need the design of chromosomes,
which is a set of parameters required to solve a particular problem. In other words, the
chromosomes is a possible arrangement to find an optimal solution. In our proposed scheme,
we have represented chromosomes with scalar values. In this section, we map the decision
variables of our objective function to solve the target problem. The decision variables, i.e.,
chromosomes, below are used to find an optimal solution.

. S.. Storage capacity of the edge server
. P .. Processing capability of the edge server
. L. Location of the edge server

Like other evolutionary algorithms, in our scheme, a population is a large set of individuals,
where each individual is represented by £, The Eguses chromosomes for reaching to an
optimal solution.

3.2.2 Population Initialization—Before initializing the population of ABC algorithm,
we need to define the swarm size S, the number of cycles 7, and the limit variable. We
determine the food sources £, the number of employed bees £, the onlooker bees O using

S ie,Fy=Ey=0p= % Next, we initialize random solutions for the population within the

boundaries of our objective function, as shown in Eq. (8).
x| = xj, + rand(0,1)(x}, — x,) ®

Here, x{bis the lower bound and x,{b is the upper bound of x;in the /7 direction. Now, the

fitness values of each solution can be computed using Eq. (9).

1 e g
fit = {T+objo TOR0 ©
1 + abs(obj()), ifobj() < 0
In this equation, obj() is the objective function as defined in Eq. (10).
n
0bj0 = Y. x; (10)

i=1

Here, x;is the decision variable. We also generate the initial trial vector that is used during
the scout phase.
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3.2.3 Employed Bee Phase—In the population initialization, a set of random solutions
is generated using Eq. 8. From the generated solution set, choose the first solution (candidate
solution) and a partner solution from the remaining solution set. Select a decision variable in
the first chosen solution to generate a new solution using Eq. (11)

D i .
Xhew = Xhin + & (x{m-n - x{,) (12)

where, xJ,,,is the new generated decision variable, ¥ is the old decision variable, ¢ is a

function that generates the random numbers € [-1,1], and x;; is the corresponding decision

variable in the partner solution. The employed bees check the bounds of xj,,,, evaluates the

fitness using Eq. (9), and updates the solution using a greedy selection procedure, given in
Egs. (13) and (14). If x},,,, violates the bounds, then apply Eq. (12). The pseudo code of £

phase is provided in Algorithm 1.

) max(xﬁew, lbi), forlowerbound violation
Xhew = . ; L (12)
min(x{,ew, ub ), forupperbound violation

(13)

g |x= X if Fitye > fit
O x=x,  iffityey, < fit

0bj() = 0bjOpew» iffitye,, > fit

A 14
0bjOpew [Obj() = 0bj(), if fit,,,, < fit o

Algorithm 1 Pseudocode of Employed Bee Phase

Initialization:
input: obj(), Ib, ub, S, p, fit, trial.
1: procedure
2: fori=1toS/2 do
3 Randomly select a partner solution p
4 Randomly select a variable for modification in
partner solution p > variable zJ in Eq (11).
5 Bound 7., using Eq. (12)
6 Evaluate obj(),.c., and fit,,.., using Eq. (10) & (9)
7: if fit,,.,, >fit
8 Accept @00
9 trial; = 0
10: else
11: trial; = trial; + 1
12: end if
13: end for

14: end procedure

3.2.4 Onlooker Bee Phase—The onlooker bee phase resembles the employed bee
phase as shown in Algorithm 2. In this phase, we need the probability of each solution Prob;,
which is calculated using Eq. (15),
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Prob; = 0.9 x (L) +0.1. (15)
! max(fit)
After obtaining the probabilities of every solution, the onlookers select the first £, and
compare the probability of first solution with a random number € [0,1]. If r > Prob;, then
the onlookers do not generate a new £, and they repeat this process continuously. If r <
Prob;, generate a new £ by selecting a random decision variable in the current 5 using Eq.
(11). Check bounds of the new Fgand fix it using Eq. (12), evaluate fitness using Eg. 9, and
update the solution using greedy selection given in Egs. (13) and (14).

3.2.5 Scout Bee Phase—The employed bees whose Fare abandoned are known as the
scout bees. Each scout bee uses a trail vector that is generated during the initialization phase.
The trail vector keeps track of how many times it failed to generate a better solution in
comparison to the existing solution. During the scout bee phase, new solutions are generated
using Eqg. (8). The previous best solutions stored in trial vector are compared with the newly
generated solution based on its fitness value. The solution with the best fitness value is
maintained in the trial vector. The pseudocode of the scout bee phase is provided in
Algorithm 3.

3.2.6 Parallel Artificial Bee Colony Algorithm—The issues in the traditional ABC
algorithm are its long search time, slow convergence rate, and proneness to local optimum
on a large number of decision variables. To overcome these issues, we have made changes to
all the three phases, i.e., employed bee, onlooker bee, and scout bee. The employed and
onlooker bee phases use Eg. (11) to generate a new solution and a new £, respectively.
These newly generated solutions are not much different from the previous solutions,
resulting in the least improvements after many iterations. It causes premature convergence
when the optimal solution is not detected, which shows the inefficiency of the traditional
ABC algorithm. To overcome this issue, we modify Eq. (11) to generate new solutions with
a good convergence rate using Eq. (16).

o = xljrand() + d)lj(xlj - xi) + (u/lj - 0.5)2(yl-j - x,l) (16)

where, (w/ - O.S)Z(ylj — x/) is the gbestthat helps in efficient optimal convergence, and v/ is
the new mutation step size, calculated in Eq. (17).
Jj_ t
i =1- T 7

where, tis the current iteration, and 7 is the total number of iterations. Furthermore, we
modified Eq. (8) for the scout phase, as shown in Eq. (18). This equation generates a better

solution than the original scout bee phase solution. Here, xiest is the previous best term

saved.
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j xll;'tin + rand()* ll/,j * (x{;est - xlj), forrand() < 0.5
Xnew = . ) ) )
X} + rand() * g * (y{,es, - x{), forrand() > 0.5

Algorithm 2 Pseudocode of Onlooker Bee Phase
Initialization: m=0, i=1
input: obj(), Ib, ub, S, p, fit, trial, prob.
1: procedure
2 while m < S5/2 do
r = rand(0,1)
if r < prob;
Randomly select a partner p
Randomly select a variable for modification in
partner solution p

AL

7: Bound 7., using Eq. 12

8: Evaluate obj(),ew & fitye, using Eq. (10) & (9)
9: if fit,e,, > fit

10: Accept ey

11: trial; = 0

12: m=m+ 1

13: else

14: trial; = trial; + 1

15: m=m+1

16: end if

17: i=i+1

18: ifi>S5/2
19: i=1

20: end if

21: end while
22: end procedure

Algorithm 3 Pseudocode of Employed Bee Phase
Initialization:
input: obj(), Ib, ub, P, trial, limit.
1: procedure
if trial of a solution > limit
Replace the entire solution within P using Eq. (8)
Evaluate obj() and fit
end if
end procedure

b L I

(18)

Our proposed pABC algorithm needs to be executed simultaneously by all edge servers for
optimal configuration of 10T devices to the £5 Each £;needs a random selection of a group

of networks, and evaluate their fitness and objective functions using pABC, respectively.

Then, using Algorithms 1, 2, and 3, the new best solutions can easily be computed. Finally,

these algorithms search the local best solution and decide to migrate the solution with the

neighboring servers based on a user-defined threshold value (). After finding the best

solution and optimal configuration, the E¢performs job migration to the neighboring E s if
the gathered data from I10T devices is larger than its storage and processing capabilities. The

pseudo-code of the pABC is given in Algorithm 4.
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4 Experimental Results and Discussion

In this section, the proposed scheme is analyzed using simulation-based results. We have
compared our Sybil attack detection protocol with [19], [20], and [21] using the confusion
matrix given in Table 2. On the other hand, the convergence of our pABC algorithm is
compared against Genetic Algorithm [22], Artificial Bee Colony [5], and Particle Swarm
Optimization [23] using mean values of different benchmark functions. Finally, the delay,
throughput, and control overhead are compared with [1] and [5].

4.1 Sybil Attack Detection

The performance of our Sybil attack detection scheme is compared using Table 2, where the
true positive 7preflects the occurrence of Sybil attack that was detected instantly, while true
negative 7, shows no attack and correctly detected. A false-positive Fpis the case when a
genuine activity is detected as an attack and Fyis the case when an attack is detected as a
genuine activity. The lloT-enabled PEC uses the performance metrics such as accuracy,
sensitivity, and specificity for comparison. Accuracy is the probability of accurate detection
as shown in Eq. (19). Sensitivity is the percentage of positive events as shown in Eq. (20),
whereas Specificity is the adverse events correctly detected as shown in Eq. (21).

Tp+TnN

Accuracy = Tr+ Ty + Fpt Py (19)
Sensitivity = Tp
ensitivity = Ty (20)
Sveci ficity = T'n
peci ficity = FrtTy (21)

In Figs. 2, 3, and 4, the effect of Sybil devices on the aforementioned performance metrics is
highlighted. The number of forged or fabricated identities of each device varies between 10
and 26. In comparison to the existing schemes, our scheme performs better in terms of these
performance metrics for a varying number of forged identities. The values on the y-axis for
all metrics increase by increasing the number of forged identities. The higher number of
Sybil nodes increase the chances of their detection due to their increased fabricated
identities. The main reason for better performance of our scheme is the use of RSSI values
from multiple sources. The RSSI-enabled detection of our scheme allows it to detect even
the smallest of fluctuation in the signal strength coming from the same physical location.
The performance of [19-21] is slightly lower than our proposed scheme because they have
used a single RSSI value for Sybil attack detection and also there is high fluctuation in these
values experienced at 110T devices.
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Algorithm 4 Pseudocode of Parallel ABC Algorithm

Initialization:
input: obj(), Ib, ub, T, limit, ¢;=0.
1: procedure
2 Initialize random population P for each colony
(network) in parallel using Eq. (8)
3= Evaluate obj() and fit of each population using
Eq. (10) and (9)
4 Set the trial counter of all solutions to zero
5 for t=1 to T do in parallel

6: Perform Employed Bee Phase for all solutions
using Algorithm 1

7: Determine the probability of each solutions

8: Perform Onlooker Bee Phase to generate solu-
tions using Algorithm 2

9: Memorize the best solutions

10: if trial of a solution > limit

11: Perform Scout Bee Phase using Algorithm 3
12: end if

13: end for

14: for each local best solution do

15: if fit(x},,,) < fit(x,..) do

16: ci=c +1

17: else-if ¢; > A © A is a user-defined threshold.

18 Migrate solutions to neighbors and update
network;

19: end if

20: end for

21: for each E, do

22: if (collected data) > (the capacity of E;) do

23: Send request to neighboring E,

24: if response received in-time do

25: submit job to neighboring E,

26: end if

27: end if

28: end for
29: end procedure

4.2 Optimization using Parallel ABC

4.3 Network Performance Metrics

In this section, we demonstrate various performance metrics, e.g. end-to-end delay,
throughput, and control overhead of our lloT-enabled PEC.
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In this section, we discuss the effectiveness of pABC algorithm using benchmark functions
[24] of Table 3. These functions are used to compare our pABC algorithm with conventional
ABC [5], PSO [23], and GA [22] as shown in Fig. 5, 6, and 7, respectively. In these figures,
the values on y-axis decrease by increasing the number of iterations. The convergence
curves of pABC are better because of the improved step size. Moreover, it has better new
solutions every time in comparison to the previous solutions. The modifications at every
phase of pABC result in faster convergence that gives an optimal network configuration in a
shorter time. It has also a good effect on achieving a higher QoS of the network. Moreover,
our proposed pABC algorithm runs in parallel at each E, and shares the results with
neighboring E s that helps in the learning process and faster convergence.
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4.3.1 End-to-End Delay—The End-to-End Delay (E2E) is the total delay incurred by a
packet from its transmission to its final reception at the industrial cloud. In Fig. 8, the E2E
delay against the number of transmitting devices for different schemes is depicted. The
largest delay is incurred when the network is under a Sybil attack. Moreover, each packet
experiences a higher delay under normal network operations, i.e., without optimization. The
delay of ABC algorithm is better than [1] due to its efficient convergence and in finding
optimal solutions. In [1], authors have performed optimal configuration of 110T devices with
edge servers using PSO. They have also used high-bandwidth communication channels in
the licensed band using cognitive radio. Our proposed scheme outperforms all these schemes
because it efficiently detects the Sybil attack at the 10T architecture layer, and achieves an
optimal network configuration at the Edge layer using pABC. Besides, pABC executes
simultaneously at different E;that causes minimum delay and performs efficient job
migration under heavy load.

4.3.2 Throughput—Throughput is defined as the number of data packets correctly
transmitted over a network in a particular period. In Fig. 9, the throughput of different
schemes against the number of transmitting devices is shown. The throughput is degraded
when the network is under a Sybil attack. The throughput of [1] is better against the network
without optimization due to the optimal device-to-gateway configuration and the use of
high-bandwidth licensed channels. The ABC algorithm performs better than [1] due to
efficient convergence and the fast optimal solution. Our pABC algorithm outperforms all
these schemes due to Sybil attack detection, and optimal network configuration.

4.3.3 Control Overhead—Fig. 10 compares the control overhead of different schemes,
which is the ratio of the control packet to data packets transmitted. During Sybil attack, the
data is not successfully transmitted resulting in a higher overhead. In [1], the overhead is
smaller when running PSO and it increases while detecting licensed channel in a spectral
band. It is because the licensed channel detection needs various control messages. The
pABC algorithm has higher control overhead in comparison to ABC because the proposed
scheme transmits the control messages during Sybil device detection.

5 Conclusion

In this paper, we proposed a secured and intelligent communication scheme for the
Industrial Internet of Things (l10T)-enabled Pervasive Edge Computing (PEC). The
proposed scheme relies on Sybil attack detection, Artificial Intelligence (Al)-based optimal
configuration, and edge computing. Using a lightweight detection protocol, the Sybil devices
were detected by the 10T devices. After Sybil devices detection, their illicit identities are
shared with the neighbors and edge servers to prevent upstream transmission of malicious
data towards the industrial cloud. At the edge server, an optimal configuration of I10T
devices was achieved by executing a parallel Artificial Bee Colony (pABC) algorithm. This
algorithm identified an optimal configuration of edge servers to the 10T devices, and shared
the results with the neighbors. Each edge server performed job migration to its neighbors
when the incoming data from 10T devices exceeded its processing and storage capabilities.
The experiments results showed that our scheme is resilient against Sybil attack in terms of
accuracy, sensitivity, specificity, and detection rate. Moreover, it has better convergence
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curves against the existing approaches for various benchmark functions and achieved higher
Quality of Service (QoS) of the network. In the future, we aim to perform mutual
authentication among edge servers and 10T devices prior to communication. Also, we aim
to improve the performance of pABC by regulating the traffic from industrial cloud via
Software-defined Networks (SDNs) controller.
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TABLE 1:

Honey collection vs optimization problems

Bees collect honey

Optimization problem

Proximity of the food source

Possible solution

Abundance of the food

Number of solutions

Ease of extraction

Easiness in getting a possible solution

Quality of the food

Fitness value

Maximum quality food

Optimum solution

IEEE Trans Industr Inform. Author manuscript; available in PMC 2022 July 01.

Page 28



1duosnuey Joyiny 1duosnuen Joyiny 1duosnuey Joyiny

1duosnuen Joyiny

Khan et al.

Confusion Matrix

TABLE 2:

Positive | Negative
Positive Tp Fn
Negative Fp Tn
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