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Signal Versus Noise: How to Analyze the Microbiome and
Make Progress on Antimicrobial Resistance
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Antimicrobial resistance has become a worldwide medical challenge [1], so impactful that vancomycin-resistant Enterococcus (VRE) and
methicillin-resistant Staphylococcus aureus (MRSA) have entered the common vernacular. We have attempted to reduce the selective
pressure through antimicrobial stewardship, curtail the spread by identifying and isolating carriers and individuals with symptomatic
infection, and treat antibiotic-resistant organisms (AROs) by developing novel antimicrobials. Despite these extraordinary measures, the
challenge of AROs continues to grow. The gut microbiome, the ecosystem of microbes (ie, the microbiota) and metabolites present
upon and within all humans, is an emerging target for both the risk for colonization and defense against infection with AROs. Here,
informed from experiences and successes with understanding the role of the microbiome in mediating risk of Clostridioides difficile
infection (CDI), we (1) review our understanding of the risk from ARO acquisition; (2) review our current understanding of the gut
microbiome’s ability to resist colonization with AROs; (3) describe how experimental model systems can test these initial, global in-

sights to arrive at more granular, mechanistic ones; and (4) suggest a path forward to make further progress in the field.
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EVIDENCE FORTHE RISK FROM ARO COLONIZATION

The gut can be colonized with AROs, serving as a reservoir
and potential transmission source for the AROs [2], while not
making the host overtly ill; this has prompted many hospitals to
employ screening and isolation efforts for AROs, with MRSA
or VRE as examples [3]. Such efforts have become increasingly
controversial as we have learned more about the downsides for
care teams and patients with isolation [4], complexities for pa-
tient flow within a hospital, and with posthospital care. Ideally,
we would reduce ARO colonization rates.

It is also clear and not surprising that being colonized with
ARO:s in the gut, especially at high levels, raises the risk of in-
fections such as bacteremia from the same AROs [5, 6]. More
intriguingly, however, is the evidence that domination of an in-
testinal community from one such ARO can raise the risk of
clinical infection from a separate, unrelated ARO [7, 8]. This
hints at a shared, underlying mechanism of the healthy gut
microbiome that protects against colonization by different
AROs, which in turn suggests therapeutics that can work across
different ARO mitigation goals.
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EVIDENCE THAT THE GUT MICROBIOME MEDIATES
RISK OF ARO ACQUISITION AND INFECTION

Colonization with AROs appears more likely after disruption
of the gut microbiome [9], and resolves in some patients when
the gut microbiome is restored with fecal microbiota trans-
plantation (FMT). One study of a microbiota-based drug to
treat recurrent CDI noted that of the 11 patients with preex-
isting colonization with VRE, 8 (72%) converted to negative,
with some remaining VRE-free upon 6 months of follow-up
[10]. Another study of more traditional FMT noted that it
could successfully clear colonization with Enterobacteriaceae
that produce extended-spectrum P-lactamase in 20% of
subjects after one FMT, rising to 40% after a second FMT
[11]. The effects of FMT on antimicrobial resistance may ex-
tend beyond what we observe for colonization with clinically
relevant AROs, as studies have observed a general reduction
of antibiotic resistance genes in the microbiome as a whole
following FMT [12, 13]. In individual case reports, FMT has
also been shown to successfully treat patients with persistent
pneumonia and recurrent urinary tract infections with AROs
[14, 15]; in a prospective cohort trial, FMT recipients had a re-
duced incidence of subsequent bacteremia [16]. Finally, FMT
is a risk for ARO acquisition as well as infection with acquired
ARO from FMT [17].

Together, these mixed results speak to the magnitude of the
challenge of translating the microbiome science around AROs
to novel therapies. As an example of our limited understanding
of this complex phenomenon, while VRE colonization is
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detrimental to colonization resistance against other AROs, one
study found that VRE colonization may be protective against
typical, non-ARO enteric infections [16].

FMT successfully treats recurrent CDI across a wide variety
of permutations in the details of the products and procedures
used [18, 19] and despite significant variation among donors
and the transplanted microbiota. It is notable that the efficacy
for FMT-mediated ARO decolonization is both limited and
inconsistent, as not all patients in the studies above benefited.
We were, in a sense, lucky that C. difficile is not “picky” about
donor stool community composition, but are not so lucky
when attempting to use FMT to treat other conditions such
as inflammatory bowel disease or to decolonize AROs [20,
21]. Why were we lucky with CDI? How can we better handle
circumstances in which success depends on the details of the
permutations above?

Motivated by these questions, we next turn to how emerging
research tools can help develop this mechanistic understanding
of the underlying complexity of the microbiome.

FOR CDI, THE CAUSAL CHAIN WAS THE FIRST
OBSERVATION: AN ANTIBIOTIC-ASSOCIATED
DIARRHEA

What followed was the microbiology, the identification of
C. difficile, and finally next-generation sequencing (NGS) re-
vealing the broad disruption of the gut microbial community
after antibiotics and associated with the development of CDI.
We would argue that the picture with C. difficile differs from
AROs in that through both human studies and animal models,
we had a better understanding of the causal chain leading to
CDI, specifically regarding the role of antibiotic-induced
microbiome disruption in attenuating colonization resistance
to CDI [22]. This showed how patients and animals with very
different gut microbial community structures and compos-
itions could still have a shared function, namely colonization
resistance, due at least in part to shared metabolic environments
such as the presence of secondary bile acids [23].

Viewed this way, there is no real reason to think that this
untargeted FMT approach would work for other conditions, in-
cluding ARO colonization and infection. Indeed, even for CDI
the necessary and sufficient components of feces in mediating
the desired therapeutic effect is unknown, and it is not even
fully established that transplanting microbes is essential, as a
case series of sterile fecal filtrates for recurrent CDI showed ef-
ficacy [24].

THE ROLE OF MIODEL SYSTEMS

Gnotobiotic animals have been the most fruitful experimental
strategy for microbiome science to establish causality [25, 26].
Microbes, metabolites, or entire microbial communities can
be transferred into germ-free animals to study the physiolog-
ical effects. Emerging in vitro organoid-based models offer new

opportunities and allow for controlled experiments not pos-
sible previously. These systems are currently being deployed
and tested in part through a National Institutes of Health (NTH)
program titled the Novel, Alternative Model Systems for Enteric
Disease (NAMSED). These systems can test hypotheses from
observational studies to arrive at mechanistic insights, which
can again be taken back to human subjects for further testing
and analysis. This cycle of moving from human subjects, to
analysis of multidimensional datasets, to experiments in model
systems, and then back to humans constitutes the systems bi-
ology approach. This systems biology approach is increasingly
being recognized as a fruitful avenue to arrive at actionable in-
sights, including multiple funding mechanisms through NIH to
support such work.

An example of how a holistic, systems biology approach
could lead to insights that can directly impact patient care
can be gleaned from the seminal work showing how the ther-
apeutic efficacy of checkpoint inhibitors (eg, PD-1 inhibitors)
is modulated by the gut microbiome. This trio of articles pub-
lished in the same issue of Science effectively hints at the power
of a true systems biology approach, though conducted by sep-
arate teams, starting by showing that antibiotic consumption
is associated with poor response to immunotherapeutic PD-1
blockade and that nonresponding lung and kidney cancer pa-
tients had low gut levels of Akkermansia muciniphila [27]. This
was followed by experiments showing that oral supplementa-
tion with A. muciniphila to antibiotic-treated mice restored the
response to PD-1 inhibitors. Two additional studies on mela-
noma patients receiving PD-1 blockade [28, 29] found a lower
abundance of “good” bacteria in the guts of nonresponding pa-
tients, and this correlated with impaired immune cell activity,
suggesting that the modulation by the microbiome of PD-1 in-
hibitor efficacy was not limited to lung and kidney cancers. In
one of these studies, Matson and colleagues took these insights
from analysis of the human microbiome of responders and
tested them in a mouse model [28]. They did this by reconsti-
tuting germ-free mice with fecal material from responders and
found this led to improved tumor control, augmented T-cell re-
sponses, and greater efficacy of anti-PD-1 therapy.

These findings have already led to a phase 1 clinical trial
testing FMT for nonresponders to PD-1 inhibitor treatment,
with some (but not all) previously nonresponsive patients
having a treatment response following FMT [30], and with
FMT being associated with favorable changes in immune cell
infiltrates and gene expression profiles in the gut lamina pro-
pria and the tumor microenvironment. In a separate but con-
current phase 1 trial [31], responders had increased abundance
of taxa previously shown to be associated with response to anti—
PD-1, distinct proteomic and metabolomic signatures with
transkingdom network analyses supporting the gut microbiome
as a regulator of these changes, increased CD8" T-cell activa-
tion, and decreased frequency of interleukin-8-expressing
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myeloid cells. Despite these advances, we still do not have a way
of precisely and reliably manipulating the gut microbiome in
patients treated with PD-1 inhibitors.

Future studies around how the microbiome affects ARO col-
onization should make use of these novel and emerging model
systems of host-microbe interactions in the context of a systems
biology approach. In particular, these in vivo and in vitro model
systems offer a pathway to establish which aspects of the gut
microbiome are responsible for ARO colonization resistance—
such as live microbes, specific metabolites, or microbe-microbe
interactions. To support such studies, novel model-driven ana-
Iytic approaches of human observational data and these model
systems are needed.

ANALYTIC APPROACHES

Due to its complexity, multidimensionality, and extreme vari-
ability even in an individual over time, analyzing microbiome
data to arrive at generalizable and mechanistic insights is chal-
lenging. Further compounding the challenge are the complex
ways by which antibiotic resistance develops in microbes. While
there are identifiable strains or species of bacteria with vertic-
ally inherited antimicrobial resistance, resistance can arise by
horizontal gene transfer, shifts in the allelic frequency of spe-
cific microbial genes, mutations in protein coding genes, and/
or mutations in intergenic transcriptional regulating sequences.
Most of these mechanisms are opaque to NGS analysis tech-
niques in wide use. As with our successes with CDI, we suggest
starting with a testable conceptual framework, and employing
NGS as a tool to test and refine the framework over time.

For example, butyrate production by the gut microbiome
has defined mechanisms by which it can affect host inflamma-
tion and immunity [32, 33]. Butyrate production is a ubiqui-
tous feature of the healthy human gut microbiome [34]. The
causal framework that the loss of butyrate production by the gut
microbiome after hematopoietic cell transplantation increases
the risk for graft-vs-host disease has been successfully tested
with a study that combined NGS and targeted metabolomics
[35]. This opens the door to microbiome-oriented interventions
to preserve and boost butyrate production [36] and improve
outcomes after hematopoietic cell transplantation. Similar asso-
ciations to specific species of bacteria have led to probiotic trials
to test the causal framework that specific species are protective
in irritable bowel syndrome (NCT03721107).

A comprehensive framework for the microbiome and ARO
should incorporate what we have learned about the effects of
antimicrobials on the microbiome, how specific disruptions of
the gut microbiome affect colonization resistance, and in turn
how the state of the host epithelium (eg, age, inflammation, cel-
lular respiration) affects both the gut microbiome and AROs.

For example, in people living in skilled nursing facilities,
broad spectrum antibiotic exposure is associated with dom-
ination with aerobic bacilli such as Enterococcus species and

eventually AROs organisms [8]. Other nonantibiotic medi-
cations can affect the composition and structure of the gut
microbiome [37], as can age and inflammatory diseases of the
gut itself.

Metabolic interactions between microbes and between the
microbial community and the host are clearly implicated in col-
onization resistance to C. difficile and are likely involved in resil-
iency against ARO colonization as well. For example, agonism
of the PPAR-family of intracellular receptors by microbially
produced short-chain fatty acids is critical for the maintenance
of the anaerobic environment within the gut, and in turn the
strict anaerobic microbes typically dominant in a healthy com-
munity [38]. Bile catabolism, resistant starch degradation, and
metabolism of riboflavin, indole, and sphingolipids are other
well-defined metabolic interactions between microbes and the
host that can be tested by NGS and targeted metabolomics to
see if they impact ARO colonization or infection.

We have begun to appreciate that the state of the host colonic
epithelium can affect both the microbial community and the
nature of host-microbe interactions. For example, butyrate has
radically different effects on undifferentiated colonic stem cells
compared to mature and fully differentiated colonic epithelium
[39], which in turn corresponds to treatment refractory colitis
when butyrate-generating microbes are present [40]. In a similar
manner, we can expect colonic epithelium from older individuals
to respond in distinct ways to the same microbes and metabolites.

NEXT-GENERATION SEQUENCING ANALYSIS OF
ARO-MICROBIOME INTERACTIONS

Microbe-microbe interactions are a possible contributor to
both susceptibility for and resiliency against colonization with
AROs. Detecting such microbe-microbe interactions with
microbiome data (whether from 16S ribosomal RNA [rRNA]
gene amplicon sequencing or shotgun metagenomics) is a sur-
prisingly challenging task [41, 42] and an area of active devel-
opment. As new statistical methods and tools become available,
there will be an opportunity to revisit extant human observa-
tional datasets and find critical microbe-microbe interactions
that could prevent ARO colonization.

Antimicrobial resistance can arise from multiple mechan-
isms, many of which require less common analytic techniques
of shotgun metagenomic data. The acquisition of a resistant al-
lele, or the development of one in situ via mutation and selec-
tion by antimicrobials, is both a well-described mechanism of
resistance, and only detectable with gene- and allele-oriented
metagenomic techniques. Even the task of assembling an ac-
curate and comprehensive catalog of protein-coding alleles
present in a shotgun metagenome is a complex task, prone
to both false positives and false negatives [43]. Dysregulation
of genes is another very well described mechanism of anti-
microbial resistance, with the most classic example being the
dysregulation of chromosomal ampC genes under selective
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pressure from P-lactam antibiotics, and subsequent failure of
treatments [44]. Gene-oriented metagenomics is a promising
and emerging technique that could allow for the detection of
some of these sorts of changes in a metagenome [43, 45, 46].

The detection and accurate cataloging of mutations in reg-
ulatory domains of microbial genes or operons from shotgun
metagenomes is even more nascent at this time, and likely
critical to detect and track this means of ARO acquisition.
Databases of antibiotic resistance genes and alleles exist, such
as the Comprehensive Antibiotic Resistance Database (CARD)
[47], with significant effort made to categorize the antimicrobial
resistance alleles into models that reflect our best understanding
of how resistance can develop: overexpression, sequence vari-
ants, knockout, and acquisition of a gene that confers resist-
ance (by homolog). The generation and maintenance of such
databases is difficult to get supported by funders and academic
institutions, and as such the reference databases for the inter-
pretation of sequencing-based microbiome studies often fall
into disrepair. One lesson we can take from the coronavirus
disease 2019 pandemic is the immense utility of rapid, open,
worldwide sharing of near real-time sequence data. A similar
effort for antimicrobial resistance (the goal of sequencing and
sharing in a cohesive and open database of the genome of every
antibiotic-resistant clinical isolate) would require ongoing in-
vestment by scientific institutions, but in turn be an invaluable
resource in the fight against the spread of AROs.

ESTABLISHING CAUSATION WITH STUDIES IN
HUMANS: OVERVIEW

In contrast to inference of association, causal inference in sta-
tistics is the process of determining the independent effect of
an exposure, and it analyzes the response of the effect variable
when the putative cause (exposure) changes. The fundamental
problem of causal inference is that directly observing causal ef-
fects is impossible, since an individual subject cannot be both
exposed and unexposed. This does not make causal inference
impossible, just difficult as assumptions must be made in order
to estimate the missing counterfactuals. Three assumptions are
both necessary and sufficient [48]: (1) exchangeability that the
treated and untreated individuals are exchangeable such that
the assignment to the exposure does not depend on the out-
come (ie, there are no unmeasured confounders that cause both
the exposure and the outcome); (2) positivity: every individual
has a greater than zero chance of being exposed at every level of
exposure and of having the outcome; and (3) consistency: the
exposure assigned to one individual is unambiguous, could be
hypothetically assigned to another individual, and the different
routes by which the exposure could occur would produce the
same effect.

So how does one design human subject studies with causal
inference as a goal? A full discussion is out of scope and it is
recommended that study teams include personnel with such

expertise, but some common approaches are discussed here.
The most logically straightforward solution is the random-
ized controlled trial (RCT), which through randomized treat-
ment assignment for all subjects addresses our 3 necessary
assumptions of exchangeability (equalizes the distribution
of confounders), positivity (everyone is eligible to receive the
treatment), and consistency (the treatment is unambiguous,
could be assigned to any individual, and the method of expo-
sure is consistent). However, RCTs do not come first, because
they generally follow basic science and observational human
subject research; meeting the assumptions for causal inference
in the latter is possible but more challenging.

Addressing exchangeability in observational studies includes
controlling for confounders through study design and statis-
tical modeling with covariates, and positivity is generally evi-
dent in the design (eg, it is possible that control subjects could
have been exposed to an antibiotic). Additionally, the likelihood
of exposure, termed a propensity score, can be calculated [49],
and this in turn can be used in several different ways to meet the
exchangeability and positivity assumptions through techniques
such as matching, inverse probability treatment weighting, and
standardization, all of which aim to account for the likelihood
of exposure among exposed and unexposed subjects, reducing
bias despite the lack of randomization. In mediation analysis
the effect of an exposure is partitioned into direct and indirect
components, the latter working through mediators of interest
that causally sit between the effect and outcome. These effects
are estimated along with the proportion mediated, which quan-
tifies how much of the total exposure effect works through a
particular mediator [50]. Finally, though more frequently used
in epidemiologic research, instrumental variables can be a
useful tool in causal inference [51]. Instrumental variables are
associated with the exposure but not the outcome, and they can
be helpful when measuring the exposure directly is difficult or
to account for unmeasured confounders. A common example is
estimating exposure to smoking in a population, which is dif-
ficult to measure directly, using data on taxes collected from
tobacco sales. Understanding if a variable should be treated
as a confounder, mediator, or instrumental variable is study-
dependent and relies on an underlying causal framework.

CAUSAL INFERENCE FORTHE MICROBIOME
AND AROS: AN EXAMPLE OF DEPLOYING

A CONCEPTUAL MODEL OF ARO COLONIZATION
AND INFECTION

From the observations presented above, we can build a concep-
tual model for how the microbiome is involved in the coloni-
zation with and infection from AROs (Figure 1A). A resulting
causal inference diagram (Figure 1B) can guide multivariable
modeling to adjust for true confounders (ie, associates with both
the predictor and the outcome), while also identifying variables
that are mediators, since they are in the causal pathway to the
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Figure 1. A, Example conceptual framework for testing hypotheses about the microbiome and subsequent risk of infection with antibiotic-resistant organisms (AROs).

Beneficial and detrimental host/environmental factors are shown on the left and right, respectively. The microbiome is modeled as a system of microbes and local environ-

mental factors that interact to fill ecological niches and maintain metabolic exchange with the host, disruption of which can influence gut mucosal inflammation. The main

hypothesis being tested should progress from a risk factor/predictor through the various components leading to ARO infection. Alternate pathways distinct from the main
hypothesis that also lead from host factors to ARO infection should prompt consideration of these as putative confounders or mediators. Modeling the microbiome itself may
require special techniques due to cyclic or nonlinear dynamics. ARO colonization here is modeled to be in the causal pathway between loss of colonization resistance and
infection and, thus, it should be modeled as a mediator in multivariable analyses. However, colonization itself can lead to microbiome alterations, so this simplified frame-

work may not apply in all scenarios. B, Here we see a specific putative causal inference diagram from hospital admission to ARO colonization. The direct pathway is shown
in solid black and the indirect in solid gray. Antibiotic exposure and microbiome alterations are mediators, while medication expenses could serve as instrumental variables.

Here confounders are depicted between antibiotic exposure and ARQO colonization, but confounding can exist for each variable in the causal pathway and must be accounted

for before formal mediation analysis can proceed.
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outcome (eg, microbiome disruption). The overall model can
also identify areas where cyclic or bidirectional influences can
be present and, thus, typical linear modeling may not be suf-
ficient to describe the phenomena studied without additional
assumptions [43]. For example, if studying ARO colonization
as a risk factor for subsequent invasive infection, it would be
appropriate to adjust for confounders such as antibiotic/device
exposure and comorbid conditions, as we have previously per-
formed in an analysis of intestinal domination with members of
the order Enterobacterales [52]. However, if the primary aim is
to study antibiotic association and subsequent risk of infection,
including microbiome-derived variables as covariates may only
dilute the association needlessly, as microbiome disruption is an
effect of antibiotic exposure and in the putative causal pathway
from antibiotic exposure to infection, not a confounder.
Instead, a formal mediation analysis conducted within the con-
text of this causal inference diagram could not only identify the
microbiome as a mediator but also quantify its contribution to
risk of infection (the indirect pathway) vs antibiotic exposure
(the direct pathway). Finally, this could be done in the context
of a study design addressing exchangeability through calcula-
tion of a propensity score for antibiotic exposure followed by
matching of cases to controls. The sum of these approaches can
begin to meet the requirements of causal inference and enable/
support subsequent RCTs and other experimental studies.

CONCLUSIONS AND RECOMMENDATIONS FOR
STUDYING AROS AND THE MICROBIOME

In summary, although there is compelling evidence linking
colonization and infection with AROs to the structure and
function of the gut microbiome, a more fundamental mech-
anistic understanding of the involved processes is needed to
make further progress in developing therapeutic strategies
to manipulate the microbiome for the benefit of the patient.
These new approaches can benefit from a focus on careful
study design set in a causal inference framework—having
such expertise on the study team is important—and from
leveraging existing associative/epidemiological insights from
prior studies and public databases. Additionally, 16S rRNA-
based analyses remain useful, and other -omics modalities
should augment, rather than replace, 16S approaches. Analysis
strategies such as dimensionality reduction, characterization of
longitudinal microbiome data, and novel machine learning ap-
proaches can help wrangle the complexity of microbiome data,
but they are not a replacement for proper study design. The
systems biology and NAMSED-derived approaches leveraging
new in vitro models can carry us further toward our goal.
Funders and academic institutions should value and support
efforts to maintain an open, accessible, and continuously up-
dated catalog of the genomes of antimicrobial-resistant mi-
crobes. These approaches allow us to test specific hypotheses

in model systems and then circle back with these additional
insights to apply them in human cohorts. While we got lucky
with EMT for recurrent CDI, we feel that developing successful
microbiome-based treatments for ARO colonization and infec-
tion will require a more holistic approach to tease apart the
signal from the noise.
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