Wireless Personal Communications (2022) 122:1413-1433
https://doi.org/10.1007/s11277-021-08955-6

®

Check for

Smart City Healthcare Cyber Physical System: Characteristics, o
Technologies and Challenges

Rupali Verma'

Accepted: 9 August 2021 / Published online: 26 August 2021
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2021

Abstract

The recent pandemic has demanded a strong and smart healthcare system which can mon-
itor the patients efficiently and handle the situation that arises from the outbreak of the
disease. Smart healthcare cyber physical systems are the future systems as they integrate
the physical and cyber world for efficient functioning of medical processes and treatment
through external monitoring and control of patients, medical devices and equipment for
continuous communication and information exchange of physiological data. Technologies
like Internet of Things, Machine learning and Artificial Intelligence have given birth to
smart cyber physical systems like Smart Healthcare Systems, Smart Homes, Smart Vehicu-
lar Systems and Smart Grid. Such systems are interdisciplinary in nature with multitude
of technologies contributing to its effective working. This paper presents a case study on
healthcare cyber physical systems presenting its characteristics, role of various technolo-
gies in its growth and major challenges in successful implementation of cyber physical
medication systems.

Keywords Artificial intelligence - Healthcare cyber physical systems - Symbiotic cyber
physical systems - Security

1 Introduction

In the current pandemic, a strong healthcare system is a backbone for any smart city.
Effective and efficient monitoring of patients together with regular supply of necessary
medicines and treatment with aid of medical devices is possible when a system can meet
the demand and supply situation. Such a scenario is possible with a predictive mecha-
nism which forecasts the healthcare situation and works smartly for handling the medical
emergency.

Smart Healthcare Cyber Physical Systems (SHCPS) are the future systems capable
of supporting the medical fraternity in handling the pandemic situation effectively. Such
systems comprise of physical world of patients, medical devices and equipment; exter-
nally controlled and monitored medical treatment, connected with cyber world through
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communication networks for data transfer and information exchange of physiological data
which are analysed for feedback and control signals. Such systems improve the quality of
medical care by providing efficient and smart services [1].

The design and development of healthcare cyber physical systems have brought some
open issues for discussion like autonomy level, security and reliability which are vital for
healthcare cyber physical systems.

1.1 Autonomy Level

Cyber physical systems can be classified from low to high level of autonomy based on
the tasks performed by the humans in the loop. Technologies like machine learning and
artificial intelligence play a major role in shifting the control from human to machine and
artificial distributed networks [2].

Various factors that are crucial in defining the autonomy level in healthcare cyber physi-
cal systems (HCPS) are broadly categorized into two domains.

e Equipment based Factors like the medical device type, interaction type and duration
with the patient are deciding factors for autonomy level. Medical robots for serving
food and medicines to coronavirus patients can work autonomously for assisting the
Medicare systems. The team of researchers from Hong Kong have created a humanoid
robot called ‘Grace’ for interacting with isolated coronavirus patients and provides ser-
vices like temperature recording and responsiveness through the thermal camera fitted
in the chest. The robot will also socially interact with the coronavirus patients in order
to prevent the stress arising from isolation [3].

e Patient related Patient related factors include the disease type and patient risk level.
Communicable diseases like coronavirus necessitate high level of autonomous Medi-
care cyber physical systems whereas high patient risk level require continuous medical
expert support along with the autonomous Medicare systems.

1.2 Security Mechanisms

A number of technologies play a vital role in the cyber physical system which can be clas-
sified into distinctive areas ranging from data collection with sensor technology and IOT;
handling big data and its storage with Cloud computing; data analytics and decision mak-
ing using artificial intelligence; control and coordination signals to smart machines and
actuators thus leading to the commencement of new era termed by Industry 4.0 [4] and
specifically Healthcare 4 for medical applications. A comprehensive security mechanism
for authenticated, confidential and secure communication between cyber and physical
world forms an integral part of framework during the design and development of cyber
physical systems. The criticality of healthcare applications with high levels of autonomy
demands a preventive approach for defence against cyber-attacks [5] and thus the Health-
care Cyber physical systems must incorporate the following in their security mechanism:

Identification of cyber-attacks on sensors.
Lightweight cryptography for transmitting physiological data.
Encryption mechanisms and Blockchain technology for secure storage on cloud-based
systems.
e Encrypted feedback signals to actuators.
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The data transmitted from patients to medical expert is vulnerable to attacks and
hence requires encryption techniques at the client end. Many cryptographic techniques
exist in literature, the broad classification is symmetric cryptography and asymmetric
cryptography. Biological cryptographic approach based on amino acid codes [6] is used
for transmitting the data from patients to healthcare experts in telemonitoring healthcare
system.

1.3 Reliability

Reliability is an important metric for cyber physical systems and of utmost significance
to healthcare industry. Figure 1 shows the reliability of healthcare cyber physical sys-
tems (HCPS) which is dependent on hardware units like health sensors and actuators,
software reliability on software systems computing patient’s health status, and network
reliability determined by communication networks for transfer of patient data.

The commencement of cyber physical systems requires optimization of resources and
self-adaptive behaviour for efficient, reliable and improved services [7]. The autono-
mous systems must be able to identify the failure of different components in the closed
loop system and take corrective measures in terms of handling the tasks. Self-adaptive
components of cyber physical systems learn from the past data and behave in the current
scenario. Smart machines like healthcare robots can self-organize to dynamic environ-
ment to meet the challenge of service quality.

This paper highlights the following:

(1) Characteristics of healthcare cyber physical systems
(ii)) Amalgamation of technologies that have contributed to the growth and implementa-
tion of healthcare cyber physical systems.
(iii)) Real time challenges which prompt the researchers, healthcare and manufacturing
sector to retrospect and consider during design and effective execution of healthcare
cyber physical systems.
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2 Cyber Physical Systems

The need for continuous communication, control and collaboration for efficient and effec-
tive systems for quality of service has brought a new era called Industry 4.0 that introduces
cyber physical systems. The term cyber physical system was first coined by Helen Gill at
NSF in US in the year 2006. A cyber physical system integrates cyber and physical world
with sensors, which act like data collectors to gather information like temperature, pres-
sure or speed/activity time for transmission to cyber world for storage in servers. This data
is further processed and analysed to act as stimuli for control and coordination signals to
actuators thus forming a closed loop system as shown in Fig. 2.

The systematic design and modelling of cyber physical systems play a key role in
defining the architecture of the system with various software and hardware components,
the functional roles of each component; and the communication and control mechanism
between cyber and physical space. Thereafter, the simulation of the design with well tested
and validation strategies are applied for final adoption of the model in the real time setup
[8]. Unlike the conventional approach to design and deployment, the authors in [9] sug-
gest a shift from design to runtime and implementation phase for critical decisions, which
depend on real time inputs and environment. Table 1 presents the various CPS simulation
software and their characteristics, which can be used to test various concepts of modularity,
scalability and complexity of cyber physical systems in the application domain.

Some systems have a symbiotic relationship between physical world and virtual world
giving rise to a new term “symbiotic cyber physical systems” [14]. The term symbiotic
relationship has arisen from biology where two organisms benefit from each other and
such a relationship is symbiotic in nature. Smart Grid is a perfect example of symbiotic
cyber physical system where technology drives to generate energy smartly and the energy
is the source of power for the technology elements in the cyber physical system. The smart
healthcare cyber physical systems are symbiotic to various autonomous systems as shown
in Fig. 3. Smart grid, smart home, smart vehicular systems, smart hospitals and smart man-
ufacturing units provide services for a smart city healthcare system. In turn, the smart city
healthcare system provides healthcare to its inhabitants. These inhabitants or humans are
working in various organizations and manufacturing units, thus providing their service or
role in various autonomous units. To define the precise role of humans in the autonomous
CPS systems is a big and challenging task. An effective approach in this direction is to

Cyber Physical
World World

(Processing & (Sensors &
decision Actuators)
making)

Fig.2 Cyber physical world with closed loop
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Fig.3 Smart city healthcare cyber physical system

identify the control strategies and interactions of humans in the closed loop CPS at early
stages of software development and thereafter, validate through fast prototyping techniques
[15].

The cyber physical systems differ in terms of their characteristics like autonomy level
which determine the tasks controlled and operated by humans, scale which depends on the
number of devices connected and risk management which depends on the critical environ-
ment of the system. Table 2 presents the various applications areas, characteristic features,
technologies and services provided by the CPS in different domains in face of the various
security risks and challenges.

3 Characteristics of Smart City Healthcare Cyber Physical System
Healthcare Cyber Physical Systems can be divided into various levels:

Unit level HCPS
Integration level HCPS
System level HCPS
Acceptance level HCPS
Evolutionary level HCPS

Unit level HCPS are basic or the first level of healthcare cyber physical systems which
provide monitoring and control of patients in intensive care units or at the hospital level. At
this level it continuously monitors the physiological parameters like temperature, pressure,
heart rate etc. of the patients and feed the data to the intelligent systems which analyse
and control the health actuators connected to the patient. Also, the health staff is in the
HCPS loop for support and information to health experts for immediate healthcare aid to
the patients.
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Integration level HCPS are the second stage of HCPS where the hospitals integrate with
smart homes to provide remote monitoring and remote healthcare service to the patients.
In case of transfer of high-risk patients in ambulances to hospitals, the latter can integrate
with smart ambulances to continuously monitor the patient’s health status and make neces-
sary emergency services in hospital like availability of bed, ventilator support etc.

System level HCPS are the third stage of HCPS where different autonomous systems
support the HCPS to form a Smart City Healthcare Cyber Physical System. The smart grid,
the powerhouse of energy and backbone for various cyber physical system together with
smart home, smart ambulances, smart hospital manufacturing units and smart hospitals
form a healthcare ecosystem providing quality of healthcare service to the patients.

Acceptance level HCPS is the level of HCPS where the researchers, technologists, engi-
neers, health experts, academicians coordinate to make the healthcare system effective
with policies and standards oriented towards successful implementation of the healthcare
ecosystem.

Evolutionary level HCPS is the ideal future HCPS systems which have properties of
self-adaptability and self-management. Self-adaptive components of cyber physical sys-
tems learn from the past data and behave in the current scenario. Hence, the role of evo-
lutionary behaviour is critical and of significance for the dynamic environment of cyber
physical systems.

The Cyber Physical System has physical components and processes which can be rep-
resented by a state diagram and different states: healthy, unhealthy, critical and non-
working state as shown in Fig. 4. The overall health of the CPS depends on the working
conditions of different components in the closed loop system [25].

The nature of devices in CPS is heterogeneous which range from sensors, actuators
to physical machines controlled by external inputs like mobile devices at dew layer and
systems at cyber level. The input and output of data of various devices differ in the data
formats, which may be structured/unstructured in nature, which necessitate the conversion
of formats through interfaces [16]. The healthcare cyber physical systems are application

A
/
//
Non Working Unhealthy
i Parameters within
Faults and failures e el

N

N\

Fig.4 State diagram of cyber physical system
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domain where time is a critical factor in determining the performance and reliability of the
system. A delay in seconds or microseconds in medication to patients can reduce the effec-
tiveness and dependability of the system.

Cyber physical systems are monitored and controlled continuously for effective opera-
tion and hence this gives rise to a new term called health-monitoring system (HMS) for
CPS [25]. HMS can perform dual function: to check the status of each physical compo-
nent in CPS and to apply pre-emptive approach in determining probabilistic health of CPS.
Study of behavioural models of physical components is a passive monitoring approach
where as a stimulus-based response is an active strategy to determine for anomaly detec-
tion [25].

Based on the above characteristics, the unit and the integration level of HCPS are ana-
lysed in terms of characteristics of CPS in Table 3.

Section 4, presents the role of various technologies in seamless monitoring the time
critical domain with heterogeneous devices in cyber physical systems where each state is
defined by a set of variables. The technologies play a crucial role in defining the health of
the system.

4 Technologies in Healthcare Cyber Physical Systems

The recent pandemic has put an unprecedented pressure on the healthcare system of any
city in the world and long working hours of medical experts and health workers. Hence, the
future healthcare systems demand Smart City Healthcare Cyber Physical Systems where
technology plays a significant role in its successful implementation. Cyber Physical Sys-
tems is an application domain where there is integration of plethora of technologies for
smart and efficient working of interconnected devices. Internet is the backbone for commu-
nication in cyber physical systems and is primarily the most crucial technology and enabler
for other technologies like IOT, cloud computing and blockchain [4]. This section presents
the role of various technologies like digital twin, IOT, big data, cloud computing, block-
chain, artificial intelligence, machine learning and robotics in the field of healthcare cyber
physical systems as shown in Fig. 5.

4.1 Digital Twin

Digital twin as shown in Fig. 6 is a virtual twin for a physical object or a process. In smart
healthcare systems, the digital twin creates virtual assets in cyberspace so that the digital
information of resources can be used for planning, control and coordination [27]. Digital
twin for SHCPS is basically a simulation model for medical devices and equipment, and
for behavioural analysis of patient treatment process to assist the health care experts to
study, analyse and predict the health status of patients.

The digital twin maintains a resource graph for various medical equipment which is
stored as a three-tuple vector represented by {resource id, allocation status, patient id}. The
allocation status be busy or idle and expected reallocation may depend upon the patient
health. The patient treatment process can be represented by a graph where the nodes rep-
resent the health status at different intervals of time and the edges represent the transition
based on change in physiological parameters. These graphs can be used for machine learn-
ing for computation and classification of patient’s health status.
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Fig.5 Technologies in healthcare cyber physical systems

Fig. 6 Digital twin-virtualization
in cyber space D

4.2 Internet of Things (10T)

The Internet of Things brought a new era of machine-to-machine communication [4] which
can be through wireless networks, Bluetooth and other technologies like Near Field Com-
munication, radio communication etc. The IOT enables in integration level smart health-
care cyber physical systems where the sensor networks generate high volumes of data
which are then transmitted to remote servers for analysis and control operations. Since
some devices in Medical IOT are resource constrained in terms of processing power and
memory therefore lightweight authentication and lightweight cryptographic schemes are
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essential for integrity and confidentiality of data and information exchange. The Medical
IOT has helped in recent pandemic in remote monitoring of patients [28, 29] through smart
wearables like smart watch and smart band to collect patients heart rate and blood pres-
sure; and smart thermometers to measure body temperature. These devices are connected
to smart phones, which ultimately send the data to the cloud servers for health analytics.

4.3 Big Data Analytics

In healthcare cyber physical systems with IOT of Medical devices, machine to machine
communication among heterogeneous nodes and sensors capturing data continuously
lead to large data sets which may be structured, unstructured or semi structured and hence
require storage, processing and analysis for medical advice. The big challenge is to deal
with unstructured data, complexity and veracity issues. The new computing paradigms
with high processing power and big data technologies enable to extract hidden patterns and
relationships in large amount of data which are gathered from various sources in healthcare
cyber physical systems.

The pandemic has led to regular check-up of physiological parameters like temperature,
pressure, heart rate so that the symptoms could be easily predicted. The different type of
data generated related to coronavirus are the human physiological parameters like tempera-
ture, pressure, heart rate; the hospital data which include current corona patient intake,
patient health status, facilities available like number of beds, ventilators; the city data like
the number of residents currently corona infected, number of patients healthy, number of
corona deaths, number of residents vaccinated. The researchers and analysts are interested
in survey of spread and predictive analysis for future effect. High end computing devices
and deep learning models enable to work on large datasets and identify these hidden pat-
terns. These hidden patterns can be unlocked using statistical, machine learning and deep
learning techniques.

The complexity and uncertainty of real world data generated in real time systems like
healthcare CPS can also be dealt by methodology based on computational intelligence
which includes fuzzy logic approach based on approximation techniques and fuzzy rules
for decision making and inferences; evolutionary algorithms like genetic programming and
swarm intelligence for natural selection; and artificial neural networks which have many
hidden layers with neurons, mimic human brain and trained on large data sets to set the
learning parameters for pattern recognition, prediction and classification of data sets [30].

4.4 Cloud Computing

Healthcare data silos are medical information of patients at discrete locations which may
be redundant or non-coherent based on data management strategies. Cloud computing is
a computing paradigm that provides infrastructure, resources and services to end users on
pay per use basis where the cloud servers provide data storage and computing power to
users. In healthcare cyber physical systems, the Electronic Health Records can be digitally
stored in encrypted format at the cloud server so that it can be shared and accessed by the
different entities like patients, hospital management, insurance companies and banks [31].
The challenging issue is to ensure safety of patient records which depends on the security
framework adopted for safeguarding the key generation centre that maintains private keys
of all authentic users [31].

@ Springer



1426 R.Verma

Besides the storage of encrypted data in cloud servers, industry 4.0 standards have
defined new service models for cloud manufacturing like control as a service, machinery as
a service and industry automation as a service [4]. These new cloud-based models can be
applied for hard real tasks with fog computing resulting in service closed to end users with
efficient real time communication in information transfer and control between the health-
care level and controllers.

4.5 Dew Computing

The cloud architecture provides services which can be enhanced by edge/fog computing
paradigm, a distributed service architecture which improves the efficiency of cyber physi-
cal systems by reducing the transmission delay of services provided by cloud model. Dew
computing further reduces the delay and provides energy efficiency by introducing another
level with smart interfaces or smart devices closer in network to IOT devices as compared
to edge devices. These smart systems provide processing capabilities, work on data from
physical components, control the actuators and have additional technology benefits of scal-
ability and resilience [32]. The Dew computing layer is very useful for providing services
in healthcare domain [33] where the patients can be monitored more effectively by provid-
ing processing and analytic services close to monitored area. A dew computing architecture
with IOT devices; sensors and actuators in first layer; smart devices like smart phones and
tablets in second layer called the dew computing layer; storage systems and network equip-
ment in edge device layer; cloudlets and servers at fourth layer called edge server layer
which represents the edge or fog computing distributed service and finally the fifth layer
with cloud servers providing various infrastructure and software based services[32]; can
be very time efficient for healthcare domains. The lightweight applications on tablets and
smart phones in Dew computing paradigms can share patient information and are inter-
operable which helps in collaboration with other systems to be a part of healthcare cyber
physical system of systems.

4.6 Blockchain

Blockchain technology provides a decentralised and distributed database for secure and
authentic access to electronic health records maintained by cloud servers [31]. It provides a
decentralised platform for maintaining untampered records of events [4] for various medi-
cal transactions that may be at device level or vaccines; and events at patient level. The
blockchain is defined by a chain of blocks, each with a number of transactions or commu-
nications which are hashed and structured by a Merkle tree. Each block is identified by a
hash value and contains the hash of previous block with the exception that the first block is
called genesis and has no parent hash value stored in it. Such a link with parent block gives
an immutable structure which cannot be tampered.

Such immutable structures can store the transactions of different medical devices and
vaccines; and information related to patients. Hence, this technology can have differ-
ent blockchains for healthcare: Blockchain of medical devices, Blockchain of corona-
virus infected patients, Blockchain of vaccines in a hospital. The IBM blockchain [34]
helps in transparent distribution of coronavirus vaccine, by maintaining the transactions
safe and traceable. QuillTrace [35] is a blockchain based technology that helps in tracking
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medicines in supply chain and identification of fake medicines with help of QR code on
medicines.

4.7 Artificial Intelligence and Machine Learning

Al and machine learning can be applied at various aspects of healthcare which include
medicines, medical equipment, patient and disease. The researchers, academicians and
healthcare experts are working together to extract useful information, the hidden patterns
from large databases of patient data. These large databases are also used to train machine
learning models which are used to classify the patients and help in automatic disease detec-
tion and thus support medical experts. The recent pandemic has seen the urgent need of
study of drug discovery for coronavirus, the high demand of ventilators which have become
the life saving device for the high-risk coronavirus patients, the study of patients with high
risk levels and the effect of disease on other organs of the body.

Based on the risk level, the coronavirus patients can be divided into low risk level and
highrisk level. At the first stage the patients can be isolated in their homes and the vari-
ous physiological parameters like their temperature, pressure and heart rate at discrete time
points can be sent to medical experts for predicting symptoms based on machine learning
techniques and healthcare can be provided through telemonitoring. The next stage demands
hospitalization of patients with continuous medical support, care and monitoring. Al and
machine learning algorithms have been used to predict the mortality rate of high-risk
patients [36] by training the model with balanced dataset; and features are chosen based on
wrapper and filter-based approaches. These features include symptoms, pre-health status
and demographic factors which significantly contribute to the disease status of the patient.

4.8 Robots

Robots are autonomous machines which are programmed to perform a particular task with
precision and accuracy. They are cognitive models based on artificial intelligence with
capabilities to continuously capture the environment data with sensors to work in complex
environments and perform pre-defined actions with high frequency. Robots have a vast role
to play in cyber physical systems like medical robots to assist in surgery and patient care,
industrial robots to perform manufacturing tasks and surveillance robots for security and
safety.

The recent pandemic has seen rising number of coronavirus cases which resulted in
patient overload in hospitals. The healthcare robots have found a key role in patient care
providing services from patient testing to patient service by delivering regular medicines,
food etc. Robots like Moxi perform various services like delivering PPE kits, covid 19 tests
and provides pick/drop service to patients [37]. The robot Mitra assists health staff by tak-
ing temperature readings of patients and helps patients in connecting with their relatives
through video conferencing [38].

Industrial robots help in manufacturing products like covid testing kits and ventilators
with high frequency and precision; and short development life cycle. Industrial cyber phys-
ical working environments with human robot collaboration aim for agile product develop-
ment and demand for context awareness in robots which identify human working zones and
adjust their area and speed [39]. Unlike machines, human behaviour is flexible and requires
constant reminders in the form of audio-visual messages for maintaining a safe distance
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during collaborative work with high-speed autonomous machines. Therefore, high preci-
sion algorithms are required for depth estimation to send control signals to robots and other
autonomous machines to avoid accidents due to erroneous computations and movements.

Security robots can help in detecting adherence to covid protocols like wearing of
masks, social distancing etc. They capture images, identify objects, generates reports and
communicate using multimodal technologies through audio, video and textual data.

Figure 7 presents the various technologies at various domains and the benefits which
helps in automation, resource control and intelligence-based decision making based on big
data analytics. Though, various technologies have contributed to the growth of modern
cyber physical systems which have led to an evolutionary process resulting in smart, self-
aware and self-healing systems but still the present day cyber physical systems face many
challenges which have an adverse impact on the health of cyber physical systems affect-
ing its devices, their communication and collaboration resulting in human intervention for
reinstating the working state of system.

Section 5, presents some challenges for a smart city healthcare cyber physical system
like energy flow in CPS, integration of diverse devices/levels, the delay or latency which
can affect the closed loop system and the cyber-attacks which have surfaced for informa-
tion theft and disruption of devices.

5 Challenges in Smart City Healthcare Cyber Physical System

There are numerous challenges for a successful implementation of HCPS like energy flow,
integration of heterogeneous devices and at various levels of HCPS, minimum acceptable
delay for time critical operations and security risks in healthcare cyber physical systems as
shown in Fig. 8.

* Digital twin N . .
+ Cloud Computing f Resource control and allocation
* Artificial Intelligence & Machine » Service oriented architecture
Learning ) » Analysis & Decision making
*Big Data Analytics > Distributed Ledger for communications
* Blockchain
-
«Dew Computing > Service through Smart interfaces
Communication
network Vi \_
N
<I0T » Machine to machine communication
X *Robots » Task automation
Physical space
RN

Fig. 7 Technological benefits for cyber physical systems
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Fig.8 Challenges in HCPS

Physical

Energy Flow

Systems

5.1 Energy Flow in Cyber Physical Components

The autonomy of cyber physical systems and their applications in critical domain like
healthcare demand a continuous flow of energy either from high-powered batteries or
from direct power supply. During the system design and modelling of HCPS it becomes
imperative to estimate the various components and their energy requirement so that a
continuous flow of energy is maintained for smooth functioning of the healthcare cyber
physical system. Resource constraint devices with limited battery power is a challenging
issue and various energy saving mechanisms exist to manage energy efficiently like the
smart sensors [20] within these devices adapt to the need of environment and change the
working mode accordingly but gives a ripple effect on energy quality trade-off. The suc-
cessful implementation of CPS and its integration to form a smart city healthcare CPS
depends primarily on the Smart Grid which is a backbone of energy to the cyber physi-
cal systems. The smart home, smart hospitals and smart manufacturing units can aid the
Smart grid by installing solar panels and contribute as energy production units in order
to meet the energy requirements which have increased exponentially in cyber physical
systems.

5.2 Integration of Heterogeneous Devices/Levels of HCPS

The smart city healthcare ecosystem requires the integration of cyber physical systems
which depends on third party service providers for communication service and third-party
cloud service providers for safe data storage which can be accessed by medical experts,
insurance companies, patients and researchers. At the internal level, each cyber physical
system has heterogeneous nature of devices with different data formats which requires inte-
gration and encapsulation of the devices for efficient and effective environment. The major
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challenge in a heterogeneous environment will be the need of interfaces to communicating
devices with different technology level in terms of hardware and software resources. The
integration and higher levels of HCPS require data sharing and collaborative functionality
which demands system level planning, design and prototype testing [26].

5.3 Delay/Latency

Low latency is a critical requirement for real time applications like healthcare. The
delays above a threshold value in transmission of patient data are unacceptable and
lead to disrupting the telemonitoring cycle of cyber physical systems affecting timely
medication and care to the patients. Also, it is significant in real time applications like
healthcare that the fault latency which is a measure of time delay between the occur-
rence of fault and its recognition must be a small value so that its timely management
could enhance the reliability of the system [23].

5.4 Security

Security of healthcare cyber physical systems is a critical issue and needs to be
addressed in view of the different types of attacks like denial of service, replay, false
data injection and deception attacks. The authors in [40] have proposed a tree-based
attack model for cyber physical systems where the branches categorise the attacks in
various sub domains like fault signal injection and hardware tampering of sensors,
packet replay attack and information theft in communication channels of closed loop
with sensors, controllers and actuators; equipment failure and software malfunctioning
in computing resources. Critical infrastructures like smart healthcare systems require
cyber security systems, which monitor continuously for identifying fault injections in
system that lead to incorrect working of equipment and faulty readings [24].

Smart healthcare cyber physical systems are future digital systems which must be
forensic ready to deal and counter with cyber security attacks [19, 41]. Artificial intel-
ligence or machine intelligence have wide role in autonomous systems performing tasks
like abnormal behaviour detection due to faults or cyber-attacks [42]. Malware detection
is an important task for smooth and efficient working of cyber physical systems. Many
machine learning approaches based on system calls, operation codes and energy con-
sumption patterns are used to identify the malwares [43].

Along with challenges related to digital world, the healthcare systems are facing the
major physical challenge of smart waste management. The hospitals are generating the
waste at an alarming rate which needs effective management strategies including its col-
lection at generation sites, transportation and handling techniques for maintaining the
health of city environment. The recent pandemic has seen the rise of PPE kits and use of
disposable masks which needs smart waste management plan.

The Healthcare Cyber Physical systems are currently working at unit or integration
level, with continuous growth of technologies they will evolve into higher level CPS.
Smart manufacturing systems that produce vaccines or medical equipment are advanced
level CPS with subsystems having characteristics of self-awareness and self-manage-
ment, and can set to self-configuration mode to optimize the various real time produc-
tion processes [20].
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6 Conclusion

The pandemic has taught us that healthcare systems are the lungs of every society and
a smart healthcare cyber physical system provides an ecosystem which merges the two
wheels cyber world and the physical world connected by a closed loop and steered by
various technologies like digital twin, IOT, cloud computing, artificial intelligence,
machine learning and big data analytics which play a major role in its effective function-
ing. The working and implementation in physical world controlled by cyber space face
many challenges like heterogeneous nature of physical components, incompatible data
formats exchanged between components, resource constraint devices and vulnerability
of devices to attacks. Apart from the digital challenges, the physical challenge of waste
management still holds its critical place. Though, the birth of new technologies contrib-
utes to smart interconnected systems but the challenges of physical and virtual world
must be addressed for its growth, efficiency and effectiveness.
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