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Infections caused by Gram-negative bacteria can be challenging to treat due to the outer membrane permeability barrier and the increasing 
emergence of antibiotic resistance. During infection, Gram-negative pathogens must acquire iron, an essential nutrient, in the host. Many 
Gram-negative bacteria utilize sophisticated iron acquisition machineries based on siderophores, small molecules that bind iron with high 
affinity. In this review, we provide an overview of siderophore-mediated iron acquisition in Enterobacteriaceae and show how these systems 
provide a foundation for the conceptualization and development of approaches to prevent and/or treat bacterial infections. Differences 
between the siderophore-based iron uptake machineries of pathogenic Enterobacteriaceae and commensal microbes may lead to the devel-
opment of selective “Trojan-horse” antimicrobials and immunization strategies that will not harm the host microbiota.
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The Enterobacteriaceae comprise a large family of Gram-
negative bacteria that belong to the phylum Proteobacteria. 
Many Enterobacteriaceae are commonly found in the mamma-
lian gastrointestinal tract as components of the gut microbiota, a 
large and diverse community of microbes that play fundamental 
roles in host physiology. In healthy individuals, the gut micro-
biota primarily comprises commensal anaerobic bacteria of the 
phyla Bacteroidetes and Firmicutes [1], whereas Proteobacteria 
comprise only a small fraction (eg, Escherichia coli constitutes 
<1%) [2]. Even so, commensal E coli strains biosynthesize mol-
ecules crucial for host homeostasis such as B-complex vitamins 
and vitamin K [3].

Escherichia coli, a prominent species of Enterobacteriaceae, 
is represented not only by gut commensals but also by patho-
gens and pathobionts (ie, bacteria that can become pathogenic 
under certain circumstances) [4]. Another member of the 
Enterobacteriaceae family, Salmonella enterica, is a pathogen 
that represents one of the leading causes of infectious diarrhea 
worldwide [5]. Many Salmonella serovars including S enterica 
serovar Typhimurium (S Typhimurium) induce intestinal in-
flammation, which enables the pathogen to compete with the 
gut microbiota and establish a niche in the inflamed gut [6]. 
Several studies have demonstrated that intestinal inflamma-
tion induces the loss of obligate anaerobes (ie, Bacteroidetes 

and Firmicutes) and favors a bloom of Proteobacteria [7, 8]. 
For example, uropathogenic E coli and adherent-invasive E coli 
are able to thrive in the inflamed intestine [7]. Finally, some 
Enterobacteriaceae can disseminate from the gut and cause dis-
eases including urinary tract infection, meningitis, and sepsis. 
Altogether, pathogenic Enterobacteriaceae are responsible for 
substantial morbidity and mortality worldwide [9].

Treatment of infections caused by Enterobacteriaceae and 
other Gram-negative bacterial pathogens is inherently dif-
ficult because these organisms have a semipermeable outer 
membrane that serves as a barrier and blocks cellular entry of 
many antibiotics. Moreover, the overuse of antibiotics has led 
to increased multidrug resistance in Gram-negative pathogens 
[10]. In general, treatment of Gram-negative bacterial infec-
tions relies on broad-spectrum antibiotics that disrupt the mi-
crobiota and can lead to life-threatening secondary infections 
such as those caused by Clostridioides difficile (formerly known 
as Clostridium difficile) [11]. In this review, we discuss poten-
tial antimicrobial strategies that are inspired by mechanisms 
of iron acquisition in Gram-negative bacteria and by the iron-
withholding innate immune response (Figure  1). In addition, 
such strategies could provide antibiotics that are more selective 
towards pathogens and reduce perturbation of the microbiota.

IRON ACQUISITION IN GRAM-NEGATIVE BACTERIA: 
SIDEROPHORES

Iron (Fe) is the most abundant transition metal in the human 
body. Because excess iron is toxic, iron homeostasis in humans 
is tightly controlled by regulators, iron transport systems, and 
iron storage proteins. Most iron in the human body is found 
in intracellular spaces, where it is predominantly bound to the 
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iron-storage protein ferritin, to hemoglobin, and to other pro-
teins that use iron as a cofactor. In extracellular spaces, most 
iron is associated with high-affinity iron-binding proteins such 
as the iron-transport protein transferrin and, during inflam-
mation, lactoferrin [12]. For almost all characterized bacteria, 
iron is a cofactor for many enzymes including those associated 
with proliferation and host colonization [13], and most bac-
teria require iron concentrations of 10–8 to 10–6 M to survive 
[14]. During infection, the host further limits iron availability 
as a strategy to inhibit bacterial replication. The host defense 
mechanisms that limit the availability of iron and other essen-
tial nutrients to pathogens are collectively termed nutritional 
immunity [15].

To overcome the iron limitation imposed by the innate im-
mune response, bacteria use several strategies, including scav-
enging iron in the ferric (Fe3+) and ferrous (Fe2+) forms as well as 

heme. Under aerobic conditions, such as those encountered in 
the inflamed gut, Fe3+ predominates. Upon encountering iron-
limited environments, Enterobacteriaceae biosynthesize and se-
crete small Fe3+-chelating molecules termed siderophores [11]. 
These molecules bind Fe3+ with affinities that can exceed those 
of host Fe3+-binding proteins such as transferrin and lactoferrin 
[16], which allows the siderophore producer to scavenge Fe3+. 
One such siderophore is enterobactin, which is produced by 
commensal and pathogenic Enterobacteriaceae alike, including 
E coli, Klebsiella pneumoniae, and Salmonella [17]. To limit 
enterobactin-mediated iron acquisition by Enterobacteriaceae, 
the host secretes the antimicrobial protein lipocalin-2 (also 
known as neutrophil gelatinase-associated lipocalin [NGAL] 
and as 24p3), which sequesters Fe3+-bound enterobactin and 
thus inhibits the growth of microbes that rely on this sider-
ophore (eg, many commensal Enterobacteriaceae) [18]. In 
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Figure 1. Overview of siderophore-based antimicrobial strategies to target Enterobacteriaceae. A, Upon nutrient limitation, certain members of the family Enterobacteriaceae 
such as Escherichia coli Nissle 1917 and Klebsiella pneumoniae secrete small antibacterial peptides known as microcins. Class IIb microcins are siderophore-antibiotic conju-
gates (SACs) characterized by the following: (1) a conserved C-terminal domain that carries a salmochelin-like siderophore that mediates cellular uptake through catecholate 
siderophore receptors (eg, FepA and IroN, as shown in B); and (2) an N-terminal domain that exerts antibacterial activity. B, Siderophore-mediated delivery of antimicrobials 
can be mimicked by synthetic SACs. β-lactam antibiotics linked to the siderophores enterobactin or salmochelin achieve selectivity based on the siderophore’s receptor 
expression in the outer membrane (OM) of E coli (I). In E coli, enterobactin can be internalized by both FepA and IroN, whereas salmochelin uptake requires IroN, which is pre-
dominantly expressed by pathogens. Thus, salmochelin-antibiotic conjugates are more selective towards pathogens. Differences in bacterial enzyme expression are another 
way to achieve targeted antibacterial activity (II). The synthetic enterobactin-ciprofloxacin conjugate is transported through FepA in all E coli strains, although it is inactive un-
less this prodrug’s siderophore moiety is hydrolyzed in the cytoplasm by the esterase IroD, which is primarily found in pathogenic strains. Thus, the enterobactin-ciprofloxacin 
conjugate exerts its antibiotic activity only on E coli strains that express the IroD esterase. C, Siderophores can be leveraged for immunization if they are conjugated to a 
carrier protein that acts as an adjuvant. The resulting anti-siderophore antibodies confer protection against pathogen outgrowth in mouse models of intestinal Salmonella 
infection and in models of urinary tract infection with E coli.
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contrast, many pathogenic Enterobacteriaceae evade this host 
response by secreting additional siderophores with different 
chemical structures that cannot be captured by lipocalin-2. 
For example, Salmonella, Klebsiella, and a number of patho-
genic E coli produce salmochelins, glucosylated derivatives 
of enterobactin. The sugar moieties of salmochelins are bulky 
and hydrophilic, which impede capture of these molecules by 
lipocalin-2.

In addition to competing with the host for iron, bacteria can 
compete with one another for this nutrient. In general, micro-
bial competition occurs by 2 modes: exploitative competition 
or interference competition. Exploitative competition encom-
passes microbes competing for a common nutrient, whereas in-
terference competition involves microbes secreting molecules 
to target their competitors [19]. Both modes of competition can 
occur between members of the Enterobacteriaceae when these 
bacteria compete for iron. An example of exploitative competi-
tion occurs in the inflamed gut, where the production of mul-
tiple siderophores enables the probiotic bacterium E coli Nissle 
1917 to successfully outcompete S Typhimurium for acquiring 
iron [20]. Interference competition can occur when a bacterium 
secretes antimicrobial molecules that target the siderophore 
uptake machineries of its bacterial competitors. This partic-
ular mode of interference competition is often referred to as a 
“Trojan-horse” strategy, because it involves disguising a toxic 
payload as a beneficial molecule.

NATURAL TROJAN-HORSE ANTIBIOTICS: CLASS IIB 
MICROCINS

An example of a natural Trojan-horse strategy is when a bac-
terium biosynthesizes and deploys a siderophore-antibiotic 
conjugate (SAC); the antibacterial moiety is disguised by being 
attached to a beneficial iron chelator (the siderophore) that is 
recognized by the cognate siderophore acquisition system on a 
recipient bacterium [21]. Sideromycins and class IIb microcins 
are 2 types of natural SACs deployed by Gram-negative bac-
teria [21]. Although these SACs have different chemical struc-
tures and mechanisms of antibacterial activity, they exemplify 
the same design principle of linking a toxic cargo to a sider-
ophore. Broadly, microcins are ribosomally synthesized anti-
microbial peptides that are produced by various members of 
the Enterobacteriaceae [21]. In particular, the class  IIb sub-
family of microcins represent SACs where the ribosomal pep-
tide is posttranslationally modified at its C-terminus with a 
salmochelin moiety (Figure  1a). This remarkable structural 
feature was first reported in 2004 during studies of MccE492, 
a microcin produced by K pneumoniae RYC492 [22]. In vitro 
studies demonstrated that MccE492 exerts potent antimicro-
bial activity (minimum inhibitory concentration = 40–150 nM) 
against phylogenetically related bacterial strains and can in-
hibit the growth of E coli, Salmonella, Klebsiella, Citrobacter, 
and Shigella [23]. Subsequent to these findings, the siderophore 

modification has been predicted for other microcins including 
MccM and MccH47, which are produced by a few E coli strains, 
including uropathogenic E coli CFT073 and probiotic E coli 
Nissle 1917 [23, 24].

In vitro, the class  IIb microcins target susceptible 
Enterobacteriaceae and have been proposed to be important 
mediators of competition among different species and strains 
of this family [23]. In vivo, a role for MccM and MccH47 in 
the competition among Enterobacteriaceae has been shown 
in the inflamed gut (ie, during colitis), where hypoferremia is 
observed [6]. Indeed, microcin-producing strains have a com-
petitive advantage in such iron-deplete environments, where 
commensal and pathogenic Enterobacteriaceae produce sidero-
phores and compete for iron. Moreover, consistent with the pre-
diction that microcins only target Enterobacteriaceae, microcin 
production had no broad effects on the gut microbiota compo-
sition [6]. These in vivo results should motivate additional in-
vestigations of the antimicrobial activity of MccM and MccH47, 
including fundamental studies of cellular uptake and target en-
gagement. Based on our current knowledge, one could foresee 
a potential application of class  IIb microcins or microcin-
inspired molecules as antimicrobials that limit the expansion of 
some enteric pathogens and pathobionts in environments that 
are otherwise favorable to their growth, without perturbing the 
gut microbiota at large. At present, investigations of the thera-
peutic potential of class IIb microcins are hampered by limited 
availability of the peptides. These natural products are difficult 
to isolate and purify from cultures of the producer organisms in 
quantities that are needed for fundamental and clinical inves-
tigations. Alternative methods of production such as heterolo-
gous expression or chemical or chemoenzymatic synthesis may 
hold promise and warrant consideration.

NONNATURAL TROJAN-HORSE ANTIBIOTICS: 
SYNTHETIC SIDEROPHORE-ANTIBIOTIC 
CONJUGATES

Over several decades, synthetic chemists in academia and in-
dustry have designed and synthesized SACs where a native sid-
erophore or siderophore-like molecule is linked to a clinically 
approved antibiotic such as a β-lactam or fluoroquinolone. In 
early studies, a primary objective was to hijack siderophore up-
take machinery to overcome outer membrane permeability in 
Gram-negative bacteria [25]. More recently, synthetic SACs 
have gained interest for their potential as narrow-spectrum 
antibiotics that target specific strains, species, or group of spe-
cies on the basis of siderophore receptor expression [26–29]. 
This synthetic work presents several design challenges because 
both the siderophore and the antibiotic moieties must be mod-
ified and connected together such that neither loses its func-
tion. Two noteworthy examples of synthetic SACs include an 
artificial siderophore modified with aminopenicillins, which 
exhibited potent antipseudomonal activity relative to the parent 
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antibiotics [30], and a mycobactin-artemisinin conjugate that 
kills Mycobacterium tuberculosis and Plasmodium falciparum 
[31].

In 2019, cefiderocol was approved by the US Food and Drug 
Administration for the treatment of complicated urinary tract 
infections [32]. It was also evaluated in clinical trials for the 
treatment of Gram-negative bacterial infections, including 
bloodstream infection and pneumonia. Cefiderocol is de-
scribed as a siderophore-cephalosporin conjugate; however, 
the “siderophore” portion is a simplified scaffold containing a 
monochlorinated catechol moiety reminiscent of the catechols 
found in many bacterial siderophores including enterobactin 
and salmochelins. Cefiderocol is reported to overcome 3 pri-
mary resistance mechanisms of Gram-negative bacteria to 
β-lactams—porin channel alterations, β-lactam inactivation, 
and efflux pump overproduction [32]. Furthermore, cefiderocol 
is stable against all classes of β-lactamase enzymes, including 
carbapenemases that are the predominant mechanism of 
β-lactam resistance in many bacterial pathogens that cause uri-
nary tract infections [32]. Nonetheless, cefiderocol followed 
an accelerated clinical development pathway, and further clin-
ical data are needed to inform its wide use in the clinic [33]. 
Future studies should also address the microbial transport of 
cefiderocol and whether its administration perturbs the gut 
microbiota.

Several recent investigations of synthetic SACs that target 
Enterobacteriaceae illustrated the potential for using sidero-
phores in narrow-spectrum antibacterial approaches [27, 29]. 
One series of SACs that harbor a β-lactam (ampicillin or amox-
icillin) linked to enterobactin or salmochelin by a polyethylene 
glycol linker provided proof-of-concept evidence for targeting 
pathogenicity (Figure 1b) [27, 28]. All E coli encode for the bio-
synthesis and transport of enterobactin, whereas only a subset of 
Enterobacteriaceae (mostly pathogens, including K pneumoniae, 
S Typhimurium, and uropathogenic E coli) harbor the iroA gene 
cluster (iroBCDEN), which encodes machinery for salmochelin 
biosynthesis, transport, and processing. All non-pathogenic and 
pathogenic E coli express FepA, the outer membrane receptor 
for enterobactin, and all such tested strains were susceptible to 
enterobactin-β-lactam conjugates. In contrast, salmochelin-β-
lactam conjugates harboring diglucosylated enterobactin pro-
vided strain-selective targeting based on the expression of IroN, 
the outer membrane receptor for salmochelin. Moreover, these 
siderophore-β-lactams exhibited up to 1000-fold improved an-
tibacterial activity against E coli compared with the unmodified 
β-lactam, and these SACs killed E coli in the presence of other 
bacteria, including the commensal Lactobacillus rhamnosus 
[28]. Overall, these studies of enterobactin- and salmochelin-β-
lactam conjugates support the notion that the activity profile of 
a clinically approved, broad-spectrum antibiotic can be tuned by 
siderophore modification, and they indicate that siderophores 
provide a means to target pathogenicity.

Subsequently, a report of an enterobactin-ciprofloxacin 
conjugate uncovered the potential for leveraging a pathogen-
associated enzyme for targeted antibacterial activity (Figure 1c) 
[29]. An antibacterial activity assay screen against 4 E coli 
strains indicated that the enterobactin-ciprofloxacin conjugate 
provided antibacterial activity comparable to ciprofloxacin, 
but only against E coli strains that harbor the iroA gene cluster. 
Further investigation demonstrated that the enterobactin-
ciprofloxacin conjugate was transported into the E coli cyto-
plasm by the enterobactin transport machinery (FepA and the 
inner membrane transport system FepCDG). It is remarkable 
that IroD, an iroA gene cluster-encoded cytoplasmic esterase 
that can hydrolyze enterobactin and salmochelins, was required 
for the antibacterial activity of the enterobactin-ciprofloxacin 
conjugate. Hence, the siderophore modification generated an 
inactive prodrug that guided the antibiotic into the cytoplasm, 
whereafter intracellular processing by IroD afforded an active 
deoxyribonucleic acid gyrase/topoisomerase inhibitor. Looking 
ahead, such SACs may have the ability to limit the growth of 
some enteric pathogens (eg, uropathogenic E coli, Salmonella) 
and pathobionts (eg, adherent-invasive E coli) that express the 
iroA gene cluster without perturbing the gut microbiota at large.

SIDEROPHORE-BASED IMMUNIZATION STRATEGIES

Another promising strategy for designing nontraditional anti-
bacterial therapies focuses on targeting components of bacterial 
iron acquisition systems for vaccine development. Some studies 
have targeted iron receptors (eg, for siderophores, heme) for 
immunization against Gram-negative bacteria, including 
uropathogenic E coli [34–36]. This approach has had some suc-
cess but also some limitations because immunization against 
only a subset of iron receptors present in uropathogenic E coli 
induced a sustained and robust antibody response [34–36]. An 
alternative immunization strategy would be to use siderophores 
as the antigens (Figure  1d). Because siderophores are small 
molecules that are not inherently immunogenic, they need to 
be conjugated to immunogenic carrier proteins. The promise 
of this approach was demonstrated by an early study showing 
that injection of the Vibrio cholerae siderophore vibriobactin 
conjugated to either ovalbumin or bovine serum albumin in-
duced the production of immunoglobulin G (IgG) that binds 
to vibriobactin in immunized mice [37]. However, whether this 
response conferred protection during V cholerae infection was 
not reported.

Recently, 2 independent studies using murine models of in-
fection showed that immunization with siderophores conju-
gated to carrier proteins conferred protection in response to 
infections caused by enteric pathogens [38, 39]. In one study, 
immunization of mice with the siderophores yersiniabactin and 
aerobactin, each conjugated to bovine serum albumin, con-
ferred protection against uropathogenic E coli [38]. In the other 
study, immunization of mice with enterobactin conjugated to 
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the cholera toxin B subunit resulted in the production of mu-
cosal immunoglobulin A (IgA) that binds enterobactin and 
salmochelin and reduced intestinal colonization and systemic 
dissemination of S Typhimurium [39]. Moreover, analysis of the 
gut microbiota revealed that reduction of S Typhimurium colo-
nization in the inflamed gut was accompanied by expansion of 
Lactobacillus spp, beneficial commensal organisms that thrive 
in similar locales as Enterobacteriaceae [39].

OUTLOOK

Siderophores have captivated interest at the interface of basic 
science and medicine for decades, resulting in consideration 
of these molecules and their derivatives for translational ap-
plications that include the prevention and treatment of mi-
crobial infections. The examples highlighted in this review 
illustrate recent advances in this field and provide a foun-
dation for further investigations at the interface of chem-
istry, biology, and medicine that address siderophore-based 
strategies to target bacterial pathogens. We believe that 
targeting siderophores and siderophore acquisition systems 
will provide nontraditional, narrow-spectrum approaches 
for preventing and treating microbial infections. For these 
approaches to be successful, a fundamental understanding of 
the chemistry and biology of the siderophore system being 
targeted is necessary. In particular, increasing our knowledge 
of siderophore-mediated iron acquisition in vivo, including 
the production and uptake of siderophores by commensals 
and pathogens in different niches, is an important area for 
future research.

Along these lines, commensal bacteria also require iron, 
and 2 recent reports show that enterobactin utilization is 
more widespread than initially appreciated [40, 41]. Rothia 
mucilaginosa, a commensal bacterium of the oral cavity that 
can become pathogenic, biosynthesizes enterobactin [40]. 
Bacteroides thetaiotaomicron, a gut commensal, lacks the bi-
osynthetic machinery for enterobactin and salmochelin, but 
it expresses a receptor that can import these siderophores 
when they are produced by neighboring microbes, which 
enables the bacterium to colonize the inflamed gut [41]. 
Further studies, including those that leverage metagenomics 
and new genetic tools to manipulate commensal microbes, 
are needed to assess how widespread this phenomenon is 
across the microbiota. In addition, it will be informative to 
evaluate whether such commensal organisms are suscep-
tible to natural and synthetic SACs and to siderophore-based 
immunization.

Despite the promise of siderophore-based antimicrobial ap-
proaches, some concerns have been raised over the years. First, 
many pathogens produce and utilize multiple different sidero-
phores in the host. For example, uropathogenic E coli CFT073 
produces enterobactin, salmochelin, yersiniabactin, and 
aerobactin. It is thus possible that such a pathogen could evolve 

to evade siderophore-mediated antibiotic delivery by partic-
ular SACs (eg, enterobactin-antibiotic conjugates) through 
decreasing the expression of the targeted biosynthetic pathways 
and uptake receptors (eg, enterobactin-related machinery), 
while also increasing the expression of other iron-uptake mech-
anisms. To counter such a scenario, a combination of antibiotics 
conjugated to different siderophores could be used. Likewise, 
from the standpoint of developing effective immunization 
strategies, the optimal approach to prevent infection with such 
a pathogen requires immunization studies that evaluate com-
binations of different siderophores conjugated to immunogenic 
carrier proteins. Because siderophores have complex structures 
that are assembled by multistep biosynthetic pathways, it is dif-
ficult for a mutation to result in the production of a new sid-
erophore. Although pathogens can acquire new siderophore 
gene clusters via horizontal gene transfer, a limited repertoire 
of these molecules have been identified in Gram-negative bac-
teria that cause human disease. Looking beyond siderophore 
uptake systems, efforts to elucidate mechanisms of siderophore 
biosynthesis and excretion in diverse bacterial pathogens may 
uncover new targets for the development of narrow-spectrum 
antibiotics.

CONCLUSIONS

Many exciting fundamental and translational lines of re-
search exist for harnessing the iron-uptake machinery of 
Enterobacteriaceae to achieve new antibacterial strategies. 
Moving forward, these efforts may be broadly applicable 
to combat infections caused by other bacterial and fungal 
pathogens.
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