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In the midst of the COVID-19 pandemic, contact-tracing apps have emerged as reliable tools for public health
communication and the promotion of preventative health. However, to function properly, contact-tracing apps
require users to provide sensitive information, which has raised concerns about data disclosure, misuse and social
surveillance. Little is known about how different types of risk perception simultaneously hinder and motivate
individuals’ engagement in mobile health apps, particularly in the context of a pandemic. Based on the privacy
calculus theory and the risk-risk tradeoff concept, this study examined the risk-risk tradeoff model to enhance the

understanding of COVID-19 contact-tracing app users’ decision from the perspective of risk minimization.
Findings from PLS-SEM and fsQCA revealed that users engage in health risk-privacy risk tradeoff when evalu-
ating and deciding to use the apps. The focal study therefore contributes to the research on privacy calculus
theory and calls for a balanced managerial solution to mitigate this tradeoff dilemma.

1. Introduction

Mobile health applications (mHealth apps) are powerful tools for
users to keep track of their health such as consumed calories, vital signs
and exercise exertions with real-time recording parameters [1]. Recent
years have also seen a growth in both the quality and quantity of
mHealth apps, which has extended the capability of effective health
communication and public healthcare management [2,3]. The survey of
Rock Health and Stanford Center for Digital Health showed that the
preference of US adults for communicating health issues through mobile
apps has been increasing in recent years [4]. The result also revealed
that approximately 44% of the respondents track their health and share
health information with their medical professionals. Additionally, 25%
use telemedicine and one in every 25 wearable owners uses an app to
monitor their health.

mHealth apps have been proven to play a crucial role in battles
against infectious diseases such as the SARS-CoV-2 (COVID-19) [2,5,6].
Specifically, contact-tracing apps with artificial intelligence technology
can collect personal data of location, usage and vital signs to provide
users real-time information and share medical advice accordingly [2,7].
Users of these apps can also get timely notifications about COVID-19
infection hotspots in order to avoid those areas [8,9]. Therefore,
mHealth apps can assist risk mitigation strategies and share the burden
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of medical centers, especially when the resources for COVID-19 testing
and treatment are scarce [10].

Taking advantage of this technology, many governments have
deployed mHealth apps to fight against the deadly COVID-19 pandemic
[8,11]. For example, the government of China has controlled the spread
of COVID-19 by monitoring mobile apps in order to access citizens’
travel history and quarantine status [5]. South Korea has also imple-
mented a social tracking system with mobile apps as the core to warn
their people about their proximity to infected cases as well as to detect
and isolate those afflicted [12]. US agencies are cooperating with
technology giants such as Apple and Google to launch COVID-19 con-
tact-tracing apps [9,13].

However, to be useful, mobile apps may need access to personal
information (e.g., identity, location, system settings, voice and text)
[14]. Hence, information privacy is the main concern of users related to
mobile technology adoption [15]. Belanger and Crossler [16] indicated
that, with the fear that sensitive information can be disclosed and mis-
used by malicious apps without their authorization, users often pursue
actions to protect themselves. A survey on US adults by Pew Research
Center reported that more than half of the participants chose not to
install and 30% of them said they will uninstall a mobile app if they have
concerns over their personal information being misused by the app [17].
The same privacy issue has also been raised over mHealth apps which, to
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provide benefits to users, require more sensitive data (e.g., daily habit,
health status and medical history) [18]. Wiegard and Breitner [19]
indicated that consumers perceive a higher level of risk when they are
requested to share health information as compared to other information
types.

While indicating that the unauthorized use of information by tech-
nology companies is not newly occurring, Kaplan and Ranchordas [20]
warned that information privacy and security issues have become more
salient in terms of the sensitive data collected and transferred through
mHealth apps. Moreover, in the COVID-19 crisis, governments are
forced to act for public health, which may result in loosening regulations
of digital information privacy and normalizing the deployment of social
surveillance [8,21,22]. In the same vein, Kaplan [23] addressed that
legal, ethical and social issues, which are primarily related to informa-
tion technology in healthcare, were seldom discussed when the
pandemic broke out. Observers and scholars are concerned that personal
data obtained during the outbreak would not be rolled back and, even
worse, continue to be used after the pandemic [7,22]. Therefore,
COVID-19 may not only threaten public physical wellness but also raise
fear and anxiety regarding the viral infection [24] and information
insecurity [25].

The impact of information privacy and security on the use of
mHealth apps has also received great interest in the extant literature
[26,27]. However, prior studies on behavioral intention toward mobile
apps primarily focus on risk-benefit tradeoff (e.g. Refs. [6,26,28], in
which perceived privacy risk is compared with perceived benefits from
the functional, hedonic and monetary dimensions of the apps. Minor
attention has been directed toward individuals’ tradeoff between pri-
vacy risk and health risk regarding mHealth app adoption, especially in
the context of viral infectious diseases. Van Houtven et al. [29] indicated
that the risk-dollar tradeoff approach may be beneficial for studies
designed to measure the absolute level of risk probabilities in the form of
monetary benefit. However, the risk-risk tradeoff approach can lower
the cognitive burdens on respondents by allowing them to compare the
magnitude of relatively similar “commodities”, which facilitates addi-
tional understanding of how people make decisions to maximize lifetime
utility. Moreover, in the context of mHealth adoption, Atienza et al. [26]
called for further investigations of different tradeoffs to information
privacy that affect consumers’ decisions. Therefore, based on the con-
cerns about health risk and privacy risk regarding mHealth app use
during the COVID-19 pandemic, this study aims to (1) investigate how
perceived health risk and perceived privacy risk influence COVID-19
contact-tracing app users’ perceived value and usage behavior and (2)
whether these individuals engage in risk-risk tradeoff during their
decision-making process. To achieve these purposes, the present study
proposed and tested the model of risk-risk tradeoff built upon the pri-
vacy calculus theory (PCT) [30] and the concept of risk-risk tradeoff
[31]. The findings from Partial Least Square-Structural Equation
Modeling (PLS-SEM) and fuzzy-set Qualitative Comparative Analysis
(fsQCA) highlighted that, under the uncertainty of the COVID-19, con-
tact-tracing app users face a tradeoff between health risk and privacy
risk.

In this COVID-19 pandemic, people would be ready to share their
personal information for their own safety and the greater good of society
[5]. Therefore, in the choice between privacy and health, they may lean
toward the latter. However, trading off one risk for another is an un-
necessary choice if there is an existing superior solution [31]. Hence, by
exploring individuals’ risk minimization in using COVID-19 con-
tact-tracing apps, the present study calls for a more balanced approach
to health risk-privacy risk tradeoffs in the post-pandemic world.
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2. Literature review
2.1. Conceptual background

2.1.1. The concept of risk-risk tradeoff

The risk-risk tradeoff approach in investigating individuals’
decision-making was first proposed in the work of Viscusi et al. [32].
Graham and Wiener [31] further developed the notion of risk-risk
tradeoff, conceptualizing it as “the change in the portfolio of risks that
occurs when a countervailing risk is generated by an effort to reduce the
target risk.” For example, the action of taking a certain drug to reduce a
disease threat may attach a countervailing risk of side effects. The
risk-risk tradeoff phenomenon is classified into four categories along
two dimensions, namely, (1) the target population and (2) the difference
in types of target risk and countervailing risk (Table 1). Moreover, Etkin
[33] coined the term “risk transference” to describe the process of
short-term risk mitigation which increases long-term vulnerability.

However, the concept of risk-risk tradeoff has mostly been adopted
as a precautionary principle for decision-making at the organizational
level [34-37]. Few studies have investigated the risk-risk tradeoff
mechanism at the individual level. Notably, Van Houtven et al. [29]
assessed a sample of 1010 households on their choices between avoiding
two fatality risks, i.e., cancer risk with latency periods of 5, 15 and 25
years and automobile accident risk with immediate death. The results
revealed that people have a stronger preference for avoiding the risk of
cancer due to their perceived feelings of dread and suffering. However,
longer periods of cancer latency and morbidity increase the acceptance
of cancer risks due to the expectation that death will be less impactful
later in life and the hope for a cancer cure in the future. Waters et al. [38]
examined patients’ difficult decisions about medical alternatives in
which the treatment may decrease one risk of illness but increase the
likelihood of others. However, there are other factors beyond the effi-
cacy of the therapy and the probability of side effects influencing pa-
tients’ decisions. Hypothesizing that tradeoffs in drug choice may
involve multiple factors, Aikin et al. [39] conducted a study exploring
consumers’ tradeoff regarding prescription drugs for diabetes. The
findings indicated that consumers’ choices are more impacted by market
claims (e.g., “best-selling”) than efficacy information. In addition,
Shimshack and Ward [40] explored the risk-risk tradeoff between
omega-3 and mercury intakes. In response to the 2010 US national
mercury advisory, consumers reduced all seafood consumption instead
of just the high mercury-contained types, which backfired the advisory.
Nevertheless, many aspects of the risk-risk tradeoff in consumer
decision-making have remained untouched. Thus, further investigations
of these tradeoff mechanisms in different consumption contexts would
contribute to the advancement of the literature as well as managerial
practices.

2.1.2. Privacy calculus theory

Most research frameworks aiming to provide an understanding on
the acceptance of new technologies have tested the strength of non-
contrary factors (e.g., usefulness, convenience, attitude and trust) as
the drivers [41]. However, the extant literature also indicates inhibitors
(e.g., financial cost, complexity and privacy) that hinder the

Table 1
Typology of risk-risk tradeoffs [31].

Compared to the target risk, the
countervailing risk is

Same type Different type

Compared to the target risk, the countervailing
risk affects
Same population Risk offset Risk substitution
Different population Risk Risk
transfer transformation
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endorsement among information technology users [19]. As most in-
dividuals’ decisions involve utility maximization or loss minimization,
integrating these contrary factors into the same research model will
provide a more holistic view of how decisions are made based on the
relative weights of anticipated gain and loss.

Information privacy concern has long been regarded as the biggest
intrinsic obstacle for the acceptance of new information technology.
Generally, information privacy refers to individuals’ control over the
collection, unauthorized access and improper use of their personal in-
formation [42]. Laufer and Wolfe [30] were the first to formulate the
privacy calculus theory (PCT) which posits that the simultaneous effects
of positive factors regarding benefits of a technology and the negative
factor of potential privacy violation derived from using that technology.
Rooted in expectancy theory [43], PCT makes a similar assumption that
individuals rationally estimate the probability of positive outcomes
against consequences to maximize gain or minimize loss related to the
use of technology. However, PCT emphasizes more on the strength of
users’ belief in the influence of the outcomes. An outcome that is
perceived to be less likely to occur yet cause large impacts is still rele-
vant and significant. Hence, the important concept in this theory is the
cumulative strength of users’ contradictory beliefs during the
decision-making process, from evaluating the technology’s value to
actual use and reuse.

Since Laufer and Wolfe [30], PCT has been adopted to explain con-
sumers’ tradeoff between privacy risk and benefits derived from using
new technology in various contexts [19,44,45]. However, little attention
has been directed to examining privacy tradeoffs in mHealth apps
wherein the dilemma about whether to share personal information is a
serious matter. Given that contact-tracing apps during the crisis of
COVID-19 may not only provide distinctive advantages toward reducing
health threats but also exhibit a high level of privacy risk, users of these
apps are more likely to engage in a salient privacy tradeoff. Thus, the
theoretical background of the focal study is built upon the PCT to
investigate the tradeoff between privacy risk and health risk among
COVID-19 contact-tracing app users.

2.2. Hypothesis generation

2.2.1. Perceived value

The concept of value has its roots in psychology and economics,
specifically from the theory of exchange, utility and labor value [46].
Scholars across research disciplines have proposed and adopted
different terms of value which vary in context but are similar in basic
concept. From the consumption perspective, value is categorized into
two aspects: (1) utilitarian comprising rational, cognitive and functional
and (2) hedonic including affective, emotional and experiential [47].
From the customer value theory, customer perception of value is
constituted from transaction value and acquisition value of a product
[46]. Thus, before performing a purchase, customers may engage in
weighing the costs and benefits of their decision [48]. Similarly,
customer perceived value is formulated from the concept of value
maximization which is the result of calculating the cost and benefit of
acquiring a product [46].

Early interpretations of value maximization center on the tradeoff
between product quality and monetary cost [49,50]. However, such
simplistic modeling of value maximization ignores the
multi-dimensionality of the tradeoff phenomenon in decision-making.
Acknowledging that perceived value is not only derived from the esti-
mation of product quality and price, prior studies have examined the
construct with different tradeoff mechanisms. For instance, Petrick [51]
added emotional and social values, together with functional value
(quality) and price, into the definition of perceived value. In the context
of electronic commerce, Chen and Dubinsky [52] measured benefits by
the product quality, costs by prices and perceived risk of the transaction.
Although also built on the cost-benefit paradigm, the cost component in
the perceived value of Chung and Koo [53] measures non-monetary
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sacrifices (i.e., effort and complexity) which are more relevant to the
use of social media. The non-monetary aspect of cost in perceived value
is further analyzed by taking into account the potential violation of in-
formation privacy which is forfeited against the overall benefit of health
management regarding the use of mHealth smart services [19].

In the focal study, the conceptualization of perceived value is put
forward by combining the PCT and the risk-risk tradeoff to understand
the adoption of COVID-19 contact-tracing apps. Particularly, if
perceived value is low (i.e., perceived privacy risk outweighs perceived
health risk), users are likely to show resistance toward using such apps.
In contrast, if perceived value is high (i.e., perceived health risk out-
weighs perceived privacy risk), users are more likely to continue to
endorse the apps. Therefore, the following hypothesis was formulated.

H1. Perceived value is positively associated with COVID-19 contact-
tracing app usage.

2.2.2. Perceived health risk and perceived privacy risk

Perceived risk is conceptualized as individuals’ expectation of loss
[54]. The construct is regarded to include two aspects, namely, proba-
bility and severity [55]. Higher levels of probability and severity of
negative consequences are linked to greater risk perceived by the indi-
vidual. Risk perception is also referred to as a powerful explanatory
variable for consumer behaviors as they are motivated to avoid mistakes
in making a purchase [54]. Regarding health issues, perceived health
risk is defined as an individuals’ assessment of chances that unfavorable
outcomes may occur from hazards such as environment (chemical
pollution, nuclear waste), medical therapies (vaccines, contraceptives),
lifestyle behaviors (smoking, alcoholic drinking) [56] or infectious dis-
eases [57]. Brewer et al. [58] noted that most theories of health be-
haviors agree on the predictive role of perceived risk on preventive
behaviors. These behaviors are adopted with the belief that the proba-
bility of contracting diseases will decrease in the future [59].

The relationship between health risk perception and individuals’
actions to reduce potential harm has been investigated in various con-
texts [57,60]. For instance, Hampson et al. [61] reported that perceived
health risk reduced cigarette smoking in men. People with higher risk
perceptions showed a higher propensity for vaccination [58]. Gregory
et al. [62] indicated that obese adults with low levels of health risk
perception were less willing to lose weight. In the context of epidemics,
health risk perception has also been emphasized to motivate precau-
tionary responses. For example, people with higher perceived risk were
more likely to adopt self-protecting behaviors against SARS transmission
[63]. Measuring individual- and societal-level risk perception, Yoo and
Choi [64] reported that the interaction of health risk perception and
self-efficacy could predict MERS-related communication in social media.
More recently, conducting a study with data from ten countries, Dry-
hurst et al. [65] found a positive correlation between COVID-19-related
risk perception and precautionary actions such as washing hands and
wearing a face mask. Abdelrahman [66] highlighted health risk
perception as a predictor of social distancing during the COVID-19 crisis.
In the same vein, people who perceived high threats from COVID-19 also
consider continuing to use mobile banking apps as a social distancing
practice [67]. Notably, the meta-analysis study of Zhao et al. [68]
indicated that perceived health risk, in the form of perceived severity, is
one of the determinants of individuals’ adoption intention toward mo-
bile health services.

Similar to perceived health risk, perceived privacy risk is also
included in the umbrella term of perceived risk. Specifically, perceived
privacy risk refers to individuals’ expectation of loss associated with the
exposure or misuse of private information [69]. When users cannot
control whether their information is used for the right purposes, they
perceive the service as less desirable. Moreover, consumers may be
unwilling to endorse a mobile service if privacy risks outweigh the po-
tential benefits from information disclosure [19].

Perceived privacy risk has also been identified as one of the critical
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factors influencing the behavioral intention toward healthcare tech-
nologies [68]. Miltgen et al. [70] confirmed the negative impact of
privacy risk perception on the intention to use biometrics systems. Other
studies have also concluded that privacy concerns act as a barrier toward
consumers’ willingness to share health information and negatively affect
their intention to use mHealth [27,71].

From the privacy calculus perspective, Jiang et al. [72] developed
the privacy tradeoff model which was later adopted in Wang et al. [45]
and Koohikamali et al. [28]. The privacy tradeoff suggests that users are
not completely dissuaded by privacy concerns and are willing to
compromise certain risks of privacy to gain potential monetary or social
compensations [45]. In other words, users weigh between the negative
consequences and positive outcomes of disclosing personal information
in the decision to use a technological application.

Indeed, decisions in the face of risk usually involve rational utility
maximization or maximum loss minimization, which are the main
concepts in decision theories [73,74]. Drawing upon this logic, people
may also conduct risk-risk tradeoff as a decision-making mechanism to
minimize the expected loss, in which one risk may be accepted to lower
the likelihood of a more severe risk. In risk-risk tradeoff, mitigating the
probability and severity of net risk can be considered a benefit. How-
ever, individuals’ tradeoff between health risk and privacy risk has
received little attention in the extant literature, especially when both
health and privacy issues are the major concerns during the COVID-19
pandemic [8,21]. Therefore, based on the concept of risk-risk tradeoff
[31] and the PCT [30], we assume that users engage in health
risk-privacy risk tradeoff when evaluating COVID-19 contact-tracing
apps’ value and deciding to use the apps. From the above discussions,
the following hypotheses were proposed. The research framework is
outlined in Fig. 1.

H2. Perceived health risk is positively associated with perceived value
of COVID-19 contact-tracing apps.

H3. Perceived privacy risk is negatively associated with perceived
value of COVID-19 contact-tracing apps.

H4. Perceived health risk is positively associated with COVID-19
contact-tracing app usage.

H5. Perceived privacy risk is negatively associated with COVID-19
contact-tracing app usage.

3. Method
3.1. Data collection

Due to social distancing during the COVID-19 outbreak, we con-
ducted an online survey recruiting participants via Amazon Mechanical

Turk (MTurk). Mturk is a crowdsourcing system that has been
commonly used in similar research [75,76]. To address the issues of

Risk-risk Tradeoff

Perceived Health H4+
Risk
(PHR)
H2+
. HI1+
Perceived Value App Usage
(PVA) (USE)

H3-

Perceived Privacy
Risk

(PPR) Hs-

Fig. 1. Research framework.
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cheating, speeding, hypothesis guessing and other concerns about the
quality of data from MTurk [77,78], we used the following screening
questions and techniques to design the survey. First, we predetermined
the criteria to participate in the study that the survey takers must have
completed at least 1000 tasks on MTurk with an acceptance rate above
95%. Second, to avoid experience bias, respondents who reported that
they tested positive for COVID-19 were screened out. Third, we checked
whether the respondents were app users by describing a hypothetical
app based on Exposure Notifications (e.g., Covid Watch Arizona, COVID
Alert PA), then asking if they were using a similar app. Fourth, one
attention check and one language check were included to identify poor
participants. Fifth, we mixed the order of the questions and prevented
backtracking within the questionnaire to mitigate the potential hy-
pothesis guessing. Lastly, we collected data on different days and times,
from late October to early November 2020, to have a diverse sample.
A total of 350 US users of COVID-19 contact-tracing apps were
recruited. However, only 285 responses were valid for further analyses.
Table 2 describes the sample based on their demographics. In particular,
the sample comprises 43.86% female and 56.14% male participants.
About 61.75% of the participants are in the 18-50 year age bracket.
Approximately 75.09% have a bachelor’s or a higher degree.

3.2. Measures

All items of the independent variables were measured on a 5-point
Likert scale ranging from 1 “strongly disagree” to 5 “strongly agree”.
Specifically, three perceived privacy risk (PPR) items were modified
from Wiegard and Breitner [19] to fit the context of COVID-19 con-
tact-tracing apps. To accurately capture the perceived health risk (PHR)
that motivates the precautionary action of adopting contact-tracing
apps, we followed Brewer et al. [79] to developed two items
measuring the likelihood of contracting COVID-19 and the severity of
this disease that are conditioned against not using the apps. Three items
for perceived value (PVA) were modified from Xu et al. [80]. Finally, the
dependent variable of app usage (USE) measures the self-reported fre-
quency of use. The descriptive statistics of all variables are illustrated in
Table 3.

4. Data analysis and results
4.1. Convergent validity analysis

Table 3 presents the results of the convergent validity test of the
measurement model. All indicators met the minimum requirement of
convergent validity as loading values, Cronbach’s alpha (CA) and
composite reliabilities (CR) were above 0.70 and AVE values were above
0.50 [81]. The Heterotrait-Monotrait Ratio (HTMT) test indicates that
all ratios between independent and dependent variables were less than
0.90 (Table 4), which confirms the discriminant of all latent variables
[82]. In addition, the ratios of variance inflation factor (VIF) of all

Table 2
Sample demographics (n = 285).
Characteristics Frequency Per cent
Gender Female 125 43.86
Male 160 56.14
Age 18-30 46 16.14
31-40 33 11.58
41-50 97 34.04
51-60 69 24.21
>60 40 14.04
Education Less than senior high school 3 1.05
Senior high school 71 24.91
Bachelor’s degree 161 56.49
Master’s degree 41 14.39
Doctoral degree 9 3.16
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Table 3
Descriptive statistics, items loadings and validities.
Construct Item Loadings  Mean Std. AVE CR CA Mean Std. Std.
D. Error D.
Perceived health It is likely that my health will be affected by COVID-19 in the next ~ 0.896 2326 1.029 0.812 0.896 0.769 1.884  0.054 0.905
risk (PHR) 6 months if I don’t use a COVID-19 contact tracing app. (PHR1-
likelihood)
My health will be seriously damaged by COVID-19 in the next 6 0.906 1.442  0.980
months if I don’t use a COVID-19 contact tracing app. (PHR2-
severity)
Perceived privacy It would be risky to disclose my personal information to COVID-19  0.922 3.519 1.146 0.854 0946 0.915 3.426 0.064 1.082
risk (PPR) contact-tracing apps. (PPR1)
There would be high potential for loss associated with disclosing 0.913 3.312  1.194
my personal information to COVID-19 contact-tracing apps.
(PPR2)
There would be too much uncertainty associated with giving my 0.936 3.446  1.172
personal information to COVID-19 contact-tracing apps. (PPR3)
Perceived value Compared to the risks of my information disclosure, the use of 0.908 3.260  0.991 0.816 0.930 0.887 3.048 0.054 0.908
(PVA) COVID-19 contact-tracing apps is beneficial to me. (PVA1)
Compared to the information I need to disclose, the use of COVID- 0.927 3.110 0.994
19 contact-tracing apps offers value to me. (PVA2)
Overall, the use of COVID-19 contact-tracing apps delivers good 0.874 2.779  1.033
value to me. (PVA3)
App usage (USE) How often do you use the COVID-19 contact-tracing app every - 2270 1103 - - - 2.270  0.065 1.103

week? (USE)

Note: Std.D.: Standard deviation. Std. Error: Standard error. AVE: Average variance extracted. CR: Composite reliability. CA: Cronbach’s alpha. According to Hair et al.
[81], the ratios of loading, AVE, CR and CA are required to be above 0.7, 0.5, 0.7 and 0.7, respectively.

Table 4
Heterotrait-Monotrait Ratio (HTMT) discriminant analysis.
PHR PPR PVA USE
PHR
PPR 0.463
PVA 0.604 0.509
USE 0.780 0.513 0.641

indicators were lower than the recommended threshold: the VIF of PPR
was highest at 3.824 and that of PHR was lowest at 1.640 (VIF < 5) [83],
which suggests the minimum collinearity in every item of the structural
model.

4.2. PLS-SEM analysis

To explore the relationship among perceived health risk, perceived
privacy risk, perceived value and COVID-19 contact-tracing app usage,
this study employed Structural Equation Modeling (SEM) technique to
test the net-effect relations among latent variables. Gefen et al. [84]
indicated that SEM integrates the measurement and structural model
into a simultaneous assessment. Therefore, this method is flexible to
model the relationships among criterion variables and multiple pre-
dictors [85]. This study conducted the measurement validation and
tested the model with SmartPLS version 3.3.2. In addition, 5000

bootstrapping replication from the original sample was performed as
recommended by Hair et al. [86] to get the validated results. The
bootstrap confidence interval (CI) was reported to further present the
stability of coefficient estimation [81].

Table 5 reports the structural model assessment results after con-
trolling the demographic variables. Perceived health risk (PHR) was
revealed to have a positive correlation with app usage (USE) ( = 0.466,
p = 0.000, CIis [0.363, 0.560]), while perceived privacy risk (PPR) had a
positive association with USE (§ = -0.171, p = 0.000, CI is [-0.268,
-0.071]). Furthermore, the statistical results showed a positive associa-
tion between PHR and perceived value (PVA) (f = 0.374, p = 0.000; Cl is
[0,274, 0.461]) and a negative association between PPR and PVA (§ =
-0.317, p = 0.000, Cl is [-0.406, -0.226]). Besides, a high perceived value
was related to a high frequency of use which was statically illustrated by
the positive relationship between PVA and USE ( = 0.286, p = 0.000, CI
is [0.181, 0.393]). These findings confirmed the proposed hypotheses
(H1, H2, H3, H4 and H5) and the research model, which indicates that
the participants engage in a risk-risk tradeoff between privacy infor-
mation disclosure and the probability of being affected by the COVID-19
when using contact-tracing apps.

We further extended the analysis by investigating the indirect effects
between the variables following the procedures of Nitzl et al. [87]. The
results revealed that PVA significantly mediated the paths between PHR
and USE (§ = 0.107, p = 0.000) and PPR and USE (§ = -0.091, p =
0.000). We also evaluated the model with the cross-validated

Table 5

Structural model path coefficients testing results.
Effects on endogenous variables p t P CI f Decisions

2.5% 97.5%

1. Perceived value (Adj.R?* = 0.329; Q* = 0.265)
Perceived health risk (H2+) 0.374 7.868 0.000* 0.274 0.461 0.188 Supported
Perceived privacy risk (H3-) -0.317 6.844 0.000* -0.406 -0.226 0.127 Supported
2. mHealth app usage (Adj.R?> = 0.583; Q? = 0.565)
Perceived value (HI1+) 0.286 5.376 0.000* 0.181 0.393 0.137 Supported
Perceived health risk (H4+) 0.466 9.362 0.000* 0.363 0.560 0.392 Supported
Perceived privacy risk (H5-) -0.171 3.405 0.001* -0.268 -0.071 0.059 Supported

Note: Null hypothesis of constant variance were rejected if p-value is lower than 0.05 [81]. Statistically significance is at 1% (*). Standardized root mean square

residual (SRMR) = 0.046. CI: Confidence intervals.
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redundancy index (Q?) for the endogenous reflective constructs. A Q>
greater than 0 implies that the model has predictive relevance. The re-
sults summarized in Table 5 confirmed that the structural model had
satisfactory predictive relevance for all the endogenous constructs. We
additionally computed the standardized root mean square residual
(SRMR) that is recommended to be under 0.08 by Henseler et al. [82].
The research model achieved an SRMR of 0.046, which indicates an
appropriate fit. Furthermore, since f2> measures the strength of expla-
nation between exogenous and endogenous variables [88,89], the re-
sults of effect size (Table 5) confirmed the medium and large significant
effects of PHR and PPR on the magnitude of PVA and USE.

Finally, three control variables, namely, age, gender and education,
were included in the analysis to address whether the relationships tested
in this study are affected by them [90]. No significant changes for the
influence of the endogenous variable were observed after the inclusion.
Of the three control variables, only age was found to have a significant
negative impact on app usage (f = -0.082, p = 0.014).

4.3. Fuzzy-set qualitative comparative analysis

Built upon the complexity theory and Boolean logic, fuzzy-set qual-
itative analysis (fsQCA) is a case-based approach that has recently
received great attention across disciplines of health information tech-
nology research [90,91]. While variable-based analysis approaches
primarily focus on testing the finality — that is, the direct or indirect
impact of single dependent variables on the dependent variables,
case-based approaches stress the equifinality — that is, the different
configurations (combinations) of conditions on a specific outcome
regardless of whether these configurations are contradictory [92,93]. As
both approaches have exclusive strengths and limitations [94], fsQCA
was complementarily applied to delve deeper into the data set to shed
light on the health risk-privacy risk tradeoff in using COVID-19 con-
tact-tracing apps.

FsQCA uses two measures to determine the relationship between sets
[95]. Consistency (Equation (1)) indicates the extent to which a condi-
tion set is sufficient for an outcome set. Coverage (Equation (2)) repre-
sents how much the outcome set is covered by the condition set.

Consistency = X[min (Xi, Yi)/Z(Xi) e}
Coverage = X[min (Xi, Yi)J/Z(Yi) (@3]

The procedure of fsQCA comprises three fundamental steps as fol-
lows. First, the original data from the 5-point Likert scale were cali-
brated into fuzzy membership scores ranging from 0.0 to 0.5 (out-of-set)
and 0.5 to 1.0 (in-set). The score of 0.5 is the crossover point. As fSQCA
classifies the data set into cases according to in-set and out-of-set di-
chotomy and analyzes the subset relation using fuzzy scores, fsQCA is
considered a qualitative-quantitative hybrid method. This study
assigned the Likert scale values of 5, 3 and 1 to the three membership
anchors of 0.95, 0.5 and 0.05, respectively. For the binary variable of
gender, the value of O denotes female and 1 denotes the opposite. As
there are two conditions which are perceived health risk (PHR) and
perceived privacy risk (PPR) relevant to the outcome of high usage
frequency (USE), we followed Thai and Wang [96] to categorize the data
set into four cases demonstrated in Table 6.

Table 6
Case matrix.

Perceived privacy risk

High Low
Perceived health risk
High PHR*PPR PHR*ppr
Low phr*PPR phr*ppr
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Second, necessary condition analysis was conducted to address
which antecedents of PHR and PPR are necessary for USE. As shown in
Table 7, although the coverage values ranged from 0.3449 to 0.8669,
higher than recommended cut-off point of 0.25, all consistencies were
below the threshold of 0.9 [95], which suggests that no solitary ante-
cedents are necessary enough for USE.

Third, sufficient condition analysis was performed to identify the
antecedents and their configurations leading to the outcome of USE.
Following Pappas et al. [97], this study set the consistency cut-off point
at 0.85. The results yielded from the analysis revealed two equifinal
configurations of conditions sufficient for USE: PHR*ppr and PHR*PPR
(Table 8). Consistency of the first configuration achieved at 0.9132 and
the second at 0.87. The overall consistency was 0.8669. The overall
coverage was 0.6031 indicating that the two solutions covered
approximately 60% of the cases that had high usage frequency.

Additionally, three demographic variables, namely, gender (GEN,
gen), age (AGE, age) and education (EDU, edu) were considered jointly
with perceived health risk and perceived privacy risk in the sufficient
condition analysis to get a thorough understanding of the effect of risk-
risk tradeoff on COVID-19 contact-tracing app usage. The findings
indicated one solution: USE = f (PHR*ppr*GEN*age*edu) with an
acceptable consistency of 0.911. This result is interpreted as that the
combination of high perceived health risk, low perceived privacy risk,
male, young age and low education sufficiently leads to the high fre-
quency of app usage.

5. General discussion

The main focus of this study has been to clarify how perceived health
risk and perceived privacy risk influence individuals’ adoption of
COVID-19 contact-tracing apps from the risk minimization perspective.
In an attempt to serve this purpose, a risk-risk tradeoff model was
developed based on the PCT and the concept of risk-risk tradeoff.
Findings from the PLS-SEM analysis revealed the direct effects of health
risk and privacy risk perceptions on perceived value and app usage,
which confirms the risk-risk tradeoff model. The mediating role of
perceived value between health risk and privacy risk perceptions and
app usage was also statistically supported. While these variance-based
analyses shed light on the net effects between the tested variables, the
case-based method - fsQCA provided a deeper and more insightful
investigation into the data set revealing that there were two causal
configurations of conditions sufficient for the outcome of high use fre-
quency. The first configuration included high health risk perception and
low privacy risk perception. Individuals who fall in this case are more
likely to engage in using COVID-19 contact tracing apps. The second
configuration comprised health risk and privacy risk perceptions both at
high levels, which indicates that individuals in this group face risk-risk
tradeoffs when using the apps. Furthermore, results from PLS-SEM and
fsQCA agreed that age was negatively associated with app usage. As age
is considered the proxy of individuals’ technology literacy and compe-
tence [68], the adoption of contact-tracing apps may also be affected by
these factors. This result was consistent with the findings in previous
research that older users may not be as skilled as the young, and are
therefore less likely to adopt and share personal information to a new

Table 7
Results of the necessary condition analysis.
Outcome USE
Condition Consistency Coverage
PHR 0.6031 0.8669
phr 0.8401 0.3449
PPR 0.6986 0.3668
ppr 0.7929 0.6462

Note: “*” is equivalent to Boolean logic AND. Uppercase antecedent names
denote high scores (>0.5). Lowercase denotes the contrary.

Note: Uppercase antecedent names denote high scores (>0.5). Lowercase de-
notes the contrary.
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Table 8
Results of the sufficient condition analysis.
Outcome USE
Solution Raw consistency Solution consistency Solution coverage
1 PHR*ppr 0.9132 0.8669 0.6031
2 PHR*PPR 0.8700

Note: “*” is equivalent to Boolean logic AND. Uppercase antecedent names
denote high scores (>0.5). Lowercase denotes the contrary.

and complex technology [68,72,98].

These findings support prior studies linking health risk and privacy
risk perception with the adoption of healthcare technologies [68], which
provides useful implications for both academics and practitioners.
Responding to Ahadzadeh et al.’s [60] call for research to foster a more
extensive understanding of the relationship between perceived health
risk and information technology usage in different platforms and ap-
plications, this study explored the positive influence of the COVID-19
health-related risk on the use of contact-tracing apps. This result
echoes the findings in prior work that people who perceive higher levels
of health risk are more attentive to health communication and preven-
tive behaviors [64,65]. Also, the results revealed that individuals with
high levels of privacy risk perception were less likely to continue
endorsing the apps. Therefore, the risk of privacy violation could be one
of the critical factors in explaining why people use mHealth apps only
for a short time [99]. Also, reflecting on the call for investigations on
different types of information privacy tradeoffs [26], this study is among
the first to propose and examine the tradeoff between health risk and
privacy risk regarding mHealth app use.

Overall, the focal study contributes to the research on privacy cal-
culus theory by exploring the tradeoff between health risk and privacy
risk in COVID-19 contact-tracing app use. Moving beyond the context of
the pandemic, upcoming research can further develop the risk-risk
tradeoff model in many different ways. First, the antecedents of the
two components of the model can be explored, which provides more
fruitful insights into how the risk-risk tradeoff is formed. This direction
is similar to how the risk-benefit model has been exploited in prior
studies [19,72,100]. Second, as this research focuses solely on risk
substitution, it is beneficial for future research to examine other types of
risk-risk tradeoffs (see Table 1). Third, the risk-risk tradeoff can also be
extended by incorporating benefit variables to form a triad model. For
example, Wang et al. [45] combined monetary rewards, social rewards
and privacy concerns in their tradeoff framework.

From a methodological perspective, the focal study demonstrates a
more appropriate approach to investigating the tradeoff phenomenon.
The variance-based approaches focus on testing the net effects between
variables [93]. For example, how perceived health risk (PHR) and
perceived privacy risk (PPR) are correlated with app use. In contrast,
fsQCA allows the examination of contradictory cases leading to the same
outcome. For instance, if there are two antecedents (k), namely, health
risk (HR) and privacy risk (PR), fsQCA categorizes the data set into four
cases (25: (1) low HR, low PR, (2) high HR, low PR, (3) low HR, high PR
and (4) high HR, high PR. It is expected that case 2 leads to high mHealth
app use, but the tradeoff is questionable if one perceives high health risk
and no privacy risk at all. This is similar to case 1 where the tradeoff is
not applicable. In this context, cases 3 and 4 provide a more relevant
field to understand the tradeoff concept.

Despite its power in theory drafting and testing, fsQCA is not free
from limitations. When the original data is calibrated into fuzzy scores,
multi-item scales are converted into a single indicator [101,102].
Therefore, examining the effect size of each item is impossible. More-
over, fsSQCA provides no standards to measure the validity and reliability
of the questionnaire as well as model fit. Considering the exclusive ad-
vantages and limitations of variance-based approaches and fsQCA, they
should be used in a complementary rather than a substitute manner [96,
101].
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In the crisis of the COVID-19 outbreak, mHealth apps have emerged
as a reliable channel for public health communication and preventative
health promotion. Nevertheless, to be useful, mHealth apps need access
to users’ sensitive information which has raised concerns about data
disclosure, misuse and social surveillance [18,22]. In this pandemic,
people may compromise their information privacy for community
health [5]. However, as we can and should enjoy the rights over personal
privacy as well as healthcare, any decisions involving this tradeoff
mechanism lead to a false choice. Indeed, rational decision-making
processes in the situation of uncertainty should always attempt to alle-
viate the net risk rather than compromise one type of risk for another, or
a short-term risk for a long-term non-observable risk.

Not all COVID-19 contact-tracing apps are created equally. During
the pandemic, governments may be so preoccupied with saving lives
that some contact-tracing approaches are implemented under a pre-
supposition that citizens should compromise individual privacy for the
greater good. Contacting-tracing apps in some countries include the
functions of location tracking and facial recognition to assist public of-
ficials in identifying users and enforcing quarantine [103]. Personal data
collected from these contact-tracing apps are promised to keep anony-
mous. However, anonymity is not equivalent to privacy. Indeed, privacy
is individuals’ right to decide what information to be shared and whom
they are shared with [104]. A less privacy-invasive approach is taken in
other countries with the launch of voluntary apps that adopt a
proximity-based rather than a location-based architecture [9,105].
However, such apps are not free from privacy infringements because
infected users can be re-identified based on group data [104,106].
Furthermore, according to Williams et al. [105], privacy concerns, lack
of information and misconception about COVID-19 contact-tracing apps
are among the main reasons explaining why people hesitate to install.
Therefore, to reduce users’ concerns about social control, app providers
must commit to handling data with users’ consent and offer satisfactory
action plans when privacy intrusions occur. Additionally, to increase the
adoption rate, the design choice of the apps should be handed to the
public. In an ideal case, more than one app with different levels of
utility-privacy tradeoffs can be developed and offered to the citizens
[106]. Most importantly, transparency of privacy rights and data
handling should be adequately communicated with the public to dispel
misconceptions, alleviate privacy concerns as well as build trust in
contact-tracing apps.

As with any study, limitations should be addressed. First, the sample
size in this study is relatively small and does not cover all communities;
hence, the findings do not represent the US population as a whole.
Although the main contribution of this study is the confirmation of the
health risk-privacy risk tradeoff phenomenon, with a larger sample and
more demographic data, we could have better explored the patterns in
individuals that explain their tradeoffs. Second, to control the potential
experience bias, we screened out participants who self-reported to be
infected by COVID-19. However, we did not collect information on
whether their close ones had been adversely impacted by the virus.
Third, the participants were recruited from MTurk. Since most MTurkers
are tech-savvy and highly educated individuals who have substantial
knowledge of technology, future studies can work on more diverse
samples, which makes it possible to test the potential moderating effects
of self-efficacy or technology literacy. Fourth, although several
screening techniques were performed to control the quality of data
collected from MTurk as recommended in Kees et al. [78], solely using
data from this crowdsourcing platform may restrict the study’s gener-
alizability due to the potential self-selection bias. Therefore, testing the
research model with samples from different sources is suggested with
future efforts. Finally, the focal study is restricted to a single-country
sample, which has not taken into account the cultural and technolog-
ical differences among parts of the world. Hence, comparative studies of
how health risk and privacy risk perceptions affect contact-tracing app
adoption in different countries would be necessary.
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