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Background

The use of digital imaging in dermatology is increasing due 
to several factors including teledermatology, longitudinal 
imaging to observe changes in skin lesions, advanced imag-
ing (e.g., dermoscopy), and the emergence of artificial intel-
ligence (AI) image classifiers for dermatology. Currently, 
digital imaging in dermatology predominantly uses con-
sumer file formats (e.g., JPEG and TIFF) which lack patient 
and clinical metadata. Further, consumer file formats suf-
fer from a lack of color consistency. Figure 1 shows photo-
graphs of the same lesion image at a different zoom level and 
color space. The intent is to illustrate that different diagnoses 
may result from images of the same lesion. The availability 
of metadata related to acquisition parameters (e.g., zoom, 
color space, compression) could potentially improve diag-
nostic accuracy and confidence. There is evolving realiza-
tion that adopting the Digital Imaging and Communication 
in Medicine (DICOM) standard for dermatological imaging 
may improve availability of important patient, clinical, and 
acquisition metadata [1].

In addition to improving human interpretation of images, 
metadata may improve AI prediction models. Many recent 
AI challenges have attempted to classify images based 
on pixel data alone. However, the addition of metadata 

to images of skin lesions has shown to improve diagnos-
tic accuracy compared to images alone. These metadata 
included patient age, sex, and location of the lesion on 
the body [2]. We believe that richer metadata may further 
improve AI prediction accuracy and having those data read-
ily available and securely attached to the pixel data is then 
clearly advantageous.

In the present paper, we describe our experiences of a 
proof-of-concept study packaging metadata into a DICOM 
file format for the 2020 International Skin Imaging Collabo-
rative/Society for Imaging Informatics in Medicine (ISIC/
SIIM) sponsored and Kaggle-hosted melanoma detection 
challenge [3]. The ISIC/SIIM challenge participants were 
given the option of downloading the datasets as DICOM 
files with embedded metadata, or in a consumer image Joint 
Photographic Experts Group (JPEG) or machine learning 
(TFRecord) format with a comma separated value (CSV) 
metadata file [4]. The aims of this study are two-fold. Firstly, 
we aim to identify the benefits and describe the challenges 
in using DICOM for dermoscopic image standardization. 
Secondly, we aim to test how many challenge participants 
are interested and willing to use DICOM for dermatology-
related AI challenges.

Material and Methods

Setting

For more than a quarter century, the International Society 
for Digital Imaging of the Skin (ISDIS), has spearheaded 
efforts to bring digital information processing technologies 
into greater awareness of dermatologists [5]. Over the past 
five years, the Society has increased their efforts in machine 
learning. As a part of these efforts, the International Skin 
Imaging Collaborative (ISIC), together with the machine 
learning community, has hosted five grand challenges in 
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melanoma detection [6–10]. These annual competitions have 
contributed to improvements in computer-aided diagnosis of 
malignancies of the skin (e.g., melanoma) [10].

The 2020 grand challenge was co-organized by ISIC and 
SIIM [3]. The dataset for this challenge consists of 44,108 
skin lesion images which were contributed by six global 
dermatology sites. The dataset has been fully described 
elsewhere. [4] One critical aspect of the 2020 grand chal-
lenge dataset was to associate each image with a patient, 
thereby providing contextual lesion images. Contextual 
lesion images may contribute to melanoma diagnosis using 
the “ugly duckling” sign [11, 12]. The intention of the chal-
lenge was to ascertain if the machine learning algorithms 
could use the contextual lesion images to improve predic-
tive accuracy. The decision was made to encode the dataset 
in DICOM PS3.10 file format given that it supports patient 
identification metadata [13].

Dataset Contribution and Curation

The contributing sites all used different (sometimes propri-
etary) image management software. Furthermore, the pro-
visioning of the metadata that was included in the challenge 
dataset took substantial effort to collect and curate [4, 14]. 
Images, in JPEG format, were first ingested into the ISIC 
Archive using the web interface [15]. As part of the inges-
tion, the original contributor was asked to also upload a CSV 
file of metadata containing: patient identifier, age, sex, ana-
tomic site, and diagnosis.

To avoid disclosing unwanted metadata, all exchangeable 
image file format (EXIF) fields were removed from the JPEG 
images using Exiftool [16]. Subsequently, the compressed 
images were encapsulated as DICOM instances using the 
PixelMed Java toolkit developed by one of the authors [17]. 
For this proof-of-concept, the metadata described in Table 1 
was added to the DICOM header.

To produce DICOM files whose format could be shared 
by both the training and test data sets, the diagnosis classifi-
cation of benign or malignant was not added to the DICOM 
header, and instead only available in the CSV metadata file. 

The code used for the encapsulation was written in Python 
Software Package [18] which is publicly available [19] and 
has been tested on Microsoft Windows 10 and Apple Mac 
OS X 10.15 Catalina systems.

We performed a practical test of the usability of the DICOM 
files by displaying them using two publicly available DICOM 
image viewers, IrfanView [https:// www. irfan view. com] and 
RadiAnt [https:// www. radia ntvie wer. com]. To test extract-
ing the images, a Python script using the pydicom package 
was used [20]. For each DICOM file, the contents of the Pixel 
Data (7FE0,0010) attribute (i.e., the encapsulated compressed 
byte stream) was written into a binary file and the resultant 
(JPEG) file displayed with common image viewing software 
applications.

Following the challenge, the encoded files were more for-
mally tested for conformance to the DICOM standard using 
dciodvfy [http:// www. dclun ie. com/ dicom 3tools/ dciod vfy. html]. 
Based on the errors reported, further tests of readability were 
performed using other publicly available viewers, Horos [http:// 
horos proje ct. org/], ClearCanvas [http:// clear canvas. github. io/], 
and PixelMed DicomImageViewer [17]. Test of transmission 
using the DICOM network protocol (to simulate a camera 
application sending to a Picture Archive and Communication 
Systems [PACS]) was performed using dcmtk storescu (http:// 
dicom. offis. de/ dcmtk. php. en) sending to DicomImageViewer 
and Horos.

Results

Encapsulation

The encapsulation process on currently available hardware 
(dual-core Intel CPU with > 2 GHz clock speed and at least 
4 GB memory) took approximately 68 min with an aver-
age of 0.1 s per image (range 0.89–1.17 s), for the 44,108 
images.

The resultant DICOM file size was approximately 1.5 
kB per image greater than the original JPEG file due to the 
addition of the metadata. Given an average image file size 

Fig. 1  Identical lesion under 
two different magnification 
(digital) zoom conditions and 
color representation; assuming 
same/similar magnification (µm/
pixel or total height/width in 
mm), the two lesions may have 
different meaning
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of 1.8 MB, the storage overhead of the metadata was con-
sidered negligible.

Fidelity

The validation of the DICOM files using the dciodvfy util-
ity identified problematic data values containing invalid 
characters in the SOP Class UID (0008,0016), Modality 
(0008,0060), Series Number (0020,0011) and Instance Num-
ber (0020,0013) attributes. This was caused by embedded 
quotes propagated from the original script that encapsu-
lated the files, and then using Python as a wrapper. Visual 
inspection of a dump of the DICOM attributes revealed that 
the same embedded quote problem was present in other 

attributes that allow such quotes, such as Patient’s Name 
(0010,0010) and Patient’s ID (0010,0020). Both IrfanView 
and RadiAnt applications were able to read the DICOM 
objects, and both programs displayed the images contained 
in the DICOM files correctly (aspect ratio, colors, etc.). 
Other viewers failed to import or display the incorrectly 
encoded images. The storescu DICOM network send also 
failed, reporting an unknown SOP Class.

Programmatic extraction (de-encapsulation) of the 
compressed JPEG data to a file using the pydicom module 
worked for all DICOM files, which could then be read in 
Python (e.g., using the Python Imaging library) or opened 
with any common JPEG viewing software. A summary of 
the fidelity test are shown in Table 2.

Table 1  Description of metadata used for encoding grand challenge dataset in DICOM Part 10 file format

Metadata Description

Naming of images A unique name of the format ISIC_[7-digits] is assigned automatically during data ingestion into the ISIC 
Archive. To allow cross-referencing to the ISIC Archive, the image name assigned by the ISIC archive was 
maintained and stored in the Study ID (0020,0010) attribute

Patient identifiers To avoid releasing any internal data about the source of an image and to homogenize format, all patient IDs 
provided with the original metadata were mapped to a common format, IP_[8-digits], which was stored in the 
Patient ID (0010,0020) attribute

Patient’s sex Patient’s sex (0010,0040) was coded as a binary variable. For images, where the patient’s sex was not known, 
this attribute was set to an empty string according to rules for encoding of Type 2 attributes

Patient’s age DICOM encodes age as a four-character string comprised of a three-digit integer followed by a letter to indicate 
the unit (e.g., 018M for 18 months or 047Y for 47 years). The ISIC Archive only provides an approximate age 
(binned into five-year brackets) to decrease the likelihood of patient identification. While it is not fully compli-
ant, the (approximate) age value was encoded according to the four-character Age String (AS) notation in the 
Patient’s Age (0010,1010) attribute

Anatomical site of skin lesion The Systematized Nomenclature of Medicine Clinical Terms (SCT) coding scheme [30] was used as the coding 
scheme for the anatomical site of lesion. This coding scheme was challenging as the ISIC Archive has its own 
coding scheme, tailored to the needs of the field and availability of anatomic site mapping of historical data. 
From a dermatologist’s perspective, the palms of the hands as well as the soles of the feet show similar lesion 
characteristics, and these two locations are currently coded using a single token [31, 32]. For similar reasons, 
oral and genital regions are folded into a single token as well. Since these two ISIC Archive-based anatomic 
site terms do not have corresponding SCT codes, and given limited time available to query the medical record 
where each image was acquired to achieve further granularity, we decided (for this proof-of-concept study) to 
code these lesions with the generic parent term, “Skin.” The values stored in the attribute as a text string in the 
Body Part Examined (0018,0015) and a code in the Anatomical Region Sequence (0008,2218) attributes as 
shown in Table 2

Image (binary) data DICOM supports JPEG streams directly (using lossy image compression Transfer Syntaxes), and the JPEG 
binary data was stored as a byte stream in the Pixel Data (7FE0,0010) attribute

Table 2  Results of fidelity tests Fidelity test Application Success Cause of error Remedy

Validate conformance dciodvfy No Embedded quotes Remove quotes
Display image IrfanView Yes
Display image RadiAnt Yes
Display image DicomImageViewer No Embedded quotes Remove quotes
Display image Horos No Embedded quotes Remove quotes
Display image ClearCanvas No Embedded quotes Remove quotes
Store image Java DICOM Toolkit storescu No Embedded quotes Remove quotes
De-encapsulation Pydicom module Yes None
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Since the pixel data in the JPEG images are not decom-
pressed and recompressed, but rather the original JPEG byte 
stream is simply embedded into the Pixel Data (7FE0,0010) 
attribute, there was no further loss in image quality beyond 
the original lossy compression.

A limitation due to missing granularity of anatomic site 
tokens affected 150 images for “oral/genital” and 483 images 
for “palms/soles” which equated to a total of 1.4% of images. 
In addition, 878 images selected for this year’s challenge 
did not have their anatomic site provided in the metadata; 
hence, a total of 1511 images (i.e., 3.3%) had their Anatomic 
Region Sequence (0008,2218) attribute set to a generic code 
for Skin (SCT 39,937,001) (see Table 3).

Utilization in Grand Challenge

For the duration of the challenge (May 28 through August 
17, 2020) a total of 6290 users downloaded the dataset from 
the Kaggle website [http:// kaggle. com/c/ siim- isic- melan oma- 
class ifica tion/ data].

Among these, 2350 users submitted their solution for 
scoring. And of these, 255 users (10.8%) downloaded the 
data exclusively in DICOM format, 1356 users (57.7%) 
downloaded DICOM intentionally, and including those who 
downloaded the entire bundle a total of 2039 users (86.7%) 
downloaded DICOM.

Discussion

This proof-of-concept has demonstrated the ease of encod-
ing of dermoscopic images in a DICOM PS3.10 file format, 
including the feasibility of encoding metadata within the 
image file. Though consumer file formats (e.g., JPEG) are 
currently widely used for dermatology imaging, they lack 
the ability to support the additional and rich metadata that 
would allow dermatology as a field to more fully utilize the 

potential value provided by skin lesion images across the 
diverse range of applications.

Despite failing validation of conformance with the 
DICOM standard, the encapsulated DICOM PS3.10 files 
could be displayed by two viewing applications, which 
ignored the incorrect metadata. The binary JPEG com-
pressed pixel data was extractable from the PS3.10 file 
using a common DICOM reading library (pydicom). Other 
tools that depended on the metadata (particularly the SOP 
Class UID that specifies the type of stored image) failed to 
import or display the images. The SOP Class UID allows 
the recipient to distinguish between objects that are images 
versus those that are not (e.g., reports or presentation states 
or radiotherapy plans) and to determine what type of image 
is encoded (e.g., a photographic image as opposed to a CT 
or ultrasound). Some viewers ignore this and will display 
any file that appears to contain pixel data, whereas others are 
more selective. Image management systems, such as PACS, 
are dependent on SOP Class UID and generally will reject 
objects of unrecognized type or if the patient identifying 
attributes do not match a registered patient. The DICOM 
network protocol for transferring images depends on a valid 
SOP Class UID, so sending applications will also reject 
these images. Other invalid values, such as quotes present in 
numeric attributes like Instance or Series Number may also 
cause failure of ingestion if the recipient uses the number 
(e.g., to sort images or series in numerical order).

These failures demonstrate that it is important to use a 
validation tool to verify conformance as opposed to simply 
reading and displaying files in a small number of programs. 
DICOM validation tools are publicly available and com-
monly used at interoperability testing events (such as IHE 
Connectathons).

Further, since the point of using DICOM is to correctly 
identify and describe the images using embedded metadata, 
the incorrect encoding (e.g., inclusion of embedded quotes) 
of the patient demographic attributes was also concerning. 
The inclusion of embedded quotes would cause a failure to 
match other images of the same patient, or information from 
the medical record obtained via HL7. Standalone validation 
tools will not generally detect extraneous but legal charac-
ters, such as quotes in names and identifiers. Though the 
melanoma detection challenge for which the DICOM images 
were created was completed with the invalid DICOM files, 
it is planned to distribute a corrected set of images, to avoid 
propagating these errors further into the field.

Adopting DICOM for dermatology imaging and as the 
standard for metadata encapsulation may provide a number 
of benefits. Firstly, clinicians who need to base their assess-
ment on digital images can be expected to commit fewer 
errors if the available data contains information about color 
and size of the lesion. By extending the overall high level of 
comfort and ease by which data from imaging at different 

Table 3  Comparison of anatomic site coding between the ISIC 
Archive and DICOM metadata attributes

ISIC Archive term 
(token)

SNOMED CT code SNOMED description

Head/neck 70,762,009 Skin of head
Lower extremity 281,739,007 Skin of part of lower 

limb
Oral/genital 39,937,001 Skin
Palms/soles 39,937,001 Skin
Torso 86,381,001 Skin of trunk
Upper extremity 281,733,008 Skin of part of upper 

limb
Not available or 

unknown
39,937,001 Skin
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time points can be linked together (e.g., for ensuring that 
images can always be viewed in context), the risk of making 
mistakes after transmitting dermoscopic images between the 
image acquiring clinic and a secondary service provider is 
also greatly reduced. Next, dermoscopic image research has 
been shown to benefit from metadata, and if images regu-
larly contained this information embedded in standardized 
attributes across image providers, the current cost for efforts 
in dataset curation, particularly if data is collected from sev-
eral clinics, could be greatly minimized. Finally, DICOM 
has grown into a reliable, secure, and trusted technology, 
and extant software can help improve teaching of and com-
munication about skin lesion diagnoses [21].

DICOM is well established within the medical and com-
puter vision communities. However, dermatology (and 
within it dermoscopy) are relatively immature in terms of 
using imaging standards. DICOM offers a rich set of avail-
able metadata attributes [22]. Through efforts of the DICOM 
Dermatology Working Group 19, some additional dermatol-
ogy (and dermoscopy-specific) attributes will be established 
as part of the DICOM standard [23]. We believe switching 
from consumer file formats to DICOM should be recom-
mended for many participants involved in dermoscopy, 
including vendors, clinics, and research centers. In addition 
to advantages for processing DICOM files as input, outputs 
of machine learning algorithms (segmentations, labels) can 
also be stored in DICOM format, allowing clinicians to dis-
play auxiliary data (salience maps, etc.) on top of lesions, 
being a requirement for bringing AI advancements to the 
clinic. [24].

In this study, we have encountered substantial challenges 
with anatomic site labeling, color fidelity, and lesion size 
estimation in particular, which would be worthwhile to 
examine carefully while developing DICOM standards for 
dermatology applications.

Codes for anatomical structures defined in DICOM do 
already support dermatology [25]. Unfortunately, these are 
not often used and may be insufficiently granular or compre-
hensive enough. Recently developed hierarchical anatomical 
terminology sets may provide a solution [26, 27]. However, 
codification of these anatomical terms is required before 
they can be included in DICOM. The merging of disjoint 
anatomic sites (palms and soles, or orogenital regions) also 
proved problematic, and the addition of such combined sites 
to standard coding schemes may be necessary for clinical 
purposes.

Faithful reproduction of color in digital images, espe-
cially for machine learning applications, has been recog-
nized as a crucial issue [28]. The core technological chal-
lenge lies in detection and numeric representation of relative 
energy density of a priori selected visible light wavelengths 
in order to simulate color similar to human perception. Any 
attempt to replicate this process using technology requires 

making certain assumptions, each of which determines the 
amount of fidelity and interpretability of the measured sig-
nal. The most common schema storing color information 
in digital applications is the red–green–blue (RGB) encod-
ing. Each of the three principle RGB components is roughly 
mapped to the preferred wavelengths of the three types of 
retinal cones. RGB encoding represents each of the three 
wavelengths by a number, typically an integer between 0 and 
255, meaning that each component has an eight-bit dynamic 
range or resolution. Little is known about whether machine 
learning algorithms might benefit from a different encoding 
schema, a greater dynamic range, or calibrated energy step 
functions. The widely accepted mechanism for achieving 
consistency of color rendering, regardless of how accurately 
it reflects the original scene, is the use of the International 
Color Consortium (ICC) profiles, and this is the mechanism 
adopted by DICOM [29].

In addition to the coding, the conditions under which an 
image is taken greatly impact the output of the sensor of a 
digital device, that is how, e.g., the charge-coupled (CCD) or 
complementary metal–oxide–semiconductor (CMOS) chip 
together with the integrated circuits regulate the interpreta-
tion of the internal sensor data. Metadata attributes such as 
which chip was used to convert the light entering the lens 
into digital information, whether the dynamic range was 
compressed, or whether gain was applied can help in making 
sense of this data in any subsequent application, although 
these are not typically available.

Encoding the physical distance between adjacent pixels 
in both the horizontal and vertical plane in the Pixel Spac-
ing (0028,0030) attribute allows distance measurements of 
a subject lesion using software measurement tools. Pixel 
spacing was missing from this particular image set. Distance 
measurements are however critical to clinical decision mak-
ing, which likely makes it relevant for AI classifiers as well.

Conclusion

Despite these challenges, we believe that this initial dem-
onstration of using DICOM suggests it as a more suitable 
format for clinical and research applications, compared to 
consumer file formats. At no point were apparent barriers 
either cost-prohibitive from a user perspective or came with 
unexpected additional effort. Most clinical service providers 
are likely to already be in possession of DICOM technol-
ogy such as clinical viewing workstations that are able to 
review radiology images, which also reduces the barriers 
to potential near-term adoption of these imaging standards 
for dermatology.

Taken together, we want to urge the community to con-
sider adopting DICOM as a standard for future studies, espe-
cially those involving machine learning applications.
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