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Abstract

Objectives: As our social worlds become increasingly digitally connected, so too has concern about older adults falling
victim to “phishing” emails, which attempt to deceive a person into identity theft and fraud. In the present study, we inves-
tigated whether older age is associated with differences in perceived suspiciousness of phishing emails.

Methods: Sixty-five cognitively normal middle-aged to older adults rated a series of genuine and phishing emails on a scale
from definitely safe to definitely suspicious.

Results: Although older age was not related to a shift in overall perception of email safety, older age was related to worse
discrimination between genuine and phishing emails, according to perceived suspiciousness.

Discussion: These findings suggest that cognitively normal older adults may be at particular risk for online fraud because
of an age-associated reduction in their sensitivity to the credibility of emails.
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Email is part of a digitally connected lifestyle, and for ~ emails may be especially devastating for older adults,

many is essential to daily personal and work-related
interactions. However, email comes with a dark side, as
online fraudsters have learned to use “phishing” emails
to deceive people into providing personal information or
downloading malicious software (Carr, 2011). The con-
sequences of clicking on just one phishing email can be
severe, including identity theft, fraud, and extortion via
malicious encryption of electronic information. Phishing

for whom there is higher risk of lost independent living
and limited earning power for recovery (Templeton &
Kirkman, 2007). However, whether older adults are more
vulnerable to phishing emails is unclear and may depend
on demographic and situational factors, and how well
phishing messages mask their true intent (Baillon et al.,
2019; Ebner et al., 2020; Gavett et al., 2017; Lin et al.,
2019; Sheng et al., 2010).
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The present study investigated the effect of older age on
the ability to detect the suspiciousness of emails. Not sur-
prisingly, whether a person is suspicious of an email is a key
factor in determining if they engage with it (Vishwanath
et al., 2018). However, it is not clear whether older age
is associated with differences in perceived suspiciousness
of phishing emails. One possibility is that older age is re-
lated to a maladaptive shift in the general perception of
email safety. For instance, if the link between greater trust-
worthiness and older age (Bailey & Leon, 2019) applies to
the perception of emails, there could be a tendency to view
emails as generally safe, which may lead to more phishing
emails being engaged with. Another, nonmutually exclu-
sive possibility is that older age is related to greater diffi-
culty perceiving differences between genuine and phishing
emails. For example, episodic memory and executive func-
tioning, which tend to decline with older age (Glisky, 2007),
may be needed to decide if an email is malicious or safe, as
might prior experience with email. From this view, older
adults may judge an email with incomplete information,
leading to less precise decisions about suspiciousness. In
other words, with older age, not only might many phishing
emails be viewed as overly safe but also many genuine
emails might be viewed too suspiciously, compromising the
value of suspiciousness as a psychological signal of which
emails are safe.

To evaluate the possibilities of age effects in response
bias (e.g., the tendency to perceive emails as generally safe)
or discrimination toward phishing and genuine emails, we
turned to a new laboratory task that we developed (Hakim
et al.,2020), known as the Phishing Email Suspicion Test or
“PEST.” In PEST, participants make judgments about their
suspiciousness toward a series of emails, which includes
real phishing emails that have been deployed (by others) to
defraud people. In a group of middle-aged and older adults,
we hypothesized that if older age is associated with worse
detection of phishing emails because of a general shift in
email perception, there would be an age-related stronger
response bias toward judging emails as safe. We also hy-
pothesized that if older age is related to worse detection of
phishing emails because of difficulty perceiving the differ-
ences between safe and malicious emails, there would be
an age-related reduction in discrimination regarding email
suspiciousness ratings.

Method
Participants

The present study, approved by the Institutional Review
Board at University of Arizona, was largely run over the
course of the 2019-2020 academic year. Participants, who
were recruited from the Tucson, Arizona community via an
email and website advertisement, had to be middle-aged or
older (50+ years) and cognitively unimpaired according to a
neuropsychological profile approach (Grilli et al., 2018, see

Supplementary Materials for details and cognitive scores).
Participants were screened for depression, were living inde-
pendently, and reported no relevant neurologic history (see
Supplementary Materials).

We recruited approximately 80 individuals, based on a
power analysis for a separate intervention study. Fifteen in-
dividuals were excluded because their cognition was not
unimpaired (7 = 7), they scored high on depression (1 = 6),
or there were technical issues with PEST (7 = 2). Therefore,
65 individuals were included. A power analysis, which was
conducted with G*Power 3.1 (Faul et al., 2007) before any
of the analyses, indicated that with a sample size of 65,
a = 0.05, and power (1 - ) = 0.80, we could detect me-
dium relationships (r = 0.33) between age and email perfor-
mance (two-tailed significance tests).

The sample was older (M = 69, 8D = 6.9, range = 54-83),
highly educated (M = 17.2, SD = 2.1, range = 12-22), and
the majority were female (47 females, 18 males) and non-
Hispanic White (59 non-Hispanic White, six Hispanic).

Procedures

Phishing Email Suspicion Test

PEST presents participants with emails in a realistic
inbox environment with the instructions to review
emails and judge their credibility until the inbox that
they are viewing is empty. The participant judges the
credibility of each email on a 4-point scale: 1 = defi-
nitely safe to 4 = definitely suspicious. In total, parti-
cipants are presented with 40 real phishing emails, 40
real genuine emails, 40 simulated phishing emails, and
40 simulated genuine emails. PEST includes simulated
emails to increase the diversity of emails that are judged.
PEST selects all emails from a library of 348 emails made
up of 140 real phishing emails, 40 real genuine emails,
84 simulated phishing emails, and 84 simulated gen-
uine emails. Therefore, each participant is not presented
with the exact same emails, because as part of a larger
project, we are interested in evaluating why some emails
may be more effectively deceptive than others. Also, the
order of emails in the task is randomized for each partic-
ipant. To minimize learning, and for ecological validity,
participants do not receive feedback about their perfor-
mance until the end of the experiment. PEST takes ap-
proximately 1 hr to complete. Please see Supplementary
Materials for a visualization of the PEST email environ-
ment and details about PEST.

Analyses

We analyzed the effect of age on response bias and discrim-
ination in two ways. In one approach, we used standard
signal detection theory/analyses to calculate bias and d”
(Green & Swets, 1966). For these calculations, phishing
emails were considered “signal present.” A “definitely” or
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“possibly” rating in the correct direction for phishing and
genuine emails were hits and correct rejections, respectively,
whereas a “definitely” or “possibly” rating in the incorrect
direction for genuine and phishing emails were false alarms
and misses, respectively. We calculated bias and d” sepa-
rately for real and simulated emails. With these metrics, we
used Pearson correlations to examine the relationship be-
tween age and bias toward judging emails, and between age
and discrimination ability (d”).

In another approach, we used a computational model
of decision making for email suspiciousness that we re-
cently developed (Hakim et al., 2020; Wilson 2018).
This computational model shows that a variety of fac-
tors contribute to judging the suspiciousness of an email,
including response bias, a person’s recent decisions, and
the content of the email currently viewed. One advan-
tage of this new computational modeling approach is
it can better account for the full range of judgments on
a 4-point scale, as opposed to dichotomizing decisions
as correct versus incorrect. Another advantage is that
this model accounts for the effect of recent decisions
on current decisions, allowing us to examine the impact
of the random presentation order of emails on overall
performance. See Supplementary Materials for a full de-
scription of the computational modeling approach and
evidence that it taps into the same underlying construct as
the standard signal detection theory analyses while pro-
viding nonredundant information. For the present study,
two parameters from our computational model were of
particular interest: (a) a person’s response bias, which
similar to signal detection theory, captures their overall
propensity to say that an email is safe or not; and (b)
their discrimination, which captures their overall ability
to distinguish between phishing and genuine emails. We
examined the relationship between age and these param-
eters using Pearson correlations.

Although age was not significantly related to education,
nor did it differ by gender (ps > .08), we repeated all ana-
lyses with education and gender as nuisance covariates,
given that they can influence age effects and/or phishing
detection (Gavett et al., 2017; Lin et al., 2019). All analyses
and graphs were conducted in or created with RStudio (R
Core Team, 2019) and JASP (JASP Team, 2020).

Results

Ability to Detect Suspiciousness of Emails

The ability to discriminate phishing from genuine emails,
as measured by d’, was higher for real emails (M = 1.21,
SD = 0.50) relative to simulated emails (M = 0.56,
SD = 0.29), #(64) = 11.43, p < .001, d = 1.42, 95% CI
[1.07, 1.76]. In regard to bias, there was a stronger ten-
dency to judge simulated emails as suspicious (M = -0.22,
SD = 0.49) relative to real emails (M = -0.11, SD = 0.43),
1(64) = 2.2, p = .04,d = 0.27,95% CI [0.02, 0.51].

Relationship Between Older Age and
Suspiciousness Detection

As shown in Figure 1, for our standard signal detection met-
rics, older age was not significantly related to response bias to-
ward simulated emails, 7(63) = 0.16, p = .20, 95% CI [-0.09,
0.39], or real emails, 7(63) = -0.06, p = .63, 95% CI [-0.31,
0.19]. In contrast, older age was significantly related to lower
d’ for simulated phishing and genuine emails, 7(63) = -0.34,
p =.005,95% CI [-0.54, -0.11], and real phishing and gen-
uine emails, 7(63) = ~0.48 p < .001, 95% CI [-0.65, ~0.27].

As shown in Figure 2, the outcomes of our computa-
tional modeling approach tell a similar story. Specifically,
older age was not significantly related to our computational
modeling metric of response bias, 7(63) = -0.08, p = .51,
95% CI [-0.32,0.16]. However, older age was significantly
related to worse discrimination between phishing and gen-
uine emails in this model, #(63) = -0.38, p = .002, 95% CI
[-0.57, -0.15].

Repeating all of the age-related analyses controlling for
gender and education did not alter the significance of the
outcomes. Also, repeating the analyses as Spearman correl-
ations did not change the outcomes, indicating that the few
participants with very low discrimination did not dispro-
portionately drive significant relationships.

Given that emails were presented in random order, we
examined whether age was related to sequential effects in
which current ratings are biased by previous stimuli and
ratings, using our computational modeling approach (see
Supplementary Materials). Neither decision-making re-
lationship was significantly related to age: #(63) = 0.09,
p = .48 for prior stimulus and 7(63) = 0.04, p = .73 for
prior rating. Finally, given that participants viewed emails
randomly sampled from a large pool, we examined whether
older age was, by chance, associated with seeing emails that
are more difficult to judge. Supplementary Figure 2 shows
that there was no age-associated bias in difficulty of emails.

Bias for Simulated Emails
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Figure 1. Relationships between older age and signal detection theory
metrics of response bias and discrimination (d'). Correlation between
age (years) and response bias and d for simulated emails and real
emails. The shaded regions around the regression lines reflect the 95%
confidence interval.
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Figure 2. Relationships between older age and computational mod-
eling metrics of response bias and discrimination. Correlation between
age (years) and suspiciousness response bias (beta weight) and dis-
crimination bias (beta weight). The shaded regions around the regres-
sion lines reflect the 95% confidence interval.

Discussion

Prior work suggests that older adults might be more vul-
nerable to falling for phishing emails under certain cir-
cumstances, although outcomes are mixed (Baillon et al.,
2019; Ebner et al., 2020; Gavett et al., 2017; Lin et al.,
2019; Sheng et al., 2010). To better understand one factor
that might increase vulnerability to phishing messages, we
investigated the relationship between older age and suspi-
ciousness toward phishing and genuine emails. On a dif-
ficult email judgment task, we found that older age was
not related to perceiving emails as generally safer to engage
with (i.e., response bias). However, older age was associ-
ated with a reduction in the ability to discriminate between
genuine and phishing emails, meaning that safe emails
were considered in an overly suspicious light, and phishing
emails were given too much credibility. These findings,
which held whether we dichotomized suspiciousness scores
as correct or incorrect or examined for potential subtler
shifts in suspiciousness using our computational modeling
approach, indicate that with older age, suspiciousness is a
less valid signal for judging email intent.

Given that we used a new laboratory-based task with
initial ecological validity (Hakim et al., 2020), we provide
novel evidence that cognitively healthy older adults may be
more susceptible to real-world email scams because of their
difficulty discriminating phishing from genuine emails. At a
time when more people are online, this study gives impor-
tant direction for future research on identifying profiles of
higher vulnerability to online fraud. For example, it would
be interesting to pair perceived suspicious judgments with
decision-making behavior to reveal at what threshold of sus-
piciousness individuals are willing to engage with an email
(e.g., is “possibly safe” safe enough to click a link?), and/
or whether age affects this threshold. Future research could
take a more individualized approach and examine the impact
of contextual factors on suspiciousness and decision making
(e.g., whether a person uses online banking). Also, we note
that our sample was largely non-Hispanic White, well-
educated, and most were women. A future study will need
to examine a more demographically diverse group. Finally,
a larger study could examine whether the age-associated
reduction in email discrimination reflects differences in cer-
tain cognitive domains, such as executive functioning and
episodic memory, or other factors, such as cohort effects,

including online literacy. These directions aside, our findings
support the idea that older age is linked to greater difficulty
judging the credibility of emails, which may lead to both un-
fortunate clicks and dismissal of genuine messages.

Supplementary Material

Supplementary data are available at The Journals of
Gerontology, Series B: Psychological Sciences and Social
Sciences online.
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