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Abstract

This paper explores some key discrepancies between two sets of normative requirements applicable to the research use of
personal data and human biological materials: (a) the data protection regime which follows the application of the European
Union General Data Protection Regulation (GDPR), and (b) the Declaration of Helsinki, CIOMS guidelines and other
research ethics regulations. One source of this controversy is that the GDPR requires consent to process personal data to
be clear, concise, specific and granular, freely given and revocable and therefore has challenged the concept of ‘broad con-
sent’, which has been widely applied in the context of biobanking. Another source of controversy is the interplay between
regulations of research ethics and protection of personal data related to the secondary use of personal data and biological
materials. In this case, the GDPR ‘research condition’ provides an alternative to re-consent for the use of previously col-
lected personal data and biological materials. Although the mentioned controversies have been raised in the legal literature,
they have not been explicitly addressed from the research ethics perspective. Should consent be regarded as a priority legal
basis for personal data processing in health data research? Can broad consent still be a suitable legal ground for biobank-
ing? What should be the role of research ethics provisions that differ from the GDPR standards, and what should be the role
and function of research ethics committees in the changing environment of health data research? These are the ongoing
controversies to be explored in the paper.
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Consent misconception and other
consequences of a‘dual’ meaning of consent

Informed consent remains a fundamental normative core of
such well known legally non-binding global research eth-
ics guidelines as the WMA Declaration of Helsinki (WMA
(World Medical Association) 2013) and the Council for
International Organizations of Medical Sciences (‘CIOMS”)
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guidelines (Council for International Organizations of Medi-
cal Sciences (CIOMS) 2016). These guidelines followed the
Nuremberg code (1949) in emphasizing the fundamental
role informed consent must play in research involving physi-
cal or other forms of intervention (‘interventional consent’).
A similar centrality of consent seems to be also retained
by these guidelines in case of research that only involves
processing of health data (‘informational consent’) because
any modifications or waiving of consent in these guidelines
are only allowed in the exceptional circumstances. In addi-
tion to the mentioned global research ethics guidelines, the
central role of consent is also retained in the research eth-
ics documents of the Council of Europe and the European
Union dealing with the issue of consent in human participant
research.'

! In this paper we also use the term “research ethics regulations”,
which covers both the legally non-binding global research ethics
guidelines as well as the Council of Europe Recommendation on
research on biological materials of human origin (Council of Europe
2016) and the EU Regulation on clinical trials on medicinal products
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Such a consent-centered normative framework of research
has been challenged after the EU General Data Protection
Regulation (GDPR) entered into force in 2018 (Regulation
(EU) 2016). Before the entry into force of the GDPR, con-
sent to participation in medical research was widely per-
ceived as integrating both ‘interventional consent’ as well
as ‘informational consent’ to process personal data. After
the GDPR entered into effect, the areas of human research
involving interventions and research activities related only
to processing of data became legally more separated in the
EU member states. First, in contrast to the research ethics
guidelines, the GDPR does not give consent any predefined
priority for health data processing. Consent is only one
among other legal mechanisms, such as a distinct research
condition for processing special category data under Article
9(2)(j) (abbreviated further as ‘research condition’), which
provides an alternative to re-consent for the research use of
previously collected personal data and biological materi-
als. Although there were alternative grounds for process-
ing personal data for research purposes under the previous
Directive 95/46 EC, the GDPR (which is a legally binding
regulation directly applicable in all the EU) has made the
alternatives to re-consent more explicit and therefore pre-
sented a “research-friendly approach” (Shabani and Borry
2018). Second, another distinctive feature of the GDPR is
that it sets up very high requirements for informed consent to
process personal data: it needs to be clear, concise, specific
and granular, freely given and revocable (EDPB (European
Data Protection Board) 2020). However, such a demand-
ing standard of consent is paradoxically also the source of
divergence from the conceptual framework of consent in the
research ethics regulations. Compliance with the demanding
GDPR consent standards might not always be met in case
of collecting and sharing big sets of data for biobanking
purposes as well as in case of secondary research use of
personal data that have been initially collected for other pur-
poses. As a result, strict GDPR consent requirements have
encouraged research institutions and researchers to assess
whether the mentioned activities comply with a valid con-
sent according to the GDPR standard and therefore created
uncertainty about the suitability of consent as a legal basis
for data processing in research.

In such a way, a combination of these two factors, namely,
the stringent consent requirements and giving no priority
to consent as a legal mechanism for the research use of
personal data, has been an impetus to review whether the
exemptions from the explicit consent as well as another legal
basis (such as public interest rather than consent) would be

Footnote 1 (continued)

for human use (Regulation 2014) as far as these documents address
the role and the meaning of consent in human participant research.
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more appropriate for the secondary research use of personal
data and biological materials. This also makes research
without explicit consent, such as earlier mentioned ‘research
condition’ under the Article 9(2)(j), a much less exceptional
scenario for data processing as compared to what is still
recommended in the current research ethics guidelines. It
should also be noted that another alternative to re-consent
based on the Article 9(2)(i) of the GDPR, which allows
exemptions from the explicit consent when “processing is
necessary for reasons of public interest in the area of public
health”, has recently been particularly relevant due to the
urgency of health data sharing in the context of research
aimed at developing COVID-19 diagnostics, therapies and
vaccines (Staunton 2021).

An interplay between different consent requirements has
also been a source of important ambiguities and miscon-
ceptions. For example, a researcher conducting a particular
clinical trial must follow human research guidelines and
obtain explicit consent for clinical intervention. However,
s/he can process data obtained in the course of this inter-
vention following the mentioned ‘research condition’, which
allows data processing without explicit consent when this is
deemed to be necessary for scientific purposes. That is why
failure to make a clear distinction between research ethics
consent and data processing consent can lead to the ‘consent
misconception’, where research participants can think that
consent to participate in a research project also extends to
the consent to process their personal data (Dove and Chen
2020) and therefore mistakenly believe that s/he is still able
to access the data, object to its further processing or erase
it (in case these rights are restricted either by the national
or EU law). Any such misunderstanding could threaten the
clarity needed for public trust in future research.

There are also some other controversies arising due to
the divergent concepts of informational consent as defined
in the GDPR and the research ethics regulations. A particu-
larly important area of diverging interpretations is related
to the debate on the use of the concept of ‘broad consent’,
which has been very important in the field of biobanking
and other areas of the prospective collection of biological
materials and health data (Global Alliance for Genomics
and Health 2019).

The mentioned controversies can also lead to some prac-
tical uncertainties. For example, the GDPR does not give
research ethics committees (RECs) a legal mandate to exam-
ine data processing issues as all these issues seem to stay
at the disposal of researchers and data protection officers
(DPOs). On the other hand, in a number of countries, stud-
ies based exclusively on health data have traditionally been
an integral part of the REC review. Indeed, the importance
and social value of the research, assessment of benefits and
risks including those related to data processing to mention
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but a few, are the key issues of ethics assessment to justify
the secondary use of personal data in a particular study.

Although the discrepancies between the GDPR and
research ethics regulations as well as their practical conse-
quences have occasionally been raised in the legal literature
after the GDPR came into force in 2018, they have not been
sufficiently addressed from the research ethics perspective.
Such a normative discordance is unfortunate when there is
an increasing need for health data sharing in the context of
personalized medicine as well as the urgency of data sharing
for the research aimed at developing COVID-19 diagnostics,
therapies and vaccines.

Diverging interpretations of consent

Due to the mentioned difficulties in complying with the
stringent GDPR concept of consent in health data research,
the European Data Protection Board (EDPB) (EDPB 2019)
and national bodies like Medical Research Council (MRC
(Medical Research Council) 2020) and Health Research
Authority in the UK (HRA (Health Research Authority)
2018), recommend choosing other legal bases for data
processing than consent. On the other hand, some GDPR
experts argue that consent should still be an option for col-
lecting data in research because research participant/data
subject could be unwilling to have their data used in studies
that contradict their ethical beliefs, such as, for example,
using health and genetic data to profile families, gender
or race (Reichel 2021; Staunton et al 2019). Others claim
that broad consent is also in line with the requirements for
consent set in the GDPR because it allows individuals to
control whether they want their biological samples and data
to be used in future unspecified research. In particular, the
reasons to restrict this kind of control do not seem relevant
in the context of genomic research infrastructures, such as
biobanks, and increasing empirical data on the benefits of
genomic research (Hallinan 2020). Subsequently, some
international research organizations (Global Alliance for
Genomics and Health 2019) still see broad consent as a legal
basis for data processing.

In addition to these contradicting viewpoints expressed
by GDPR experts, even deeper discrepancies emerge when
comparing the GDPR and research ethics regulations. These
two sets of different regulatory regimes provide diverging
interpretations of what are the legitimate modifications of
consent in the context of human research based exclusively
on data. In particular, the need to clarify the role and mean-
ing of broad consent at EU level emerged because two recent
European Regulations (i.e. the GDPR and Clinical Trial
Regulation (Regulation 2014)) provided different and, in
some cases, contradicting interpretations of this principle.

On the one hand, GDPR Recital 33 seems to open the way
for a broader interpretation of the concept of consent as it
allows data subjects “fo give their consent to certain areas
of scientific research”. However, the Article 29 Working
Party, which is authorized to provide interpretation of the
GDPR provisions, restricts such a “flexible” interpretation
of the Recital 33 noting that “...when special categories of
data are processed on the basis of explicit consent, apply-
ing the flexible approach of Recital 33 will be subject to a
stricter interpretation and requires a high degree of scru-
tiny.” (Article 29 WP 2018). The Article 29 Working Party
provides an explanation of such a “stricter interpretation” of
consent, which requires a continuous process of specification
of consent by means of re-consenting for each subsequent
step of the research project. This interpretation seems to be
in line with new interactive approaches, such as dynamic
consent (Teare et al. 2021). However, it is hardly compatible
with a more traditional concept of broad consent obtained
only at the time of enrolment in the biobank and limited to
such issues as the overall scope and aims of the biobank as
well as its governance (Mikkelsen et al. 2019).

On the other hand, a much more relaxed interpretation
is provided by Recital 29 and Article 28 (2) of the Clini-
cal Trial Regulation, which is another EU Regulation ena-
bling universities and other research institutions to collect
data from clinical trials of medicinal products to be used
for future scientific research, for example for medical, natu-
ral or social sciences research purposes, if the subject gives
consent to use his or her data “outside the protocol of the
clinical trial”. Similarly, CIOMS Guidelines 11 and 12
introduced broad informed consent “extending to a num-
ber of wholly or partially undefined studies”. Some authors
therefore seem to rely on these more relaxed interpretations
of broad consent and claim that by limiting the use of broad
consent, the GDPR significantly narrows “the extent to
which consent could ever be a realistic basis for process-
ing in the context of banked personal data and associated
biospecimens” (Peloquin et al. 2020).

Recent discussion on the proposed EU Data Govern-
ance Act (DGA) also shows some tendency towards a more
relaxed interpretation of the broad consent. The DGA intro-
duces the concept of ‘data altruism’ and defines it as “the
consent by data subjects to process personal data pertain-
ing to them, <...or> without seeking a reward, for purposes
of general interest, such as scientific research purposes or
improving public services” (DGA Article 2.10) (European
Commission “Data Governance Act” 2020). By introducing
the concept of “processing for purposes of general interest”,
the DGA may seem to also allow in certain circumstances
the processing of personal data for not strictly defined
research purposes which serve the general interest (e.g.,
scientific research) and therefore challenges the restrictive
position of the Article 29 Working Party on broad consent
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referred to earlier. However, it is still to be seen what a more
precise interpretation of consent based on the concept of
‘data altruism’ will be, taking into account the demanding
GDPR consent requirements.

The debate that has sparked around the broad consent also
raises more general questions on the meaning of this concept
and its continued use in Europe and world-wide. For exam-
ple, broad consent has been recently enabled by US research
legislation. Under the prior regulations, US researchers had
two consent related options: obtain study-specific informed
consent or request the Institutional Review Board (IRB) to
waive the requirement to obtain informed consent (Maloy
and Bass 2020). Regulatory broad consent, which came into
force in 2019, was seen as a means to facilitate personal
autonomy and trust in the research enterprise and was sup-
ported by both researchers and patients (Lynch et al. 2019),
Although some authors find the implementation of broad
consent challenging (Lynch et al. 2019), this change of leg-
islation suggests a noteworthy tendency toward increasing
use of broad consent in the US in contrast to the EU.

Consent modifications to fit biobanking purposes and
to better comply with the requirements of informed con-
sent have also been widely discussed in the academic lit-
erature. On the one hand, there are those who argue that
more innovative and specific consent approaches, such as
dynamic consent (Teare et al. 2021) as well as meta-consent
(Ploug and Holm 2020), would be better options to protect
personal autonomy. In particular, in contrast to traditional
forms of consent, which may be recorded once and limited
to its documented form, platforms such as dynamic consent
offer a way to meet the strict GDPR consent standards, such
as specificity, granularity, revocability, and transparency.
This is facilitated by an ongoing dialogue with the biobank
or genomic research project participants, as their consent
is continuously amended following changes and develop-
ments of the scientific project (EU-STANDS4PM 2020,
p.26-27; Haas et al. 2021). On the other hand, there are
those proposing to further optimize broad consent through
“strong ethical review and continuous communication” by
the means of regular newsletters with the biobank partici-
pants (Mikkelsen et al. 2019). Of course, ethical and legal
controversies related to biobanking would be significantly
reduced if biological samples stored for future research were
fully anonymized. However, such a use of biological materi-
als would signifactly limit their value in future research. In
addition, it is increasingly recognized that researchers may
have an ethical and, in some jurisdictions, legal obligation to
return at least certain types of incidental findings to the par-
ticipants of biobanks. It has even been argued that incidental
findings should not be seen as an unnecessary obstacle to
biobanking, but rather as an incentive that could increase
people’s motivation to donate their biological materials and
data to biobanks (Lekstutiene et al. 2021). All these attempts
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to find alternatives or to further develop the concept of broad
consent show that there is also a continuing discrepancy
between its interpretations in the legal dogmatic and the
broader academic literature.

Waivers of consent and the research
condition

Another controversy between regulations of data protection
and research ethics regulations might have emerged regard-
ing the option of waiving consent for the research use of
identifiable human material or data. To use GDPR specific
terminology, in these cases we refer to the already men-
tioned ‘research condition’ scenario, which allows secondary
data processing without explicit consent when this is neces-
sary for the scientific research purposes.

Let’s start with the research ethics regulations. For exam-
ple, the latest version of the Declaration of Helsinki (WMA
(World Medical Association) 2013), which is one of the
most influential research ethics guidelines, notes that in case
of research on identifiable human material or data contained
in biobanks or similar repositories, an option to waive con-
sent is only allowed in “exceptional situations where con-
sent would be impossible or impracticable to obtain for such
research” and with an approval of a research ethics commit-
tee. Similarly, according to CIOMS Guidelines 11 and 12,
REC may waive the requirement of individual informed con-
sent in case of research use of stored biological materials or
data “collected for past research, clinical or other purposes
without having obtained informed consent for their future
use for research” only if “the research would not be feasi-
ble or practicable to carry out without the waiver.” (Coun-
cil for International Organizations of Medical Sciences
(CIOMS) 2016). Even stricter conditions to waive consent
are suggested by the Council of Europe Recommendation on
research on biological materials of human origin. This docu-
ment seems to present the option of waiving consent as an
exemption allowed by RECs only “where the attempt to con-
tact the person concerned’” has been made and proved to be
unsuccessful (Council of Europe. Recommendation 2016).

On the other hand, some interpretations of the GDPR
research related provisions can lead to much more relaxed
positions. For example, according to the EDPB, scientific
research may not require a legal basis envisaged in Arti-
cle 6 of the GDPR and therefore seems to allow the re-use
of data for scientific research without an identified lawful
basis, such as consent or even public interest (EDPB 2019).
It should be noted that some countries take a more cautious
approach and require taking public interest as a legal basis
for data processing in health research under the ‘research
condition” scenario, which allows secondary data process-
ing without explicit consent. Article 89(1) GDPR requires
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that such processing is subject to “appropriate safeguards”
that ensure “technical and organizational measures”, such as
data minimization and pseudonymization. In this case, states
may also require some specific conditions to be satisfied.
For example, the UK Health Research Authority? requires
researchers to assure that “substantial damage or distress
is not caused to the subjects”. In Denmark, scientific and
statistical studies must carry “significant importance to
society” and in Germany the research condition is allowed
only if “the interests of the controller in processing sub-
stantially outweigh those of the data subject in not process-
ing the data” (EU-STANDS4PM 2020). However, it should
be noted that these country specific conditions are much
more modest as compared to those of the research ethics
regulations. These conditions do not refer to the exceptional
circumstances, such as impossibility to conduct research
without a waiver of consent, imposed by the research ethics
documents. As a result, the GDPR opens an easier way to
re-use health data for scientific research without re-consent.
The divergent interpretations of research use of personal
data and biological materials also point to some broader
questions. When should consent be prioritized as a legal
basis for data processing? What are the criteria to decide
when a research condition scenario is justified, and pub-
lic interest overrides the need to obtain consent? What role
should the RECs and DPOs play in these circumstances?

Implications for researchers, research
institutions, RECs and DPOs

The questions posed at the end of the previous section dem-
onstrate the need for closer cooperation between RECs and
data protection bodies when scrutinizing the ethical and
legal justification of research studies using personal data
and biological materials. It is very important to facilitate
such a cooperation as a means to counterbalance some
potential negative effects of legal separation between human
research involving interventions and research activities only
related to processing of personal data. This separation can
easily lead to a situation where personal data assessment
is being assigned to only data controllers (e.g., researcher
and/or research institutions) assisted by legal units and
DPOs acting at the institution, while leaving it to RECs to
review studies and related informed consent issues dealing
exclusively with the interventional aspects of research. The
involvement of RECs in the assessment of research related
data processing seems to be very relevant due to the need to

2 UK was an EU member state at the point the GDPR came into
force and has retained the UK General Data Protection Regulation
(UK GDPR) since its departure from the EU.

assess the importance and social value of research, the ben-
efit and risk ratio, as well as distress to the subjects, which
are issues typically examined during the review procedure
by RECs and elaborated in detail by different research ethics
guidelines, such as the Declaration of Helsinki and CIOMS
Guidelines specifically focusing on all the mentioned aspects
of research. A more extensive involvement of RECs might
also serve as a useful tool to determine criteria on how to
define 'public interest' and to assess proportionality when
balancing the aims of the research and the protection of per-
sonal data (Mezinska et al. 2020).

There are, however, some important organizational chal-
lenges to such cooperation between RECs and data protec-
tion bodies arising in the context of overlapping research and
data protection regulatory regimes. For example, the Clinical
Trial Regulation explicitly states that part II of the assess-
ment report of the clinical trial application (to be produced
by the REC) should include a review of whether the applica-
tion is in “compliance with Directive 95/46/EC” (currently
the GDPR). However, the GDPR does not provide RECs
with a legal mandate to examine data processing issues,
which are a prerogative of data controllers, data protection
authorities and DPOs. This organizational contradiction can
be resolved by pursuing closer cooperation between RECs
and data protection bodies.

Concluding remarks

Although the GDPR has not been specifically introduced
as a research regulatory instrument (Slokenberga et al
2021), it has nevertheless significantly shaped the conduct
of scientific research in the EU in its attempt to harmonize
two important but at the same time sometimes conflicting
goals: first, giving European citizens more control over
their personal data, and second, ensuring more flexibility
in data processing in the context of research activities. On
the one hand, introduction of a distinct ‘research condi-
tion’ for data processing under Article 9(2)(j) or Article
9(2)(i) can be regarded as a shift towards a more flexible
approach in human research as it enables researchers to
process personal data without consent and does not give
consent any predefined priority. On the other hand, introduc-
ing stricter requirements for consent under Article 7 GDPR
can be seen as an attempt to provide research participants
a means to have stronger control over the research use of
their personal data. It should be noted however, that after
the GDPR entered into force, the mentioned provisions have
also started to challenge traditional research ethics frame-
works because, in contrast to the consent-centered research
ethics regulations, the GDPR made consent a much more
challenging option for data processing. Therefore, research
participants, researchers and RECs should be well informed
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about this change in the role and meaning of consent, which
has transformed a rather uniform pre-GDPR consent frame-
work. A clear distinction between the interventional and
informational aspects of research as well as the ability to
distinguish between different legal grounds of data process-
ing is an important precondition to safeguarding the rights
of research participants and to preventing the so-called ‘con-
sent misconception’.

In this dialogue between the research ethics and data pro-
tection regulations two major consent related controversies
seem to be particularly important. One area of diverging
interpretations is centered around the concept of ‘broad con-
sent’. There are currently several divergent approaches deal-
ing with the ethical and legal acceptability of broad consent.
One position, opposing a strict interpretation of Recital 33
of the GDPR by the Article 29 Working Party, accepts broad
consent for data processing in research. This position can
also be supported by suggestions to further optimize broad
consent through strong ethical review and better communi-
cation with the biobank participants. On the other hand, the
proponents of a stricter GDPR based position prefer to use
the public interest rather than consent as a legal ground for
prospective collection and research on health data and bio-
materials. This does not preclude the need to obtain (broad)
consent as required by the research ethics guidelines, but in
this case consent would be regarded only as an additional
safeguard rather than a legal ground for data processing.
However, this option might be problematic as it might cause
a research misconception among research participants if not
properly explained. Of note, all the opposing positions could
be reconciled by consent modalities, such as dynamic con-
sent, which seems to meet both the GDPR and the research
ethics requirements.

Another major area of diverging interpretations between
the GDPR and the research ethics regulations deals with
the ‘research condition’ scenario, which allows secondary
data processing without explicit consent when this is deemed
necessary for the scientific research. Considering that some
European countries encourage the use of the ‘research con-
dition’ for secondary research use of health data based on
the legal basis of public interest, it is important to ensure an
interaction between RECs and data protection bodies and a
better integrated framework for processing of personal data,
where research ethics regulations operate along with the
GDPR. In such a framework, RECs should have a meaning-
ful role in defining criteria to explain such GDPR relevant
issues as ‘public interest’, risks and benefits to the research
subjects whose data are to be used for research purposes, as
well as promoting data sharing, especially having in mind
that DPOs are not always involved in the development of
research protocols and direct interaction with the research-
ers. This shows a strong need for cooperation between RECs
and data protection bodies. Such a cooperation should be
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facilitated despite the emerging tendency to assign personal
data assessment to only data controllers (researcher insti-
tutions and researchers) assisted by legal units and DPOs,
while leaving informed consent issues related exclusively to
the interventional aspects of research to RECs.

Finally, in this context of the interplay between the
research ethics regulations and regulations on the protec-
tion of personal data, it is important not to discount consent
as a legal basis when it is methodologically feasible because
consent can empower data subjects to control their data and
can put the data subject on a “more symmetrical informa-
tional and communicative plane with the data controller”
(Dove and Chen 2020). In addition, it seems that consent is
still perceived as a priority basis for processing personal data
for research purposes by some researchers and regulators in
a few EU member states (Vlahou et al 2021; Assessment of
the EU Member States’ rules on health data in the light of
GDPR 2021). Furthermore, studies on public opinion also
show that there is still a prevailing interest of individuals
to have control over personal data in regards of what data
are collected, who has access to this data, how and with
whom data are shared and for what purposes the data are
used. In this context, informed consent is still regarded as
an important mechanism facilitating individual control over
personal data (Aitken et al 2016). Therefore, consent plays
an important role in sustaining public involvement in data
sharing initiatives. While there are still ongoing discussions
on what would be the best option for data sharing: the use
of dynamic consent, broad consent or data donation with-
out consent, it seems that public preferences for a certain
level of control over their data, regardless of the lawful basis
relied upon under the GDPR, support a continued role for
consent to maintain trust in research, shows respect to study
participants, and is a default necessity under the research
ethics guidelines.
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