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PATIENT SAFETY
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Digital safety: the next frontier for

patient safety
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Healthcare safety is the product of many interrelated parts
of the health system that change over time, so efforts to
improve safety also need to evolve and modernise to pre-empt
emerging risks. One major shift is that the records and data
infrastructure necessary to support safety improvements and
evaluation are increasingly facilitated by, or dependent on,
digital technologies. Continuing to reduce harm and save lives
requires taking a closer look at digital technologies, both in the
risks they present and the solutions they offer. The priorities
for digital clinical safety can be considered in two parts: first,
the intrinsic safety of technologies, and second, the extrinsic
ability of technologies to drive safety. Embracing these two
components requires digital clinical safety to become part

of the healthcare culture, with everyone understanding their
role in digital clinical safety. It must include processes being
easy to follow with clear, accessible guidance, accompanied
by targeted standards. Patients and staff must be equipped
and empowered via digital clinical safety training. Finally, the
vision for digital safety includes safety solutions that should
be digitally enabled, with digital technologies appropriately
applied to tackle major patient safety issues.
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Background

Patient safety has been established as an important characteristic
of quality across health systems internationally.' It is an established
academic discipline, a global government priority and an ambition
of digital health innovations across the world. The Ministerial
Summit for Patient Safety series galvanised support for patient
safety amongst the senior echelons of health ministries, resulting
in the collective prioritisation of safer care across 44 countries,

and the WHO Global Patient Safety Network have accelerated

the diffusion of learning for patient safety to 143 countries.>>The
Global Action Plan on patient safety has been upheld by the World
Health Assembly, enshrining patient safety as a global priority.®
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However, safety is a moving target and ensuring safe care
requires evolution in response to new and emerging risks.” The
scope for improving patient safety remains considerable. It has
been estimated that improvements in patient safety could save
almost 1,000 extra lives and £100 million in care costs each year
in the UK. Six types of events (hip fracture, death in low mortality
treatment groups, pressure ulcers, sepsis, blood clots and central
line infections) account for 36,000 healthy life years lost each
year in England. The cost of common adverse events in England is
equivalent to employing 2,000 GPs or 3,500 hospital nurses each
year.®

Safety is also the product of many interrelated parts of the
health system that change over time. Safety interventions, which
once focused on incident reporting and cataloguing harm, now
centre on open cultures, human-centred design and innovation.
One major shift is that the records and data infrastructure
necessary to support safety improvements and evaluation are
increasingly facilitated by, or dependent on, digital technologies.’

Taking a closer look at digital technologies, both the risks they
present and the solutions they offer, is essential.

The current state of digital safety

Digital health — or the digital transformation of healthcare —
increasingly features as a primary ambition of health ministries
and governments. In 2018, digital technologies were recognised
by the WHO General Assembly as an important facilitator of all
sustainable development goals, including those for Universal
Health Care (UHC).? This elevated the role of health provided
by mobile phone, or mHealth, decision support and virtual
approaches to capability building across low-resource health
systems.’ The use of digital health technologies has become
afamiliar part of everyday health systems and novel digital
innovation continues at pace. For instance, in England, electronic
prescribing is used in over 90% of GP practices and 77 % of
hospital use an electronic health record (HER) system.'®

The COVID-19 pandemic has further accelerated their use,
irreversibly changing the landscape for digital health technologies.
Prior to the pandemic, nearly 80% of all GP appointments in
England were face-to-face, but this had fallen to just under 50%
by June 2020." Since the start of the pandemic, 97 % of UK adults
have used technology to receive NHS care or to communicate
with the health service.”” Technologies like the NHS App have seen
downloads increase to over 12 million following the introduction of
the COVID-19 passport —resulting in more than 16 million users of
the NHS App.*
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The fullimpact of these changes is not yet understood,
and healthcare providers and policy makers are interested in
measuring and sustaining the safety of these technologies.
Across safety-critical industries, digital technologies are considered
both in terms of their opportunity to enhance safety and their
potential to disrupt it. There are numerous examples of healthcare
safety opportunities. Pharmacist-led information technology
interventions for medication errors (PINCER) has been shown to be
effective in reducing medication errors, identifying 216,626 at-risk
patients in at least one prescribing safety indicator (equivalent
to 8.14 per 1,000 population).*'® Scan4Safety has used barcodes
to track data and devices, saving staff time while reducing device
and identification errors.” Remote monitoring technologies are
demonstrating an ability to recognise early signs of deterioration.’®
From a disruption perspective, however, a growing evidence base
also highlights the risks attached to new digital technologies. New
technologies parachuted into organisations can increase cognitive
burden for staff, exacerbating the risk of error.” Oversights
in user-centred design and unanticipated malfunctions can
result in unintentional error that is both costly and damaging.”
Evidence from England suggests that incidents involving digital
technologies are preventable in 75% of cases.?

Ensuring the intrinsic safety of digital technologies

The first priority for digital clinical safety, as in all aspects of
healthcare, is ‘first, do no harm.” However, the standards, guidance
and training that underpin the safe use of digital technologies

are less commonly discussed in patient safety than might be
appropriate for modern healthcare.

Standards and guidance

The authority on whether or not a digital health technology is
safe usually rests in a law, upheld by local or national regulation.
In England, clinical risk management standards DCB0129 for
manufacturers and DCB 0160 for deploying organisations exist
to ensure that both suppliers and users of digital technologies
provide an adequately risk-mitigated safety case.??? The Health
and Care Act of 2012 stipulates the requirement for these
standards.?"?? These sit alongside other medical device legislation,
but are not always known or understood to users, commissioners
and developers of digital health technologies.

Clinical risk management standards are one set of requirements
in a network of regulations including cyber security and
Information Governance. The digital technology assessment
criteria (DTAC) provide a coherent overview of all assessment
criteria for digital systems and aim to ensure these requirements
align and support one another rather than placing an
insurmountable barrier to entry for technology developers.?

Standards and guidance are a foundation of a safety culture,
but can be a challenge to implement reliably. Articulating key
messages from standards and guidance simply, as well as
showcasing best practice, could facilitate a more user-friendly
interaction with this component of digital clinical safety. A central
repository to understand how to optimise commonly used digital
technologies, or clear blueprints for how best to conduct ensure
digital clinical safety, could facilitate broader engagement with
standards and improve safety. Furthermore, as current standards
are reviewed and new ones are created, it will be important to use
principles of co-production to ensure standards are written in a
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patient-centric way. Despite challenges to effective co-production,
extending participation through open consultations can still
support a diversity of input into standard creation.

Training and education

Healthcare staff and suppliers of technologies need to be equipped
to meet the standards and guidance. Risk mitigation for hazards
across different scenarios of a product’s use takes both clinical

and technological expertise. In the UK, existing training provided
by NHS Digital supports manufacturers and implementers of
technologies to understand the risk mitigation activities required to
effective and continuously uphold the clinical safety standards.?

However, more broad-spectrum training for digital clinical safety
will help embed the concepts of digital safety across health systems.
Components of traditional patient safety and digital health
education share common elements from disciplines including
human factors, innovation and healthcare leadership. Given this
crossover and the existing foundations for patient safety training,
including the NHS Patient Safety Syllabus, there is a window of
opportunity to bridge the curricula and ensure digital clinical safety
is integrated in patient safety training and vice versa.?®

Ensuring digital technologies are safe is often a process that
happens behind the scenes and is not captured in grey or
academic literature. Individual examples of projects that have
ensured the safety of digital technologies help to demonstrate this
element of digital safety (see Box 1).

Programmes that not only adhere to existing guidance, but help to
build capacity and expertise across the workforce, support a concerted
effort to ensure the safety of technologies. They demonstrate the
need not only to comply with guidance, but to capture and share
examples of how best to ensure the safety of digital technologies.

Using digital technologies to improve safety
Building on success

As evidenced above, certain aspects of healthcare have already
been transformed by digital technologies with proven benefits

to safety. Where digital technologies have improved safety, they
have been designed with the needs of users in mind and relevant
training and support has been provided. These examples serve as
a blueprint for how digital technologies can safely and effectively

Box 1. Case study: Ensuring the safety of digital

technologies —the electronic eye referral systems
programme?

The NHSX electronic eye care referral systems (EeRS) programme
has introduced digital referral solutions to streamline
communication between eye care providers and hospitals.
Throughout the programme’s development and delivery,
information about the clinical safety standards and other
relevant processes were cascaded to frontline delivery partners
at regular meetings and clinical safety clinics were organised

to help staff to resolve issues and to facilitate the sharing of
supporting guidance. These clinics covered how to complete the
documentation for safety case reports, how to ensure effective
risk mitigation and control and how to work with others to share
information about clinical safety risk management.
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improve health services, both solving a problem and disrupting a
status quo without undue risk. They help to dispel the myth of a
trade-off between safety and innovation.

Ensuring involvement and inclusion

Proactively applying digital technologies to major safety priorities
requires some assurance that technologies meet the needs of
patients, frontline staff and citizens.

This requires consideration about the role digital technologies
have in both widening and narrowing existing health inequalities.
The recent acceleration in the use of digital technologies has
raised questions about the future of their adoption and scale
as safety solutions. The pandemic has laid bare the problem of
digital exclusion, where certain people or groups have continuing
unequal access and capacity to use essential information and
communications technologies?”?® — a reality which extends to
approximately 22% of the UK population.?® However, it has also
demonstrated the power of digital technologies to connect people
to health services in the most challenging of times. Technologies
like remote monitoring have the power to address major safety
issues around early detection of deterioration outside of hospital.

Digital clinical safety must extend to everyone, and anticipating
these challenges and pre-empting them will be key to avoid
exacerbating problems associated with digital exclusion. This will
require active co-production and partnership between citizens, the
professional healthcare community and innovators. While digital
safety will not solve the systemic problems of digital exclusion, a
concerted effort will mitigate the risk of technology exacerbating
it and maximise the benefits.

Identifying opportunities for innovation

Surfacing opportunities for digital technologies to drive safer care

also requires a rigorous and data-driven strategy. Applying digital
interventions to enduring safety challenges is a priority requiring
careful evidence-based consideration. While evidence already suggests
that digital improvements to existing technologies can reduce harm,*
more research is needed to indicate where digital solutions would

be most appropriate and how these technologies can be specifically
designed and implemented within a health system. This requires
collaborative effort across all sectors to ensure patient safety expertise
and digital health expertise are represented in crafting solutions.

At the highest level, digital clinical safety also requires stronger
prioritisation and active discourse at the policy making and
regulatory level. Digital can help us capitalise on enthusiasm for
improvement in patient safety, but only if we get the foundations
and the collaborations right first.

The Scan4Safety programme is a real-world example of the
potential digital technologies have to improve patient safety
(Box 2). The use of scanning and tracking technologies will
continue to expand through national projects including the
Medical Device Safety Programme, and clearly demonstrates how
technologies can yield a measurable safety benefit.

A vision for the future

Moving towards safer digital health systems requires a clear
strategy and a shared vision. While this vision is still developing,
key principles should underpin it to maximise digital clinical safety.
We recommend five key principles (see Box 3).
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Box 2. Case study: Using digital technologies to

improve safety — Scan for Safety3"

The programme operates on the evidence-based premise that
scanning and barcode tracking technologies can support the
reduction of error and collection of data. Implementing scanning
and tracking protocols consistently across a number of NHS
hospitals demonstrated a reduction in patient identification errors
and never events, whilst also improving traceability of devices
and facilitating product recalls when required. One pharmacy
department in the pilot found the technologies reduced error
rates by up to 76 %."7 Furthermore, in Scan4Safety demonstrator
sites, scanning technologies proved beneficial in terms of
improving time released for patient care equivalent to 16 band 5
nurses per organisation as well as improved operational costs with
£2.75m efficiency savings per organisation annually.

Digital clinical safety should become part of the healthcare culture
and system, with everyone understands their role in this area. This
includes clear national and local governance structures. Processes
should be easy to follow with clear, accessible and targeted
standards and guidance. Individuals should be equipped and
empowered through digital clinical safety training that is expanded
and promoted across local health and care systems. Safety solutions
should be digitally enabled, with digital technologies appropriately
applied to tackle major patient safety issues. Safety decisions must
be data-driven, meaning digital clinical safety data is captured,
reviewed and used to drive improvements.

Conclusion

Patient safety as a discipline and as a global health priority has
gathered momentum in health policy over the past two decades.
With a push from the pandemic, digital safety has also landed in
the limelight as a necessary and critical component of sustaining
the positive legacy of digital technologies in healthcare.

Patient safety is now inextricably linked to digital transformation
and the promise of a safe health system for the future rests in

Box 3. Principles for digital clinical safety

> Collaboration: Partnership working between health and care
organisations, regulators, industry, the scientific community
and patients and citizens to ensure risks are understood and
managed effectively.

> Openness: Sharing of important information on potential
risks to ensure appropriate escalation and mitigation activity.

> Iterative change: Identifying learning from events to ensure
systems are safe and using feedback loops wherever possible.

> Proportionality: Developing processes that are
proportionate to the scale, complexity and level of clinical
risk associated with the programme of work. Proportionality
ensures that risks are mitigated and controlled in accordance
with their likelihood and severity.

> Inclusion: Encouraging active co-production in digital safety
processes to put patients, staff and the public at the heart of
digital safety.
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digital clinical safety. For this to materialise, we need a strategy
and standards, but we also need rounded education, a culture

of sharing best-practice and an appetite for collaboration and
innovation. The vision for a safe digital health system is one that
can be achieved, but only if it is prioritised across health systems,
industry partners and citizens. m
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