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Abstract

In 2015, we provided an overview of the use of digital technologies in clinical trials, both as 

a methodological tool and as a mechanism to deliver interventions. At that time, there was 

limited guidance and limited use of digital technologies in clinical research. However, since then 

smartphones have become ubiquitous and digital health technologies have exploded. This paper 

provides an update to our earlier publication and an overview of how technology has been used 

in the past five years in clinical trials, providing examples with varying levels of technological 

integration and across different health conditions. Digital technology integration ranges from 

the incorporation of artificial intelligence in diagnostic devices to the use of real-world data 

(e.g., electronic health records) for study recruitment. Clinical trials can now be conducted 

entirely virtually, eliminating the need for in-person interaction. Much of the published research 

demonstrates how digital approaches can improve the design and implementation of clinical trials. 

While challenges remain, progress over the last five years is encouraging, and barriers can be 

overcome with careful planning.
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1.0 INTRODUCTION

Who remembers checking the yellow pages to find a local plumber? Or making a collect 

call home? Today most of us own at least one digital device (desktop computer/laptop, 

cell phone/smartphone, tablet, smartwatch) and use the Internet to communicate, seek 

information, and conduct many other activities throughout a typical day. Further, a growing 

number of individuals are using smartphones to stay online almost constantly, and social 

media is the means by which many people connect, socialize, and share news (Pew Research 

Center, 2019b & 2019c). In the last decade, a variety of digital technologies (electronic 

technologies that utilize mobile devices and/or the Internet) have emerged that facilitate 

the delivery of healthcare around the world (Bhavnani et al., 2016; Agrawal & Prabakaran, 

2020; Trifan et al., 2019). Development and use of digital tools, such as mobile health 

(mHealth), wearable devices, telehealth, and other information technologies, continues to 

grow and offer innovative approaches to health care. This has been particularly pronounced 

during the current COVID-19 pandemic where the use of weekly virtual health care visits 

for Medicare beneficiaries increased from 13,000 before the COVID-19 pandemic to 1.7 

million in April 2020 (Verma, 2020).

Randomized controlled trials (RCTs) are considered the gold standard for providing 

evidence of the effectiveness of clinical interventions for the prevention and treatment 

of human conditions and diseases where there is a need for pharmacologic, behavioral, 

or combination approaches. RCTs using traditional in-person approaches are often highly 

complex, expensive, time-consuming, and burdensome for both staff and participants (Califf 

& Rutherford, 2018). Five years ago, we provided an overview of the use of digital 

technologies in clinical trials, specifically in relation to participant recruitment and retention, 

delivery of interventions, and data collection (Rosa et al., 2015). We outlined the promise 

of digital technologies in designing and implementing clinical trials (e.g., to reach a broader 

population of potential participants and make trials more efficient and less costly) but 

concluded that most researchers were not incorporating digital technology into clinical 

trials at that time. Challenges to technology adoption in clinical trials were largely related 

to concerns about participant privacy/confidentiality, ensuring an adequate infrastructure, 

confirming participant identity, and assuring the accuracy of data. Despite these challenges, 

we noted that access to the Internet and mobile technologies was increasing steadily and 

that most individuals of all ages were using technology in their daily lives, providing strong 

support for leveraging technology to advance clinical trial conduct.

In the five years since our overview was published, digital health technologies have 

exploded. The majority of the world now has access to mobile devices, totaling about 8 

billion mobile phone subscriptions worldwide (Jonsson et al., 2019), and access is high even 

among the most traditionally underserved and vulnerable populations (Collins et al., 2016; 

Naslund et al., 2017). Hence, it is not surprising that digital technologies are increasingly 
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being integrated into clinical trials operations. The integration of digital technologies into 

clinical trials ranges from the incorporation of artificial intelligence in diagnostic devices 

(Abramoff et al., 2018) to the use of real-world data (e.g., electronic health records (EHR)) 

to trial outcomes (Ma, et al 2019). A growing number of clinical trials can also be conducted 

completely virtually, without any in-person interactions (DeFrancesco, 2013; Turakhia et al., 

2019, Steinhubl et al., 2019; Inan et al., 2020). Challenges to technology adoption (such 

as issues with participant privacy/confidentiality and data accuracy) still remain, however 

some these challenges have been addressed through the emergence of ethical, regulatory, 

privacy, and data standards, as well as new technology that addresses data integrity. Many 

Institutional Review Boards (IRBs) and regulatory agencies have issued guidance on the use 

of digital tools for clinical studies. Also, guidance is available for investigators interested in, 

and utilizing data from, existing registries and administrative databases (James et al., 2015; 

U.S. FDA, 2018; U.S. FDA, 2016).

In this paper, we use the term “clinical trial” as it is defined by clinicaltrials.gov: a study 

that involves human research participants to add to medical knowledge (including both 

interventional and observational studies) (U.S. National Library of Medicine, n.d.). We 

conducted a review of select published clinical trials within the last five years that used 

and/or discussed some form of digital tool to illustrate progress in incorporating digital 

technologies, as well as highlighting ongoing challenges. We also considered publications 

from observational studies, literature reviews, and expert perspectives that we believe will 

be beneficial to investigators planning to use digital technologies in their trials. The purpose 

of this paper is to provide a general overview of the use of digital technologies in clinical 

trials and other clinical research conducted in the past five years and to provide a foundation 

for the application of these technologies for clinical researchers interested in incorporating 

them into their work. The objectives are to (1) present a range of examples of how 

technology is currently being integrated into clinical trials, highlighting innovative digital 

tools and practices that could advance their utilization in clinical trials processes; (2) provide 

an overview of ethical considerations and data standards in the conduct of clinical trials 

using digital therapeutics; and (3) discuss the potential advantages and limitations of digital 

technologies in clinical trials research.

2.0. INTEGRATING DIGITAL TECHNOLOGIES INTO CLINICAL TRIAL 

DESIGN AND OPERATIONS

Clinical trials are the cornerstone for generating evidence, however current trials are still 

overly costly, complex, and lengthy (Lauer et al., 2017; Califf & Rutherford, 2018). Digital 

technologies offer opportunities and solutions that can lead to reductions in cost, minimize 

complexity, and reduce burden (NASEM, 2019; Steinhubl et al., 2019; Ali et al. 2020). In 

this section, we discuss digital technologies that could be used for clinical trial procedures 

such as recruitment and enrollment, participant consent, delivery of interventions, data 

collection, and data management. We provide some examples from recent studies of 

largely phase III clinical trials and observational studies that utilize digital technologies. 

These examples cover multiple health conditions and include studies that are completely 

virtual (i.e., no in-person procedures), as well as those that use a combination of digital 
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and traditional approaches for trial operations. Traditional approaches usually require 

participants to travel to study clinics for recruitment, delivery of study interventions, data 

collection, and other study procedures.

The authors of these papers provide their experiences, best practices, recommendations, 

and/or limitations that could be useful to other researchers making decisions about the use 

of digital tools in their studies. We also reviewed important resources that provide guidance, 

recommendations, and best practices including Clinical Trials Transformation Initiative 

(CTTI) Digital Health Trials Program (CTTI, n.d.) with recommendations for the use of 

mobile technology and electronic records and programs from regulatory agencies, such as 

the U.S. Food and Drug Administration (FDA) and the European Medicines Agency (EMA) 

(U.S. FDA, 2020; U.S. FDA, 2018; U.S. FDA, 2017; U.S. FDA, 2017b; U.S. FDA, 2016; 

EMA, n.d.).

This literature underscores the need for study teams to plan as carefully and as early as 

possible, as there is no single best approach that applies to all types of clinical trial design. 

The goal is not to simply transform processes from paper to digital form, but rather to 

rethink the overall design and conduct of a trial from a digital perspective and re-engineer 

aspects of the trial related to participants (Steinhubl et al., 2019). It is important to recognize 

the need for appropriate infrastructure to support these digital trials and to consider the cost 

of investing in such infrastructure. We provide considerations and some best practices when 

planning a clinical trial that uses digital technology in Table I. These considerations are a 

combination of our own perspectives after reviewing the selected literature and elements 

adapted from CTTI Digital Health Trials Program white papers and recommendations 

(CTTI, n.d.).

One key aspect to consider when planning a trial is the recruitment and retention of 

participants. Recruitment is considered the main cause of delays in a clinical trial, and 

difficulties in recruitment cause about 30% of study failures (Ali et al., 2020; Blatch-Jones, 

2020). Fewer than 10% of patients in the U.S. enroll in a clinical trial, and rates of 

enrollment are even lower among some racial/ethnic communities (Thompson & O’Regan, 

2018). A recently published paper (Frampton et al., 2020) provides a systematic map of 

digital tools used in the last 10 years for the purpose of recruitment and retention. Their 

review of 105 studies in the U.S and other countries provided characteristics of the digital 

technologies used and features of the studies that evaluated the effectiveness of these digital 

tools. Internet sites and social media were the tools most frequently used, largely for the 

purpose of raising awareness of the trials and assisting investigators in the identification 

of potential participants. Even though the authors concluded that more rigorous research is 

needed regarding the efficiency of the tools, their paper provides information regarding the 

types of technologies and approaches that may be useful to investigators when planning their 

clinical trials. Another study conducted in UK (Blatch-Jones, 2020) found that database-

screening tools were the most widely used and effective for recruitment. Similar tools (social 

media, text messaging, direct e-mails) were also utilized for recruitment and retention, with 

various levels of effectiveness.
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2.1 Mobile technologies

In our previous publication (Rosa, et al, 2015) we discussed a variety of digital tools 

that researchers have adopted for recruitment and retention, such as Internet, direct e-mail, 

texting and social media. Since then, researchers are increasingly using social media in 

clinical trials to improve outreach, and education (Watson, et al 2018, Poblete & Nieto, 

2020; Maggio et al., 2019) as well as delivery of interventions (Park, 2019 & 2020, Radovic 

et al. (2017).

The general population is increasingly comfortable with engaging in a variety of activities 

on smartphones, including downloading and using health and wellness mobile apps (Carlo et 

al., 2019). Mobile technology (smartphone applications, wearable devices, telehealth) offers 

an opportunity to enhance the efficiency and reach of clinical trials processes, including 

remote consenting, evaluation of interventions, and collection of outcome data (Perry et al., 

2018; Marra et al., 2020).

Electronic Consent.—Mobile technology is a promising tool for the informed consent 

process. It provides a platform that is easy to use and allows for broad reach of participants 

while preserving the informed consent principles (Simon, et al, 2018, Lunt, et al, 2019). 

A 2017 systematic review (Moore et al., 2017) was conducted on the use of electronic 

consenting (eConsent) for research apps, including information presented and shared, and 

privacy policies. The review summarizes the eConsent process and procedures to safeguard 

privacy in 34 app-based studies. Doerr and colleagues (2017) examined participant 

experience using a self-administered eConsent in the mPower study for Parkinson’s disease 

and identified useful lessons that could be incorporated as best practices. In a more recent 

publication, Doerr and colleagues describe creating an eConsent procedure in the All of 

Us study that takes into consideration participant perspectives as well as federal and local 

regulations (Doerr et al., 2019).

Intervention.—Several recent publications illustrate the use of mobile technology as a tool 

to deliver interventions and monitor study and medication adherence (Marsch et al., 2020; 

Blatch-Jones et al., 2020; Steinhubl et al., 2019; Holtyn et al., 2019). Many researchers are 

studying mental health, addiction, or other types of health behavior interventions delivered 

using mobile apps. As one example, Nomura et al. (2019) and Masaki et al. (2020) evaluated 

the use of an app, paired with an external device, for smoking cessation in a clinical trial. 

In their study, they compared the CureApp Smoking Cessation (CASC) system, which 

included the CASC smartphone app, web-based management software, and a mobile carbon 

monoxide checker, to a control group that received a minimally supportive app. Both groups 

(584 participants) received standard face-to-face counseling and pharmacological smoking 

cessation treatment for 12 weeks. The study concluded that the CASC system, combined 

with standard of care, improved continuous tobacco abstinence rates long-term. Similar 

promising outcomes from mobile interventions targeting other health domains have been 

well-documented. For example, Wilhelm and colleagues (2020) describe ways to use the 

Internet, phones, and apps to provide cognitive-behavioral therapy to those with mental 

health disorders.
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Data Collection.—Mobile technologies offer an opportunity to capture, store, manage, 

and transmit large volumes of data, as well as for the collection of outcomes measured 

by mobile devices. However, as illustrated by Perry et al. (2018), investigators are not 

widely adapting technologies to collect outcome data in clinical trials. In their review, 

they categorize and consolidate information on using mobile devices to collect and 

assess outcomes. In addition, Cornet & Holden (2018) conducted a systematic review of 

smartphone-based passive sensing data (data captured directly from smartphone sensors) 

and reported benefits as well as challenges of using these tools. They also provide 

recommendations for investigators planning to use these approaches for data collection. 

Finally, Russell et al. (2020) discuss statistical and other considerations when selecting 

mobile technologies to measure outcomes.

Other studies are using innovative combinations of different mobile technologies to conduct 

trials, or combinations of technology and traditional in-person approaches for more hybrid 

designs. For example, the Adaptable study (Johnston et al., 2016; Pfaff et al., 2018) 

compared the effectiveness of two doses of aspirin in preventing ischemic adverse events, 

combining digital approaches (smartphone, mobile apps, EHR data source) with traditional 

in-person visits for recruitment and data collection. In contrast, in the Apple Heart study 

(Perez et al., 2019; Turakhia et al., 2019) used smartphones, mobile apps, sensors, wearable 

devices, and telehealth to conduct entirely remote operations and data collection with 

420,000 individuals with atrial fibrillation.

Similarly, the mPower study (Bot et al., 2016) utilized a study app paired with wearable 

devices to conduct an observational trial with over 9,000 participants with Parkinson’s 

disease. The Million Veteran Program (Gaziano et al., 2016) and the All of Us study 

(Denny et al., 2019) are very large observational cohorts (1 million participants) that are 

using mobile technology for all study procedures and data collection. Once established, 

investigators could leverage this same structure and resources for future RCTs to answer 

critical questions and generate additional evidence. These mobile technology approaches are 

also being used to collect data for regulatory Phase IV trials (Li et al., 2016; Foroughi et al., 

2018).

2.2 Electronic health records (EHR), registries, and administrative databases

The FDA’s definition of real world data (RWD), data relating to patient health status and/or 

the delivery of health care, notes a range of sources, including electronic health records 

(EHR), claims and billing databases, product and disease registries, and patient-generated 

data (U.S. FDA, n.d.). Though they were originally designed to support health care delivery, 

these sources provide rich opportunities for clinical trials (Cowie et al., 2017). RWD have 

mostly been used for observational studies, pragmatic comparative effectiveness trials, and 

surveillance studies (Kibbelaar et al, 2017). An advantage of RWD is that it provides quick 

and low-cost access to large amounts of clinical data with the potential to complement RCTs 

and help expedite RCT recruitment (Bartlett et al, 2019, Obeid et al., 2017).

EHRs and other sources of RWD can help improve the efficiency of clinical trials (Cowie et 

al., 2017; Lauer et al., 2017). Kibbelaar et al. (2017) and Foroughi et al. (2018) discussed the 

utility of registries (e.g., cancer registries, population-based registries) and advanced EHRs 
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in providing high-quality data for observational oncology trials as well as proposing trials 

embedded in EHR and randomized registry trials. Studies previously mentioned (Adaptable, 

All of Us, and the Million Veteran Program) also utilized EHR data (Johnston et al., 

2016; Denny et al., 2020; Gaziano et al., 2016). For the Adaptable study, longitudinal 

EHR data were matched with commercial claims data to improve objective study outcome 

measurement of service utilization, such as hospitalizations and deaths (Ma et al., 2019). 

Challenges to using EHR and other RWD may include variable selection, missing data, 

and/or poor data quality (see Section 4.0 below).

2.3 Artificial Intelligence (AI)

AI refers to the use of computers to simulate human brain processes for acquiring 

information, using the information, making interpretations or conclusions, and learning from 

the experience. Mak & Pichika (2019) describe AI as using technology tools to mimic 

human behavior. Sub-fields of AI are machine learning (ML) and deep learning (DL), where 

statistical methods are used for learning (Mak & Pichika, 2019). AI methodology has been 

applied to many areas of health care, including surgery, imaging, and disease diagnosis and 

treatment, and could be another tool for enhancing personalized medicine. AI can also be 

used in clinical trial design and patient identification, as well as trial monitoring (Jang, 

2019). A few highlighted current applications of AI: (1) Lin et al. (2019) compared AI 

technology with provider assessment to determine AI’s efficacy in diagnosis and treatment 

decision-making for children with cataracts; (2) Roggeveen et al. (2019) plan to conduct 

a superiority trial using an AI system for antibiotic dosing, compared to standard dosing, 

for critically ill septic patients; and (3) Wijnberge et al. (2020) tested an AI application 

compared to standard protocols to reduce intraoperative hypotension.

2.4 Blockchain technology

Blockchain technology, originally associated with cryptocurrencies like Bitcoin, uses a 

decentralized, peer-to-peer computer network that enables databases to store encrypted 

time-stamped records and documents. Each server, or “node,” in the network processes 

and verifies each data entry, then archives all transactions, along with the history of every 

other transaction ever recorded to the network, creating a secure and immutable “chain” of 

content “blocks.” Applications of this technology in the health sciences are being explored 

to address some of the common threats to data integrity and security. In a 2018 review of 

over 300 studies on the use of blockchain technology in healthcare, Mayer and colleagues 

posit that moving EHRs from independent systems to a blockchain network could make 

health information sharing more efficient and secure, enabling better collaborative clinical 

decision-making and more patient control over privacy (Mayer, et al 2018). Blockchain is 

also being considered as a platform for clinical trials data management for many of the 

same reasons. Osipenko (2019) describes it “as a way of managing data that prevents its 

manipulation” and argues that it offers a technical solution that could improve transparency, 

security, quality, and efficiency of clinical trials. Others have discussed the potential of using 

this technology to improve clinical trials processes, such as adverse events reporting, trial 

data management, endpoints adjudication, adherence to reporting requirements, and data 

sharing (Benchoufi & Ravaud, 2017; Maslove, et al., 2018; Wong, et al., 2019; Zhuang et 

al., 2018).
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3.0 ETHICAL, REGULATORY, PRIVACY, AND DATA STANDARDS 

CONSIDERATIONS

The primary ethical, human subjects, and legal concerns related to the use of digital 

tools in clinical research are ensuring proper informed consent procedures with electronic 

materials and protecting participant privacy/confidentiality when using digital technology 

(Jacobson et al., 2020). These important challenges and limitations require careful 

consideration and management. An important guide recently developed by the CTTI 

provides recommendations for addressing many of these data quality and privacy issues. 

(Herrington et al., 2018; CTTI, 2018). In addition, McKay and colleagues (2018) produced 

a systematic review technology effectiveness and quality of mobile technology data and 

Eagleson and colleagues (2017) describe ethical and privacy concerns.

3.1. Regulatory and ethical considerations

Just five years ago, there were few Institutional Review Board (IRB) guidelines for 

researchers related to the use of technology in research studies. We are pleased to report 

that numerous IRBs have now posted procedures and best practices with specific guidance 

on this subject. For example, Indiana University provides guidance for study investigators 

on the use of digital tools to facilitate recruitment, informed consent, and data collection 

(Indiana University, n.d.). Similarly, several other organizations have posted guidelines on 

the use of social media, mobile devices, and other digital tools. For example, the Center 

for Technology and Behavioral Health at Dartmouth College offers resources on informed 

consent (Center for Technology and Behavioral Health, n.d.). As previously noted, the 

FDA has also provided guidance on the use of electronic consent (U.S. FDA, 2016). To 

assist both IRBs and researchers, Torous and Nebeker (2017) describe the Connected and 

Open Research Ethics (CORE) initiative, a group intended to work on best practices and 

guidelines for the use of technology in clinical research. Further, Bloss and colleagues 

(2016) described their ideas on redesigning the current human research protection system.

Regulatory and human subject protections agencies in the U.S. and abroad have released 

guidance(s) on the use of digital technologies in clinical research. The FDA has developed 

guidance for sponsors, researchers, and IRBs on the use of electronic informed consent 

(2016) and using EHRs/electronic signatures (2017). The 2016 FDA guidance on using 

electronic informed consent was developed jointly with the U.S. Office for Human Research 

Protections (OHRP). OHRP also revised the human subject protection regulations (referred 

to as the Common Rule) that could be relevant to some areas of secondary research (U.S. 

OHRP, 2017/2018). In 2018, the FDA created a “real-world evidence” initiative to evaluate 

the potential of using RWD to support regulatory decisions for drugs and biological products 

(U.S. FDA, 2018). As part of this initiative, they provided useful definitions and examples of 

clinical studies and trials using registries and EHRs to generate evidence. The CTTI has also 

published recommendations on using RWD in clinical trials, especially focused on of study 

design and recruitment (CTTI, 2019). The FDA has published a Digital Health Innovation 

Plan for medical devices that outlines their approach to digital health products (U.S. FDA, 

2020).
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Outside of the U.S., the European Medicines Agency (EMA) released a report with 

recommendations regarding the use of social media and mobile health data for regulatory 

purposes (Donegan et al., n.d.). Additionally, in 2015 they established an initiative 

that provides regulatory recommendations on the use of patient registries in research 

(European Medicines Agency, n.d.; Olmo et al., 2019). Cave et al. (2019) also published 

recommendations for using RWD for regulatory purposes in Europe.

3.2. Privacy and data standards

The protection of participants’ data privacy and confidentiality has been an ongoing topic of 

concern (Thompson & O’Regan, 2018), and recent scandals surrounding the use of social 

media data are not inspiring confidence among the scientific community on the use of 

technology in clinical research. Apps do not always include a privacy policy or terms of 

agreement, and even when they do, the policy language is often at an inappropriate reading 

level and uses excessive jargon (Robillard et al. 2019). Furthermore, many app privacy 

policies are not transparent, leaving users unsure of how their data are shared with third 

parties (Grundy et al. 2019; Huckvalle et al., 2019). When using apps in RCTs, investigators 

should carefully review the app privacy and data sharing policies and ensure participant 

understanding during the consent process.

Data protections more broadly have also seen improved guidance in recent years. In 2017, 

Eagleson et al. provided recommendations on data protections, based on their experience 

using mobile technology, to include security measures against outside risks. Pagoto and 

Nebeker (2019) caution that there are few regulations for protecting participants’ data in 

research using social media, and users are usually unfamiliar with social media privacy 

policies. The authors propose the engagement and coordination of diverse disciplines/

stakeholders to develop ethical standards, best practices, and resources for researchers. One 

particularly important stakeholder group is potential participants, given that their perspective 

could be different from that of individuals who conduct research. For example, somewhat 

surprisingly, a study conducted with social media users found that many do not view the 

monitoring of their accounts for the purposes of RCT recruitment as a violation of their 

privacy (Reuter et al., 2019). Finally, as mentioned previously, the CTTI (2018) provides 

recommendations on the use of mobile technology in clinical trials and includes strategies 

to ensure data security and data management. Blockchain technology, as noted above, could 

also be a useful solution to improve data security.

Regarding data standards, the Clinical Data Interchange Standards Consortium (CDISC) 

created definitions, models, and specifications for data representation in research (CDISC, 

n.d.). Regulatory agencies, such as the FDA, have adopted these standards, but adoption 

by the research community has been slower, especially when using data from EHRs 

or other RWD sources instead of regular electronic data capture systems. EHRs were 

created for clinical, billing, and operational purposes, not for research, and thus can 

present challenges when used in clinical trials, including data quality and validation issues, 

heterogeneity between health systems, data security, and privacy (Cowie et al., 2017). 

Ethier and colleagues (2017) discussed a solution to capture data from EHRs using CDISC 

standards to improve data quality for regulatory purposes. Finally, Agrawal & Prabakaran 
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(2020), provide recommendations for analyzing large-scale unstructured data (“Big Data”) 

generated by digital technologies.

Data interoperability, particularly in countries where health care is privatized, continues 

to be problematic in multisite RCTs, and adoption of interoperability standards has been 

slow (Nordo et al., 2018). In the U.S., there have been efforts to encourage the adoption 

of Fast Healthcare Interoperability Resources (FHIR) standards for exchanging healthcare 

information electronically (Nordo et al., 2018). Several recent initiatives have focused on 

FHIR, including a review of the use of FHIR in digital health and identification of the main 

categories of use (e.g., EHRs, mobile and web applications, data protection) (Lehne et al., 

2019) and the development of an approach for creating automated data capture from EHRs 

using FHIR standards (Zong et al., 2020).

4.0 ADVANTAGES, CHALLENGES, AND LIMITATIONS OF USING DIGITAL 

TECHNOLOGIES IN CLINICAL TRIALS

As detailed in our previous paper (Rosa et al., 2015), and by many of the authors 

referenced throughout this paper (e.g., Li et al., 2016; Lauer et al., 2017; Foroughi et 

al., 2017; Steinhubl et al., 2019), technology offers numerous advantages for clinical 

trials design and implementation efficiency. Digital technologies are currently used to 

assess study feasibility, facilitate participant recruitment and retention, enable access to 

diverse populations, streamline data collection, and facilitate data management. Advantages 

include lower cost, rapid enrollment, and more complete follow-up data resulting in greater 

generalizability of results. On the other hand, several challenges previously noted in our 

earlier publication and others (e.g., Cowie et al., 2017; Eagleson et al., 2017; Huckvalle et 

al., 2019; Pratap et al., 2020; Frampton et al., 2020) remain. Some of the main challenges 

include ethical and privacy issues as well as issues related to data quality. A list of the 

advantages and challenges are summarized below.

4.1 Advantages

1. reducing costs by reducing the time required for study enrollment,

2. increasing participation, including that of underrepresented racial/ethnic or 

socially disadvantaged groups, by increasing trial visibility, targeting online 

recruitment efforts to specific sub-populations, and reducing burden of travel 

to sties,

3. decreasing intervention delivery burden and supervision,

4. improving intervention fidelity when using smart apps and AI algorithms (i.e., 

Clinical Decision Support or CDS),

5. reducing data collection burden (for both participants and study staff) by utilizing 

data capture models with existing platforms (i.e., EHRs, registries, administrative 

databases, smartphones),
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6. improving data quality, reproducibility, privacy and sharing when including 

Blockchain technology algorithms that facilitate data accuracy and security 

(Benchoufi 2017; Osipenko, 2019; Maslove et al., 2018),

7. improving analysis of big data when using AI and ML algorithms (Mak & 

Pichika, 2019).

An advantage increasingly being realized is the potential for enrolling a more representative 

sample for trials, as the “digital divide” continues to decrease (see Figures 1 & 2). Data from 

2018 show that more older individuals, as well as more individuals in rural communities, 

have access to the Internet via broadband or smartphones (Winstanley et al., 2018; Pew 

Research Center, 2019d). Arguably, the two most beneficial developments since our last 

report five years ago are the influx of available digital tools (e.g., AI advances and 

blockchain) that address some of the concerns related to data accuracy and participant 

privacy, as well as the advancement of clearer guidance from ethics and regulatory groups on 

incorporating digital technology approaches in the conduct of clinical trials.

4.2 Challenges and Limitations

1. maintaining privacy/confidentiality of participant data obtained by digital 

methods, including inadvertently sharing data with unknown third parties,

2. ensuring that regulatory guidance reflects the latest technological advances,

3. ensuring access to adequate infrastructure, resources, and staff expertise,

4. keeping participants engaged and increasing retention,

5. considering user attitudes, practices, expectations, and preferences, as potential 

participants may view using their data as a violation of their privacy,

6. ensuring data quality/accuracy given that, although standards and guidance/best 

practices have emerged, there are still concerns with data quality, completeness, 

and accuracy (particularly as digital tools are usually developed for use in other 

areas and need to be adapted for use in research, and most are not interoperable),

7. overcoming the complexities surrounding big data (ensuring mobile technologies 

capture adequate data and selecting specific outcome data from the digital 

sources).

Another challenge that remains is recruiting adequate, representative samples and avoiding 

sample bias. As mentioned in section 4.1, the “digital divide” has decreased in the last five 

years, however individuals from underserved groups and residing in rural areas of the U.S. 

are still underrepresented in clinical research and less likely to have home broadband access 

or own a smartphone than those residing in urban or suburban areas (Pew Research Center, 

2019 & 2019c; Noonan & Simmons, 2020);

In addition, challenges may emerge as new strategies are implemented to protect data. 

For example, firewalls to protect data may prohibit Internet-connected statistical software 

packages from downloading updates and local security policies could conflict with funding 

agency requirements. As health care systems adopt more rigorous strategies to safeguard 
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protected health information, these same strategies may severely restrict access and analysis 

for clinical studies.

4.3 Using digital tools during a health crisis

As we finish writing this article, the COVID-19 pandemic has been a catalyst to the 

expansion of the use of telehealth and other digital technologies (Keesara et al., 2020). 

Regulations prohibiting or limiting the delivery of in-person health care have forced 

providers to overcome barriers to technology adoption (Winstanley et al., 2020) and 

increasingly consider novel digital tools (Iyengar et al., 2020). This crisis has also disrupted 

clinical trials operations in the U.S and around the world. Most investigators and/or sponsors 

have temporarily suspended operations or redesigned them to take advantage of available 

digital tools for recruitment or delivering study procedures, when possible (Noonan & 

Simmons, 2020). The FDA and the EMA have both issued guidance recommending the 

use of alternative approaches to in-person visits (including remote and/or virtual tools) 

to maintain participant safety and to minimize risks to trial integrity (U.S. FDA, 2020; 

EMA, 2020). Noonan and Simmons (2020) argue that adoption of digital tools could be 

scaled up to continue research operations during the current crisis, and investigators should 

consider maintaining these tools and methods once restrictions on trials are lifted. AI 

approaches are also currently being applied to rapidly identify molecules that are the most 

promising for COVID-19 drug and vaccine development. In a matter of weeks, a global 

collaborative team that included engineers and physicists using supercomputers analyzed 

1 billion possible molecules and selected the 30 most promising ones for further drug 

development consideration (University of Texas at Austin, 2020). This public health crisis 

has further underscored the opportunities for leveraging digital technologies in clinical 

research and practice.

5.0 CONCLUSIONS

The selected literature cited in this paper illustrates how digital technologies can improve 

certain aspects of the design and implementation of clinical trials, and we encourage 

continued innovation in this area to optimize clinical trial efficiency. The rapid integration 

of digital approaches into clinical care and research during the COVID-19 crisis reflects the 

progress in this arena and presents an opportunity to better evaluate the value of digital tools 

used by researchers to enable continuation of study operations during the pandemic. Many 

challenges remain, including: (1) the impact of the persisting digital divide on recruitment 

of adequate, representative individuals; (2) privacy and confidentiality of health information 

shared over the Internet; and (3) technical and cultural barriers regarding data integrity and 

technology advances. In addition, some clinical trial procedures and operations may not be 

ready for a digital approach.

We recognize that this paper is not a systematic review of the literature on this topic and 

that the efficiency, advantages, and limitations of using digital tools should be rigorously 

studied in order to evaluate their actual performance. We instead provide an update to our 

publication in 2015 on the value of using digital technologies in clinical research, as well as 

continued challenges and limitations. The selected research published in the last five years 
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demonstrates the successful application of digital approaches to research, covering a wide 

spectrum of diseases/conditions and providing useful experiences and best practices, as well 

as methods that can be used to optimize the design and conduct of clinical trials.
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Figure 1: 
% of U.S. Adults Who Use the Internet, By Age Source: Pew Research Center, 2019d
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Figure 2: 
% of U.S. Adults Who Use the Internet, By Community Type Source: Pew Research Center, 

2019d
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Table 1

Best Practice Considerations When Desgining Trials Using Digital Technologies
1

• Select technologies based on study research questions, intervention, endpoints (what is going to be measured), population targeted and 
overall design features.

• Expand trial teams to include technical, regulatory, clinical, operations, and patient expertise. Use their wisdom during study design, as well 
as implementation and data monitoring.

• Consult with leadership officials regarding critical infrastructure to support digital technology needs.

 ○ Need for hardware, software, equipment, physical space, critical expertise, training, etc. needed to support the digital tools, maintain 
participant safety and well- being and ensure data privacy and accuracy.

• Follow a user-centered approach in study design, considering technology development and refinement before technology tools are selected 
(include participants and relevant clinical staff).

 ○ Be mindful of potential participants preferences, as well as issues regarding geographical challenges in accessing Internet.

• Consider/anticipate participant privacy/confidentiality issues when selecting digital tools.

• Prepare data and safety monitoring plans considering the technology used and potential issues that could impact participant safety, privacy, 
and wellbeing, as well as risks to data integrity. For example, consider issues like technology updates, server hacking, data sharing, and potential 
loss of study data.

• Sometimes the best approach could be a combination of digital approaches (wearables, smartphones, web portals, virtual reality, mobile 
apps, telehealth, social media, electronic records, registries, machine learning, etc.) with more traditional activities requiring participants to visit 
a study site (sample collection, medical procedures, measurements, interventions).

• Consider regulatory status and IRB requirements.

 ○ Review local IRB guidelines regarding e Consent and using digital tools. Consult with IRB early on, describe plans, and discuss potential 
issues that may impact study timeline. It is important to discuss procedures and concerns when the investigator is seeking waiver of consent

 ○ Consult drug/devices approval regulations with appropriate regulatory agencies for trials using technology for the purpose of drugs/
devices approval.

   ■ FDA/OHRP/EMA have issued key documents to assist investigators on this area.

• Conduct a feasibility study prior to the main trial to understand access to and preferences for technology use in your target population 
and study staff, as well as troubleshoot infrastructure issues and capacities at study site. Often, the best tool(s) are those that simplify study 
operations for the user.

• Collect only the minimum data necessary for study endpoints; be mindful of big data challenges as well as issues with data quality.

1
Adapted from the Clinical Trials Transformation Initiative (CTTI) Digital Health Trials Program (https://www.ctti-clinicaltrials.org/programs/

mobile-clinical-trials)
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