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a b s t r a c t 

Background and Objective: COVID-19, a serious infectious disease outbreak started in the end of 2019, has 

caused a strong impact on the overall medical system, which reflects the gap in the volume and capacity 

of medical services and highlights the importance of clinical data ex-change and application. The most 

important concerns of medical records in the medical field include data privacy, data correctness, and 

data security. By realizing these three goals, medical records can be made available to different hospital 

information systems to achieve the most complete medical care services. The privacy and protection of 

health data require detailed specification and usage requirements, which is particularly important for 

cross-agency data exchange. 

Methods: This research is composed of three main modules. "Combined Encryption and Decryption Archi- 

tecture", which includes the hybrid double encryption mechanism of AES and RSA, and encrypts medical 

records to produce "Secured Encrypted Medical Record". "Decentralize EMR Repository", which includes 

data decryption and an exchange mechanism. After a data transmission is completed, the content veri- 

fication and data decryption process will be launched to confirm the correctness of the data and obtain 

the data. A blockchain architecture is used to store the hash value of the encrypted EMR, and completes 

the correctness verification of the EMR after transmission through the hash value. 

Results: The results of this study provide an efficient triple encryption mechanism for electronic medi- 

cal records. SEMRES ensures the correctness of data through the non-repudiation feature of a blockchain 

open ledger, and complete integrated information security protection and data verification architecture, 

in order that medical data can be exchanged, verified, and applied in different locations. After the patient 

receives medical services, the medical record is re-encrypted and verified and stored in the patient’s med- 

ical record. The blockchain architecture is used to ensure the verification of non-repudiation of medical 

service, and finally to complete the payment for medical services. 

Conclusions: The main aim of this study was to complete a security architecture for medical data, and 

develop a triple encryption authentication architecture to help data owners easily and securely share 

personal medical records with medical service personnel. 

© 2021 Elsevier B.V. All rights reserved. 
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. Introduction 

With the increasing demand for medical care services, diver- 

ified medical services have been offered to accommodate the 

hanges in working environment, climate, and social environment. 

OVID-19, a serious infectious disease outbreak started in the end 

f 2019, has caused a strong impact on the overall medical system, 

hich reflects the gap in the volume and capacity of medical ser- 
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ices and highlights the importance of clinical data exchange and 

pplication. 

Information technology has continuously advanced and has 

een integrated with medical technology to produce superb med- 

cal technology. As different technologies depend on the exchange 

nd application of data, the most important concerns of medical 

ecords in the medical field include data privacy, data correctness, 

nd data security. By realizing these three goals, medical records 

an be made available to other system applications to achieve the 

ost complete medical care services. 

The concerns regarding data privacy can be traced back to 

he Health Insurance Portability and Accountability Act (HIPAA) of 

he United States in 1996. HIPAA was enacted to modernize the in- 

ormation flow of health care, and specifically, to protect the per- 

onal identity information maintained by the health care and med- 

cal insurance industry from fraud and theft, and address limita- 

ions on medical insurance coverage. The first complete version 

as formulated in 2003. As a complete specification for the pro- 

ection and disclosure of private patient data, it consists of na- 

ional regulations and involves the use and disclosure of protected 

ealth information (PHI) of protected entities in health care treat- 

ent, payment, and institutional operation. According to the reg- 

lations, HHS extended the HIPAA privacy rules to include the in- 

ependent contractors of covered entities, meaning it is applicable 

o the definition of "business partner". PHI includes all the infor- 

ation held by a covered entity regarding the health status, the 

rovided health care, and health care payments that can be linked 

o any individual. In terms of insurance applications, in order to 

acilitate treatment, payment, and health care operations, an un- 

erwriting entity may disclose PHI to certain parties without the 

xplicit written authorization of the patient. Any other disclosure 

f PHI requires the protected entity to obtain written authoriza- 

ion for disclosure from the individual. In general, when a cov- 

red entity discloses any PHI, it must make reasonable effort s to 

isclose only the minimum necessary information to achieve its 

urpose. 

The privacy and protection of health data require detailed spec- 

fication and usage requirements, which is particularly important 

or cross-agency data exchange. In addition, there is a strong de- 

and for medical correctness in insurance payments, and the cor- 

esponding costs must be paid according to the correct informa- 

ion; otherwise, it may result in many crimes related to health 

are, as well as civil and criminal penalties due to illegal acts. 

ata correctness is also critical in medical services and clinical 

are. The information contained in medical records enables health 

are providers to determine the history of patients and provide 

nformed care, thus, medical records in medical services have 

he effect of supporting clinicians in making decisions. Medical 

ecords can be used as a central database for planning patient 

are, and record communications between patients, medical ser- 

ice providers, and professionals who contribute to patient care. 

An electronic personal health record is a complete record that 

ntegrates information about a person’s surgeries, medications, di- 

gnoses, tests, allergies, etc., which enables patients to share med- 

cal records between providers and health care systems through 

ffective data exchange. A variety of medical service models have 

een proposed with the development of science and technology; 

or example, physiological data are measured through IoT phys- 

ological sensing devices in daily life for long-term tracking [1–

] . There is a large demand for data exchange and integration in 

ifferent forms of remote care services [ [5–7] ], various personal 

ealth management applications, health insurance payment appli- 

ations, and data applications between medical institutions. While 

t is convenient and efficient to transmit data through information 

ommunication technology, it is critical to protect the privacy and 

orrectness of the data. 
s

2 
The purpose of this study is to construct an efficient triple en- 

ryption mechanism for electronic medical records, which will en- 

ure the correctness of data through the non-repudiation feature of 

 blockchain open ledger, and complete an integrated information 

ecurity protection and data verification architecture, in order that 

edical data can be exchanged, verified, and applied in different 

ocations. 

. Literature review 

PHR is a digital file that brings many privacy and security issues 

hile facilitating people’s daily life [8] . When discussing the use 

f medical data, according to developments based on data privacy 

rotection and security management, data owners should gener- 

lly encrypt sensitive data before sending it to third parties. While 

he encryption of data can guarantee the confidentiality of data to 

ome extent, as only the holder of the decryption key can decrypt 

he encrypted data to obtain the correct data, it brings new chal- 

enges to research. Encrypted data loses the flexibility and oper- 

bility of the original data, and users cannot obtain the expected 

ata through the conventional keyword retrieval method. Research 

n encrypted data search [9] has been a goal continuously ex- 

lored in the field of information security. In recent years, people 

ave paid more and more attention to the application and man- 

gement technology of encrypted medical data. 

With the emergence of cloud storage technology, an increas- 

ng number of issues regarding data protection and management 

ave been raised. Once medical records are uploaded to the cloud, 

atients will lose physical control of their data [10] , thus, one of 

he biggest concerns for patients is to ensure the integrity of data 

tored in untrusted cloud storage; for example, even if the data 

s wrong, cloud storage technology may still claim that the data 

s complete. Moreover, cloud storage technology may deliberately 

elete un-accessed or rarely accessed EMR data to save storage 

pace [11–13] , and deleting EMR data can make it difficult to re- 

over corrupted data. Different from conventional data manage- 

ent, cloud storage space provides users with a guarantee of audit 

ntegrity for outsourced EMR data, and ensures the recoverability 

f damaged data. Traditionally, if it fails to validate the data in- 

egrity, it usually means that the outsourced data has been cor- 

upted, thus, storing only one copy may result in permanent loss 

f EMR data. 

Blockchain, as derived from Bitcoin and launched in 2008, is a 

ransaction architecture based on P2P network technology, encryp- 

ion technology, and timestamp records. After the establishment of 

 blockchain, there will be a growing list of records called record 

locks, which are linked together by cryptography. Each block con- 

ains the encrypted hash value, timestamp, and transaction data of 

he previous block. A blockchain consists of data structures that 

epresent financial ledger entries or transaction records, and each 

ransaction is digitally signed to ensure its authenticity, and cannot 

e tampered with, thus, the ledger itself, and the existing transac- 

ions in it, are considered to be of high integrity. The basic ad- 

antages of blockchain technology include decentralization, peer- 

o-peer networks, immutability, security, and transparency. If data 

s re-entered into the record, the original data will not be deleted, 

ut updated. Each block in the blockchain has a permanent times- 

amp indicating authentication and verification. The abovemen- 

ioned show that the blockchain structure can effectively solve the 

roblem of EMR content verification and ensure that the data con- 

ent will not be tampered with. 

Akshay et al. [14] proposed a hybrid framework called Med- 

Trust for the encryption management of electronic medical 

ecords. The proposed MediTrust framework combines role-based 

ccess control with attribute-based encryption, and works on a 

emantic database to ensure the accessibility of patient data for 
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ifferent access controls. Before the data is outsourced to the 

loud server, the patient data should be encrypted by the provider, 

ownloaded from the cloud server, and then, decrypted on the 

lient side. General patient information collected as PHR is stored 

n a separate cloud server, while medical reports are stored in an- 

ther cloud server. However, under this structure, multiple cloud 

torage spaces are required for decentralized management, and the 

ata must be separately decrypted after being retrieved, which re- 

uces the overall application efficiency and cannot verify the cor- 

ectness of the data content. Xu et al. [15] proposed an asymmet- 

ic pairing searchable encryption method for case retrieval, which 

s available on the public platform, and assists patients and doc- 

ors by providing private data search and encryption functions. The 

ystem uses an extended public key encryption system with a key- 

ord search function, and the server can determine whether the 

le stored in the platform contains keywords without releasing 

ny information from the encrypted file. Thus, while this platform 

olves the problem of data privacy disclosure, it lacks the ability 

o retrieve complete medical records. Moreover, due to the time 

equired for encryption and decryption, the efficiency of real-time 

pplication is reduced, and the correctness of the data cannot be 

erified. 

While there are many encryption methods for traditional data 

les, they have different advantages and disadvantages, and the 

pplication of encryption to medical data depends on the situa- 

ion. The Advanced Encryption Standard (AES) is a kind of encryp- 

ion algorithm proposed by the National Bureau of Standards and 

echnology of the United States [16] , which is commonly used to 

rotect data transmission and storage. This encryption mechanism 

s a symmetric encryption algorithm, which has the advantages of 

ery fast encryption speed and very large encrypted content files. 

owever, since there is only one key to encrypt and decrypt data, 

t is usually used in conjunction with the RSA (Rivest, Shamir, and 

dleman) encryption algorithm, which was officially used publicly 

n 1997 [17] . This encryption mechanism was proposed by Rivest, 

hamir, and Adleman of the Massachusetts Institute of Technology 

n the United States, and RSA is the combination of the first let- 

ers of their surnames. The RSA encryption algorithm is an asym- 

etric encryption algorithm that uses two different prime num- 

ers as two keys in the encryption mechanism, which are known 

s the public key and the private key for data encryption or data 

ecryption, respectively. The operation is that, when one key is 

sed to encrypt, the decryption must be done by the other key; 

f the public key is used to encrypt the data, the private key is 

eeded to decrypt the data. This encryption mechanism is often 

sed for data transmission in electronic commerce to ensure the 

ecurity of data. While RSA can indeed ensure the security of data, 

t cannot encrypt very large files and the encryption speed is very 

low. 

Therefore, this study used the advantages of AES and RSA en- 

ryption technologies to design a dual encryption method, veri- 

ed the actual data with a blockchain to ensure the correctness of 

edical data, and proposed SEMRES (Secured Encrypted Medical 

ecord Exchange Structure), which is a Triple-protected blockchain 

ased medical record exchange structure, and serves as an appli- 

ation framework for data security and verification in the cloud of 

edical records. Finally, the triple encryption structure with the 

on-repudiation feature of third layer verification was completed 

hrough the blockchain open ledger architecture. After the EMR 

ontent is verified, exchanged, and provided to the authorizer for 

edical services, the authorizer can add new clinical data content 

o the patient’s EMR. When the block is verified, the medical ser- 

ice is completed, and the blockchain architecture add payment in- 

ormation to the block information to complete the payment pro- 

ess for telemedicine services. 
c

3 
. Materials and methods 

SEMRES is composed of three main modules. The first mod- 

le is CEDA (Combined Encryption and Decryption Architecture), 

hich includes the hybrid double encryption mechanism of AES 

nd RSA, and encrypts medical records to produce SMeR (Secured 

ncrypted Medical Record). The second module is DERy (Decen- 

ralize EMR Repository), which includes data decryption and an 

xchange mechanism. After a data transmission is completed, the 

ontent verification and data decryption process will be launched 

o confirm the correctness of the data and obtain the data. The 

hird module is a blockchain architecture for data validation. A 

lockchain is used to store the hash value of the encrypted EMR, 

nd completes the correctness verification of the EMR after trans- 

ission through the hash value. There are three main parts in this 

esearch framework; the EMR owner is first, the authorized person 

s second, and the system is third. Figs. 1–3 

.1. CEDA (Combined encryption and decryption architecture) 

Before a medical record is stored or transmitted, the medi- 

al record first encrypts the data through CEDA with a random 

umber of AES keys generated by CEDA, and then, encrypts the 

ata with the RSA public key of the authorized person. These two 

ncrypted files are merged and named SMeR (Secured Encrypted 

edical Record) and sent to the DERy. 

The detailed double encryption process is defined, as follows: 

1 Import original medical records 

2 CEDA randomly generates AES keys 

3 AES symmetric encryption of original medical records through 

the AES key 

4 Create encrypted medical records 

5 Perform asymmetric cryptography with the AES key through 

the RSA public key of the authorized person. 

6 Create an encrypted AES key 

7 Combine the encrypted AES key and encrypted medical records 

to create SMeR. 

The encryption process and decryption process as follows: 

AES is based on a design principle called a permutation net- 

ork, which is effective in both software and hardware. AES is a 

ariant of Rijndael with a fixed block size of 128 bits and a key size

f 128, 192, or 256 bits. AES operates on a 4 × 4 column-major se- 

uence byte array called state. In our design, AES calculations are 

onducted in a specific finite field. 

The process of AES encryption is conducted according to the 

ollowing steps: 

tep 1. KeyExpansion 

The round keys are derived from the cipher key using the AES 

ey schedule. AES requires a separate 128-bit round key for each 

ound plus one more. 

tep 2. Initial round key addition: 

AddRoundKey 

Combine each byte of the state with a byte of the round key 

sing bitwise xor. 

tep 3. 9 main rounds: 

SubBytes 

Non-linear replacement step, in which each byte is replaced by 

nother byte according to a lookup table. 

1 ShiftRows 

Transposition step, in which the last three lines of the state are 

yclically shifted by a certain number of steps. 
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Fig. 1. SEMRES module architecture. 

Fig. 2. CEDA - Original EMR Encryption Process. 

Fig. 3. The encryption process and decryption process of CEDA. 

4 
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1 MixColumns 

Linear mixing operation, operates on the columns of states, and 

ombines the four bytes in each column. 

1 AddRoundKey 

tep 4. Final round (making 10 rounds in total): 

1 SubBytes 

2 ShiftRows 

3 AddRoundKey 

In this study, the 128-bit key size is used to encrypt the original 

edical record. Then, the AES key is encrypted by the authorized 

erson RSA public key. RSA creates a public key based on two large 

rime numbers and an auxiliary value. While anyone can encrypt 

 message with a public key, prime numbers are kept secret, thus, 

nly those who know the prime number can decode the message. 

he security of RSA depends on the actual difficulty of decompos- 

ng the product of two large prime numbers, that is, the "decom- 

osition problem". If a key with enough bits is used, there is no 

ublic method to invalidate the system; however, as RSA is a rela- 

ively slow algorithm, it is not usually used to directly encrypt user 

ata. This study used RSA to transmit the shared key of symmetric 

ey cryptography. 

RSA for Generation of public key and private key 

When an authorized person wants to receive an EMR from the 

MR owner through our architecture, CEDA will generate a public 

ey and a private key in the following manner to encrypt the AES 

ey: 

1 Choose two larges prime numbers p and q, where p is not equal 

to q, and calculate N = pq. 

2 According to Euler’s function, the number of integers not 

greater than N and relatively prime to N is (p −1) (q −1) 

3 Choose an integer e that is relatively prime to (p −1) ∗(q −1), 

and e is less than (p −1) ∗(q −1) 

4 Calculate d with the following formula: d 

∗e ≡ 1 (mod (p −1) (q 

−1)) 

5 Then, the p and q records are destroyed. 

(N,e) is the public key; (N,d) is the private key; (N,d) is se- 

ret. An authorized person passes the public key (N, e) to the EMR 

wner, and hides the private key (N, d). 

Encrypted EMR 

When the EMR owner wants to share an EMR m with an autho- 

ized person, the EMR owner knows the N and e values generated 

y the authorized person. Then, the EMR owner uses the format, 

s agreed with the authorized person, to convert the AES key of 

he encrypted EMR m into an integer n less than N; for example, 

he EMR owner can convert each word into the Unicode code of 

he word, and then, concatenate these numbers together to form a 

umber. If this message is very long, the EMR owner can divide the 

essage into several paragraphs, and then, convert each paragraph 

o n. Thus, n can be encrypted into c with the following formula: 

 

e ≡ c ( mod N ) 

Calculating c is not complicated; after the EMR owner calcu- 

ates c, the EMR owner can pass it to the authorized person. 

Decrypted EMR 

After the authorized person receives the EMR owner’s mes- 

age c, they can use the d key to decode the message. The au- 

horized person can use the following formula to convert c to n: 

 

d ≡ n ( mod N ) 

After receiving n, the authorized person can restore the original 

nformation through m. 
5 
The principle of decoding is 

 

d ≡ n 

e −d ( mod N ) 

here ed 

≡ 1 (mod p −1) and ed 

≡ 1 (mod q −1), and can be

roved by Fermat’s theorem (because p and q are prime num- 

ers) 

 

e −d ≡ n ( mod p ) with c e −d ≡ n ( mod q ) 

This shows (because p and q are different prime num- 

ers, p and q are relatively prime) 

 

e −d ≡ n ( mod pq ) 

.2. SMeR (Secured encrypted medical record) 

SMeR content mainly includes 1. encrypted AES key, which is 

ncrypted by the RSA public key, and 2. the encrypted medical 

ecord, which is encrypted by the AES key. The entire document 

ill be stored in DERy, and indexed and verified by the blockchain 

tructure. 

.3. DERy (Decentralize emr repository) 

The Hash function, which uses SHA256, is applied in DERy to 

enerate the Hash value of SMeR, and can be used to map data 

ith arbitrary size into 256-bit values. Then, integrate the index 

f SMeR in DERy, the Hash of SMeR, and Authority status, and the 

ntegrated data will be signed by the data owner with the private 

ey of the block. This signature is intended to prove that the con- 

ent of the block data is authorized by the data owner for data 

ransmission. Finally, DERy stores the hash value, the SMeR index, 

he authorization status, and the signature value in the content of 

he block. The blockchain architecture uses the verification struc- 

ure of the blockchain to confirm whether the block is authorized 

y the data owner. After verification, the block is created and syn- 

hronized to each node of the blockchain to complete the data en- 

ryption process. The process of block creation encryption is shown 

n Fig. 4 . 

.4. Blockchain architecture 

The blockchain architecture was developed using the open 

ource foundation of Ethereum to establish a private chain. There 

re three common consensus mechanisms in the blockchain sys- 

em, including Proof of Work (PoW), Proof of Stake (PoS), and Proof 

f Authority (PoA). 

PoW is the consensus mechanism originally used in the 

lockchain system [18–20] . The reason why it is called proof of 

ork is that miners must spend computer resources (time, power, 

nd computing power) to establish a new block, which must be 

ompleted by solving complex calculation problems. In order to 

tabilize the time and security required for blockchain establish- 

ent, the difficulty of block establishment will increase over time. 

The PoS method is to solve the problem of excessive energy 

onsumption by PoW [19] . The PoS consensus mechanism is de- 

igned according to the concept of equity, meaning the person 

ith the highest equity has the power to verify (establish) the 

lock and use their own currency as collateral; if it is found that 

he block creation is fake, all the currency of the person who cre- 

ted the block will be confiscated. However, this equity is calcu- 

ated based on the amount of currency of the user and the number 

f days of ownership. After each successful verification of a block, 

he equity is reset to zero and recalculated, and rewards based on 

quity will be given. This mechanism is intended to allow nodes 

ith a large amount of currency to jointly maintain the security of 

he blockchain, and reduce the time and resource consumption of 
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Fig. 4. Block creation encryption process. 

Table 1. 

Evaluation of the different consensus mechanism. 

Consensus Mechanism Transaction speed Resource consumption Blockchain stability Data privacy 

PoW Slow High High Low 

PoS Normal Normal Normal Normal 

PoA Fast Low Normal High 
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uilding blocks. However, this consensus mechanism makes nodes 

ith more currencies have higher probability and currency. Com- 

ared with fewer nodes, building blocks is more difficult, which is 

lso a limitation of PoS. 

PoA was proposed by Ethereum co-founder Gacin Wood in 

017. The purpose of this consensus algorithm is to establish an 

uthorized node for the person who built the block (block veri- 

er), and is a centralized consensus mechanism compared to PoS. 

oA is collateralized by reputation to build the block. All blocks 

ill be built by the selected authorized nodes, which reduces the 

mount of time required to build blocks and addresses data con- 

istency issues. PoA is more commonly used in private blockchains, 

hich are used in different fields, including insurance, banks, and 

ogistics companies. PoA processes a large amount of transaction 

ata faster than PoS and PoA. Table 1 

This research considers the user’s EMR privacy and the need to 

rocess a large number of medical records, thus, the blockchain 

dopts a private chain architecture and uses PoA (fast transac- 

ion speed and high privacy) as the consensus mechanism on the 

lockchain. 

PoA ensures that the nodes that authenticate blocks are au- 

horized nodes. In addition, as the speed of PoA building blocks 

s higher than other consensus mechanisms, it can effectively im- 

rove the speed of data reading and exchange when applied to 

edical information exchange. 

When the authorized person reads the EMR, the system will 

ook for the block that belongs to the record in the blockchain, 

nd send the block content to DERy to verify whether the data is 

orrect. The first step is to obtain the index of the SMeR in the 

epository. 

The second step is to identify the SMeR and generate the Hash 

alue of the SMeR content through the Hash function. The third 

tep is to determine whether the Hash value of the SMeR in the 

lock is consistent, thus, when the Hash value generated by the 

ASH function is the same, DERy can verify that the data content 

s correct. 

After the above process, the authorized person can read the 

MeR content through DERy, unlock the first part of the SMeR data 

ith their RSA private key, and then, obtain the AES key. The AES 

ey is used to decrypt the second part of the EMR, in order to 
b

6 
btain the complete medical record. The process of an authorized 

erson obtaining the EMR is shown in Fig. 5 . 

The consensus structure of the blockchain is used to verify the 

orrectness of the content, including "block number", "Pre-Hash", 

Hash", "Time", "EMR Owner", "Authority person", "Data index", 

Hash of SMeR", "Authority status", "Signature", and “Payment”, 

nd the detailed descriptions are shown in Fig. 6 . The two infor- 

ation "the hash of SMeR" and "Signature" are used to prove that 

he authorized person is qualified to access the medical record 

nd that the content of the medical record has not been tampered 

ith. 

. Results 

.1. The process of SEMRES 

This research completes the SEMRES system to achieve the 

erifiability and security protection of the EMR, while the 

riple encryption mechanism ensures privacy, meaning the cor- 

ectness and safety of the EMR. During the CEDA imple- 

entation, the ASP.NET function AES, RSACryptoServiceProvider, 

HA256CryptoServiceProvider are used for system development. 

"My Health Bank (MHB)" as launched by the Ministry of Health 

nd Welfare, Taiwan. MHB is an online health information query 

ystem, which provides Taiwan citizen that can conveniently query 

ersonal health information anytime and anywhere. It can also 

rovide physicians for reference when seeking medical treatment, 

elping physicians quickly grasp personal health conditions, and 

mprove the safety and quality of medical care. The data in MHB 

ncluding "Western, Chinese, and dental clinics, medication data, 

aboratory data, imaging or pathological examination data", Hos- 

italization and surgery information", "Allergy Information", "Sum- 

ary of discharged medical records", "Donation or peace to ease 

edical willingness", "Adult preventive health care results", and 

Vaccination information". MHB is used to demonstrate the EMR 

xchange in this study. The MHB file is shown in Fig. 7 . 

In the CEDA module, EMR is encrypted through the AES and 

SA mechanisms. The AES key is automatically generated by CEDA 

ased on the timestamp. An example of an AES key is shown in 
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Fig. 5. The process of authorized person obtaining the EMR. 

Fig. 6. Block content in SEMRES. 
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Fig. 7. The MHB file. 

Fig. 8. Example of AES key. 

h

l

ig. 8 . The timestamp and IV (initialization vector) parameter are 

sed to avoid generating the same AES key. 

The original medical records are converted into encrypted data 

fter being encrypted by the AES key. An encrypted EMR example 

s shown in Fig. 9 . 

CEDA will also generate the RSA public key and private key of 

he authorized person. The RSA public key is announced on the 

latform, and is used by CEDA to encrypt the AES key used to en-

rypt the original EMR. Examples of RSA public and private keys 

re shown in Fig. 10 . The RSA private key includes the public key, 

P (d mod p – 1), DQ (d mod q – 1), and Inverse Q (q– 1 mod p). 

After EMR encryption, the AES key is encrypted by the RSA pub- 

ic key, which creates new encrypted data. The encrypted AES key 

s shown in Fig. 11 . 

SMeR is created after the encryption process. The SMeR content 

ncludes the encrypted AES key, which is encrypted by the RSA 

ublic key, and the encrypted medical record, which is encrypted 

y the AES key. The SMeR example is shown in Fig. 12 . 
7 
Finally, the SMeR will be transferred to DEFy for storage and 

ash calculation through SHA-256, and then, stored in the open 

edger of the blockchain. The block content is shown in Fig. 13 . 
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Fig. 9. The encrypted EMR example. 

Fig. 10. The example of RSA private key. 

Fig. 11. The encrypted AES key. 
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.2. The verification and security of SEMRES 

In the data verification process, when the authorized person 

ants to read the encrypted medical record, DERy will first enter 

he blockchain to search the block ledger. After the authorization 

f the authorized person to view the data is verified, it will locate 
8 
he SMeR through the block information: meaning the index of 

MeR and the hash of SMeR. After obtaining SMeR, the data is cal- 

ulated again through the SHA-256 hash function to confirm that 

he hash value of the SMeR is the same as the authenticated data 

n the block before decryption. The decryption process is shown 

n Fig. 14 . CEDA will obtain the RSA private key of the authorized 
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Fig. 12. The example of SMeR. 

Fig. 13. The example of block content. 
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erson, and use the private key to decrypt the AES key, then, the 

edical record is decrypted through the AES key. 
Fig. 14. The decryption 

9 
The authorized person can obtain the medical records, and 

hese contents have been verified and have not been tampered 

ith. The decrypted medical records are shown in Fig. 15 . Infor- 

ation on the name of the medical institution, payment, medical 

rder, and medication order is included in the EMR. 

In this study, the original medical records were encrypted us- 

ng AES, and the AES key was encrypted using RSA. The encrypted 

nformation is also hashed and stored in the blockchain. According 

o the characteristics of AES, the longer the key length, the more 

ifficult it is to crack. At present, only the brute force method may 

e able to unlock the AES key, but taking the AES-128 algorithm 

s an example, on average, you need to try 2 ̂ 127 ≈ 1.7 × 10 ̂ 38

28bit random numbers as the key for encryption and decryption 

perations to find the correct key. 

If the operation efficiency of AES is 2.564410 ̂ 19 ≈ 2 ̂ 64.4753 

imes/ sec , the time required for 2 ̂ 127 AES operations is: 

 ̂ 127 / 2 ̂ 64.4753 ≈ 2 ̂ 62.5247 s ≈ 6.6345 10 ̂ 18 s ≈ 1.8429

0 ̂ 15 h ≈ 7.6789 10 ̂ 13 days ≈ 2.104 ∗ 10 ̂ 11 years ≈
10,40 0,0 0 0,0 0 0 years. The basic application of RSA is based on
process in CEDA. 



Y.-L. Lee, H.-A. Lee, C.-Y. Hsu et al. Computer Methods and Programs in Biomedicine 215 (2022) 106595 

Fig. 15. An example of decrypted medical records. 
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 very large prime number. To decrypt the original medical record 

hrough the encrypted file, N (Prime number) must be factored, 

nd if N is a very large Prime number, factorization is almost im- 

ossible, which guarantees the reliability of RSA encryption tech- 

ology. 

The verification mechanism for correct and complete medical 

ecords was implemented on blockchain. When the medical record 

s uploaded, the medical record with double encryption mecha- 

ism is calculated into a hash value through SHA-256. The hash 

alue is generated in SHA-256 and stored in the block. When the 

edical records are exchanged, the system will perform a SHA-256 

ash calculation on the retrieved encrypted medical records at one 

ime, and compare the calculated hash value with the hash value 

n the blockchain. If the hash value is the same, the encrypted 

edical record is deemed correct. 

. Discussion and conclusion 

The main aim of this study was to complete a security architec- 

ure for medical data, and develop a triple encryption authentica- 

ion architecture to help data owners easily and securely share per- 

onal medical records with medical service personnel. The record 

ransmission process is protected by a strict encryption mechanism 

hrough CEDA, and the correctness of records is verified by the 

ash value and blockchain, as based on the feature that blockchain 

nformation cannot be modified or deleted. The application of such 

riple protection can achieve the highest level of privacy and secu- 

ity for medical records. 

The development of blockchain technology is very important for 

he application of precision medicine. Through the blockchain ar- 

hitecture, the data required by precision medicine can be inte- 

rated from different sources, and its correctness can be verified. 

n this study, in order to demonstrate the feasibility of MHB, med- 

cal data is ensured not to be leaked, and is strictly protected dur- 

ng transmission and exchange, which proves that the "SEMRES", 

s developed in this study, can be used to exchange and transmit 

MR between different or ganizations and roles in an efficient and 

ecure manner. 

Hasselgren [21] pointed out the increased number studies con- 

ucted on the application of blockchains in the medical field, most 

f which explored how to use the blockchain architecture in health 

ecord systems (EHR and PHR), and how to use the characteristics 

f a blockchain to build a platform for sharing data between medi- 
10 
al staff and researchers, in order to promote the continuity and 

nteroperability of medical information between hospitals. Some 

tudies focused on patients [22–25] , and used a blockchain to es- 

ablish a personal health record system, in order that patients can 

ontrol their own rights to their personal health records, thus, pro- 

oting medical sharing between patients and doctors, and achiev- 

ng continuous medical services. 

In the previous developments of medical record exchange, the 

echnical infrastructure of the medical system hindered secure and 

calable data sharing across institutions [26] . In the face of such 

ecurity and privacy issues, although it is necessary to share data, 

he identity and personal data of patients must still be protected 

27] . If the network is used to exchange medical information, it 

ay lead to the risk of clinical data leakage. Moreover, without a 

ighly secure infrastructure, it may also lead to serious financial 

nd legal problems [28] . However, the development and applica- 

ion of self-managed medical records has become more and more 

ommon in recent years. According to the definition by the Amer- 

can Health Information Management Association (AHIMA), each 

erson has the right to manage their own health records, and the 

ata of personal health records refers the records entered by med- 

cal service units and themselves. These data should be stored in 

 safe and private environment, and each person can decide who 

as the right to access [29] . 

However, to date, there are no good solutions regarding the 

pecifications of data security or protection measures for the ap- 

lication environment, thus, most medical data is still stored in 

rivate servers, and use is limited. 

Taiwan’s first version of the My Health Bank was completed 

n September 2014. The purpose of My Health Bank is to re- 

urn health data to the public, and let the public know and care 

bout their health conditions through health data. In July 2016, 

y Health Bank was further improved in function, and called My 

ealth Bank 2.0, which emphasizes the ability of data connection 

nd linking. My Health Bank contains information about all med- 

cal services paid by health insurance and provides corresponding 

r related health management information; however, there are still 

oncerns about the protection and verification of data. The Health 

nsurance Department allows individuals to download their med- 

cal record files, and once downloaded, there are no restrictions 

egarding the management, storage, or modification of the files, 

eaning people can modify the data content themselves, and the 
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ata content is not encrypted. If personal data is not managed 

roperly, it may lead to privacy issues, which is still not effective 

or exchange and use. 

The application of electronic medical records (EMR) has been 

eveloped all over the world. Kaiser Permanente, a non-profit 

edical insurance company in the United States, established the 

ersonal health record system of My Health Manager in 2007 

30] , which is connected with electronic health record data, includ- 

ng vaccinations, examination records, medication prescriptions, al- 

ergy information, etc., and can also be used for clinical data ex- 

hange, as the system can be used to send e-mails to doctors to 

sk questions. In 2008, 2.4 million people signed up, and 62.1% 

isited the site more than twice within six months. In addition, 

n August 2, 2010, the U.S. government announced the Blue But- 

on Initiative and started the Blue Button Program [29] , which is a 

ervice mark registered on the website of the United States De- 

artment of Health and Human Services. Members of the pub- 

ic can see a clickable pattern of blue circles on the homepage 

f the website, and these Blue Buttons allow people to use the 

unction of electronic health records, such as checking past and 

uture appointments, problem lists, allergies, medications, labora- 

ory results, life characteristics, and immunizations. By browsing 

he Blue Buttons, people can view, download, and print personal 

nformation and share their medical information with trusted peo- 

le. At present, the Blue Button website page can receive patient 

ser data, as provided by public and private organizations, such as 

he United States Department of Veterans Affairs (VA), the Depart- 

ent of Defense (DoD), and the Centers for Medicare & Medicaid 

ervices (CMS), which have all joined the Blue Button Program. 

oreover, hundreds of organizations have also agreed to partici- 

ate in this program, and future developments include other per- 

onal health management systems based on Blue Button, such as 

y Military Health Records [30] , which mainly allows soldiers to 

heck their medical records and share data to save time during 

edical care. 

According to Jae-woo Lee [ [31] , [32] ], the My Health Bank per-

onal health management system in South Korea was designed by 

he National Health Insurance Service (NHIS) for public use. This 

ystem provides a variety of health information, including the re- 

ults of personal health examinations, questionnaires, medical and 

edication information, and health examination data. In addition, 

t provides the service of predicting public disease risks through 

ealth examination reports, and lifestyle and disease related ques- 

ionnaires. 

In 2009, the National Health and Hospital Reform Commission 

f Australia recommended that every Australian should have the 

bility to personally manage their electronic health records, in or- 

er to improve the quality, security, and efficiency of health care 

ervices [33–39] . The Australian Government developed the Per- 

onally Controlled Electronic Health Record (PCEHR) system, as 

ased on HL7 CDA and IHE (Integrating the Healthcare Enterprise), 

nd the XDS (Cross-Enterprise Document Sharing) standards of 

010, and began official operations of the personal health record 

PCEHR) system in July 2012. All Australian citizens can apply to 

pen an account in the system and completely control their health 

ecords. Medical service providers can also apply for accounts and 

se the system to provide better medical care for patients. The 

ata exchanged in the system is divided into four areas, electronic 

nspection/examination report, electronic discharge medical record 

ummary, electronic doctor referral, and electronic prescription 

anagement. Both the public and medical service providers can 

hoose to join the PCEHR system. In addition, participating medical 

ervice providers can upload important health and medical infor- 

ation about patients, and with the authorization of the patient, 

an view the patients’ information online. If citizens choose to join 

CEHR, they can enter personal information, including prescrip- 
11 
ion drugs, nutritional products, over-the-counter medicines, aller- 

ies, etc. Although the public cannot edit the information uploaded 

y medical service providers, they can choose which medical ser- 

ice providers can access their files and which information can be 

hared. However, the system has been on the market for nearly 

wo years, and only 10% of Australians have registered to use it. 

herefore, the Australian Government reviewed and examined the 

ystem again, and in 2015, the updated system was renamed "My 

ealth Record". In addition, the Australian E-health Council was 

et up to replace the original National E-health Translation cen- 

re and operate the new system, which was officially launched in 

016. This new system claims to have strong protection measures 

o protect information, including encryption, a firewall, secure lo- 

in, an authentication mechanism, and audit log records. When 

sers complete the registration process, they can view their own 

ealth records, as well as their Medicare medical insurance records 

or the last two years. 

At present, the security protection mechanism for exchanging 

lectronic medical records is still based on information security 

rotection. Each country has its own strict regulations, such as 

IPPA in the United States, which requires data storage methods, 

atabase security protection, data transmission channels and en- 

ryption mechanisms, types of stored data, and places where the 

ata can be used. The European Union’s GDPR defines relevant 

egulations which including "Collection Limitation Principle", "Data 

uality Principle", "Purpose Specification Principle", "Use Limita- 

ion Principle", "Security Safeguards Principle", "Openness Princi- 

le", "Individual Participation Principle", and "Accountability Prin- 

iple". The electronic exchange center (EEC) in Taiwan is based 

n centralized architecture. EEC only record the index of medi- 

al record in different institution. The real medical record is de- 

osited in institution, the completeness of medical records is relied 

n electronic signature. 

While we can easily see that management systems, platforms, 

nd data application functions have been widely developed for 

lectronic medical records in various countries, the data are still 

tored in a central database and cannot be horizontally linked and 

oncatenated. Thus, in the era of precision medicine, more priority 

hould be given to the exchange and integration of data to pro- 

ide a better infrastructure for the overall application of medical 

ervices. The SEMRES system, as proposed in this study, has good 

nfrastructure, and this architecture can ensure the security and 

orrectness of data and construct a transparent verification mech- 

nism to protect personal privacy. At the same time, the payment 

rocess of telemedicine is completed through the mechanism of 

lockchain, which helps the overall telemedicine to create a good 

cosystem. 

In the field of medical care, patients, providers, and payers have 

ormed a complex triangular relationship, and the interaction be- 

ween them is often very redundant. And medical insurance rul- 

ngs and payments involve a large number of reverse verifica- 

ions and confirmations to verify compliance with contractual con- 

itions and specifications, resulting in very complicated business 

rocesses. 

As far as patients are concerned, from registering for medical 

reatment, applying for medical records to applying and writing off

nsurance premiums, the procedure is lengthy and full of uncer- 

ainty, which reduces the willingness to add insurance. For med- 

cal institutions, a large amount of manpower is invested in pro- 

essing insurance reimbursements every year. The lengthy review 

nd payment time is uncertain, which reduces financial stability 

nd increases the risks of operation and management. For insur- 

nce companies, it spends a lot of cost input from contract signing, 

anagement, charging to claims acceptance, review and confirma- 

ion, but the delivery rate is still unsatisfactory. 
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McKinsey pointed out in the 2016 report [40] that blockchain 

echnology is expected to provide new development potential for 

he insurance industry, including innovative insurance products 

nd services, improving fraud detection and execution efficiency, 

nd reducing management costs to achieve revenue growth . And 

elieve that it is the best time for the entire insurance industry 

nd individual insurance participants to further study blockchain 

echnology and its potential. 

In 2021 Taiwan a telecommunications company cooperates with 

he Life Insurance Business Association to apply blockchain tech- 

ology to develop online insurance claims services, connect 14 in- 

urance companies and 4 medical institutions, and obtain support 

nd assistance from the capital city government. In a safe environ- 

ent, transfer medical privacy information and quickly apply for 

nsurance claims. 

The blockchain has the characteristics of decentralization, open- 

ess, and information that cannot be tampered with. On a highly 

anaged blockchain network, it can establish a trust mechanism 

cross different institutions and industries, break the original bar- 

iers of data exchange and process interoperability, and develop in- 

ovation application to provide more efficient and convenient busi- 

ess services. Combining the results of this research will be able to 

evelop patient-centered e-commerce medical services in a safer 

nd more effective way, improve patient well-being and promote 

ndustrial innovation. 
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