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Abstract

Evading immune-mediated destruction is a critical step of tumor evolution and the immune 

system is one of the strongest selective pressures during tumorigenesis. Analyzing tumor immune 

evasion from a Darwinian perspective may provide critical insight into the mechanisms of 

primary immune escape and acquired resistance to immunotherapy. Here, we review the steps 

required to mount an anti-tumor immune response, describe how each of these steps is disrupted 

during tumorigenesis, list therapeutic strategies to restore anti-tumor immunity, and discuss each 

mechanism of immune and therapeutic evasion from a Darwinian perspective.
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INTRODUCTION

Tumors are composed of mixed populations of cells residing within dynamic 

microenvironmental niches. They represent unique cellular ecosystems complete with a 

diversity of species (cellular heterogeneity), the reproduction of those species (proliferation), 

and an environment that imposes fluctuating selective pressures (microenvironmental 

variation in blood flow, extracellular matrix, and stromal cell interactions). Several models 

have been proposed to explain tumor progression and intratumor heterogeneity, including 

both Darwinian (selective) and neutral (stochastic) evolution [1–8]. However, pre-clinical 

studies as well as clinical data have described numerous examples of selection for subclones 

with particular features supporting the Darwinian model of tumor evolution [9, 10]. Data 

demonstrating that minor subclonal populations are capable of driving tumor growth and 

metastatic progression in a non-cell-autonomous manner exemplify the complexity of 

evolutionary dynamics and help explain the selective propagation of minor clones without 

their expansion [11]. Non-cell-autonomous drivers also maintain intratumor heterogeneity, 

thus, play key roles in tumorigenesis. Recent data indicates that even cancer driver 

genes thought to function in a cell autonomous manner (e.g., mutant TP53) have non-
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cell-autonomous functions highlighting the importance of cellular interactions in tumor 

development [12].

The microenvironment shapes tumor evolution by imposing a variety of selective pressures, 

including anti-tumor immunity [13, 14]. Immune-mediated destruction selects for tumor 

cell populations with evasive properties by eliminating cells vulnerable to immune killing. 

This strong selective pressure has been demonstrated in several experimental models and by 

clinical data in immunocompromised patients and is summarized in the cited review [13]. 

The immune system may eliminate malignant lesions throughout the human lifespan, with 

tumors growing into clinically detectable lesions only after immune escape [15, 16]. This 

transition from immune-mediated elimination to escape has been termed immunoediting 

[13, 17]. Immunoediting describes a three-step process in which selection by the immune 

system drives tumor evolution towards immune evasion (Figure 1). Immunoediting begins 

by the recognition of cancer cells and mounting of an immune response against them, 

in a phase termed elimination. If immune-resistant clones emerge before eradication of 

the tumor (through mechanisms such as genomic instability or epigenetic plasticity), these 

resistant clones can be sufficient to drive a tumor into an equilibrium phase, whereby 

immune-mediated killing is proportional to tumor cell proliferation and no net tumor 

outgrowth occurs. Killing of immune-sensitive clones during the equilibrium phase may 

then select for immune evasive clones, leading to immune escape and the outgrowth of an 

immune evasive tumor [11,14,15].

Although immunoediting provides an important evolutionary framework for tumor 

progression towards immune evasion, it does not detail the mechanisms by which emergent 

tumor clones evade immune destruction, and therefore the fitness advantages that are 

selected for throughout this process. Understanding the mechanisms of tumor immune 

evasion has been critical in the development of novel immunotherapies, such as immune 

checkpoint inhibitors (ICI) and adoptive cell transfer (ACT). These immunotherapies are 

designed to restore anti-tumor immunity and with studies demonstrating complete responses 

in approximately 20% of patients with metastatic melanoma after receiving cell transfer 

therapy, long-term overall survival rates of up to ten years in approximately 20% of 

patients with advanced melanoma who received ipilimumab (anti-CTLA-4), and a confirmed 

response rate of 38% in patients with advanced melanoma after receiving lambrolizumab 

(anti-PD-1), the cancer curative potential of immunotherapy has generated widespread 

enthusiasm and interest [18–20]. Despite these advances, it has proven challenging to 

identify patients who would benefit from immunotherapy and even in those selected for 

treatment, only a minority of patients within a subset of malignancies show durable 

responses [21–23]. This lack of efficacy encompasses two important clinical obstacles: 

innate resistance (indicating alternative mechanisms of immune evasion) and acquired 

resistance (indicating selection for novel immune escape mechanisms during treatment). 

Understanding of the specific steps of anti-tumor immunity and mechanisms of immune 

escape is critical to our identification of novel immunotherapies and biomarkers for patient 

selection, as well as for the design of effective combination strategies to combat therapeutic 

resistance.
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The steps of anti-tumor immunity have been outlined in several excellent reviews [24, 

25]. Here, we streamline the process of anti-tumor immunity into four main steps: 

identification, activation, targeting, and elimination (Figure 1). We review the fundamental 

biology underlying each of these steps and synthesize mechanisms of immune evasion 

that can be selected for to circumvent them. We also discuss immunotherapies used 

in the clinic in the context of restoring each anti-tumor immunity step and the novel 

immunotherapeutic strategies under preclinical and clinical investigation. Importantly, we 

discuss each mechanism of primary immune evasion and immunotherapeutic resistance from 

a Darwinian perspective to conceptualize how biological and therapeutic selective pressures 

drive immune escape.

Identification: Cancer Cell Antigens

The process of identification

The anti-tumor immune response begins with the identification of malignant cells via 

antigenic peptides. There are two broad classes of tumor antigens, tumor-associated 

antigens (TAAs) and tumor-specific antigens (TSAs). TAAs are peptides that are either 

highly overexpressed or aberrantly expressed in cancer cells [26, 27]. TAAs include 

carcinoembryonic antigens and cancer/testis antigens, which are found in tumors, at low 

levels in certain normal tissues, and during embryonic development or in germline cells 

of the testis, respectively [26, 28]. Alternatively, TSAs are characterized by unique tumor 

specificity, as they are generated by novel mutations not found in normal tissues (tumor 

neoantigens) or by viral peptides in viral-associated tumors [29]. For immune cells to 

identify tumors, cancer cells must express antigens that are both immunogenic and specific, 

so that immune responses can be elicited without interference by immune tolerance.

Identification of malignant cells also requires immune cell access to tumor antigens. To 

efficiently proceed to immune cell activation (discussed below) antigens must be taken up 

by antigen presenting cells (APCs). Dendritic cells (DC) are a subset of APC that are most 

frequently associated with anti-tumor immunity; for simplicity we will utilize the term APC 

in this review. A robust mechanism for APC access to tumor antigen is via antigen release 

following tumor cell death [24, 30]. An important caveat of this mechanism is that cell 

death must be immunogenic. Historically, it had been thought that only necrosis was an 

immunogenic form of cell death and that apoptosis was tolerogenic since it accounts for 

much of the natural cell turnover within normal tissues [30]. However, it is now accepted 

that both necrosis and apoptosis can elicit robust immune responses and that immunogenic 

forms of cell death are at least in part distinguished by the release of damage associated 

molecular patterns (DAMPs) [30, 31]. In summary, identification of malignant cells requires 

1. the expression of immunogenic and specific cancer cell antigens and 2. the availability of 

those antigens for APC uptake following immunogenic cell death (Figure 2A).

Evading immune identification

Tumors evolve to evade immune identification. If cancer cells that express highly 

immunogenic antigens are eliminated by the immune system, a selective pressure favoring 

cancer cells that downregulate immunogenic antigen expression could drive tumor evolution. 
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A recent elegant study described an example for this mechanism in non-small cell lung 

cancer (NSCLC) through neoantigen copy number loss and promoter hypermethylation [32]. 

In agreement with these findings, recent work in glioblastoma confirmed that reduction in 

neoantigen expression can facilitate tumor progression [33]. Work in a melanoma mouse 

model demonstrated that a reversible dedifferentiation program led to a loss of melanocytic 

antigen expression [34]. These studies suggest that downregulation of immunogenic antigens 

can occur through a variety of mechanisms (Figure 2A) and the prevalence of this 

downregulation among different malignancies suggests a robust selective pressure driving 

tumor evolution towards evasion of identification.

Clinical strategies to restore identification

Several clinical strategies have emerged to restore tumor identification. Perhaps the oldest 

of these strategies are the abscopal effects of radiotherapy. For decades it had been noted 

that focal radiation could lead to the regression of secondary tumors at distant sites [35]. 

Now, these effects are attributed to radiation-mediated cell death leading to the release 

of tumor antigens and DAMPs into the microenvironment, thus eliciting a robust immune 

response in some patients [35]. Although these effects had been noted in certain subsets of 

patients, it is now appreciated that more robust abscopal effects were likely not seen due 

to immunosuppressive signals such as PD-1 and CTLA-4 [35]. To explore this hypothesis, 

recent clinical studies and case reports have examined the effects of combining radio and 

immunotherapy and have led to promising results [35–37]. Another central cancer therapy 

that could be used to restore identification is chemotherapy. It has been reported that certain 

chemotherapeutic agents such as cyclophosphamide, doxorubicin, epirubicin, idarubicin, 

mitoxantrone, and oxaliplatin can induce immunogenic cell death, which would allow for 

the release of tumor antigens [38]. These chemotherapeutic agents can also increase MHC-I 

expression on tumor cells and stimulate a variety of immune cells, leading to even more 

robust anti-tumor immune responses [38]. The use of oncolytic viruses is another therapeutic 

strategy to induce immunogenic cell death and tumor antigen release [39]. Due to either 

innate or engineered tumor tropism, oncolytic viruses can demonstrate selective replication 

in cancer cells, leading to their destruction [39]. Along with tumor antigen release, oncolytic 

viruses bolster tumor immunogenicity via release of DAMPs and pathogen-associated 

molecular patterns (PAMPs) which bind pattern recognition receptors (PRR) on APCs [39].

Tumor vaccines are another immunotherapeutic strategy that can be used to restore 

identification by directly providing tumor antigens to immune cells. Several approaches 

including dendritic cell (DC), synthetic long peptide (SLP), and RNA vaccines have been 

proposed as antigen delivery mechanisms [40, 41]. While the superior delivery mechanism 

is still under investigation, it has become clear that neoantigen-based vaccines (as opposed 

to TAA based vaccines) have a clear advantage in promoting specific anti-tumor immunity 

with reduced autoimmunity or immune tolerance [26, 41]. While several clinical trials have 

evaluated the effectiveness of vaccines targeting TAAs due to their limited expression in 

normal tissues and the immune-privileged state of the testis (a common tissue expressing 

TAAs), the clinical effectiveness of TAA vaccines has been limited, potentially due to 

self-tolerance [26, 41]. Alternatively, TSAs provide unique tumor specificity and decreased 

risk of autoimmunity. For these reasons TSAs, and particularly neoantigens, have been 
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targeted for use in vaccine and ACT clinical studies [26, 42, 43]. As neoantigen vaccines 

have resulted in promising phase I melanoma and glioblastoma clinical trial results, several 

neoantigen-based cancer vaccine phase I and II clinical trials are underway in a variety of 

malignancies and in combination with other therapies [29]. The potential for neoantigen 

vaccines to be combined with ACT may also yield promising results, as it would allow 

for the generation and expansion of a T cell population with a diverse T cell repertoire 

and high tumor specificity [43]. To date, clinical studies have shown that identification 

may be restored via radiation, chemotherapy, virus-mediated immunogenic cell death or by 

vaccine-mediated antigen delivery (Figure 2A).

Potential for resistance to therapeutic identification

Just as selective pressures by the immune system drive evasion of identification by tumor 

cells, clinical interventions restoring identification may select for therapeutic resistance. 

To predict potential mechanisms of immunotherapeutic resistance, it is important to 

conceptualize the requirements and thus potential points of escape from these therapies. 

For example, to stimulate an anti-tumor immune response, immunogenic cell death requires 

appropriate APC function. Interestingly, cytokines such as IL-10 have been linked to 

both chemoresistance and APC suppression, and thus represent a potential mechanism 

for acquired resistance [44, 45]. In this scenario, chemotherapy could select for IL-10 

expressing tumor clones that are both chemo-resistant and capable of dampening the anti-

tumor immune response despite the antigen release by chemo-sensitive clones. Therefore, 

perhaps therapeutic strategies such as DC vaccines, which remove DCs from the tumor 

microenvironment and load DCs with antigen ex vivo, may avoid these avenues of 

therapeutic evasion and increase odds of success.

The potential success of anti-tumor vaccines can be assessed through a similar evolutionary 

framework. In this case, intratumor heterogeneity presents a substantial obstacle and an 

opportunity for therapeutic escape. For example, mono-antigenic vaccines may selectively 

eliminate specific tumor clones, providing a selective advantage to clones not expressing the 

targeted antigen. This possibility should therefore promote the generation of poly-antigenic 

vaccines. However, while poly-antigenic vaccines may broaden the repertoire of targeted 

tumor clones, the antigens targeted by these vaccines are limited to what can be identified 

from a given tumor sample. Therefore, in a highly heterogeneous tumor, the tumor sample 

used for Next Generation DNA and/or RNA Sequencing and subsequent vaccine generation 

may not be representative of the whole tumor, allowing for the possibility of therapeutic 

escape. This knowledge calls for the inclusion of mutational lineage tracing and neoantigen 

selection targeted towards truncal mutations to increase the probability of targeting common 

neoantigens between subclones. While these are just a few potential examples of therapeutic 

resistance to identification, the conceptual framework they provide highlights the utility of 

Darwinian evolutionary theories in guiding the design of novel immunotherapies.
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Activation: Immune Cell Coordination

The process of activation

The second step of anti-tumor immunity is the activation of immune cells. Here, we 

will primarily focus on T cells due to the groundbreaking drug developments that have 

resulted from their characterization. T cells are lymphocytes whose progenitors originate 

in the bone marrow and travel to the thymus to complete their development [46]. In the 

thymus, T cells become committed to a CD4+ or CD8+ lineage in a process that is tightly 

regulated by thymic architecture, stromal cell engagement, notch signaling, transcription 

factor activity, and binding to MHC-I or II [46, 47]. T cells also undergo stringent selection 

for self-reactivity in the thymus to ensure autoimmunity is avoided [46, 48]. After lineage 

commitment, CD4+ and CD8+ T cells are considered naïve until they engage with their T 

cell receptor (TCR) specific antigen and are co-stimulated by APCs, leading to an effector 

cell state transition [48, 49]. Effector T cell population expansion occurs after activation, 

with large-scale apoptosis occurring shortly thereafter, to regulate immune activity and avoid 

damage to normal tissues [48]. However, a small portion of effector T cells transition into 

memory T cells to enable rapid immune responses if an antigen is reencountered [50, 51]. 

There are several functional differences between naïve and memory T cells including their 

localization and activation requirements. While memory T cells can reside in non-lymphoid 

tissues and readily transition into effector cells, naïve T cells are primarily found in the 

circulation and secondary lymphoid tissues and require further co-stimulatory signals for 

activation ([49–53].

APCs play a crucial part in T cell activation as they express MHC-I and II and can therefore 

proficiently present antigen to CD8+ and CD4+ T cells, respectively [54]. Additionally, 

APCs provide the co-stimulatory signals required for T cell activation (such as B7 molecule 

engagement of CD28) [54, 55]. APCs are activated by antigen uptake and co-stimulation of 

PRR by DAMPs or PAMPs, and their subsequent maturation leads to increased expression 

of MHC and B7 molecules [54, 56, 57]. While APCs can locally activate tissue resident 

memory T cells, naïve T cells are not commonly found within non-lymphoid tissues and 

require APCs to travel to lymph nodes for their activation [49, 54]. In the lymph node, naïve 

CD4+ and CD8+ T cells systematically scan APCs for antigen [58]. It has been suggested 

that the directed migration of T cells (guided by chemokine and ECM gradients in the 

lymph node) allows for the efficient and rapid scanning of APCs, thus increasing the odds 

of encountering a TCR-specific antigen [58]. Upon TCR engagement and co-stimulation by 

APCs, CD4+ and CD8+ T cells activate and transition into an effector state [48, 49].

Helper CD4+ T cells (Th cells) function by releasing a variety of cytokines into the local 

microenvironment to regulate immune responses [59]. These cytokines include IL-2, which 

can promote the recruitment and cytolytic function of CD8+ cytotoxic T cells (CTL) [59, 

60]. It has also been shown that in the absence of Th cells, effector CTL are more likely 

to undergo apoptosis upon re-exposure to antigen, thus promoting antigenic tolerance [61]. 

But not all CD4+ T cells serve to stimulate immunity. A subset of CD4+ T cells known as 

regulatory T cells (Treg) suppress immunity and have been shown to correlate with poor 

patient survival in a variety of malignancies [62]. Additionally, it has been suggested that 
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along with activating Th cells, certain APCs can also drive CD4+ T cell differentiation into 

the inhibitory Treg subtype [57]. Thus, APCs and CD4+ T cells can promote and suppress 

immune activity.

CTL are responsible for tumor cell killing and their infiltration into tumors is correlated 

with improved patient prognosis in a variety of malignancies [63]. To avoid tissue damage, 

CTLs are tightly regulated by immunomodulatory signals that can induce CTL apoptosis, 

memory transition or exhaustion [50, 64–66]. It is thought that chronic antigen presentation 

and inflammation in tumors can lead to CTL exhaustion and loss of function [65, 66]. A 

hallmark of CTL exhaustion is expression of the immunoinhibitory receptor PD-1, which 

although expressed at low levels upon T cell activation, is significantly upregulated via 

promoter demethylation upon CTL exhaustion [65, 66]. In summary, the optimal activation 

of T cells requires (1) antigen presentation and co-stimulation by mature APCs, (2) immune 

cell coordination and ‘help’, and (3) avoidance of inhibitory signals and exhaustion (Figure 

2B).

Evading activation

Tumors evolve to disrupt immune activation. This can be accomplished at any step 

of activation including disrupting APC maturation and therefore stimulation of T cells, 

promoting a Treg dominant CD4+ population, and driving T cell exhaustion and inhibitory 

signaling (Figure 2B). Tumors have been shown to functionally impair APCs via a 

suppressive tumor microenvironment (including hypoxia, increased levels of adenosine and 

lactate, and low pH) and by the secretion of inhibitory cytokines (such as IL-10, IL-6, GM-

CSF, and VEGF) [56, 57] Tumors have also demonstrated an ability to recruit Treg cells via 

the secretion of cytokines such as CCL2, CCL17, and VEGF, and promote Treg population 

expansion via TGFβ and IDO secretion [67, 68]. The secretion of immunosuppressive and 

inflammatory cytokines (such as IL-10, TGFβ, IL-6, and type I IFNs) within tumors also 

promotes T cell exhaustion [65, 66]. Additionally, tumor-mediated APC dysfunction and 

Treg promotion may further promote T cell exhaustion [65, 66]. Expression of inhibitory 

receptors such as PD-1 and CTLA-4 increases during T cell exhaustion, with the level and 

number of these receptors influencing exhaustion severity [65, 66]. B7 molecules found 

on APCs are ligands for CTLA-4 and due to differences in affinity, T cell expression 

of CTLA-4 can outcompete CD28 binding to B7, thus disrupting T cell activation [69]. 

Alternatively, PD-L1 is the primary ligand for PD-1, and it is expressed in both tumor-

associated stromal and cancer cells in a variety of malignancies [70, 71]. Unlike CTLA-4, 

PD-L1 binding to PD-1 disrupts T cell activation via attenuation of TCR signaling [71]. 

Although there is still much to learn about inhibitory receptor signaling and function, it is 

clear that these receptors play a major role in immune exhaustion and tumor immune escape.

Ageing, a major risk factor for cancer, may further enable evasion of immune activation. 

In particular, ageing has been associated with a decrease in naïve T cell production, a loss 

of T cell CD28 surface expression, an increase in exhausted T cells and impaired cytokine 

production by CD4+ and CD8+ T cells [72–74]. Age and infectious disease history may 

also interact to regulate TCR repertoire diversity, which has been shown to limit tumor 

development in pre-clinical models and improve responses to immunotherapy in a clinical 
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study of NSCLC [75, 76]. Although immunological challenges usually serve to diversify 

TCR repertoires, chronic infections in aged adults may limit TCR diversification. For 

example, aged adults with chronic cytomegalovirus (CMV) infection demonstrate a decrease 

in TCR diversity, as CMV-responsive T cells become the dominant population in these 

individuals [72, 77]. Overall, a wide variety of mechanisms of perturbed immune activation 

and exhaustion are observed in tumors[78–80], and the diversity of these pathways suggests 

a strong selective pressure driving tumor evolution towards evasion of activation.

Clinical strategies to restore activation

The development of ICI has ushered in a new era of tumor immunology by demonstrating 

the therapeutic potential of restoring immune activation. The success of ICI in a subset 

of patients has led to FDA approval of anti-CTLA-4 (e.g., ipilimumab), anti-PD-1 (e.g., 

nivolumab, pembrolizumab, cemiplimab), and anti-PD-L1 (e.g., atezolizumab, avelumab, 

durvalumab), and has made these agents first-line therapies in certain malignancies [69, 

70, 81, 82]. However, due to the relatively small subset of patients with durable responses 

from single agent ICI treatment, hundreds of clinical trials are underway to explore potential 

combination therapies and ICI uses in different malignancies [69–71]. As the name implies, 

ICI function by blocking the inhibitory receptors that limit the activation of T cells, thus 

‘releasing the brakes’ on immune activation. Importantly, work with ICI has shown that 

T cell exhaustion is a reversible state, with ICI treatment being able to reinvigorate the 

effector functions of previously exhausted T cells [65, 66]. However, releasing the brakes on 

immunity can come with significant consequences, as immune checkpoints serve important 

roles in immune-homeostasis and avoidance of autoimmunity. Tumor progression and some 

severe cases of autoimmunity have been seen following ICI treatment in subsets of patients 

thus, identification of patients who would benefit from ICI and have low risk for immune-

related adverse events, as well as developing clinical strategies to manage immune related 

adverse events is critical for extending ICI to larger patient populations and earlier stages 

[70, 83].

Modulation of immunoinhibitory cytokines has also been an attractive therapeutic 

strategy. However, even cytokines with well documented immunosuppressive functions 

such as IL-10, IL-6 and TGFβ have shown both pro and anti-tumor effects in certain 

contexts, making them challenging therapeutic targets [84–86]. Interestingly, anti-VEGF-A 

therapy combined with anti-PD1/PD-L1 has proven to be beneficial in clinical studies 

[87]. However, the precise mechanism of this synergy requires further mechanistic 

characterization. Overall, further studies will be needed to elucidate the appropriate timing 

and context needed for cytokine manipulation.

Therapies targeting Tregs are also an area of intense interest in immunotherapy. Several 

approaches including anti-CD25, anti-CCR4, anti-OX40 and anti-GITR antibodies, as 

well as inhibitors of IDO-1, VEGF, PI3K, HSP, TGFβ, and FAK have been proposed 

to modulate Treg activation, function, and tumor infiltration [68, 88–90]. However, the 

detailed mechanism of action for these therapies is still under investigation in various 

clinical studies [68, 88–90]. In addition to consequences of increased autoimmunity with 

systemic Treg inhibition, Treg therapies are also confounded by the expression of similar 
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receptors (such as CD25) on the surface of effector T cells [68, 88–90]. Therefore, 

efforts are underway to selectively target tumor associated Treg cells while maintaining 

effector T cell and peripheral Treg function. It has been suggested that differences in the 

kinetics and expression of target molecules may be key to this strategy [90]. To date, the 

greatest clinical success in restoring immune activation has been shown with ICI. However, 

several intriguing strategies are being investigated including combination ICI treatments, 

modulation of immunoinhibitory cytokines and inhibition of tumor associated Treg cells 

(Figure 2B).

Potential for resistance to therapeutic activation

Clinical interventions restoring activation can function as a selective pressure for therapeutic 

resistance. Although widespread usage of ICI in the clinic is still in relatively early stages, 

reports of acquired resistance to ICI therapy have begun to emerge. In fact, it is now 

estimated that 25–33% of melanoma patients initially responsive to ICI will experience 

disease progression even with continued usage [82, 91]. This significant relapse rate 

suggests robust therapeutically imposed selection and immunoediting during ICI treatment. 

In agreement with this model, studies done in NSCLC patients suggest that immunoediting 

drives acquired ICI resistance [82]. Additionally, a mouse model of colorectal cancer 

demonstrated that even in cancers that may follow neutral evolution, treatment with anti-

PD-L1 imposed a sufficient selective pressure to alter dynamics consistent with Darwinian 

evolution [92]. Several studies in various cancer types have described multiple different 

mechanisms of acquired resistance to ICI including upregulation of alternative immune 

checkpoints, defective IFN signaling, downregulation of antigen expression and neoantigen 

loss, loss of MHC-I surface expression, and upregulation of VEGF [21, 82, 91, 93, 94]. 

Although additional mechanisms of acquired ICI resistance have yet to be characterized, it 

widely considered that there will be significant overlap with mechanisms of innate immune 

resistance as specified above. These similarities are intuitive from a Darwinian perspective, 

as the selective pressure of ICI treatment may initiate a new cycle of immunoediting (just 

as immunoediting shaped the primary immune escape), leading to the emergence of newly 

escaped clones [82, 91].

Targeting: Homing and Infiltration

The process of targeting

The third step of anti-tumor immunity is the targeting of immune cells to tumors. After 

activation, T cells exit the lymph node and enter the circulation in search of their TCR 

specific antigen. Homing of leukocytes to inflamed tissues requires several coordinated 

steps, beginning with rolling and tethering along blood vasculature. Rolling and tethering 

describes the process by which leukocytes can slowly survey appropriate exit cites along 

venule walls by making transient adhesions with endothelial cells via selectin/ligand binding 

[52]. Once rolling leukocytes encounter appropriate endothelial presented chemoattractants, 

a rapid inside-out activation of integrin heterodimers occurs, causing their arrest and firm 

adhesion to the venule wall [52]. In addition to the increased affinity and avidity of integrin 

bonds, this activation process serves to repolarize the leukocyte, leading to remodeling of 

the actin cytoskeleton [52, 95]. This actin remodeling event is key in allowing for either 
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the immediate para/trans-endothelial migration of leukocytes or the migration (‘crawling’) 

of leukocytes along venule walls in search of an exit [52, 95]. Like other forms of directed 

cell migration, leukocyte crawling is mediated by a protrusive leading edge and a contractile 

cell rear, and is directed by intravascular chemotactic gradients [95]. Once chemotactic 

and/or haptotactic exit cues are detected, leukocytes arrest and begin weakening endothelial 

barrier function [95]. Leukocytes have been shown to perform both transendothelial and 

paraendothelial migration, with the latter occurring more frequently [95]. To fully exit 

the venule, leukocytes must also pass through the pericyte sheath and venular basement 

membrane. Although this process is not fully defined, it is thought that pericyte assistance 

and areas of low matrix density in the basement membrane contribute to leukocyte crossing 

[95].

Although leukocytes have been shown to perform both random and patterned movements 

during migration, chemotactic gradients are thought to play a significant role in directing 

T cell migration towards tumor beds, as CXCL9 and CXCL10 expression consistently 

correlate with T cell infiltration [96–99]. However, leukocytes are also capable of 

haptotactic and mechanotactic migration, which raises the question as to whether these 

forms of directed cell migration are also at play [95, 100]. Stromal cells in the tumor 

microenvironment are also capable of secreting chemoattractants (such as CXCL12) and 

may therefore redirect T cells away from tumor masses and toward stromal areas [98]. 

Overall, immune targeting requires a two-step process of tumor homing and infiltration 

(Figure 2C). Depending on the ability of immune cells to properly home and infiltrate, 

three broad tumor immune targeting phenotypes may arise: (1) ‘inflamed’, tumor cells 

are intermixed with immune cells (suggests successful homing and infiltration), (2) ‘stroma-

restricted’, immune cells are found within tumor stroma but not intermixed with tumor cells 

(suggests successful homing but failed infiltration), and (3) ‘immune cold’, tumors in which 

immune cells are not found (suggests failed homing with infiltration capacity remaining 

unknown). Tumors with these three distinct patterns of leukocyte homing and infiltration 

have differences in response treatment and clinical outcomes [101]

Evading targeting

Tumors evolve to disrupt immune targeting. The ability of T cells to infiltrate tumors is 

a major determinant of tumor cell killing and patient survival [98, 99, 102]. Therefore, a 

survival advantage is conferred to tumors that evolve mechanisms to perturb this process. 

T cell trafficking to tumors is thought to be negatively affected by leaky tumor-associated 

blood vessels, due to abnormal blood flow [98, 103]. Additionally, tumor secreted molecules 

such as VEGF-A, can downregulate the expression of endothelial adhesion molecules such 

as ICAM-1, thus inhibiting T cell adhesion to the endothelium and exit from the vasculature 

[98]. Tumor secreted VEGF-A, prostaglandin E2, and IL-10 have been shown to induce 

expression of FASL on endothelial cells, leading to CD8+ T cell death in preclinical 

models [98]. Tumor cells can also silence their expression of T cell chemoattractants such 

as CXCL9 and CXCL10 via promoter methylation, and thus limit necessary directional 

cues for T cell tumor infiltration [98, 99]. It has also been proposed that tumor cells 

can secrete Galectin-3, which sequesters IFNγ in the extracellular matrix and thus limits 

IFNγ-mediated chemokine production [104]. Collectively, these studies suggest that tumors 
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evolve several mechanisms to disrupt both the homing and infiltration aspects of leukocyte 

targeting (Figure 2C).

Clinical strategies to restore targeting

The mechanisms regulating immune targeting to tumors still require extensive 

characterization. However, the significantly better patient survival conferred by T cell 

infiltration of solid tumors has spurred interest in developing therapeutic strategies to restore 

targeting [98, 102]. Vessel normalization via treatment with anti-VEGF-A therapies has 

been proposed as one such strategy [98, 99, 103, 105] (Figure 2C). Encouragingly, when 

anti-VEGF-A was given in conjunction with ACT therapy in a mouse model of melanoma, 

anti-VEGF-A treatment was shown to increase the tumor infiltration of transferred T cells 

[103]. Importantly, several other pre-clinical and clinical studies have shown an increase 

in T cell recruitment and infiltration with combined anti-angiogenic and immunotherapy 

treatment regimens [106]. ACT therapies have also attempted to increase T cell targeting by 

collecting T cells that have already infiltrated tumors (tumor-infiltrating lymphocytes; TILs) 

for expansion and re-introduction, as well as by engineering T cells to express receptors 

for specific tumor secreted cytokines [97, 103] (Figure 2C). Usage of epigenetic modifiers 

has also been proposed to restore expression of silenced chemokines such as CXCL9 and 

CXCL10 and have shown promising results in preclinical models [98, 99] (Figure 2C).

Potential for resistance to therapeutic targeting

The mechanisms regulating immune targeting, its evasion and clinical restoration are still 

in their early stages of characterization. Immune targeting may be a unique immunity 

step as it seems to be regulated more by the collective tumor microenvironment than the 

individual tumor cell. Thus far, there have been few widely accepted clinical strategies for 

therapeutic modulation of the tumor microenvironment, apart from vessel normalization [98, 

99, 107]. However, an important lesson can be learned from the history of anti-VEGF-A 

therapy. Anti-VEGF-A was initially conceived as an anti-angiogenic strategy, designed to 

be used at high doses to ‘starve’ tumors of oxygen and nutrients [98] [107]. However, 

instead of eradication, the hypoxic conditions resulting from this treatment strategy led 

to the emergence of highly aggressive tumor subclones. Thus, the concept of vessel 

normalization using low-dose anti-VEGF-A emerged as an alternative approach [107]. 

Vessel normalization uses the same drug (at lower doses or for shorter periods of time) to 

improve the function of abnormal tumor-associated vessels and has thus far led to promising 

clinical results [98, 99, 105, 107]. From an ecological perspective, microenvironmental 

modulation as opposed to targeted therapy, would be the equivalent difference between 

killing one species of animal in an ecosystem (targeted therapy) and transforming the 

environment the ecosystem resides within (such as converting a rainforest into a desert; 

microenvironmental modulation). Although there could be sweeping and multifaceted 

benefits to this strategy, the evolutionary outcomes of microenvironmental modulation are 

far less predictable and therefore warrant extensive characterization.
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Elimination: Recognition and Killing

The process of elimination

The final step of anti-tumor immunity is the elimination of tumor cells, which is initiated by 

target cell recognition and binding by CTLs and completed by effector molecule-mediated 

killing [108, 109]. Once CTLs enter the tumor bed they must locate and engage with 

their TCR-specific antigen, which is presented on MHC-I molecules. Nearly all nucleated 

cells are capable of presenting peptides on MHC-I receptors, including tumor cells. Upon 

antigen recognition, CTLs bind target cells and establish an ‘immunological synapse’ to 

deliver death ligands and granules [108, 109]. Stable immunological synapses have been 

shown to provide long-lived contacts between CTLs and target cells, however recent in vivo 
evidence has suggested that highly dynamic contacts formed during the sustained motility 

of CTLs on target cells can also mediate cell killing [109]. Immunological synapses are 

formed around antigen-bound TCRs and are further facilitated by either CD103/E-cadherin 

or LFA-1/ICAM-1 adhesion [110, 111]. Actin cytoskeletal dynamics within CTLs, mediated 

by Arp2/3 and formins, are thought to cluster additional adhesion molecules and strengthen 

bonds, leading to the maturation of immunological synapses [111].

Synapse formation directs the repolarization of CTLs, leading to the directional exocytosis 

of cytolytic granules (such as granzymes) and/or presentation of death ligands (such as 

FASL and TRAIL) [109–111]. Delivery of cytolytic granules is reliant upon perforation of 

the target cell membrane, largely by perforin, which also has innate cytolytic ability [111]. 

Additionally, it has been proposed that the mechanical forces occurring at immunological 

synapses contribute to pore expansion within target cell membranes [109, 111]. It has been 

suggested that multiple CTLs and contacts are required for optimal target cell killing, which 

may speak to the heterogeneity of CTL effector molecule expression and variability in 

target cell susceptibility to specific death signals [109]. Ultimately, CTL-mediated target 

cell killing is a dynamic process mediated by antigen recognition, target cell binding, and 

delivery of effector molecules (Figure 2D).

Evading elimination

Tumors evolve to evade immune elimination. Escape from recognition via dysregulation 

of antigen presentation is a prominent mechanism seen in a variety of cancers. Data from 

NSCLC, colorectal, uterine, breast, gastric, cervical, and head and neck cancer have all 

shown genomic alterations in HLA and specifically, in MHC-I associated genes [112–115]. 

Although the functional consequences of specific genetic aberrations have not been fully 

characterized, decreases in HLA expression (via loss of heterozygosity) and mutations 

leading to MHC instability are frequently reported [112–115]. In addition to HLA class 

I (HLA-I) downregulation, several malignancies including breast, colorectal, lung, renal, 

ovarian cancer, and melanoma have shown increased HLA-G and/or HLA-E expression 

[116, 117]. Expression of HLA-G or HLA-E may promote tumor immunotolerance and is a 

biomarker of poor clinical outcome [116, 117]. Importantly, in a mouse model of sarcoma, 

it was suggested that loss of TSA expression or MHC-I presentation was necessary and 

sufficient to drive immunoediting, leading to the evolution of less immunogenic tumors 

[118].
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In addition to aberrant antigen presentation, cancer cells can evade elimination by perturbing 

CTL binding and directly resisting CTL death signals (Figure 2D). As discussed above, 

CTLs require physical interaction with tumor cells to initiate killing. This interaction is 

mediated by CTL binding to E-cadherin or ICAM-1 on tumor cells. ICAM-1 expression 

is downregulated in some cancer cells, which confers resistance to CTL killing [119]. 

Similarly, E-cadherin expression is downregulated in some tumors as part of epithelial-

mesenchymal transition (EMT) [120]. Finally, PD-L1 (also known as B7-H1) expression on 

tumor cells has also been linked to resistance of CTL-mediated apoptosis and FasL-mediated 

death, in a process termed ‘molecular shielding’ [121]. Therefore, PD-L1 expression can 

directly confer antiapoptotic signals to tumor cells. Collectively, these studies demonstrate 

the diverse mechanisms by which tumors evade immune elimination (Figure 2D).

Clinical strategies to restore elimination

Several of the successful immunotherapies already being used in the clinic have overlapping 

benefits for restoring immune-mediated elimination. Although anti-PD-1/PD-L1 drugs are 

largely discussed in the context of immune activation (discussed above), blocking PD-1/PD-

L1 interaction may also inhibit molecular shielding and make cancer cells more susceptible 

to CTL-mediated killing [122] (Figure 2D). Additionally, chimeric antigen receptor (CAR) 

T cell therapy may be a key therapeutic strategy to restore T cell recognition of tumor cells 

that have downregulated MHC-I antigen presentation (Figure 2D). CAR T cells bypass 

the need for antigen presentation on MHC-I and instead utilize synthetic receptors to 

target specific tumor antigens [123, 124]. Additionally, next-generation CARs also contain 

co-stimulatory domains, which further enhance CAR T cell activity [124]. However, CAR T 

cell therapy has had limited success in solid tumors, potentially due to antigen heterogeneity 

and microenvironmental obstacles [123, 124].

Novel immunotherapies such as bispecific T cell engagers (BiTEs) are also being developed 

to restore immune-mediated elimination (Figure 2D). As the name implies, BiTEs are 

bispecific molecules that are engineered to bind T cells (usually via CD3) and tumor cells 

(via a TAA) [125, 126]. The tandem engagement of BiTEs to both of their target cell types 

physically links T cells to tumor cells, leading to immunological synapse formation and 

T cell-mediated killing [125]. Although the mechanisms regulating BiTE functions are not 

fully understood, clinical trials have shown promising results in hematological malignancies 

and successful preclinical studies have promoted phase I clinical trials for BiTEs targeted to 

solid tumors [125, 126]. However, several limitations including a short serum half-life and 

preferential cytotoxicity by memory T cells suggest that further optimization of this novel 

technology will be required [125].

Potential for resistance to therapeutic elimination

Clinical restoration of elimination can serve as a potent selective pressure. From an 

evolutionary perspective, a major flaw in the therapeutics discussed above (CAR T cell 

therapy and BiTEs) derives from the antigen specificity required by each of these strategies. 

Both utilize TAAs as tumor cell identifiers, which aside from issues with autoimmunity 

(due to low levels of TAA expression in normal tissues), will inherently select for 

tumor cells that do not express the targeted antigen. Tumor cell antigen expression is 
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heterogeneous and subject to change via genetic and epigenetic mechanisms (discussed 

in the identification section above). Therefore, immunotherapies targeting specific TAAs 

will favor the propagation of preexisting tumor cells that do not express the TAA and 

further select for subclones that downregulate antigen expression. Importantly, therapeutics 

targeting antigens expressed in less aggressive cells (such as MT-110, a BiTE targeting 

EpCam) may select for highly aggressive subclones that have lost these antigens (such as 

cells that have undergone an EMT program). Therefore, current clinical strategies used to 

restore elimination may drive tumor evolution towards an aggressive and immune-resistant 

phenotype.

Concluding Remarks

Here, we streamline anti-tumor immunity into a four-step process and review the biological 

requirements of each step. We present a range of mechanisms that tumors evolve to disrupt 

each immunity step, and thus escape anti-tumor immunity (Figure 3). We then discuss 

potential strategies for the therapeutic restoration of each step, as well as possible avenues of 

acquired resistance to these restoration strategies. We discuss evasion and resistance from a 

Darwinian perspective to conceptualize how natural selection drives primary immunoediting 

and how therapy-induced selection may drive acquired resistance in the clinic.

Although we discuss the steps of anti-tumor immunity in a compartmentalized fashion, it 

is important to highlight that each step is innately interconnected with and reliant upon all 

previous steps (Figure 3). Therefore, tumors may perturb step four by disrupting any of the 

mechanisms of steps one through three, with the same being true for all steps. Although 

we largely focus on acquired therapeutic resistance (to model how selection drives tumor 

evolution towards resistance), innate therapeutic resistance is likely conferred by an escaped 

immunity step outside the one being clinically targeted. Additionally, acquired therapeutic 

resistance can also occur by disrupting other steps of immunity. Although this exponentially 

increases the avenues by which tumor cells can evade anti-tumor immunity, we propose 

that by improved understanding of the natural and therapy-imposed selective pressures 

and mechanisms driving cancer cell heterogeneity, we can begin to predict patient-specific 

dynamics of immune evasion.

Another critical point is that immunoediting describes the temporal accumulation of 

immune-evasion mechanisms (broken immunity steps). Therefore, we propose that earlier 

detection and treatment provides a clinical opportunity to restore anti-tumor immunity 

before a broad repertoire of evasion mechanisms are acquired, thus increasing the likelihood 

of immunotherapeutic success. Immune escape has been suggested to occur even before 

tumor invasion [127]. Thus, single-agent immunotherapies, which demonstrate lower levels 

of adverse events compared to combination treatments, may be the most successful 

during early-stage disease. There is also a significant need to develop a comprehensive, 

standardized panel of biomarkers for disrupted immunity steps. This panel would allow 

clinicians to select appropriate immunotherapeutic agents and determine the minimum 

number of non-redundant immune pathways in need of clinical restoration. A promising 

member of this panel may be Immunoscore, a method of quantifying anti-tumor immune 

infiltration [128]. However, markers for multiple steps of the anti-tumor immunity cascade 
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should be incorporated. An additional consideration for immune escape diagnostics is the 

spatial heterogeneity of immune evasion phenotypes that may be present within a tumor 

(Figure 3). While single biopsies may not reveal the diversity of immune escape mechanisms 

within a tumor, multiple spatially distributed biopsies may be more representative of 

immune evasion phenotypes and should thus be considered.

Finally, cellular heterogeneity and plasticity are drivers of tumor evolution and thus, mediate 

immune escape. Therefore, epigenetic modulators that decrease these properties should 

be considered as combination treatments with immunotherapy to slow tumor evolution, 

immune escape and acquired immunotherapeutic resistance [129].
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Figure 1. Schematics of immunoediting.
In the elimination phase, most malignant cells are sensitive to anti-tumor immunity and 

immunity steps are intact. The elimination of immune-sensitive cells selects for cells with 

perturbed immunity steps that are no longer sensitive to immune-mediated elimination. 

There is an evolutionary bottleneck that selects for cells that are either able to evade 

anti-tumor immunity or can proliferate quickly enough to sustain a high turnover, immune 

sensitive population. In the equilibrium phase, there is a mixture of immune-sensitive and 

insensitive cells and tumor cell elimination is proportional to rates of cell proliferation, 

leading to no net tumor outgrowth. Intact and perturbed immunity steps are both represented 

during this phase. For tumor outgrowth to occur, immune-insensitive cells are selected 

for during a second evolutionary bottleneck, allowing for tumor cell proliferation to occur 

without elimination by anti-tumor immunity. In the escape phase, most malignant cells are 

insensitive to anti-tumor immunity and immunity steps are perturbed. It is possible for 

immune-sensitive subclones with intact immunity steps to emerge and/or remain within this 

population if escaped clones maintain an immunosuppressive environment, thus shielding 

the sensitive clone from anti-tumor immunity.
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Figure 2. Steps of immune recognition and escape.
A, Requirements, escape mechanisms, and restoration options of immune identification. 

The successful identification of malignant cells requires cancer cell antigen expression, 

followed by antigen uptake by APCs. At each requirement, there is an opportunity for 

immune escape via the mechanisms listed. Possible methods of therapeutic restoration are 

shown and therapeutic success would allow for identification to continue. B, Requirements, 

escape mechanisms and restoration options of activation. Optimal activation of T cells 

requires an APC-mediated effector state transition, CD4+ T cell-mediated help, and 

avoidance of inhibition/exhaustion. At each requirement, there is an opportunity for 
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immune escape via the mechanisms listed. Possible methods of therapeutic restoration are 

shown, and therapeutic success would allow for activation to continue. C, Requirements, 

escape mechanisms and restoration options of targeting. Successful targeting of immune 

cells to tumors requires appropriate tumor homing, followed by tumor infiltration. At 

each requirement, there is an opportunity for immune escape via the mechanisms listed. 

Possible methods of therapeutic restoration are shown, and therapeutic success would allow 

for targeting to continue. D, Requirements, escape mechanisms and restoration options 

of elimination. CTL-mediated cancer cell elimination requires antigen presentation and 

recognition, target cell binding, and effector molecule delivery and function. At each 

requirement, there is an opportunity for immune escape via the mechanisms listed. Possible 

methods of therapeutic restoration are shown, and therapeutic success would allow for 

elimination to continue.
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Figure 3. Multiple escape mechanisms at each immunity step provide an opportunity for immune 
escape and selection of an immune-evasive tumor.
An immune-sensitive tumor contains intact immunity steps. At each step there are multiple 

opportunities for immune escape to occur, selecting for immune evasive cells. Elimination 

of immune-sensitive clones selects for cells with a variety of immune evasive properties. 

These cells are free to expand into immunologically heterogeneous, clinically detectable 

lesions. The diversity of immune escape mechanisms represented in this tumor reveals how 

immunotherapeutic approaches targeting only one mechanism of immune escape will select 

for clones with alternative escape mechanisms. Thus, a small biopsy may not reveal the 

heterogeneity of immune escape mechanisms present within a tumor.
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