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Abstract

Positive patient identification (PPID) is an integral step to ensure the correct patient identity 

prior to a healthcare delivery event. Following implementation of a new EHR in November 

2017, Vanderbilt University Medical Center (VUMC) experienced frequent and inconsistent 

failure of barcode scanners which impacted the electronic PPID (ePPID) and blood verification 

processes. Following multiple iterations of troubleshooting, vendor engagement, and device 

upgrades, we developed a clinical decision support (CDS) tool as a visual reminder to perform 

ePPID. If ePPID was initially bypassed, the clinician received a passive alert which remained 

visible throughout the procedure or until ePPID was completed successfully. We conducted a 

retrospective observational study using an interrupted time series analysis and analysis of variance 

pre-and post-CDS intervention. Following CDS intervention, we observed an immediate 20.8% 

increase in successful ePPID (p < 0.001). The mean success rate of ePPID attempts increased from 

62.0% pre-intervention to 94.4% post-intervention (p < 0.001). There were 108 providers who 

had less than 80.0% success in the six-months prior to CDS intervention, of whom all improved 

to an average of 95.9% success. Our CDS approach highlights the utility of non-interruptive but 

continually visible alerts to improve patient safety workflows. By making errors clearly visible to 

users and their peers, performance improved to only 5.6% of alerts bypassed.
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Introduction

Preventable medical errors are estimated to be the third leading cause of death in the United 

States [1]. Patient and specimen misidentification has garnered considerable evidence as a 

particular source of preventable harm to patients, including medication errors, diagnostic 

errors, incorrect procedures, and death [2–4]. Positive patient identification (PPID) is 

an approach to avoid these misidentification errors by ensuring that healthcare delivery 

events are provided to the correct patient and the correct time using the correct means of 

administration [5]. Ensuring accurate PPID has been recognized as an approach to improve 

the quality and safety patient care [6, 7]. Consistent and accurate PPID using two different 

patient identifiers is a Joint Commission National Patient Safety Goal [8].

Electronic PPID (ePPID) technology, often deployed as a barcode scanning system, is 

widely operational across healthcare environments. These systems provide integration with 

the electronic health record (EHR) system to verify the correct patient, their medical 

history, and their therapeutic regimens. The barcode scanning-based ePPID system consists 

of patient wristbands with a printed barcode that contains identifying information. Prior 

to a healthcare delivery event, the clinician confirms a patient’s identity by scanning the 

wristband barcode and scanning a separate barcode on a specimen, medication, or the 

EHR screen to verify the correct patient and correct therapy. This technology has greatly 

improved the PPID workflow, with extensive research highlighting its improvements to 

patient safety across clinical environments [9, 10].

Vanderbilt University Medical Center (VUMC) in November 2017 migrated from a locally-

developed EHR to the Epic system. VUMC implemented barcode scanning of patient 

wristbands to enable ePPID. Following the EHR migration, VUMC experienced frequent 

and inconsistent barcode scanning failures across perioperative and other procedural 

areas, which impacted electronic PPID and blood verification processes. As a result, 

some providers frequently bypassed ePPID documentation and manually selected patients 

rather than performing the necessary troubleshooting steps, which led to patient safety 

concerns. Following numerous problem management approaches, we developed a passive, 

conditionally visible, clinical decision support (CDS) tool to encourage accurate ePPID 

following initial documentation bypass. We highlight the steps by which we designed and 

developed the CDS tool and present statistics to describe its efficacy in improving ePPID.

Methods

The work was conducted as quality improvement and was exempt from institutional review 

board review.
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Study site

The Vanderbilt University Medical Center is a large academic medical center located in 

middle Tennessee. VUMC includes the 864-bed Vanderbilt University Hospital, which 

performs nearly 40,000 yearly surgical procedures [11]. The perioperative environment 

supports both anesthesiology and surgery trainees. The anesthesiology services are staffed 

by faculty members, residents, certified registered nurse anesthetists, and student nurse 

anesthetists. Barcode scanners are used by anesthesia providers to verify that the correct 

patient and correct patient chart are open prior to delivering the anesthetic. Following a 

patient’s entry into the operating room and initiation of an anesthesia event, the patient 

and encounter identification are scanned from the patient’s armband. If the appropriate 

information is not scanned, there is a hard stop until an override reason is entered.

Barcode scanner troubleshooting and problem management

Beginning April 2019, VUMC began receiving a series of incident tickets related to barcode 

scanner issues. In subsequent months, Information Technology support and Periprocedural 

IT governance teams conducted a series of troubleshooting steps and applied device and 

firmware upgrades. After it was determined that the barcode scanners required frequent 

resetting, we added a barcode scanner configuration page and troubleshooting steps within 

the existing anesthesia workflow in the EHR to aid in reconfiguring disconnected scanners 

(Fig. 1a) and ultimate engaged the barcode scanner vendor. By October 2020, scanner issues 

remained prevalent causing limited success of ePPID, leading to the development of our 

CDS alert.

The timeline of key troubleshooting and problem management steps is included as 

supplementary material.

Passive clinical decision support alert

We developed a passive, conditionally visible, reminder to encourage clinicians to perform 

ePPID if that step had been bypassed (Fig. 1b). On the anesthesia data collection screen, 

the clinician was prompted to scan the patient’s armband for identity verification. This 

screen also contained a set of troubleshooting steps to quickly reconfigure and reconnect the 

scanning device in case of malfunction. If the provider chose to manually bypass a failed 

verification attempt rather than perform scanner troubleshooting and successfully document 

ePPID, the alert would appear on the right side of the EHR screen. The alert remained 

visible to the provider and their peers throughout the procedure or until the ePPID was 

completed. We rolled out the intervention across VUMC on October 7, 2020. The alert was 

active for all providers during anesthesia administration.

Alert efficacy evaluation

To assess the efficacy of our CDS approach, we conducted a retrospective observational 

study using autoregressive interrupted time series (ITS) analysis and analysis of variance 

(ANOVA) to test differences in perioperative ePPID success pre- and post-CDS intervention. 

For our institutional level comparison, we evaluated trends between October 1, 2019 and 

April 28, 2021. We assessed provider-level ePPID compliance between April 7, 2020 and 
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April 7, 2021 corresponding to six-months before and after the CDS intervention was 

implemented in our EHR.

Results

Between October 1, 2019 and April 28, 2021, there were 537 anesthesia providers who 

performed a total of 40,829 ePPID attempts, of which 30,459 (74.6%) were successful. As 

shown in Fig. 2, there was an immediate increase of 20.8% in the success rate of ePPID 

attempts following CDS implementation (p < 0.001). Prior to the CDS intervention, among 

all providers, 62.0% of attempts were successful. There were 28.2% of bypasses that were 

noted as scanner malfunction. Following implementation of the CDS alert, 94.4% of all 

attempts were successful and 3.1% of bypasses were due to scanner malfunction. There were 

221 (90.9%) providers who maintained or improved their ePPID success in the six-months 

following CDS intervention. 108 of these providers had less than 80.0% successful attempts 

in the six-months prior to CDS intervention, of whom all improved to an average of 95.9% 

success in the following six-months.

Discussion

Our CDS initiative to improve ePPID documentation highlights the utility of non-

interruptive but continually visible alerts in improving clinician compliance to key safety 

workflows. Prior to our CDS intervention, the patient verification interface in the EHR 

required manual override to bypass ePPID. Despite troubleshooting steps presented on the 

verification interface, only 62.0% of attempts were completed successfully. Following CDS 

implementation, ePPID verification improved to 94.4% success. There have been numerous 

prior approaches to utilize CDS to improve compliance to safety workflows, but these alerts 

are often interruptive in nature and require a hard-stop intervention before the clinician can 

continue their healthcare delivery [12]. These active alerts are integral to intervening in 

events that can cause immediate harm, but lead to alert fatigue when used too frequently 

or in non-urgent situations [13, 14]. Our results highlight the opportunity to apply passive 

alerts that encourage behavior change during non-critical events without directly inhibiting 

existing workflow.

The non-interruptive approach to our clinical decision support was enabled by an alert 

that was always visible to the clinician and their peers in the respective operating room 

until ePPID was performed successfully. In developing the alert, we hypothesized that 

incorporating an element of peer visibility to failed safety workflows would encourage 

clinicians to self-correct the initially unsuccessful process. By making these errors clearly 

visible to users and their peers, only 3.1% of alerts were bypassed due to scanner 

malfunction. Further, providers who had low rates of ePPID documentation prior to CDS 

intervention had greatly improved post-intervention performance. Prior work has highlighted 

peer influence within clinical environments as a significant contributor to behavior change 

[15]. The marked improvement in ePPID success immediately following CDS intervention 

and in the months thereafter suggest that our non-interruptive approach was effective in 

improving potentially unsafe behavior.
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It is important to consider the results from this work in light of several key limitations. 

We conducted this work at a single academic medical center. Our CDS intervention 

was developed by a team of trained clinicians with substantial informatics background, 

EHR builders, and Health Information Technology staff, but we did not formal evaluate 

usability prior to implementation. However, the alert was developed in consideration of 

Epic standards and current CDS literature and implemented such that it did not directly 

interrupt existing workflow. Finally, it is important to recognize that our CDS approach 

was developed to improve clinician behavior, but it is not intended as a replacement to 

ensuring operational hardware and software solutions. Nonetheless, our results suggest that 

our approach is effective in encouraging clinician involvement in troubleshooting minor 

technical problems when they inhibit key safety workflows.

Conclusions

Barcode scanner malfunctions inhibit key patient safety workflows. Coupled with iterative 

troubleshooting and device repair, our non-interruptive, conditionally-visible, CDS alert 

substantial improved the success of perioperative ePPID documentation at our institution.

Supplementary Material

Refer to Web version on PubMed Central for supplementary material.
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Fig. 1. 
(a) Begin Anesthesia Page with Barcode Scanner Troubleshooting and (b) Passive CDS 

Alert for Bypassed ePPID. © Epic Systems Corporation
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Fig. 2. 
Daily ePPID Success Pre- and Post-CDS Intervention. Each point represents the percentage 

of successful ePPID attempts
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