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A B S T R A C T   

The use of face masks is an important way to fight the COVID-19 pandemic. In this paper, we 
envision the Smart Mask, an IoT supported platform and ecosystem aiming to prevent and control 
the spreading of COVID-19 and other respiratory viruses. The integration of sensing, materials, 
AI, wireless, IoT, and software will help the gathering of health data and health-related event 
detection in real time from the user as well as from their environment. In the larger scale, with the 
help of AI-based analysis for health data it is possible to predict and decrease medical costs with 
accurate diagnoses and treatment plans, where the comparison of personal data to large-scale 
public data enables drawing up a personal health trajectory, for example. Key research prob-
lems for smart respiratory protective equipment are identified in addition to future research di-
rections. A Smart Mask prototype was developed with accompanying user application, backend 
and heath AI to study the concept.   

1. Introduction 

The worldwide public health emergency created by the coronavirus epidemic is continuing more than a year after the first cases 
were identified. Despite the availability of several types of vaccines, nonpharmaceutical interventions, such as social distancing and 
hand hygiene, play a significant role in mitigating the pandemic. Furthermore, the use of face masks is a way to prevent the trans-
mission of COVID-19 infection as well as other respiratory viruses. Theoretical, experimental, and clinical evidence already suggested 
that face masks in the general population offer significant benefits in preventing the spread of respiratory viruses, especially in 
pandemic situations [1]. 

Even though only a handful of countries recommended using the facemasks at the beginning of the pandemic, now it has become a 
norm all around the world as more and more governments request their citizens to wear face masks. Some countries have even made it 
mandatory and imposed fines on those who don’t comply. 

Wearing a mask is seen at least as important as other mitigation approaches, like social distancing and handwashing. Wearing a 
mask complements other measures by controlling the harm at the source. Masks have become important for essential workers as well 
as the general public as many countries are trying to move into the normal conditions with precautions and restrictions, rather than 
using strict lockdowns seen at the beginning of the pandemic [2]. 

* Corresponding author. 
E-mail address: jarkko.hyysalo@oulu.fi (J. Hyysalo).  

Contents lists available at ScienceDirect 

Internet of Things 

journal homepage: www.sciencedirect.com/journal/internet-of-things 

https://doi.org/10.1016/j.iot.2022.100511    

mailto:jarkko.hyysalo@oulu.fi
www.sciencedirect.com/science/journal/25426605
https://www.sciencedirect.com/journal/internet-of-things
https://doi.org/10.1016/j.iot.2022.100511
https://doi.org/10.1016/j.iot.2022.100511
http://crossmark.crossref.org/dialog/?doi=10.1016/j.iot.2022.100511&domain=pdf
https://doi.org/10.1016/j.iot.2022.100511
http://creativecommons.org/licenses/by/4.0/


Internet of Things 18 (2022) 100511

2

As masks are predicted to be used globally everywhere, leading to a huge demand. In 2019, the overall respiratory protective 
equipment (RPE) market size was 6.81 billion USD, and the growth is expected to be at a Compound Annual Growth Rate (CAGR) of 
4.6% from 2020 to 2026. The value projection in 2026 is 11.05 billion USD. COVID-19 epidemic has increased the demand for 
protective equipment, and the current stockpile seems to be inadequate. Thus, the World Health Organization (WHO) suggested 
various companies and governments increase the manufacturing of respiratory protective equipment by 40% to meet demand. In 
addition to daily consumer use, the air-purifying respirator market is expected to continue to grow in industrial use, as they are used 
widely in several industries to protect the workers against dust, smoke, fumes, vapors, mists, and silica particles, for example. Another 
significant growth area is the medical and healthcare segment, with a 20% revenue share in 2019 [3]. 

The Asia Pacific market is anticipated to reach 2.55 billion USD by 2027, while Europe is anticipated to progress at a CAGR of 9.0%, 
and for example, in Germany, a CAGR of 8.4% is expected by 2027. The largest application segment being the medical segment, and 
the fastest-growing segment being the personal care segment [4]. 

As the respiratory protective equipment markets are growing steadily, there are attractive opportunities for all players. A demand 
for multipurpose respiratory protective equipment is identified [5]. 

Digitalization of masks brings personal safety to the connected IoT (Internet of Things) and AI (Artificial Intelligence) era. ICT 
(information and communication technology) brings the safety of protective physical gear and a complete digital package of sensing, 
analytics, and online services—a new business category to the smart wearable market. 

This paper presents the Smart Mask concept, digitalized wearable protection that will provide improved protection against in-
fections spreading through aerosol or respiratory droplets with integrated real-time data analysis for improving the immediate safety 
of the users. In addition to protecting users, the Smart Mask will collect the health and health-related data of the user. This allows 
creating a personal health and wellbeing history. The cumulative data, in combination with advanced large-scale data analytics, offers 
new tools for predictive and preventive healthcare. 

With Smart Mask, the integration of sensing, materials, AI, wireless, IoT, and software will offer unseen service values. This will 
help people to gather health data in real-time as well as data from their environment. With data mashups based on different external 
data sources, we can offer something that has not existed in value-added services markets. A significant part of the Smart Mask concept 
is the accompanying applications and services that can be provided, and those open several new business opportunities. A 3D-printed 
prototype mask was produced to get data to test the whole concept. 

This paper is organized as follows Section 2. presents related work, Section 3 presents the Smart Mask concept with the key research 
problems, Section 4 presents and discusses the results, and finally, Section 5 summarizes the work. 

2. Background 

Using nose and mouth covers as a part of the sanitary practices goes back to early modern Europe. However, the wide use of face 
masks by medical professionals can be traced back to the late 19th century and early 20th century. While the masks were initially used 
by the medical professionals as a means to prevent germs from entering into the patients, the influenza pandemic in 1918–1919 turned 
it into a way of protecting both patients and medical workers from infectious diseases. Using disposable surgical masks has begun in the 
1930s and become the norm among medical practitioners since around the 1960s [6]. During the 2002–2004 SARS pandemic, the 
places such as Hong Kong recorded high usage of masks ranged from 61.2–90% and the subsequent studies showed that it is a helpful 
strategy delaying or containing the pandemic, or at least to reduce the rate of infections [7]. 

The usage of masks has become one of the main frontline defense mechanisms during the ongoing COVID-19 pandemic [8,9]. While 
there is no sufficient evidence that wearing a surgical mask alone can protect the wearer from respiratory infections, the research 
indicates that it could effectively prevent the transmission of respiratory infections from symptomatic individuals [10,11]. On the 
other hand, N95 respirators are more advanced types of disposable masks and they have better protection for the wearer in comparison 
to surgical masks as it has a better-fit, fluid resistance and efficient filtration mechanism [12]. However, the masks can be an effective 
protection mechanism when it is bundled with the other infection control equipment and measures [13]. COVID-19 pandemic has 
created a huge demand for the masks and as a result of that there was a major shortage of the masks. Especially, the N95 respirators and 
surgical mask supply was initially not enough even to cover the medical staff. That led researchers to investigate mechanisms to 
improve the reusability of the disposable masks as well as to develop reusable masks with advanced protection capabilities [14–16]. 

Smart IoT systems and solutions are available for multitude of purposes, ranging from wearables to unobtrusive integrated sensors 
into our living environment. In the area of health and wellbeing, benefits from the cutting-edge technology and vast data that the smart 
IoT systems can be obtained [17]. 

Smart healthcare utilizes modern technologies such as the IoT, AI, big data, and edge and cloud computing, to make digitalized 
healthcare more available, convenient, efficient and personalized [18,19]. At the same time, the use of wearable healthcare tech-
nologies has moved beyond the medical practitioners and are becoming increasingly popular among the general consumers as a means 
to improve the self-wellbeing [20,21]. Smart Masks, with various technical capabilities in addition to the usual functions of the mask, 
have been developed for different purposes over the years [22–24]. However, general consumer oriented smart masks were not 
common until recently. The COVID-19 pandemic resulted in increased research on smart masks [25–27] as well as commercially 
available smart masks [28,29]. 

Other studies are also available on smart masks, e.g., Ngyuyen et al [30]. studied the integration of biosensors to face masks, and 
they considered it as viable concept. Smart materials are also studied [cf. [24][31]], some of those face masks are called smart masks, 
however, they are not in scope of this work. 

While smart masks can be a mix of many different technologies, in general smart masks have the ability to achieve advanced 
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protection capabilities by optimizing the various build materials, filtering mechanisms, and integrated sensors, and other technologies 
[25–29]. The monitoring and measuring functionalities provide various feedback for the user while enabling other permitted third 
parties such as healthcare professionals to remotely monitor the situation [26]. In addition, one of the main benefits of smart masks are 
their reusability [27]. Hence, the smart masks not only provide a solution to the mask shortage during a pandemic, but also help to 
address the issue of increased plastic pollution due to the very high use of single use plastics as part of personal protective equipment in 
such situations [32]. 

3. Smart mask overview 

The Smart Mask is a personal protective face mask with reusable and interchangeable filters, wireless upgradeable sensing service 
with health cloud analytics. The main components of the Smart Mask are 1) a reusable face mask shell with replaceable filter pack and 
plug-in sensor module; 2) a sensing module with an embedded IoT device core, rechargeable batteries, Bluetooth radio, and vital 
sensors; 3) a mobile application for users and 4) edge and cloud computing backend as a health AI portal with personal health data 
storage, AI analysis, alerts, and recommendations. 

The key research problems for the main components are presented in Table 1. The Smart Mask concept and the main components 
are discussed in more detail in the following subsections. 

3.1. Mask, material and design 

The most used mask types for COVID-19 protection are single-use surgical masks and reusable fabric-based face masks for breathing 
protection. Adding the electronics to the mask requires space from the mask, but also it adds weight to the mask. In addition, the masks 
must be reusable, at least the electronics part. The tested concepts were a single-use/washable fabric mask with electronics module and 
a 3D-printed mask with embedded electronics. The 3D-printed mask with a changeable filter was chosen to be the basis for the smart 
mask prototype. 

The mask prototype consists of a 3D-printed chassis with an easily removable module for electronics. The filter is replaceable and 
the mask is attached to the head with stretchable, adjustable bands behind the user’s head. 

Also, cloth-based reusable masks and single-use surgical masks with embedded electronics were tested. The light masks are 
comfortable to use, but the added electronics module made the usage more uncomfortable. The module was too heavy without 
supporting structures and caused the misalignment of the mask. In addition, the module would touch the face, which is not comfortable 
to the user and causes measurement error with sensors directly touching the user’s face. The electronics module cannot be disposable; 
therefore, the electronics module must be attached to new masks, which again causes reliability issues regarding the airtightness of the 
mask. 

The 3D-printed mask was printed with flexible filament FlexFill 98A (Fillamentum, Czech Republic). The filament is based on 
thermoplastic polyurethane (TPU), which is flexible in comparison to typical rigid polylactide (PLA) filaments used in 3D-printing. The 
flexible filament enables a more comfortable mask when used in comparison to rigid mask parts. The 3D-printed elements were 
designed with Solidworks Fig. 1. presents the designed components for 3D-printing. 

As can be seen from Fig. 1, the filter gains the first attention. The size of the filter was iterated a few rounds by testing various areas. 
Too small a filter area was uncomfortable and the user was required to use extra force for breathing. The larger area filter was found to 
be the best for most test users. The filter material itself is trapped between two 3D-printed holders, from where it is easy to change. The 
used filter material was fibrous polyester or polypropylene materials made by non-woven techniques. The materials are intended to be 
disposable. Washing impairs filtration. The efficiency of the material is largely based on static forces that trap small particles. The 
better the filtering capability is, the harder it is to breathe through, and for this reason, a larger filter area is used. 

The final face mask will be of different design and is still under work. The face mask needs to be lighter and more socially 
acceptable, for example. Currently the mask weight is 93 g (the electronics compartment is 49 g and the mask without electronics 
compartment is 44 g). However, the weight is not optimized, and improvements will be made, and the weight of the mask can be 
adjusted by changing the battery size to address user preferences. 3D-printing helps testing different designs and to customize the size 
and shape of the mask to address different needs of individuals. Also, different materials can be used to make the mask feel more 
comfortable. 

Table 1 
The key research problems for smart masks.   

Key research problem 1 Key research problem 2 Key research problem 3 

Mask, materials and 
design 

The required space and the added weight of 
electronics 

Mask design accounting for the washable 
materials that enable reuse 

User comfort and easy filter 
replacement 

Sensing and 
communication 

The type of sensor and placement Real-time communication requirements Energy management 

Application and UI User requirements for the Smart Mask Maximizing the level of user acceptance Seamless connection and user 
experience 

Backend and health 
AI 

Safety of the Smart Mask user utilizing a) 
mask sensor data b) other data 

Real-time monitoring, analyzing, and 
managing the platform 

Services for long-term health data 
storage and big data analytics  

J. Hyysalo et al.                                                                                                                                                                                                        



Internet of Things 18 (2022) 100511

4

3.2. Sensing and communication module 

The aim of the sensing and communication module is to provide users with accurate and reliable information, for example, about 
the air quality underneath the mask or possible movement of the mask. Hence, in this work, we concentrated on the types of sensors 
that need to be integrated into the prototype of the Smart Mask for obtaining this relevant information and data. 

Different types of sensors can be used to detect certain types of events. As such, any movement of the mask can be detected in 
various ways. In principle, a mask that is not well attached to the user’s skin provides limited protection. For example, ambient light 
sensors (ALS) can be placed underneath the mask to measure the light intensity. At a particular light intensity, in other words, when the 
available light exceeds a threshold value, it can be assumed that the mask does not sit well on the user’s skin and, as a result, does not 
fully protect the user. Likewise, the information from an accelerometer can be utilized to measure the potential movement of the Smart 
Mask. Sensors can also be embedded in the holder of the mask and, by measuring changes in the resistance, it can be assumed that the 
mask has moved, and the user needs to readjust their mask. 

In a similar way, the air quality underneath the mask can be measured with the help of an equivalent carbon dioxide (eCO2) sensor, 
which can measure at the same time the number of total volatile compounds in the air. It is worth noting that if the air quality un-
derneath the mask is degrading, it is more likely that users are touching their mask to relieve hot air from underneath. Here, if users 
touch their mask, they can transfer the virus onto it. For maximizing the user’s level of protection, intentional or unintentional 
movement from the mask needs to be avoided by the user. 

In general, sensors embedded in the Smart Mask need to provide users with accurate and reliable information. Thus, we studied the 
impact of the sensor location within the mask on sensor readings. As an example, when monitoring the temperature underneath the 
mask, we noticed that the placement of the sensor (e.g., at the button of the mask or on the side of the mask) affects the obtained 
temperature. As such, a temperature sensor provides higher temperature readings depending on the placement of the sensor in the 
mask. 

As mentioned above, the air quality underneath the mask was one of the key parameters investigated during the design and 
development of the Smart Mask. It was found out that the temperature rises quickly once the user puts on their mask. However, after 
some time, the temperature starts to saturate if the user remains steady (e.g., when sitting in a bus). In this work, it was found out that 
the choice of the filter has an impact on the saturation temperature. It is worth noting that each user will have an individual comfort 
level and, hence, a different threshold temperature which is acceptable underneath the mask. As a rule of thumb, the bulkier the filter 
(i.e., the higher the protection from particles), the hotter the air underneath the mask can become. 

Once data from sensors is obtained, it is crucial to provide the obtained sensor information for users immediately. In this way, we 
concentrated on real-time communication between the sensors and the user’s smartphone. For the prototype of the Smart Mask, we 
utilized Wi-Fi communication. However, in the next version of the prototype, due to the required data rate and in terms of improving 
the energy efficiency of the Smart Mask, we consider using Bluetooth Low Energy (BLE) instead of Wi-Fi communication. 

Energy efficiency is a challenge [17] especially in the small wearable devices. Thus, energy management is an important aspect of 
the Smart Mask. The battery life is critical for user satisfaction. In other words, if users must recharge the battery of their mask often, 
they can get annoyed. Furthermore, the rechargeable battery of the mask is one of the major contributors to the weight of the mask. If 
the communication between the Smart Mask and the smartphone requires a lot of energy and/or if obtaining data from sensors is 
reducing the state of charge (SoC) of the battery rapidly, then a larger battery capacity can be needed, increasing, therefore, the overall 
weight of the mask. 

In summary, there are various aspects that need to be considered for providing users with a sophisticated and light-weighted Smart 
Mask design. Firstly, sensor information needs to be accurate and reliable. The type of sensor and placement has an impact on 
measurement results. Secondly, real-time communication ensures that users are instantly informed if there is an issue with their mask 
requiring attention. Finally, maximizing and optimizing the battery lifetime of the Smart Mask ensures user satisfaction and comfort of 
wearing the mask. 

Fig. 1. a) Design image of the assembly of the 3D-printed mask. b) 3D-printed early prototype of the Smart Mask on the model head and dis-
assembled version of the mask in front. 
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3.3. Integrated application and UI 

A mobile application was designed and developed to act as a companion to the physical Smart Mask. The application was designed 
using user-centered design in order to maximize the level of user acceptance and user experience and to identify user requirements, 
context requirements, and cultural aspects related to mask use and to provide seamless connection and user experience of Smart Mask, 
application, sensors, analytics and data visualizations between the mask, app, and backend. 

The UI of the mobile application gives vital information about the status of the Smart Mask as well as alerting the user when needed 
(e.g., battery running low, an air leak in the mask, the filter needs to be replaced). These alerts raised within the Smart Mask ecosystem 
were a vital part of ensuring safe operating conditions. The user interface of the mobile application was based on user research 
conducted at the beginning of the project by in-depth interviews of seven potential users representing different user groups and 
contexts of use. Furthermore, the user research provided vital user requirements for the design of the physical Smart Mask as well as for 
the functionalities and usability of the Smart Mask mobile application. Based on these results, user interface concepts for the mobile 
application were designed and tested. Different anonymized user interface design concepts were tested in 75 user tests to map out user 
interface preferences and to test the clarity and understandability of the mobile application UI. A screenshot of the application can be 
seen below, in Fig. 2. 

The main UI view shows the general status of the protection with appropriate colors (green, yellow, red) and status messages. 
Entering yellow (endangered) and red (compromised) states will result in a notification/alert being displayed on the phone screen, and 
an alarm signal is heard. Pressing the area around the "Note" icon will display context-dependent graphical instructions on adjusting 
the mask. The other views of the application include the protection view, mask air quality view, mask status view, and outside air 
quality view for external data. Pressing (or tapping) the protected area on the default application view will display information about 
the level of protection and instructions on how to adjust the mask for proper protection. The level of protection and the relevant 
instructions are displayed as long as the status is valid. The air quality view operates in a similar way, displaying information about the 
overall mask air quality and measurements of humidity, the temperature, CO2, contaminants, and pollutants. The mask status view, on 
the other hand, displays more detailed information about the battery level, filter status, and connection status. In addition, the outside 
air quality using Air Quality Index scale (good, moderate, unhealthy for sensitive groups, unhealthy, very unhealthy, and hazardous) 
and the reported COVID-19 cases in the user’s health service region can be reported. 

The application was connected to an edge message broker relaying mask data from the mobile application to analysis components 
and alerts and notifications across the platform. Communication and the display of alerts were done in real-time for the currently 
selected mask. The application allows users to change the mask they are wearing, provides means for indicating a filter change, and 
provides a switch for indicating whether the mask is currently in use. For user testing, the application was remotely piloted by issuing 
commands through the message broker. This enabled the usability tester to carry out Wizard-of-Oz -type testing scenarios remotely 
during COVID-19 lockdown. The usability and user experience of the application were tested with five users representing different user 
groups and contexts of use. The results of these tests indicate that the application UI and UX were good. The intended user groups could 
use the application with effectiveness, efficiency, and good user experience. 

3.4. Backend and health AI 

The role of the Health AI backend is to provide (1) seamless supporting data analytics services for the online smart mask operation, 
(2) facilitate collaboration between multiple users and stakeholders during the operation, (3) provide means for failure recovery, the 
controlled sharing of data, external data sources and 3rd party service integration into the platform and (4) provide services for long- 
term health data storage and Big Data analytics aimed for a diverse set of stakeholders. 

First, during the online operation, the safety of the smart mask user is the utmost concern. Therefore, in addition to the mask sensor 
data analysis, the user needs to be informed about possible mistakes in the mask usage and recommendations based on analysis of 

Fig. 2. Smart Mask mobile application user interface.  
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users’ contextual use case-specific personalized health data. Moreover, informing the user about possible dangers due to mistakes, 
device failures, or changes in the operational environment, e.g., rapidly changing environmental parameters such as the leaks of 
dangerous substance into the air, data analysis component is needed in operational premises to create real-time alerts for users. 

Second, the platform should facilitate location-based monitoring of the masks and actions of multiple users in some local envi-
ronments, such as hospital emergency rooms. The backend platform should integrate the mobile applications, sensor data collected 
from the masks, personalized health data, and location-based environmental data for in-premises real-time analytics to provide an 
aggregated view over the operation to facilitate the safe collaboration and co-operation of users in such possibly hazardous 
environments. 

Third, the platform itself should be able to monitor and analyze its own online operation and performance for increased protection 
and to recover from software and hardware component failures and network connectivity issues. Minimally, the users should be 
informed about changes in the operational state of the platform, network connectivity, and related risks. 

Fourth, the Health AI component in the backend provides means for long-term data storage, collected from the masks and the 
operational environment, and for related analytics based on the MLOps toolchain. The results of such analysis are beneficial for 
multiple stakeholders, such as the user, platform administration, 3rd party service providers, researchers, and public 3rd party service 
providers, to name a few. 

A data set from the Smart Mask prototype stored in the database is used to demonstrate the analytical results that can be retrieved 
from the system. The simulated data is visualized with plotting parameters. The gaps in data are detected automatically and data is 
divided into individual measurement runs. For each run trend is computed and visualized. The variation for each run is also visualized 
Fig. 3. shows an example of the visualization of the results from Smart Mask platform analytics. 

We adopted the foreseen edge computing paradigm for the smart mask platform and backend design and prototype implementation 
atop underlying IoT networks to which the smart masks and mobile applications for users are connected to. Edge computing enables 
harnessing the end-user devices (e.g., smartphones) and network infrastructure components, such as gateways, as a part of the 
distributed computing platform where partitioned distributed IoT application components can be leveraged from the cloud through 
virtualization [33]. Virtualization in different scales allows a diverse set of options for the deployment of these software components 
into the underlying system and network. In this light, we design the backend functionality in a way that the real-time analysis 
components can be placed directly in the operational premises of the smart mask users. Further, we adopted current industry software 
development practices, i.e., DevOps, Continuous Integration / Continuous Delivery (CI/CD) pipeline, and microservices, as the 
platform component development solution. As such technologies are currently well-known and widely used, the integration of 3rd 
party services and external data sources becomes straightforward. Moreover, existing edge platform management solutions (e.g., 
Kubernetes and microservice virtualization with containers) have become available with existing capabilities for system monitoring 
and failure recovery. 

The resulting software architecture of the smart mask platform and backend is depicted in Fig. 4. Starting from the cloud layer, we 
place the smart mask functionality software components as microservices here, inherently building distributed application logic with 
varying deployment options based on their computational and networking resource requirement across the layers. Platform man-
agement solution, such as Kubernetes, is needed to semi-automatically run the platform, deploy software components and monitor 
their performance. Additionally, we designed a real-time monitoring service for administrators to monitor the platform state, i.e., the 
state of the microservices, connected devices, network connectivity as an additional safety measure. For example, a monitoring 
microservice should collect the data of the platform operation in real-time and visualize and send alerts to users based on real-time 
analysis of the data. The cloud layer also facilitates MLOps toolchain to develop analytics solutions and contains a database solu-
tion for long-term data storage for the mask sensor(s), user and operational environment data, and the exposed interface for external 
3rd party service integration. 

On the edge layer, we placed the data analysis component that creates information in real-time about the operational conditions in 
premises, where the mask users are. The integrated message broker then administrates the data and information delivery across the 
system, which placement close to the user facilitates accelerated delivery of the priority information. Brokered solution for message 

Fig. 3. Smart Mask platform analytics visualization example.  
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delivery supports different types of messages for data dissemination with different data types in multiple application scenarios and 
notifications (e.g., informative / alerts) and separate system control commands. Using a well-known solution, e.g., the MQTT(S) 
protocol, facilitates the easy integration of additional software components across the layers. 

On the device layer, we placed the Smart Mask and their mobile applications that are wirelessly connected to the on-premises edge 
server providing multiple users the real-time analysis services and message delivery. 

3.5. Smart mask ecosystem 

Regarding the envisioned Smart Mask ecosystem, including the personal health data and related 3rd party services integrated into 
the backend platform, we aim to adopt the co-creation approaches, as exemplified for digital health by Benis [34] and the open data 
ecosystems [35]. Co-creation in the Smart Mask ecosystem is based on the value-driven sharing of the platform, but also services, 
functionalities, tools and data with partners, that is aligned with digital health, industrial and governmental practices. The approaches 
take into account digital technology perspectives on health, novel health and care scenarios, surrounding environment management, 
efficient interactions and collaboration between stakeholders, and importantly, involving citizens and their health data to contribute 
towards novel personal- and population-level data-driven digital health services. With regard to shared data, the backend adopts 
common well-established approaches (e.g., Open Data Initiative and healthdata.gov) with developed mechanisms and policies also for 
health data sharing with several concerns. 

These co-creation approaches are facilitated in the Smart Mask backend through modern industry-standard Service-oriented Ar-
chitectures (SOA) applied with Web technologies. Here, the service developed is organized around the business value and project- or 
strategic goals. The SOA architectural approach enables the creation of loosely-coupled distributed applications based on service 
meshes and compositions. Each service and underlying technology stack provides a functionality and API to realize a part in the 
application logic, resulting in possibly a visualization as a Web-based data mashup. This way, for example, the MLOps pipeline can be 

Fig. 4. Smart Mask backend platform architecture.  

Table 2 
Smart Mask in comparison to other solutions. X indicates that the product has the corresponding feature.       

Added  
electronic  
functionality 

Added  
intelligence      

Filtration Medical  
use 

Style / fashion Comfort Sensing Ventilation Voice  
correction 

Real-time  
AI-based  
guidance 

Population-level  
advice 

Data mashup  
and sharing 

Smart Mask x   x x   x x x 
LG PuriCare x   x  x     
Razer x   x  x x    
Forcit x x  x   x x   
AirPop x  x x x   x   
Breath Tech-S3 x  x  x      
AG-47 SmartMask x    x      
MaskFone x   x   x3    

Cloth mask1 x  x        
Respirator2 x          
Surgcal mask2 x x          

1 Multiple vendors including Razer & DIY. 2Multiple vendors including 3 M, Honeywell, Kimberly-Clark, and Owens & Minor. 3Built-in microphone 
and earphones for phone use only. 
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built through a collaborative effort of different stakeholders across the ecosystem and realized in the envisioned backend platform 
architecture. Moreover, service development methodologies that integrate data analytics and AI methods already at the beginning 
stage of the software development process have been presented [36], which facilitate seamless Health AI service and application 
developments. With CI/CD practices, services, compositions and applications can be deployed in a flexible way, independently 
developed and maintained by small teams rapidly in an evolutionary manner. Such services and compositions are uniformly 
deployable through Smart Mask platform management and orchestration services (e.g., Kubernetes) based on Service-Level Agree-
ments between users and stakeholders. 

4. Results and discussion 

Currently, the mass market is for "unintelligent" cloth masks, respirators, and surgical masks. Only a few products exist that try to 
add intelligence to the mask. The most advanced masks in the markets are "stand-alone" products with few extra features (e.g., fans that 
ease breathing through masks or from sensors that detect the air intake), not integrated and intelligent systems that are a part of a 
complete ecosystem, like Smart Mask (i.e., device+cloud+services+application) Table 2. compares Smart Mask with other 
alternatives. 

In Table 2, filtration is the basic feature of the mask, its ability to filter unwanted substances. Medical use considers if the mask has a 
medical-grade. Style/fashion shows if it is possible to have different looks, or patterns for the mask, features making the mask more 
desirable. Comfort denotes that it is comfortable to wear. Added electronic functionalities, like sensing, considers if the mask has the 
ability to measure various factors. Ventilation means that there is a fan in the mask. Voice correction, in turn, improves/amplifies the 
speech. Added intelligence features, like AI-based guidance studies, if the mask provides guidance, alerts and notifications for the user. 
Population-level advice denotes the ability to provide advice also for the wider public. Data mashup and sharing studies if the backend 
AI analysis benefit from data from other sources and share the data and analysis results (in a safe, secure, and anonymized way). 

The selection of other alternatives includes LG PuriCare™, Razer, AirPop, BreathTech-S3 and MaskFone, which are all already 
available products or coming to markets in 2021. Forcit (https://www.forcit.co/case/smart-face-masks) and AG-47 SmartMask [37] 
are ongoing projects, like Smart Mask, both already having prototypes for testing. Cloth masks, respirators, and surgical masks are 
non-smart masks, also included here for comparison purposes. The comparison was made based on data available on the vendor’s 
webpages. 

In addition, a variety of air purifiers that provide protection from dust, smoke, pollution, ash, pollen etc. are available (e.g., through 
Amazon.com). However, they don’t claim that they protect from respiratory viruses like COVID-19. This kind of air purifiers are not 
considered in our comparison, as the protection from COVID-19 is one of the main feature of Smart Mask. 

Furthermore, Masna et al [38] discuss a concept for smart mask that has passive protection through filtration and that also actively 
monitors variables indicating the users’ exposure to pathogens. They also suggest an application for displaying the data and controlling 
the system. However, they don’t include guidance or data mashup in their concept. 

Our solution for a smart mask provides digitalized wearable protection. The Smart Mask will provide a completely new offering for 
markets aimed at customers willing to invest in customized safety. Smart Mask offers "intelligence as a service" and provides very 
personal health and wellbeing benefits. It is a N95 type of reusable respiratory mask, complemented with changeable sensors, real-time 
connections to backend analytics and user mobile application. 

The smart mask solution prevents COVID-19 spread through normal breathing and speech. The Smart Mask and its ecosystem offer 
“AI as a service” and provide personal health and wellbeing benefits. The smart sensing module can be configured with various sensors 
measures such as CO2 expirations, pulse, the temperature, and air intake. The Smart Mask can also measure air pollution and several 
other environmental variables. The measurements are stored on an IoT platform, where users can monitor their own health data with a 
mobile application. 

Smart Mask will add features that are not available elsewhere, such as improved safety through sensing airtightness and the quality 
of filters. Measurements from changeable sensors and linking to backend allow direct personalized real-time data, which enables the 
creation of applications and services to improve health and healthcare, based on modern IoT software development paradigms. Data 
analysis (e.g., data mining and machine learning) is to be used to predict and decrease medical costs with accurate diagnoses and 
treatment plans. Sharing and mashing up external data, anonymized location, environmental data and related information as a service 
advances digitalized health IoT service concepts and creates a new level of safety. Comparison of individual data to large-scale health 
data repositories enables drawing up a personal health trajectory, for example. However, established practices for health data ana-
lytics, including data and result sharing, are yet to emerge, but large-scale government-led open data platforms already appear. 

The Smart Mask presents a tremendous opportunity to apply advanced analytics for healthcare. If the data is made available to 
analytics, the latest methods can be applied for both real-time and predictive use cases. When the data is shipped to the cloud, there are 
numerous possibilities available for applying advanced AI techniques, such as deep neural networks to model parameter norms and 
help classify outliers. Furthermore, long-term trends can be identified, or data can be associated with related populations under normal 
conditions. 

We envision a pipeline that initially begins with rule-based alerts that statistically analyze incoming data streams to identify 
outliers based on an individual’s history and local norms. As more data becomes available, we will be able to apply more sophisticated 
data-intensive algorithms. Adaptive models that can change over time can be utilized in machine learning. They need to be able to 
change as the smart mask is used in different environments, at different times of the day, or even seasonally. This is an active area of 
research and is often addressed by applying different models for different temporal dependencies. In the cloud, all of the latest machine 
learning and data science tools are at our disposal. 
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One of the important considerations, however, is that these masks are truly edge devices. They gather data locally, and while we 
assume connectivity, there are a number of drivers that must be considered. If we assume real-time diagnostics, latency, the cost of a 
round-trip connection with the cloud, and connectivity that may not always be available are serious considerations. If we eventually 
add audio or video components to the smart mask, then bandwidth may also become a concern. The fourth concern is the heterogeneity 
of the data. Depending on the location, the population, or even the version of the device, the data may not be presented or recorded in 
an identical manner. This is typically taken care of by server-side data science algorithms but must be considered. 

A final and significant challenge, however, is security and privacy. The basic level of security may include, for example, end-to-end 
encryption. Nevertheless, there are times when individuals either don’t want to or can’t share their data. This leads to important 
considerations for edge intelligence. Most edge computing today is focused on the concept of edge caching. This is the view of taking 
and providing data in a way that enhances the user experience by reducing the effect of the challenges described above. For data 
caching, an edge-aware system will attempt to predict what is required from the server and provided it for the user to reduce latency 
and delay challenges. Systems may also try to aggregate data locally before sending it to the server to reduce bandwidth. However, in 
our application, this is of minimal concern. A real concern is privacy. 

Privacy concerns lead to the concept of edge training. Are we able to train our models locally, perhaps on the connected mobile 
device, reducing the need to share private information? The answer is general is yes, but in our case, the lack of a large amount of data 
makes it unlikely to succeed. What is really required is the ability to train a model with the input, but not necessarily the data, of 
individual masks. One solution is what is known as federated learning. 

The concept of federated learning has a goal of training a high-quality model with a combination of central, publicly available data 
and private data from individual nodes that cannot be shared. Unlike standard approaches where the data comes together centrally, the 
learning environment needs to update a central model from the partial results of training locally at individual nodes with a combi-
nation of the public data and its own private data. A typical scenario for training maybe for the central system to provide some share 
data, and each node trains with this data and its local data. The local model surpassed back to the central server to be updated, and the 
new central model is distributed back to all of the individual nodes to be updated. This continues for a number of iterations until the 
system stabilizes. At this point, there is a central model that benefits all of the local nodes, but the individual nodes do not have access 
to other data, nor do they share their data with the central model. Recently there have been a number of applications, particularly in 
the area of medical image analysis, that share only weights and the local gradients during training. Nevertheless, the overhead for 
communications can be high, and there is a security risk if this information is exposed and aggregated across multiple systems. 

Even with the ability to train models locally and contribute to a more centralized model, these edge devices typically have very 
limited resources. The question of how to provide edge inference is also a concern. The state-of-the-art in edge inference focuses on a 
pipeline where full precision models are compressed, pruned, or otherwise quantized to produce a model that is significantly less 
compute-intensive and physically smaller to fit these processing and memory-constrained devices. This will be especially useful when 
work masks add additional image and audio acquisition capabilities. 

5. Conclusions 

RPE markets are growing and there is a demand for different respirators for consumer markets as well as industrial and medical use. 
Some smart RPEs are already available that provide various features. People already demand "advanced masks" with no ICT (like Razer 
or LG PuriCare™), willing to pay up to hundreds of euros for "designer" masks (like Dolce & Gabbana or Versace). Users also want 
differentiation – Masks are increasingly perceived as a fashion statement while staying safe – offerings can be branched to fashion, 
sports, elderly, clinical, and so on. 

This paper presented a Smart Mask with an accompanying ecosystem and intelligent services to prevent COVID-19 and other 
respiratory viruses. The Smart Mask is a concept that consists of a reusable face mask with interchangeable filters and sensor module 
that can be selected based on the needed measurements. The wireless connection to cloud allows different analytics and services that 
provide vital health information and wellbeing guidance, such as personalized health reports with recommendations. Connected 
mobile application shows the protection status and provides easy to use UI to personal health data. 

The Smart Mask is not just a one-off solution. Instead, it is a platform that can grow with new applications and services. It offers an 
innovative multi-disciplinary RDI venue. We aim for the interplay of scientific research, technology transfer, and global market op-
portunity with the continuous creation of RDI breakthroughs for smart wearables markets. The ability to collect and analyze the data 
produced by individuals wearing a Smart Mask while they interact with others and their environment is invaluable. It provides an 
essential resource for both preventive and reactionary healthcare. 

Differentiation comes via a combination of immersive sensing, AI, IoT, and wireless experience. Smart Mask is a total value pro-
posal that brings the protective gear and services to the next level: augmented self-protection with health tracking and personalization. 
Smart Mask can level-up the safety, self-expression, online and real-time services for personal protection. 

5.1. Limitations and future research 

There are some limitations to our study. The work is done with an early 3D-printed prototype of the face mask; thus, user 
acceptance has not been a serious concern in the research so far. The main focus was to get data and test the whole concept, including 
the mask, user application, backend and the health application. Weight, comfort, appearance and such need to be assessed before 
moving forward with this concept. There are also various trade-offs to consider, e.g., how to optimize the balance between weight and 
battery capacity. 
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In addition, several avenues for future work have already been identified in the context of smart RPEs, such as adaptive models for 
machine learning, latency, the cost of a round-trip connection with the cloud, connectivity, bandwidth, and especially security and 
privacy issues. Moreover, the pricing models for Smart Mask and accompanying service packages (ranging from plain mask to mask 
with comprehensive set of services) should be studied. 
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