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Abstract

The healthcare sector continues to be the industry suffering one of the highest costs of a data
security breach. Healthcare lags behind other industries in cybersecurity preparedness despite
advances in cybersecurity technologies. Technical safeguards to protect electronic health records
must be combined with human behavioral interventions to promote a robust cybersecurity plan.
Using data from the United States Department of Health and Human Services, we conducted an
exploratory analysis of past data breaches in healthcare organizations from January 2015 to
December 2020 to explore the extent to which human elements played a role in data security
incidents. We found that a vast majority of health records were compromised due to poor human
security. The mean number of records affected by a breach due to unintentional insider threats is
more than twice that of breaches caused by malicious intent such as external cyberattacks and
theft. Our findings also indicate that, on average, more patient records are compromised from
falling for a phishing scam than any other reason. We argue that proper cybersecurity
contingency plans in healthcare must include human behavioral interventions that go beyond
technical controls.
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Introduction

The digitization of medical records has changed the landscape of healthcare systems worldwide.
With the advent of the information age, paper-based healthcare records were gradually and
systematically converted into digitized electronic health records (EHRs). In the last two decades,
the push toward resource sharing in technology is revolutionizing the healthcare sector by
providing an efficient way of sharing patient records between healthcare professionals.
Compared to paper-based records, EHRs require less manpower, time, and physical storage.
Caregivers and providers use EHRs to access care-related activities and provide evidence-based
decision support and quality care.! However, the ease of access to EHRs is accompanied by
rising cybersecurity threats and challenges.

In the annual “Cost of Data Breach” report conducted by the Ponemon Institute, the 2020 study
noted that each compromised record cost an average of $146 to the healthcare organization
(HCO). That figure increases to $150 per compromised record where personal health information
(PHI) was involved. According to the report, healthcare continues to be the industry suffering the
highest cost of a data breach at $7.13 million when factoring in other costs such as incident
response, lost business, and notification costs. Eighty percent of the breached organizations
participating in the study reported that PHI was involved. The cost of healthcare breaches is
expected to increase during the COVID-19 pandemic, as 76 percent of HCOs in the survey
predicted that implementing an incident response strategy will be made much more difficult by
the ubiquity of remote work during the pandemic.” Most healthcare executives lack overall
information security, employee security awareness, and incident response strategies.” Breaches
related to EHR can significantly affect HCOs, such as the accidental release of PHI to



disruptions in clinical care.*® Disruptions and delays in patient care can result in patient death,
and the impact on patient safety is likely to be underreported.’

Federal compliance laws such as Health Insurance Portability and Accountability Act (HIPAA)
and the Health Information Technology for Economic and Clinical Health (HITECH) Act were
enacted to require the adoption of electronic medical records and protect privacy and data
security of PHL®As required by section 13402 (e) (4) of the HITECH Act, The United States
Department of Health and Human Services (HHS) Office for Civil Rights (OCR) must post a list
of breaches of unsecured protected health information affecting 500 or more individuals. The
HIPAA Security Rule requires healthcare organizations and covered entities protect electronic
personal health information from cybersecurity threats.’ It also imposes administrative, technical,
and physical standards for safeguards that organizations must implement. These entities must
implement data security safeguards to protect PHI, such as medical records and insurance
information. This paper presents an exploratory analysis of past EHR breaches in the United
States from 2015to 2020. By exploring the factors that led to violations, executives and decision-
makers in HCOs can apply lessons from these breaches in securing their organizations.

Research Question

We investigated the extent to which the lack of proper human security enabled data breaches in
HCOs. Our research questions were thus:

1. To what extent did the lack of human security result in data security breaches in
healthcare records?

2. On average, how does the lack of human security affect the number of records breached
in a cybersecurity incident in healthcare?

We hypothesized that data breaches in healthcare caused by unintentional human factors, such as
carelessness, negligence, and falling victim to phishing and ransomware, outnumber those
caused by malicious intent. The following sections discuss our observational study results and
help research determine solutions for incorporating human security into organizational policies.
We argue that any security framework must emphasize securing the human in HCOs.

Classification Method

We conducted an exploratory study on the factors that play a role in EHR-related cybersecurity
breaches. HCOs are required by law to notify the OCR after a breach compromising EHRs and
PHIs. The OCR publishes details of these reported breaches beginning October 2009 and makes
the dataset publicly available.'” It includes reports from HCOs that have suffered breaches that
compromised 500 or more EHRs. Since the law requires HCOs to notify HHS in the event of a
violation, we believe that this nationwide sample is sufficiently representative of the population
of EHR-related breaches in healthcare, with some limitations. Our analysis used a methodology
based on the Joanna Briggs Institute (JBI) approach, which provides an evidence-based process
for qualitative research.'' We modified a similar method by Walker-Roberts et al.'* in our
classification process. Figure 1 shows a graphical representation of the flow process, which
describes how we identified and screened each entry in our dataset for inclusion in the
exploratory analysis. Our criteria for inclusions were that entries:



e Included valid and clear descriptions of the breach incident.

e Occurred between January 1, 2015, and December 31, 2020, inclusive

e Constituted a breach as defined under HIPAA. Entries alleging violations by entities not
covered under HIPAA, or those determined by OCR to have not violated any HIPAA
rules, were excluded.

We limited our analysis of the OCR dataset to the years spanning January 2015 to December
2020; after removing incomplete records and other entries that do not constitute a breach of PHI,
the resulting set of data contained 1,485 security incidents. The data was then analyzed to
determine the type of the cybersecurity breach. Entries were categorized based on the presence
or absence of malicious intent. In 15 cases, we could not establish those criteria based on the
incident descriptions provided in the original dataset. These cases were noted with an
“Insufficient information” designation. Once the type of breach has been identified, we further
classified each entry into the primary source or cause of the breach for analysis. Table 1
describes in detail our classification methods for each entry.

Results and Discussion

We studied 1,485 breach events occurring between January 2015 and December 2020, affecting
141,252,797 medical records. Of that number, 73.1 percent of all affected records resulted from
breaches caused by unintentional factors, while 26.7 percent were caused by malicious factors.
Figure 2 shows the resulting classification of thesources of EHR breaches in HCOs and their
frequency of occurrence in the United States from January 2015 to December 2020. We found
the most frequent reason for a cyber breach in HCOs is the result of carelessness and negligence
(382 incidents), followed by theft (222 incidents), and falling victim to a phishing scam (221
incidents). Similarly, Table 2 shows the total number of records affected by each breach
categories based off our classification method.

Carelessness/Negligence

Existing literature on insider threats generally assumes that individuals who commit
cybersecurity transgressions do so due to an ulterior motive that is typically accompanied by
malicious intent or the desire to enrich themselves for financial or personal gain.'> However, our
dataset analysis revealed that 382 incidents, or 26 percent of all human factor-based breaches,
were due to an insider’s carelessness, negligence, or apathy. In each of these cases, no malicious
intent was visible in that there was no intent to access patient data, but a data breach occurred.
Employees or business associates may partake in risky cybersecurity behaviors due to a highrisk
tolerance or the desire to be efficient or helpful.'* In some cases, employees may inadvertently
circumvent established policies because they view those policies as cumbersome or unrelated to
patient outcomes.'> This paper does not intend to define a framework for what constitutes an
insider threat but rather to show that carelessness and negligence stemming from risky behaviors,
lack of awareness, and apathy are essential domains of human security.

Of the 382 incidents stemming from carelessness or negligence, 212 (55.5 percent) were
incidents whereby an employee or business associate erroneously mailed or emailed PHI to the
wrong recipients. Some were caused by misalignment in the printing process or information



mismatched with patient data. In other cases, PHI may have been mailed to the correct recipients
but done so in a manner that unintentionally exposed the PHI in transit.

Misplaced hard drives or documents containing PHI lost in the mail or transit were described in
71 incidents. In most of these cases, the covered entities never recovered the lost records.
According to the dataset, some of these losses were attributed to carelessness on behalf of an
employee. We note that we did not include cases where external individuals deliberately stole
PHI during a burglary; these entries were classified under the “Theft” source of breach category
due to the clear presence of malicious intent. These cases are therefore distinguished from
incidents where PHI was lost due to negligence or carelessness. In a further 59 incidents, PHI
was unintentionally and improperly exposed by individuals who uploaded the data onto publicly
accessible websites or databases without taking security steps such as encrypting or sanitizing
the data beforehand.

These accidental transgressions led to tangible consequences for both the offending employee(s)
and the organization. According to the HHS dataset, consequences included penalties ranging
from reprimand and retraining of the individual(s) to the suspension or termination of
employment, depending on the severity and impact of the risky behavior. In addition, under
HIPAA, organizations face substantial fines for noncompliance with the HIPAA Privacy Rule. In
a February 2022 update, the OCR noted that since the compliance date of the Privacy Rule in
April 2003, it has imposed civil penalties totaling $131 million to organizations for non-
compliance.'®

Phishing/Ransomware

Falling victim to a phishing scam made up most of the number of EHRs affected in our dataset.
There were 221 incidents directly attributed to phishing scams, and 119 reported breaches were
related to ransomware. Together, they make up 40.7 percent of all non-malicious events in our
chosen time range. Our analysis combined phishing and ransomware incidents because a
cybersecurity victim’s vector to produce that outcome is similar. Phishing, which is the act of
tricking a user into disclosing confidential information'” through a legitimate-looking email or
link, is the vehicle that delivers the ransomware payload.'®

In a phishing attack, one compromised credential can lead to multiple subsequent attacks, as we
saw in Anthem Inc. in 2015,"” whereby a targeted spear-phishing campaign opened the door to
further parts of its network. During the attack, 78,800,000 affected records were attributed to
Anthem’s breach incident as corroborated by the OCR dataset. Anthem had disclosed that it had
suffered a data breach that affected almost 80 million customers.”’*' Anthem discovered that the
attackers had managed to obtain several employees’ credentials, possibly through a phishing
attack in their investigation. Once the attackers had obtained the credentials, they ran several data
queries between December 2014 and January 2015. The database credentials would then be
trivial to access using the stolen credentials.”* Eventually, the attackers could access Anthem’s
enterprise data warehouse containing personally identifiable information (PII) and stole almost
80 million unique user records.”

Although the Anthem incident may seem like a statistical outlier, we argue that, on the contrary,
it further underscores the gravity of falling victim to a phishing attack. One phishing incident led
to the most significant cybersecurity breach in the healthcare industry. Victims of phishing,
ransomware, and other social engineering attacks become a new vector or vehicle to launch more



in-depth and large-scale attacks.** Once in the system, the attackers ran queries and worked from
there to gain higher-level access. The Anthem administrator who found the breach noticed that
his password was used to run queries that he did not initiate.”> The ability for an administrator’s
password to be used in this manner points to a possible flaw in Anthem’s data management
policy; actions executed by elevated privilege accounts should always be accompanied by some
form of additional verification or authentication beyond a simple password requirement. While it
cannot be said definitively that the presence of an additional authentication factor would have
prevented the breach, it would have been an extra layer of defense against the attack.

Malicious Insider

Malicious insiders refer to individuals with knowledge or access to internal systems or networks,
who then commit cybersecurity crimes with the express intent of enriching themselves for
financial, personal, or other gains.**’ As we noted earlier in this paper, the allure of economic
gains from PHI on the black market may drive individuals to commit cybercrime. However,
malicious insiders may have motives other than profit, such as disgruntled employees attempting
to exact revenge for a perceived wrong or a sense of entitlement. Cybersecurity controls typically
are designed to thwart external attacks, and there are few, if any, technical controls that
specifically defend against internal threats.”® Insiders have a crucial advantage: They are
generally knowledgeable about systems and processes in the organization and may have varying
administrative access levels that external actors do not.

To illustrate this, we found that in our analysis of the OCR dataset, there were 217 incidents of
malicious insiders, affecting a total of 55,199,447 records. In as many as 170 of these cases,
employee(s) of the HCO accessed PHI without a legitimate business need.

Other Sources of Breach

Under the “Unintentional” type category, the source of a breach in a total of 32 incidents was
something other than the abovementioned categories. Since there were relatively few of these,
we combined and classified these entries as “Other” in our analysis. In three incidents, the
breaches were caused by employees falling for a social engineering attack. Social engineering,
which is an umbrella term that includes phishing and ransomware, describes a process whereby
an attacker uses social interaction to deceive and obtain sensitive information from a victim. >
For instance, an attacker may pose as an authorized individual and trick a user into divulging
credentials to an internal network. In the OCR dataset, due to the prevalence of healthcare breach
incidents caused by falling victim to phishing or ransomware attacks, we distinguished these
categories from the more broadly applicable social engineering category. Ten incidents in the
“Other” category stemmed from a lack of a business associate agreement between a covered
entity and its business associate. Under the HIPAA Rules, a business associate agreement must
be executed to ensure that any business entity that establishes a relationship with a covered HCO
will commit to safeguarding PHI. Other incidents include breaches due to miscellaneous policy
violations (eight occurrences), unintentional physical exposure of PHI (five occurrences), easily
guessed passwords (four), and natural disasters (two).

Across all incidents, the OCR dataset shows that from 2015 to 2020, the mean number of records
affected by unintentional factors is 123,446, more than twice that of the mean caused by
malicious factors. Figure 3 shows the mean number of records affected when considering the
type of breach. A closer look at the subfactors shows that phishing and cyberattacks led to the



highest mean number of records affected at 421,038 and 153,644 records. Figure 4 breaks those
categories down further into its subcategories based off our classification method and shows the
mean number of records affected by each subcategory.

Conclusion

As healthcare services evolve in technology and coverage, they aim to provide a variety of
treatments in order to accommodate diverse patient demographics. This was especially
noticeable with the influx of patients impacted by the COVID-19 global pandemic. Due to the
volatile and unpredictable nature of the virus, healthcare providers were forced to find alternative
means of treatment in order to adequately provide necessary services to their patients. This
included an increase of services, which entailed the usage of tools such as technology through
cloud-based data inference, surveys, COVID-19 screening symptom checklists, and virtual
appointment services. Such alternative means of seeking treatment were designed to minimize
risk of exposure to patients, healthcare providers, and workers. With the increase in telehealth
services, many healthcare workers began to perform remote work during the pandemic.** The
Federal Bureau of Investigation (FBI) have reported that cyberattacks have increased almost 400
percent by the first few months of the pandemic.®® In addition, the rise of telehealth means that
many remote employees are now using their personal computers and home networks to perform
their jobs. HCOs with essential workers working on-site are also grappling with the necessity of
“bring your own device” (BYOD) policies to maintain patient care and outcome pre-pandemic.
Working remotely means that HCOs have to deal with significant amounts of data being sent
over the network off-premises in remote locations. In addition to expanding the attack surface for
cyber criminals to take advantage of,>**> these developments and decentralized resources also
increase the risk of accidental exposure of PHI as telehealth signals a necessary paradigm shift in
providing patient care.

Data breaches in healthcare are incredibly lucrative as pathways to identity theft on the black
market. According to Verizon’s latest data breach report, published in May 2021, 85 percent of
all breaches involved a human element, and during the COVID-19 global pandemic, phishing
continued to be one of the most commonly employed methods in a data security incident across
all industries. The report also indicated that ransomware has jumped to third place in terms of the
most frequently occurring source of breaches. Similarly, the Healthcare Information and
Management Systems Society (HIMSS) released a survey report stating that phishing is the most
common attack vector in healthcare.*® This finding is consistent with our discovery with the
OCR dataset. We showed that, on average, more EHRs are compromised to a phishing scam
(mean of 421,938 records affected) than any other reason. We also noted that in the time range of
our analysis, carelessness, negligence, and phishing were the most frequently occurring sources
of EHR breaches.

The discourse on data breaches and EHR exposure has changed from “if” to “when” an HCO
will experience a data breach. Based on our observational study of the OCR dataset, threats
involving human elements continue to be significant risk factors for EHR breaches. An
organization’s ability to train and impart information awareness to its employees’ behaviors is
paramount in the fight against cybersecurity attacks on HCOs. A survey conducted in Germany
by PricewaterhouseCoopers (PwC) revealed that a staggering 87 percent of participants believe
that better education for medical staff is crucial to an HCO’s cybersecurity hygiene.?’ Phishing



as a security incident is not new, yet the fact that it remains one of the most common occurrences
of data breaches suggests that it may not be taken as seriously as it should be. Organizational
data security policies may not receive widespread compliance in an HCO because employees
may not perceive the risk of poor cybersecurity hygiene. An effective information awareness and
training program must do more than simply transfer knowledge about proper behavior in
cybersecurity. Incorporating behavioral science into training programs to change deeply rooted
online habits is crucial in combating human-influenced breaches such as carelessness and
phishing.***° Technical safeguards should not be the only avenue to accomplish this goal; rather,
it needs to be bolstered by the cyber vigilance of human elements.*' There is no one holy grail of
countermeasures sufficient to prevent human risks that lead to cyberattacks. Each HCO must
conduct ig, own risk assessment that accounts for resource constraints and the feasibility of such
methods.

Our analysis of the data breaches in healthcare as reported to HHS has identified several
contributing factors. As we have observed, many of the cases we analyzed involved
unintentional insider threats, and these cases lead to significant loss and exposure of EHR. This
analysis was informative in specifying directions for future research and areas to focus on in
mitigating cyber-attacks.
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