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Abstract

Purpose: Many young people are not aware of their rights to confidential sexual and 

reproductive health (SRH) care. Given that online health information seeking is common among 

adolescents, we examined how health education Web content about SRH for young people 

addresses confidentiality.

Methods: In Spring 2017, we conducted Google keyword searches (e.g., “teens” and 

“sex education”) to identify health promotion Web sites operated by public health/medical 

organizations in the United States and providing original content about SRH for adolescents/young 

adults. Thirty-two Web sites met inclusion criteria. We uploaded Web site PDFs to qualitative 

analysis software to identify confidentiality-related content and conduct thematic analysis of the 

29 Web sites with confidentiality content.

Results: Sexually transmitted infection testing and contraception were the SRH services most 

commonly described as confidential. Clear and comprehensive definitions of confidentiality were 

lacking; Web sites typically described confidentiality in relation to legal rights to receive care 

without parental consent or notification. Few mentioned the importance of time alone with 

a medical provider. Only half of the Web sites described potential inadvertent breaches of 

confidentiality associated with billing and even fewer described other restrictions to confidentiality 

practices (e.g., mandatory reporting laws). Although many Web sites recommended that 

adolescents verify confidentiality, guidance for doing so was not routinely provided. Information 

about confidentiality often encouraged adolescents to communicate with parents.

Conclusions: There is a need to provide comprehensive information, assurances, and resources 

about confidentiality practices while also addressing limitations to confidentiality in a way that 
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does not create an undue burden on adolescents or reinforce and exacerbate confidentiality 

concerns.
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Confidentiality is a cornerstone of adolescent health care according to professional medical 

organizations, including the American Academy of Pediatrics and Society for Adolescent 

Health and Medicine [1,2]. Recommendations for providing confidential care draw on 

evidence that young people are less likely to receive health services, given concerns about 

sensitive information, such as sexual behavior, being shared with their parents or guardians 

[3,4]. Specifically, young people may forgo seeking care or be less likely during clinic 

visits to truthfully discuss sensitive information which could indicate a need for services 

[5]. Confidentiality-related practices are particularly important for providing sexual and 

reproductive health (SRH) care, including sexually transmitted infection (STI)/HIV testing, 

contraception, condoms, and counseling about such topics.

Core tenets of confidential practice include ensuring time alone between adolescent 

patients and their providers as well as maintaining privacy of information disclosed and 

services received during any health-care interaction and follow-up (e.g., billing, provision 

of test results) [1,2]. Within the context of SRH, state laws that allow adolescents to self-

consent for contraceptive and STI/HIV services without parental notification also facilitate 

confidentiality [6]. Despite legal protections, implementation of specific confidentiality 

practices is suboptimal [7,8]. For example, recent national data suggest that only about 

40% of 15- to 17-year-olds receive time alone with their provider [8]. A known barrier 

to the delivery of confidential care is that adolescents are unaware of their right to access 

SRH services without parental permission or notification. Even if they are aware of legal 

protections, they may be uncertain about whether their provider will adhere to them [9–13].

Given this context, it is critical that young people are educated about confidentiality 

practices and empowered as health consumers to obtain confidential SRH care. However, 

we know little about the information young people receive related to confidential SRH 

services. Online health promotion content from public health/clinical organizations offers an 

opportunity to address this gap in a systematic way that yields clear practice implications. 

Adolescents and young adults use the Internet to seek information about SRH [14], and 

health-related organizations that provide health education information online likely have 

interest in and would benefit from recommendations to strengthen their Web sites. Insight 

into such an assessment can also inform health education in school and clinic settings. 

Accordingly, we conducted a content analysis of SRH content for adolescents and young 

adults on Web sites operated by organizations with a mission related to public health 

or clinical services. We characterize current messages about confidentiality and identify 

their strengths and weaknesses to inform future health promotion information that has the 

potential to improve receipt of confidential SRH services among adolescents and young 

adults.
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Methods

Web site identification

Content for this study came from health promotion Web sites included as part of a project to 

assess the extent to which pregnancy prevention messages for adolescents and young adults 

also addressed STI prevention [15]. To systematically identify Web sites for that project, 

we conducted keyword searches combining adolescent/young adult terms (i.e., teen, young, 

youth, and girls) with SRH terms (i.e., sexual health, sex education, birth control, IUD, 

implant, the pill) in Google, the most popular search engine worldwide [16]. We turned off 

location services and used an “incognito” browser to minimize personalized search results. 

URLs from the first five pages (~ 50 links) of each keyword search were selected, yielding 

an initial set of 739 URLs from 425 Web sites. After removing duplicates (n=129 URLs 

from 65 Web sites), two individuals (R.J.S., C.N.R.) independently screened each URL to 

identify eligible Web sites using defined inclusion criteria. Specifically, the URL reviewed 

had to include (1) original health promotion content (i.e., educational information beyond 

just advertising SRH services); (2) content about at least one SRH-related topic (including 

STI prevention, pregnancy prevention, sexuality, sexual development, healthy relationships, 

sexual violence); and (3) content explicitly for adolescents and young adults. In addition, 

an eligible Web site had to be operated by a U.S.-based organization with a mission related 

to promoting health and/or providing clinical services based on the “About Us” or similar 

Web page. Any discrepancies between the two screeners regarding inclusion were resolved 

through discussion.

In total, 32 Web sites were eligible. We used a content selection protocol to create a single 

PDF for each Web site, including all pages of the Web site with informational content 

about SRH for young people. PDFs did not include videos, clinic locator information, 

birth control reminders, blogs, quizzes, and non-English-language content. Web site pages 

with health promotion content on other health topics (e.g., chronic conditions) and/or for 

other audiences (e.g., parents) were also not included. Additional details of our systematic 

process, including a flow diagram for Web site screening and supplemental information 

about search terms and inclusion criteria, are published elsewhere [15].

Confidentiality content identification

All PDFs were uploaded to MAXQDA, version 12.3 (VERBI Software, Berlin, Germany), 

and specific content about confidentiality was identified using the search function in 

MAXQDA. We searched each PDF for the following terms: confidential, priva (to 

capture privacy and private), anonymous, policy, law, notif (to capture notify, notified, 

and notification), and permission. The search process was iterative in that we started 

with a smaller number of terms and added additional keywords after reviewing identified 

content. We chose not to include “consent” as a keyword given that preliminary searches 

with this term primarily pulled in content about consent related to sexual activity, and 

content about parental consent was identified through the other search terms used. Certain 

content identified through keyword searches was excluded if it did not directly address 

confidentiality in the context of clinical health service provision (e.g., statements about 

certain birth control methods being private/not noticeable, information about STI-related 
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partner notification). Of the 32 included Web sites included from the original study, 29 

(91%) had content about confidentiality.

Analysis

We followed principles of thematic analysis to identify key qualitative themes from these 

data [17]. First, we created a codebook that included deductive codes based on existing 

literature on confidentiality. We included SRH topic codes (e.g., birth control, STIs, and 

pregnancy) and confidentiality message codes (e.g., consent, billing, and law/policy). All 

authors reviewed a subset of five Web sites to refine code definitions and identify inductive 

codes from the data. For example, the codes “action” and “resources” were added based 

on multiple messages encouraging specific actions adolescents should take to ensure 

confidentiality and the presence (or absence) of resources to do so. Two authors (R.J.S., S.P.) 

then double coded the remaining Web sites independently, resolving discrepancies through 

discussion. We reviewed coded content to identify themes and also examined descriptive 

statistics as appropriate to provide quantitative evidence in support of qualitative findings.

Results

Sample characteristics

Table 1 lists the 29 Web sites with confidentiality-related content. Most of these Web sites 

were either operated by nonprofit education/advocacy organizations or local health systems 

or clinics, although most of these had a broader scope relevant to a national audience. 

Additional details about the sample, including the scope and audience for each Web site, 

is published elsewhere [15]. Of the almost 300 unique mentions of confidentiality, about 

one-third were statements that only advertised or encouraged use of confidential SRH (e.g., 

“there are places where you can get low-cost and confidential testing”), whereas the other 

two-thirds provided more detailed information about confidentiality, such as defining it or 

describing limitations. Themes that follow primarily relate to statements offering additional 

details about confidential services.

Explicit definitions of confidentiality limited

About half (n=14; 48%) of the Web sites with information about confidentiality explicitly 

defined this concept (i.e., “confidentiality means…” or equivalent statements), and 

definitions centered on privacy of information, particularly in relation to parents. For 

example, one clinic Web site noted: “Confidential testing means that the health center won’t 

tell your parents or anyone else without your permission.” Definitions of confidentiality 

were more likely to be provided when distinguishing confidential from anonymous in the 

context of HIV testing. Of the 21 statements defining confidentiality, 57% (n=12) of them 

were provided in the context of HIV testing only.

Emphasis on notification and consent but not time alone

Even if not explicitly defining confidentiality, most Web sites (n=24; 83%) described it 

in relation to notification and/or consent. Such information focused on legal protections 

that limit parental notification and allow minors to consent for services without parental 

permission. Often these topics were addressed jointly. For example, one clinic noted: 
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“the law states that minors can access reproductive health care services without parental 

notification or consent. That means it’s legal for you to take a pregnancy test, start a 

birth control method, or get tested for STIs without your parents knowing or agreeing to 

it.” Although law and policy were emphasized, only 31% of Web sites (n=9) explicitly 

stated that adolescents had a “right” to confidential care. Only 21% of Web sites (n=6) 

mentioned time alone with a provider when describing confidentiality practices. Most of 

these messages informed adolescents that they could request time alone (e.g., “you are 

allowed to ask your guardian who has accompanied you to the doctor to leave the room so 

that you may speak privately with your doctor.”). Only one Web site noted that young people 

may be uncomfortable with time alone.

Discussed primarily in relation to STI/HIV testing and contraception

Perhaps because of the focus on notification and consent, confidentiality was predominately 

discussed in relation to STI/HIV (n=22 Web sites; 76%) and contraceptive services (n=21 

Web sites; 72%) covered by minor consent laws (Figure 1). However, the STI/HIV content 

primarily focused on testing, with only about one-third of Web sites (n=9; 31%) describing 

STI/HIV treatment as a confidential service. Just a few sites discussed confidentiality in 

relation to human papillomavirus (HPV) vaccination, for which legal protections vary based 

on whether a state considers this as an STI-related service. Only one site discussed HIV 

pre-exposure prophylaxis (PrEP) and confidentiality, promoting “confidential clinics” in 

New York where young people could access PrEP. Less than half of Web sites (n=12; 41%) 

addressed confidentiality in relation to conversations with providers about sexual behavior 

(e.g., “What you tell your health care provider about your sexual behavior and exposure to 

STIs is confidential.”). Fewer sites mentioned this concept in relation to patient-provider 

discussions about sexual orientation (n=6; 21%) or gender identity (n=4; 14%).

Limitations to confidentiality not routinely discussed

Only half of Web sites (n=15; 52%) acknowledged potential breaches of confidentiality 

associated with billing, either directly and/or by offering actions young people could take 

to minimize potential billing-related confidentiality issues. Most of these statements focused 

on disclosure to parents, although in half of these instances it was not always clear how 

this would occur (i.e. explanation of benefits/insurance statements). This example from a 

nonprofit organization illustrates such content about billing: “Warning! If you use your 

parents’ insurance to pay for your visit, your parents may find out about it unless you take 

some additional steps.” Of the half of Web sites (n=14; 48%) that offered “additional steps,” 

to protect confidentiality, the most common recommendations were to pay for services in 

cash rather than use insurance, access a clinic where services are free or more affordable 

to avoid using insurance, or call the insurance company. Only a few sites (n=4; 14%) 

provided specific information about how to work with an insurance company to prevent 

breaches (e.g., completing a Confidential Communications Request available in the state 

of California, talking points for calling an insurance provider). Furthermore, less than half 

of Web sites (n=13; 45%) noted other limitations to confidentiality in the context of being 

a “danger to yourself or others,” with abuse and suicidality most often cited as specific 

examples.
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Verification of confidentiality encouraged

In addition to recommending actions to minimize billing-related breaches, nearly 60% of 

Web sites (n=17; 59%) encouraged young people to verify confidentiality policies and 

practices within their state, at the clinic level, and/or with their provider. Of the eight Web 

sites that suggested that young people know their state’s confidentiality laws and policies, 

88% (n=7) provided resources to consult. Two Web sites created a resource located within 

their site, whereas others referred to different Web sites. In contrast, statements encouraging 

young people to ask about clinic or provider policies (Box 1), such as “it’s important to ask 

your doctor or nurse what their office’s policies are,” generally did not include suggestions 

for how to have these conversations or what they should specifically address. Of the 11 Web 

sites with such messages, only about one-fifth (n=2; 18%) provided specific information 

to ask about, including whether parental consent is needed, what details are added to the 

medical record, and whether parents have access to the patient portal. Fourteen percent of 

Web sites (n=4) advised adolescents to tell providers what information they wanted kept 

private, implying that otherwise it would not be confidential. One Web site instructed teens 

to “send your doctor to [website]” if the provider was not aware of confidentiality rules.

Parent-adolescent communication promoted

For half of Web sites (n=16; 55%), content related to confidentiality also encouraged 

adolescents to talk with their parents. Such statements often came after describing 

confidentiality practices. For example, one Web site noted: “While you can access sexual 

and reproductive health services without getting your parents involved, getting support 

from your parents or another trusted adult can make that trip to the clinic a lot less 

intimidating.” In some cases, this information acknowledged that such conversations could 

be uncomfortable but challenged the assumption that parents would be unsupportive (e.g., 

“Many teens are surprised how supportive they [parents] can be”). A few Web sites (n=3) 

recommended that young people find a trusted adult or friend to speak to if they felt that 

talking to their parents was not an option.

Discussion

Adolescents’ low knowledge of confidentiality practices may create a barrier to health-care 

seeking and the delivery of recommended SRH services. Given the need for education on 

this topic, we conducted a systematic content analysis of public health/clinical Web sites 

to assess health education information about confidentiality in the context of SRH. It is 

promising that nearly all Web sites included in the original sample addressed confidentiality, 

particularly in terms of contraception and/or STI/HIV testing—two key preventive services 

for which there are specific legal protections in many states that are unknown to many 

adolescents [11]. However, content tended to focus narrowly on consent, notification, 

and, to some degree, billing-related breaches rather than consistently and comprehensively 

describing confidentiality practices, including time alone and other potential limitations. 

Notably, messages seemed to place an undue burden on adolescents to ensure that care is 

confidential, with few specific resources given. We highlight these limitations to inform 

ways to strengthen health education about confidential SRH care.
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We found that only half of Web sites provided clear definitions of confidentiality. A specific 

concern is that only a few Web sites addressed time alone between adolescents and their 

providers, which is a necessary, albeit not sufficient, practice for confidential care. Perhaps, 

this finding reflects a lack of clinic-level policies and protocols in relation to time alone 

[18]. It is important to consistently provide comprehensive descriptions of confidentiality 

that include time alone, a topic particularly relevant for younger adolescents who may be 

learning to navigate health care with a limited degree of autonomy from parents. Evidence 

suggests that some may experience discomfort with time alone with a provider [12,19]; 

health education that introduces and normalizes this practice could help increase comfort. 

Addressing time alone also provides a potential opportunity to underscore the value of 

openly discussing sexual behavior and sexual orientation and gender identity with providers, 

topics not routinely addressed in the content we reviewed. In addition to emphasizing 

confidentiality practices in relation to providers and parents, definitions would also benefit 

from explicitly addressing other clinical staff who may be in the room during SRH visits, as 

well as peers, particularly given adolescents have concerns about being seen by their peers 

when accessing care [20–22].

Only half of Web sites noted limitations to confidentiality associated with billing, and even 

fewer discussed other restrictions. Inadvertent confidentiality breaches related to explanation 

of benefits have received particular attention in recent years [23,24], so it is promising to see 

this issue reflected in online content, which may not always be up to date. That said, it was 

not standard to describe the full range of potential limitations to confidentiality, including 

billing but also mandated reporting, certain SRH services that may require parental consent 

(e.g., HPV vaccination, PrEP), and state laws that allow minors to self-consent but do 

not prohibit subsequent parental notification. Advertising confidential services without 

addressing limitations may set adolescents up to expect a standard of care they do not 

receive, which could undermine trust in the healthcare system. Encouraging verification of 

confidentiality seemed to be one way that Web sites sought to temper expectations, but it 

may be preferable to clearly explain specific circumstances in which confidential care may 

not occur. Broadly implying that care may not be confidential has the potential to contribute 

to confidentiality-related concerns.

Across confidentiality content, messages emphasized actions adolescents should take to 

receive confidential care. Young people are expected to identify and understand state laws 

and policies related to minor consent, ask parents to leave the room to have time alone with 

the provider, verify whether services are confidential when scheduling appointments, call 

insurance companies or find alternative sources of care to avoid billing-related breaches, and 

even educate providers. Although it is useful to give concrete steps adolescents can take to 

maximize confidentiality, placing the burden on adolescents may be overwhelming and deter 

health-care seeking.

Such a consequence is of particular concern if resources to facilitate adolescent action are 

not offered, which we found to be the case in multiple instances. For example, adolescents 

were encouraged to verify confidentiality policies when scheduling an appointment. 

However, they may not be comfortable or know what to ask, especially with only a cursory 

understanding of confidentiality practices and restrictions. Providing example questions for 
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young people to ask providers or clinic staff, as several Web sites did, may be useful, 

although doing so does not address the fact that not all staff will have adequate knowledge to 

respond appropriately to such queries [25,26]. We did find that most Web sites encouraging 

verification of state laws and policies provided specific resources to do so, such as linking 

to the Guttmacher Institute’s compilation of state laws related to consent and notification 

[6]. In contrast, recommendations to seek free sources of care to avoid billing-related issues 

were not usually accompanied by specific referrals. Providing clinic names and locations 

may not be feasible as standard practice, given that many Web sites are operated by national 

organizations, and content can be viewed across geographic locations. However, referencing 

national directories for free/low-cost services, such as the Centers for Disease Control and 

Prevention’s STD/HIV testing locator [27], may be one option.

A particularly positive finding was the repeated emphasis on parent-adolescent 

communication in the context of confidentiality. Such messages align with professional 

medical organization recommendations and growing attention to parent-adolescent-provider 

interactions that can support adolescent health [2,28,29]. Routine adolescent communication 

with parents is associated with reductions in sexual risk behaviors [30] and may alleviate 

parental concern about confidentiality practices, such as time alone, by helping parents 

continue to feel involved.

These findings should be interpreted in the context of study limitations. It is unclear how 

many adolescents viewed the content we analyzed or how young people interpret it. In 

particular, we focused on public health and clinical Web sites identified through keywords, 

but research suggests that adolescents often search questions or phrases that may yield Web 

sites such as Wikipedia [31]. Our study was also limited to SRH content despite the fact 

that confidentiality is relevant to adolescent health more broadly. Even within SRH content 

from public health/clinical organizations, we reviewed a sample of Web sites; although 

systematic, our search process was not exhaustive. For example, because the parent study 

aimed to assess integration of STI prevention context with information about pregnancy 

prevention, we did not search for Web sites using STI-related search terms, such as condoms 

or specific STI names, to minimize selection bias. Procedures for identifying confidentiality 

messages within the identified Web sites may also have missed relevant content. Finally, 

PDFs of the Web sites were created in Summer 2017, and content may have changed since 

then.

Our analysis suggests that a fundamental challenge to educating young people about 

confidentiality is the complexity of the message. Considering the strengths and weaknesses 

of the content reviewed, it seems the goal should be to empower adolescents with 

comprehensive information and assurances about confidentiality practices and legal 

protections while also addressing limitations to confidentiality in a way that does not 

create an undue burden or reinforce or exacerbate confidentiality concerns. From a 

structural standpoint, health education may need to devote more space/time to this topic to 

appropriately cover these multiple dimensions. Specifically, in the case of online content, 

organizations with existing Web sites could add a stand-alone Web page devoted to 

confidential care in addition to brief statements integrated with other SRH topics. In 

addition, it seems that there is an opportunity for a national organization to develop a 
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Web site devoted to confidentiality. Doing so would allow for a more comprehensive, 

nuanced presentation of information, and other sites that cursorily address confidentiality 

could direct viewers to such a resource for further details. In terms of framing, describing 

legal protections in terms of adolescents’ “right” to confidential care offers an empowering 

message that would also allow for describing specific and, in many states, fairly narrow 

restrictions to that right rather than broadly implying adolescents may not receive 

confidential care. In addition, tailoring confidentiality messages so they are aligned with 

adolescent development may facilitate comprehensive discussions of time alone and minor 

consent/parental notification. For example, time alone is a particularly salient practice for 

younger adolescents. Health communications research could help explain how young people 

are interpreting current messages and elicit innovative ways to both structure and frame 

confidentiality-related information going forward.

Ultimately, young people deserve to have clear, comprehensive information about 

confidential SRH services. Drawing on our findings, public health and medical organizations 

and professionals can consider how to improve health promotion about confidentiality, 

whether online or in the context of school-based efforts or clinic-based counseling. Doing so 

in conjunction with initiatives to address provider and clinic-level barriers to confidentiality 

could go a long way toward strengthening adolescent SRH care.
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IMPLICATIONS AND CONTRIBUTION

This study systematically assessed confidentiality-related information provided by 

public health/clinical organizations in the context of sexual and reproductive health. 

Strengthening these messages, whether delivered online or through school-or clinic-based 

education, could help improve adolescent knowledge of confidentiality practices and 

reduce a known barrier to care.
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Box 1.

Example online messages encouraging adolescents to verify 
confidentiality

• Before making an appointment, ask a trusted adult at school about your 

school’s policies. Find out what you need to do to make sure what you tell 

them will be kept private.

• When you call to make an appointment ask: Do you need to tell your parents 

or get their permission first?

• If you are covered by your parents’ health insurance and/or they are billed for 

your medical visits, ask your provider if the diagnosis and treatment on bills 

sent to them may compromise your confidentiality and how to prevent that 

from happening.

• There are some requirements associated with state laws that govern the 

confidentiality of health information for minors and thus [it is] important 

to ask situation-specific questions of the provider in advance.

• Getting tested in a clinic can be quick, and some clinics offer free and/or 

anonymous testing. (Call ahead to find out.)

• …it’s always a good idea to confirm the clinic’s confidentiality policy first 

when calling for an appointment.

• If you are concerned about confidentiality, you and your doctor should talk 

about it before you answer any questions.

• …be sure to share your worries with your doctor, who may be able to take 

extra steps to maintain your privacy.

• When calling to make an appointment, tell your age, ask if you need parental 

consent for your visit and the method you want, and ask whether the clinic 

guarantees confidentiality.

• …at your first appointment make sure to discuss confidentiality with your 

mental health provider and how and if information is shared with parents or 

others.

• Ask your doctor or nurse what he or she plans to tell your parent about 

your exam and let them know if there’s anything you don’t feel comfortable 

sharing. Different states have different rules when it comes to patient 

confidentiality. If you’re worried about privacy, ask about the office policy 

when you call to make an appointment.

• In general, parental permission is not needed for STD testing. However, there 

may be certain locations where, for one reason or another, a health care 

provider will require parental permission. Check with your provider about her 

or his policy.
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• Find out about what the health center offers to students, and make sure you 

receive confidential, non-judgmental services.

• Many doctors and health clinics provide confidential services to women under 

age 18, but you may want to ask about their confidentiality policy to make 

sure.
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Figure 1. 
Percentage of Web sites with confidentiality content about specific sexual and reproductive 

health topics. STI = sexually transmitted infection; PrEP = pre-exposure prophylaxis; HPV = 

human papillomavirus; SOGI = sexual orientation and gender identity.
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