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Objectives. To assess linkages of patient data from a health care system in the southeastern United

States to microdata from the American Community Survey (ACS) with the goal of better understanding

health disparities and social determinants of health in the population.

Methods. Once a data use agreement was in place, a stratified random sample of approximately

200000 was drawn of patients aged 25 to 74 years with at least 2 visits between January 1, 2016, and

December 31, 2019. Information from the sampled electronic health records (EHRs) was transferred

securely to the Census Bureau, put through the Census Person Identification Validation System to assign

Protected Identification Keys (PIKs) as unique identifiers wherever possible. EHRs with PIKs assigned

were then linked to 2001–2017 ACS records with a PIK.

Results. PIKs were assigned to 94% of the sampled patients. Of patients with PIKs, 15.5% matched to

persons sampled in the ACS.

Conclusions. Linking data from EHRs to ACS records is feasible and, with adjustments for differential

coverage, will advance understanding of social determinants and enhance the ability of integrated

delivery systems to reflect and affect the health of the populations served. (Am J Public Health. 2022;

112(6):923–930. https://doi.org/10.2105/AJPH.2022.306783)

Patterns of population health and

the persistence of health dispar-

ities demonstrate the importance of

going beyond clinical settings to under-

stand the conditions in which people

live, opportunities to which they have

access, environments to which they are

exposed, and how they are treated

by others, all of which are powerfully

shaped by race, ethnicity, and income.1–3

Nonprofit health care systems have a

statutory responsibility to benefit the

communities they serve,4 but their ability

to leverage their clinical data to develop

such an understanding is limited.5,6

Information needed to describe the

sociodemographic characteristics of the

patient population is generally restricted

to age, sex, race, and ethnicity, often

with substantial missing data on race

and ethnicity. Patients may or may not

be representative of the communities in

which they live.7 A potential solution to

these problems is to link clinical records

to social, economic, and demographic

information collected for individuals in

the American Community Survey (ACS).

The ACS is an ongoing sample survey

conducted by the US Census Bureau

that collects information on the US

population.8 The ACS asks about a full

range of personal characteristics such

as education, employment status, occu-

pation, income, marital status, detailed

race and ethnicity, language, health

insurance, and disabilities; housing

characteristics such as type and age of

dwelling, number of rooms, monthly

rent or mortgage payment, and Inter-

net access; and derivable household

characteristics such as size, presence

of children, family composition, and

poverty status.9 Each year, the ACS col-

lects data for more than 2 million per-

sons living in households and 150000

persons living in group quarters.10,11

Properly weighted, ACS data are repre-

sentative of national, state, and local

populations.

Ours is the first study to our knowl-

edge to link electronic health records
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(EHRs) with ACS microdata. Others

have appended ACS-based publicly

available data for small geographic

areas to EHRs to improve screening for

chronic disease,12–14 to identify and

characterize neighborhood contexts

that contribute to or potentially exacer-

bate medical conditions,15,16 and to

develop population-adjusted preva-

lence rates for various medical condi-

tions.17 However, there are limitations

to this area-based approach. The low-

est level of geography for which ACS

data are publicly available is the block

group, and, because of disclosure con-

cerns, not all information of potential

interest is available at this level. Fur-

thermore, areal ACS data do not always

add meaningfully to the prediction of

health outcomes.18 With individual-

level linkages between EHR and ACS

data, it would be possible to systemati-

cally evaluate use of areal estimates as

proxies for social determinants missing

from clinical databases, correct for

potential bias in EHR-based studies,

and assess the extent to which inte-

grated delivery systems care for repre-

sentative populations.

To realize the value of EHR–ACS link-

age requires a collaboration between a

health care system and the Census

Bureau that can successfully meet a

series of challenges, from developing

a data-use agreement that meets the

stringent data protection requirements

of both entities to determining whether

linkages meet necessary quality stand-

ards. The health care system that is the

focus of our study is composed of a

large academic health center, 11 com-

munity hospitals, and hundreds of

community practices across the state.

Care is offered to all residents of the

state regardless of ability to pay, with a

generous charity care program and a

vigorous population health outreach

program, resulting in a diverse patient

population, including citizens and non-

citizens. Within the broad mix of racial,

ethnic, and cultural diversity, both

urban and rural populations are repre-

sented. Through expansion, the total

patient population, operationalized as

number of unique patients served over

a 2-year period, increased from 1.9 mil-

lion patients in 2016 to 3.4 million

patients in 2021. This article describes

the process, reports on lessons learned,

and discusses future promise of an

attempt to match records for a sam-

ple of these patients.

METHODS

To link EHR-derived data to data from

the ACS required the following steps:

1. develop a data-use agreement

between the health care system

and the US Census Bureau;

2. design, select, and transmit a

sample of patient records to the

Census Bureau;

3. pass the records through the Cen-

sus Bureau’s Person Identification

Validation System (PVS) to assign

Protected Identification Keys (PIKs);

4. use the PIKs to match to ACS

records with PIKs; and

5. assess the quality of linkage.

Each of these steps is briefly

described.

Health Care System–Census
Bureau Agreements

Linking data required collaboration

between 2 entities with very different

missions, processes, and cultures. The

health care system is a not-for-profit

academic integrated care delivery sys-

tem and a safety-net provider for the

state. Its medical records are protected

by the Health Insurance Portability and

Accountability Act as well as confidenti-

ality agreements signed by all employ-

ees, medical staff, students, volunteers,

vendors, and others who access these

records in the process of conducting

their business. Policy issues related to

data use are governed by an oversight

committee, with representation from

the clinical enterprise, the school of

medicine, other health science schools,

and 2 patient representatives.

The US Census Bureau is the larg-

est federal statistical agency with a

mission to “serve as the nation’s lead-

ing provider of quality data about its

people and economy.”19 This project

was done under the Census Bureau’s

legal authority, Title 13 USC, and all

individuals’ information was safe-

guarded under the confidentiality and

use restrictions in 13 USC § § 8,9 and

in accordance with the Census Bureau’s

Data Stewardship Program.20 There are

severe penalties for violating the oath

to protect data at the Census Bureau.

Though the primacy of data confidenti-

ality is shared by both organizations, dif-

ferences in procedures resulted in a

complex negotiation to establish a gov-

ernance process to link ACS and EHR

data. The critical first step was, thus, to

develop the necessary agreements.

A data use agreement was negoti-

ated and approved by the health care

system, including institutional review

board approval and authorization of

the necessary disclosures of protected

health information to the Census Bureau

to conduct the study. Teammembers

made presentations regarding the long-

term goals of the collaboration with the

Census Bureau, the value of a joint pro-

ject to assess population health, and

proposed measures to ensure confiden-

tiality of patient data. In turn, health care

personnel were educated regarding
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Census Bureau data governance and

extensive nondisclosure and privacy pol-

icies. The resulting data use agreement,

signed in late 2019, specifies the legal

authorization to participate in this joint

statistical project as well as its purpose,

mutual interests and responsibilities of

the parties, data confidentiality, system

security, disclosure avoidance, and

research plan. The agreement requires

that the confidential data be used only

for statistical purposes as described in

the research plan and not disclosed or

published in any way that permits identi-

fication of a particular individual or

entity. For this project, only authorized

Census Bureau staff can analyze the

data sets and only within the Census

Bureau’s information technology envi-

ronment. All results must pass a formal

disclosure review conducted by the Cen-

sus Bureau’s Disclosure Review Board.

This process ensures that there is no

information that can identify an individ-

ual, either alone or when combined with

other publicly available information. All

results reported in this article have

passed this review.

Electronic Health Records

The health care system uses a single,

enterprise-level system (Epic) to man-

age and store EHR data from hospitals

and outpatient practices. Data are

transferred daily to a Clinical Data

Warehouse and are used for both

operations and research. Patient iden-

tifiers and sociodemographic informa-

tion such as race and ethnicity were

provided by patients and recorded at

the time of registration either online

or by staff interview. As part of clinical

activity, some variables such as patient

address are updated regularly, but,

other than de-duplication to correct

for multiple records in a few cases

because of multiple surnames, name

changes, and John Doe admissions to

the emergency department, no formal

data “cleaning” was performed as part

of this linkage project, making these

results applicable to other large inte-

grated delivery systems.

For the purposes of this study, we

drew a disproportionate stratified ran-

dom sample of 200000 patients aged 25

to 74 years with at least 2 visits between

January 1, 2016, and December 31,

2019, from the Clinical Data Warehouse.

The goal was to achieve approximately

equal numbers of patients representing

different combinations of race and eth-

nicity, although numbers were not always

sufficient in some groups to meet this

goal. The sample selected for study was

as follows:

� White/not Hispanic or Latino:

32922;

� Black/not Hispanic or Latino, or

missing: 32922;

� Any race/Hispanic or Latino: 32922;

� Asian/not Hispanic or Latino, or

missing: 16721;

� Missing or other race/missing eth-

nicity: 32 922;

� Missing or other race/not Hispanic

or Latino: 32922; and

� White/missing ethnicity: 18670.

We drew the identifying information

needed to link their records with ACS

data: name, address, date of birth, sex,

and Social Security number (SSN). We

also drew a limited number of sociode-

mographic variables: race, Hispanic

ethnicity, language, and health insur-

ance. These were analyzed separately.

Protected Identification
Key Assignment

The record linkage identifiers used at

the Census Bureau do not contain any

direct identifiers. Instead, PIKs replace

identifying information and are used to

anonymously link to ACS microdata. PIKs

are based on exact and probabilistic

matching by comparing information in a

given input file against a reference file

generated from Social Security Adminis-

tration data and other administrative

records.21 To assign PIKs, each record is

passed through successive modules

comparing it with the reference file

based on SSN, address, name, gender,

and date of birth. When a linkage can be

made between the incoming record and

the reference file, the PIK is appended

to the record in the file transferred from

the health care system. Only records

that were not found move on to the

next module. First, the data go through

the SSN module. Those records that

were not found in the SSN module

move to the GEO search module. In the

GEO search module, the program is

looking for a match using name plus

date of birth plus sex within a certain

geographic radius (no more than the

surrounding neighborhoods of first

3 digits of zip code from the address

provided). If there is still no match, the

record moves to the name module,

which also uses date of birth. The match

to SSN is exact; matches involving other

identifiers are probabilistic.22

After secure transfer, Census person-

nel attempted to assign PIKs to approxi-

mately 199000 patient records. The

difference between this number and

the 200000 records drawn is attribut-

able to removal of a few duplicates and

the decision to drop patient records

indicating nonbinary or “other” for sex

because of sample-size considerations

to avoid potential disclosure. All num-

bers were rounded to meet disclosure

requirements. Once PIKs were assigned,

personally identifying information was

removed. None of the analytic research
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files for this project contain personally

identifying information such as name or

Social Security number, as these fields

are used only in the initial PIK-generation

phase with authorized access for only a

few employees at the Census Bureau.

Linking to American
Community Survey Data

The health care system serves mainly

residents of the state (2% of patients

reside elsewhere), so we first consid-

ered limiting the assessment of link-

ages between EHRs and the ACS to

in-state addresses sampled in the ACS.

After further consideration, we opted

for a more expansive approach because

of significant migration into and out of

the state over the 17-year span of ACS

data utilized, which could undermine

future analyses and conclusions regard-

ing social determinants given the intrin-

sic mobility of residents.23

Linking EHRs to the ACS means link-

ing a subset of the population with a

sample of the population. Figure 1 illus-

trates this process. The EHRs refer to a

selected subpopulation from the state

consisting of 2.1 million patients during

2016 to 2019; the sample selected for

the study is a subset (�200000), and

those assigned PIKs a further subset

(�187000; Figure 1a). ACS data are a

representative sample of the state popu-

lation (Figure 1c). The intersection of

these 2 sets (i.e., matched EHRs and ACS

records) is shown in Figure 1b. Not

shown in the figure is coverage error in

the ACS, which increased over time.24

Furthermore, and relatedly, not all ACS

data were assigned PIKs.

RESULTS

Overall, PIKs were assigned to 187000

of the 199000 records, a PIK rate of

94.0%. This compares favorably to the

PIK rate for the ACS (90.8%–94.4%). As

shown in Table 1, 77.5% of patients in

the data from the health care system

were assigned PIKs based on SSN, an

exact match. An additional 12.3% were

found using name, date of birth, and

sex within a geographic radius deter-

mined from their address, and a further

4.1% were found using name, sex, and

date of birth. The latter PIK assignments

are probabilistic. Of those records not

successfully assigned PIKs, the large

majority either lacked an SSN or pro-

vided an SSN that did not match the

Census Bureau’s reference file. Clearly,

SSNs played an outsized role in the PIK

assignment process. SSN matches pro-

vide reassurance on the quality of the

linkages because they are exact. Yet,

relying on exact SSN matches may not

be realistic in the long run because

health systems are increasingly moving

away from collecting SSNs as manda-

tory fields. To investigate the possible

consequences on non-SSN matches,

we resubmitted the EHRs for PIK assign-

ments without SSNs and using only

name, address, sex, and date of birth,

and succeeded in assigning PIKs for

90.0% of the sampled patients.

Matched EHR-ACS

State PopulationState Population

EHRs

Patients assigned PIKs
Patients sampled 

Residents in ACS sample
Residents of the state

Legend

EHR patients

EHRs with PIKs

Sampled EHRs

a b c

FIGURE 1— Matching Electronic Health Records (EHRs) to American Community Survey (ACS) Sample: United States
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Most patients in the EHR subset will

not be sampled in the ACS, and many

respondents in the ACS will not be

patients of the health care system. For

these groups, there is no possibility of a

match. Without knowing the population

of eligible potential matches, it is not

possible to say exactly what match rate

would indicate that all eligible potential

matches have been identified and

linked, but, because the ACS is a true

probability sample, we can put rough

bounds around it. From the perspec-

tive of the EHRs, the maximal match

rate will depend on the individuals sam-

pled for the ACS each year (1%–1.5%)

cumulated over years of observation

(2001–2017), taking account of coverage

(91.8%–94.1%), PIK rates (90.8%–94.4%),

and smaller sampling fractions in 2001

to 2004 (0.2%–0.3%).11 The maximal

match rate likely lies between 12% and

18%, although we cannot know for sure.

The match rate for our sample of EHRs

with PIKs is within that range: 15.5%.

Table 2 shows the distribution of

matched observations by year of the

ACS record to which it matched.

The distribution added up to 15.5%,

the overall match rate. Match rates

were higher for ACS data collected in

2012 or later (1.23% or higher) than

for ACS data collected in earlier years,

(0.21%–0.27% in the 2001–2004

period). These patterns point to a

tradeoff: the greater the number of

years of ACS data included in the

potential match, the higher the match

rate will be, but the greater time differ-

ence in the reference year for the

2 sets of data may undermine the util-

ity. It is questionable whether social,

economic, and housing characteristics

in, say, 2001 add much value in an

analysis of health records collected in

2016 to 2019. If we restrict our atten-

tion to more recent ACS data, say 2013

to 2017, the match rate will be lower—

in this instance, 6.47%.

Table 3 enables us to look at the time

trends in a different way. For each ACS

year, we can examine the percentage

of individuals in the survey who match

to a patient with at least 2 visits in 2016

to 2019. Match rates varied between

0.043% and 0.054%. The percentages

were very small because we considered

for a potential match all individuals

included in the ACS for a particular

year, not only in the state but also

across the country. Had we limited our

attention to ACS records from the state,

match rates would have been higher

and the trend more pronounced.

DISCUSSION

Census Bureau data, such as the ACS,

are collected to describe populations,

follow trends in populations, and make

demographic inferences useful to poli-

cymakers. In contrast, health data are

collected for the express purpose of

being applied to the individuals who

provide it—though integrated delivery

systems also routinely use aggregated

data to track health care use and out-

comes over time to improve care, and

EHR data are increasingly used for

research and to inform public health.

Navigating a series of steps required

for data integration, the study demon-

strated a successful collaboration

between a health care system and

the US Census Bureau to advance a

project germane to their disparate

missions.

Data integration required internal

review at both institutions and a data

use agreement acceptable to both par-

ties. Selected information from a sam-

ple of EHRs selected from the Clinical

Data Warehouse was transmitted by

secure means. Data integration pro-

ceeded smoothly: the PIK rate was high

(94%), and the match rate to EHR data

for observations with PIKs (15.5%) was

within expectations given sampling

fractions in the ACS and the 17-year

span of ACS data used. Match rates

are less with narrower windows—for

example, 3.8% if ACS data were limited

to the 2015–2017 period and 1.3% if

limited to 2017. The narrower the

window, the fewer the number of

matched cases.

TABLE 1— Electronic Health Records (EHRs) Protected
Identification Key Quality: United States

No. (%)

Found, Social Security number 154 000 (77.54)

Found in geographic search 24 500 (12.34)

Found in name search 8100 (4.08)

Found in date-of-birth search 100 (0.05)

Not found 11 900 (5.99)

Total 198 600 (100.00)

Note. The US Census Bureau reviewed this data product for unauthorized disclosure of confidential
information and approved the disclosure avoidance practices applied to this release, CBDRB-FY21-
POP001-0087. All numbers are rounded according to US Census Bureau disclosure protocols. The
discrepancy between the total of 198 600 shown in the table and the references to 199000 in the
text reflects rounding error.

Source. American Community Survey data (2001–2017) and EHRs obtained from a health care
system in the southeastern United States.
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Importantly, the expected number of

matches is sufficient to support subse-

quent analyses. For patients seen in

a particular year for a relatively com-

mon condition such as type 2 diabetes

matched to 3 years of ACS data,

we would expect more than 3000

matches. Even if we narrowed to 1 year

of ACS data, there would be more than

1000 cases. For less common condi-

tions, information from more than 1

medical center might be used, assum-

ing that appropriate agreements could

be negotiated. We could also boost the

number of matches by expanding the

Census Bureau data sources used—for

example, the Decennial Census or addi-

tional sources of administrative records

such as program participation from

states have much greater coverage

than the ACS.

Future uses could include transfer of

a greater number of EHR cases to Cen-

sus, addition of structured clinical fields

including International Classification of

Diseases, 10th Revision (Geneva, Switzer-

land: World Health Organization; 1992)

diagnostic codes, medication type and

refills, procedures performed, details of

inpatient hospital stays, and laboratory

result data. Scaling up to include other

medical centers is certainly possible

and would be facilitated through use of

a common data model. From the Cen-

sus perspective, the clinical detail of

EHR-derived data will be helpful to pro-

vide clinical correlates of demographic

and symptom report information. Uses

can also include examination of the

detailed data on household size, socio-

economic status, and structure, informa-

tion that clinical systems generally lack.

Clinical and health services researchers

can examine the extent to which pop-

ulations cared for within large inte-

grated delivery systems are or are not

representative of populations in geo-

graphic areas. In addition, the relation-

ship of the Census “gold-standard”

measures of social determinants of

health and population demographic

characteristics to clinical outcomes

can be assessed.7

An issue that any research along

these lines will face is timing. As noted,

the wider the window of ACS data used

for matching, the larger the number of

matches. The advantages of having

more cases must be balanced against

the increasing possibility that the social,

demographic, economic, and housing

characteristics measured in the ACS

have changed since they were collected.

This timing difference is less of a prob-

lem for variables such as sex, race, eth-

nicity, age (which changes in predictable

ways), or educational attainment (which

changes little for most adults25) than it

is for more dynamic social determinants

of health such as income,26 household

composition, or place of residence. For

example, according to data from the

Survey of Income and Program Participa-

tion, 12.2% of the population changed

residence in 2013, and 14.9% experi-

enced a change in household compo-

sition that year.27 Exploring these

tradeoffs in the future will be instructive

TABLE 2— Matches of Patients Having Electronic Health Records
(EHRs) With Protected Identification Keys (PIKs) to Respondents in
the American Community Survey (ACS) : United States

No. of Matches

Total No. of EHRs
With PIKs

(Constant Over
Time)

Match Rates of
EHRs With PIKs

Overall, all ACS years 29 000 187 000 15.508

2001 450 187 000 0.241

2002 400 187 000 0.214

2003 500 187 000 0.267

2004 450 187 000 0.241

2005 1700 187 000 0.909

2006 1900 187 000 1.016

2007 1700 187 000 0.909

2008 1800 187 000 0.963

2009 1800 187 000 0.963

2010 1900 187 000 1.016

2011 1900 187 000 1.016

2012 2300 187 000 1.230

2013 2400 187 000 1.283

2014 2500 187 000 1.337

2015 2500 187 000 1.337

2016 2400 187 000 1.283

2017 2300 187 000 1.230

Note. The US Census Bureau reviewed this data product for unauthorized disclosure of confidential
information and approved the disclosure avoidance practices applied to this release, CBDRB-FY21-
POP001-0087. All numbers are rounded according to US Census Bureau disclosure protocols.

Source. ACS data (2001–2017) and EHRs from a health care system in the southeastern United States
(2016–2019).
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in determining appropriate cutpoints for

different research questions.

Conclusions

Matched EHR–ACS data offer a unique

window into population health, health

disparities, and social determinants.

ACS data tell us about life circumstan-

ces. EHR data tell us about health cir-

cumstances. While the ACS and other

demographic databases lack the medi-

cal specificity that would make them

useful population health tools, EHR data

provide only a limited view of social

determinants as well as potentially

skewed and biased depictions of the

population, although the extent of the

bias is uncertain. Linking Census Bureau

and EHR data, though, is a promising

avenue to reconcile demographic data

with clinical data in a manner that

improves our understanding of how dis-

ease operates in populations and the

patterns of care that emerge and the

role of the delivery system in assessing

and improving population health.

Public Health Implications

Integrating population-representative

data on social determinants of health in

the ACS and data on health outcomes in

EHRs makes possible a better description

of population health and a deeper exami-

nation of the social determinants of

health and health disparities than is pos-

sible with either source alone.
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TABLE 3— Matches of Respondents in the American Community
Survey (ACS) With Protected Identification Keys (PIKs) to Patients
Having Electronic Health Records (EHRs) With PIKs: United States

No. of Matches

Total No. of ACS
Observations With
PIKs (Varies by ACS

Year)

Match Rates of All
ACS Observations

With PIKs

Overall, all ACS years 29 000 57160 000 0.05074

2001 450 1038 000 0.04335

2002 400 890 000 0.04494

2003 500 1015 000 0.04926

2004 450 1019 000 0.04416

2005 1 700 3323 000 0.05116

2006 1 900 3492 000 0.05441

2007 1 700 3440 000 0.04942

2008 1 800 3589 000 0.05015

2009 1 800 3567 000 0.05046

2010 1 900 3729 000 0.05095

2011 1 900 4045 000 0.04697

2012 2 300 4528 000 0.05080

2013 2 400 4612 000 0.05204

2014 2 500 4870 000 0.05133

2015 2 500 4856 000 0.05148

2016 2 400 4670 000 0.05139

2017 2 300 4502 000 0.05109

Note. The US Census Bureau reviewed this data product for unauthorized disclosure of confidential
information and approved the disclosure avoidance practices applied to this release, CBDRB-FY21-
POP001-0087. All numbers are rounded according to US Census Bureau disclosure protocols.

Source. ACS data (2001–2017); EHRs from a health care system in the southeastern United States
(2016–2019).
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Note. The Census Bureau reviewed this data
product for unauthorized disclosure of confidential
information and has approved the disclosure
avoidance practices applied to this release, autho-
rization numbers CBDRB-FY21-POP001-0087 and
CBDRB-FY21-POP001-0182. This article is intended
to inform interested parties of ongoing research
and to encourage discussion. Any views expressed
are those of the authors and not necessarily those
of the US Census Bureau.
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