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Abstract

A multitude of studies have suggested potential factors that influence internet secu-
rity awareness (ISA). Some, for example, used GDP and nationality to explain dif-
ferent ISA levels in other countries but yielded inconsistent results. This study pro-
posed an extended knowledge-attitude-behaviour (KAB) model, which postulates an
influence of the education level of society at large is a moderator to the relationship
between knowledge and attitude. Using exposure to a full-time working environment
as a proxy for the influence, it was hypothesized that significant differences would
be found in the attitude and behaviour dimensions across groups with different con-
ditions of exposure and that exposure to full-time work plays a moderating role in
KAB. To test the hypotheses, a large-scale survey adopting the Human Aspects of
Information Security Questionnaire (HAIS-Q) was conducted with three groups of
participants, namely 852 Year 1-3 students, 325 final-year students (age=18-25)
and 475 full-time employees (age=18-50) in two cities of China. MANOVA and
subsequent PROCESS regression analyses found a significant negative moderat-
ing effect of work exposure, which confirmed the proposed model. However, the
effect was more pervasive than expected and moderation was found in the interac-
tion between work exposure and all three ISA dimensions. The social influence does
not only reshape the cybersecurity attitude of the highly educated, but also knowl-
edge and behaviour. Findings contribute theoretically, methodologically and practi-
cally, offering novel perspectives on ISA research and prompting new strategies to
respond to human factors.
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1 Introduction

Cybersecurity is becoming a major concern and one of the most challenging issues
as digital technology is evolving rapidly in recent years. However, this issue has
never been so critical and urgent as it is during the current COVID-19 pandemic
when working and learning online become the only plausible solution wherever
the Internet is available. Such an unprecedented switch from offline to the online
environment might generate great threats to privacy and protection of personal data,
especially for online teaching and learning. Recent statistics show the education sec-
tor accounted for 7.2% of total breaches reported, which means attacks in higher
education are growing significantly as cybercriminals target new online-learning
models (Risk Based Security, 2020). As an efficient counter-measure, it is advised
to increase Internet security awareness (hereafter ISA) by educating internet users to
be sensitive to the various cyber threats and the vulnerability of computers and data
(Siponen, 2000), in order to induce behavioural changes to tackle the ever-expanding
digital society and culture. According to China Internet Network Information Center
annual report (2021), until December 2020, China, with nearly one billion netizens,
had formed the world’s largest digital society. The COVID-19 epidemic has acceler-
ated the wave of social digital transformation in China from individuals, enterprises
to governments in an all-around way (Wu et al., 2020). At the same time, cybersecu-
rity problems emerged as urgent issues in this country, which accounts for one-fifth
of global internet users. Under such a context, it is worthwhile to explore the cyber-
security awareness of Chinese internet users, especially considering the enormously
diverse educational background of the general public (National Bureau of Statistics
of China, 2021; Ministry of Education of the People’s Republic of China, 2020) who
formed the netizen population.

Although studies related to ISA are plenty, existing literature shows empirical
research on cybersecurity risks in higher education is scarce (Ulven & Wangen,
2021). To the authors’ best knowledge, there has not been an attempt to understand
behavioural changes of the highly educated as they graduate and work in society.
Nevertheless, the abundant literature has provided a number of methods to assess
cybersecurity awareness (Rahim et al., 2015). Among all, the knowledge-attitude-
behaviour (KAB) model has been used to explain cybersecurity awareness and
behaviours (Parsons et al., 2014; Zwilling et al., 2020), and the HAIS-Q is a rela-
tively new and comprehensive scale to investigate internet security knowledge, atti-
tude and behaviours, which has been confirmed to have high internal consistency
and external reliability (McCormac et al., 2017; Parsons et al., 2014). However, like
many other emerging models, KAB is subject to further improvements, as Parsons
et al. (2014) rightly acknowledged. One factor that has been suggested is social influ-
ence, which past studies found to be a salient predictor of cybersecurity behaviours
(Das, 2016; Elkhannoubi & Belaissaoui, 2016; Heirman et al., 2016; Rader et al.,
2012; Watson et al., 2020). However, impacts from the external environment were
rarely the focus of investigation (Kam et al., 2020) and barely any researchers exam-
ined the effect of the average education level of a society on an individual’s ISA.
A case in point is China, despite being the second-largest economy (International
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Monetary Fund, 2021), the average national education level is much lower than most
developed countries (United Nations Development Programme, 2020). As the com-
paratively better-ISA-informed and more highly-educated internet users (e.g., uni-
versity students) come out into the society, there is a good chance their ISA would
be influenced by other less-educated co-workers, since peers have tremendous
impact on one another’s ISA (Hwang et al., 2017). To evaluate this social influence,
respondents of similar educaton backgrounds (i.e., higher-education level) were
recruited, and three levels of full-time work exposure (hereafter work exposure) were
considered, from no exposure to prolonged exposure. They are used to approximate
the levels of influence of social education level (SEL), defined as the average educa-
tion level of society, on university students/graduates’ cybersecurity knowledge, atti-
tude and behaviour. With the assumption that more social contact at work implies
a higher influence of lower SEL, an extended KAB model was proposed; the influ-
ence of SEL is taken as a moderating variable between knowledge and attitude. A
large-scale survey was then conducted to test the extended KAB model. Considering
the relatively few large-scale studies on ISA and scarcely any attempts to compare
university students with working graduates, this study may contribute in theoretical,
methodological and practical respects, refining the KAB model, providing a novel
method to quantify social influence and offering further insights into its impact on
ISA.

2 Literature review
2.1 KAB framework and HAIS-Q

The knowledge-attitude-behaviour (KAB) model was first proposed by Kruger and
Kearney (2006) to measure information security awareness. It is based on the three
interrelated components of the social psychological model, namely, affect, behaviour
and cognition (Eifert & Craill, 1989; MacKinnon & Hoey, 2021), which correspond
to attitude, behaviour and knowledge respectively. The KAB model has been widely
adopted to explain cybersecurity awareness and behaviours (Parsons et al., 2014;
Zwilling et al., 2020). The main proposition of KAB is while knowledge can change
behaviours, attitude is often a necessary mediator between the two factors. In other
words, increased knowledge improves attitude, which then results in better informa-
tion security behaviours (Parsons et al., 2014). Knowledge concerns knowing what
(declarative), how (procedural), when and why (conditional) (Schrader & Lawless,
2004). Attitude, in this study, is defined as beliefs and perceptions. Finally, behav-
iours are referred to as observable actions under varied circumstances. The current
study occasionally mentions the term awareness, as past studies have vaguely and at
times inconsistently used it to refer to knowledge (e.g., Berki et al., 2017), knowledge
and attitude (e.g., Zwilling et al., 2020), or a combination of knowledge/attitude and
behaviours (e.g., Chandarman & Van Niekerk, 2017). For the purpose of this study,
awareness is defined as a mix of knowledge and attitude.
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The KAB model has received much attention due to earlier research finding that
knowledge alone is insufficient to cause behavioural changes (Valente et al., 1998;
Worsley, 2002). Attitude is a necessary mediator to mitigate the cognitive dissonance
between knowledge and action. To measure the relationship between the three varia-
bles, Parsons et al. (2013) conceptualized the Human Aspects of Information Security
Questionnaire (HAIS-Q) based on the KAB model. Before the emergence of HAIS-Q,
survey questionnaires tended to have a narrow focus on ISA, such as the use of pass-
words (Carstens et al., 2004) and smartphone applications (Mylonas et al., 2013). Con-
sisting of seven dimensions, the HAIS-Q is more comprehensive in capturing the most
typical internet behaviours. The questions are relatively “neutral” in that they do not
highlight deliberate positive behaviours or intentional malicious behaviours (Parsons
et al., 2014), which can reduce social desirability bias. In addition, each sub-area of the
dimensions, such as “opening attachments” under the aspect of “email use”, is phrased
to fit the definition of knowledge (“I am allowed to open email attachments from
unknown senders”), attitude (“It’s risky to open an email attachment from an unknown
sender””) and behaviour (“I don’t open email attachments if the sender is unknown to
me”) respectively (p. 168). Hence, a clear distinction can be observed between aware-
ness and behaviours. Finally, studies have shown that HAIS-Q has high internal consist-
ency and external reliability (McCormac et al., 2017; Parsons et al., 2014), making it a
valid and reliable measurement tool for internet security perceptions and actions.

Traditionally, the issue of ISA had been widely explored using models developed
from well-established psychological theories such as the Theory of Planned Behaviour
(TPB) (Ajzen, 1991) and Protection Motivation Theory (PMT) (Rogers & Prentice-
Dunn, 1997). However, these models were criticised for not being able to capture the
complexity and the specific phenomenon in cybersecurity (Karjalainen & Siponen,
2011; Moody et al., 2018; Roberts, 2021). PMT, for example, emphasises personal
threat, which is a less relevant concept in many contexts where ISA is essential (e.g.,
workplace) (Warkentin et al., 2016). Further, there are major differences in terms of the
necessity of subject knowledge between internet behaviours and other health or envi-
ronmental-related motivation studies where TPB and PMT were initially developed. In
some of the latter studies, the risky behaviours being examined might be largely known
by the public, such as the risk of smoking to one’s body or the problem of plastic prod-
ucts to the environment. In others, such as the effect of wine on health or humanity’s
carbon emission on global warming, information can be controversial or even contradict-
ing. However, knowledge in cybersecurity is unambiguous (Parsons et al., 2014) but may
differ largely from person to person. Hence, the knowledge construct is an indispensa-
ble element, and the KAB model, which is based on social psychology and specifically
developed to explain ISA (Kruger & Kearney, 2006), appears to be a more appropriate
model for the purpose of this study.

2.2 Factors affecting cybersecurity behaviours
One major criticism of the KAB model is that the relationship between knowledge,

attitude and behaviour is overly simple (Aikins et al., 2010; van der Linden, 2014)
as studies have found knowledge and attitude alone can only account for some
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behavioural changes. The model may fail to explain, for example, why certain coun-
tries have similar levels of cybersecurity awareness but differing reported behav-
iours (Zwilling et al., 2020), despite a significant relationship between awareness
and behaviours. For this reason and others, many studies have hypothesized per-
sonal and social factors that affect behavioural decisions, such as age (Cain et al.,
2018), gender (Chaudhary et al., 2015), self-efficacy (Choi et al., 2013), stress level
(McCormac et al., 2018), cultural beliefs (Wiley et al., 2020) and work environment
(Hadlington and Parsons, 2017); these studies focus on behavioural differences at an
individual or interpersonal level in a confined context. Other studies examine cyber-
security differences from a cross-national perspective (Berki et al. 2017; Chen &
Zahedi, 2016; Sawaya et al., 2017, Zwilling et al., 2020). To name but a few, Berki
et al. (2017) investigated cloud services security knowledge, attitude and usage of
higher institute students from Greece, Finland, Nepal, the UK and China. Chen and
Zahedi (2016) compared perceived cybersecurity threats and coping behaviours
of university students and their friends and family in the United States and China,
while Zwilling et al. (2020) surveyed undergraduate and graduate students in Tur-
key, Israel, Poland and Slovenia on cybersecurity knowledge, awareness and behav-
iours. These studies found safer cybersecurity behaviours are related to higher GDP
or better development of a country, but exceptions often exist.

It is known that an individual’s education level correlates with his/her ISA
(Aivazpour & Rao, 2020; Chua et al., 2018; Wiley et al., 2020). In particular, edu-
cation on information and communication technology (ICT) can positively benefit
one’s ISA (Bostan & Akman, 2015; Brilingaité et al., 2020; Sheng et al., 2010).
Related studies have predominantly focused on the education received by an internet
user. However, the impact of an individual being exposed to a social environment
where most people have low education background and inadequate ICT education is
seriously under-investigated. Different from the education at a personal level, SEL
concerns how the general education level of an internet user’s immediate circle,
such as family, friends and colleagues, impacts the user’s cybersecurity behaviours.
Existing literature has found social influence to be a critical factor that motivates
or demotivates cyber security behaviours (Das, 2016; Elkhannoubi & Belaissaoui,
2016; Heirman et al., 2016; Kam et al., 2020; Rader et al., 2012; Watson et al.,
2020). Kam et al. (2020), for example, examined the relationship between indus-
try type and information security awareness (ISA). The study found varied institu-
tional environments produced unique security practices. They became social norms
that affected employees’ perceptions of organizations’ ISA and pressure them into
complying with safe internet practices. A structural model analysis was adopted to
confirm the moderation effect of social norms on the formation of employee ISA.
Workplace aside, Rader et al. (2012) found that most people learned lessons from
stories about security incidents informally from family and friends. These stories
impact the way people think about security, and their subsequent behaviour when
making security-relevant decisions. Findings of Das (2016) echoed such peer influ-
ence. He found that “observing others” was a main trigger for safe internet prac-
tices. For example, a participant reported he only started to set passcodes for his
phone because he noticed others in his circle set passcodes. Das commented that a
change of behaviours is likely when there is “social proof” that others are doing the
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same. Conversely, if a well-educated internet user is surrounded by under-educated
users, whose security awareness is not as high (Bostan & Akman, 2015), the well-
educated individual may reduce safe practices over time. These studies suggest that
social influences from workplace, family and friends can affect individuals’ attitudes
and behaviours towards cybersecurity. At a national level, Elkhannoubi & Belais-
saoui (2016) argued that social influence plays a key role in safe internet behav-
iours, especially in developing countries. They proposed a framework to assess and
promote ISA in developing countries, which consists four variables: (public) aware-
ness, social media, government and business influence. Governments are advised
to consider these factors and mobilise social networks and businesses to develop an
environment that can reshape internet users’ opinions regarding cybersecurity. All
in all, the external environment appears to play a key role in one’s ISA but system-
atic investigations of its impact are lacking (Kam et al., 2020). SEL is an objective
dimension that can quantify social influences on an individual’s internet security
practices.

2.3 Education level of China and its potential influence on ISA

Despite being the second-largest economy in the gross domestic product (GDP)
(International Monetary Fund, 2021), with the latest Education Index of 0.58
(United Nations Development Programme, 2020), China’s adult education level
is still very far from all other developed countries. This echoes the latest census
published in the 2020 China Statistical Yearbook, which reveals that 14.58% of
the sampled population (N=1,016,417) received post-secondary education, while
30.39% only received primary education or below,' and the adult illiteracy rate is
4.59% (National Bureau of Statistics of China, 2021). On the other hand, the propor-
tion of secondary school students who entered higher institutes is relatively high,
at 51.6% (Ministry of Education of the People’s Republic of China, 2020), mean-
ing that one out of two secondary school graduates is receiving higher education.
This creates a split of two worlds in the education environment and the working
environment. Hence, university graduates are likely to work with colleagues who
do not possess a university degree or even a senior secondary school diploma. Such
a dramatic change of social circle may reshape one’s cyber security awareness and
behaviours. A recent large-scale study on organizational ISA of several Asia-Pacific
economies, including Mainland China, Hong Kong and Taiwan, found that employ-
ees generally underestimated company vulnerability to cyber-attacks (PwC’s Threat
Intelligence Centre, 2020). The research team surveyed 1133 management-level or
information-technology employees. 84% of respondents were confident about their
companies’ internet security measures. However, 57% of the surveyed corporates
had been attacked in the previous two years, with the majority being assaulted more
than once. Among the malicious intents, viruses and malware, web-based attacks
and phishing were the most common forms. With 47% of surveyed corporates not

! The survey included a population of six years old or above.
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having even installed anti-virus software, the researchers noted a large discrepancy
between respondents’ beliefs and the actual situation and recommended boosting
security awareness of employees.

To the authors’ knowledge, there is no direct comparison between the ISA of uni-
versity students and employees, and investigations comparing the ISA of different
year-levels of university students are scant. Li et al. (2014) were one of the few stud-
ies that examined the change of information ethics awareness of university students
in China. By splitting 171 student respondents into the junior group (year 1-2) and
senior group (year 3—4), Li et al. found that the senior group exhibited significantly
less awareness than the junior groups. Senior-level students were more prone to
risky and illegal online behaviours. Li et al. suggested that social influence was the
major cause for students’ reversion to poorer behaviours, but did not expound on the
source of such social influence. Nevertheless, it is known that senior-level students
have more exposure to society through work and out-of-school activities than the
lower-level students. Another larger-scale ISA study was conducted by Sun (2018),
who surveyed 655 university students across seven higher institutes in Dalian,
China. Sun found that final-year students consistently scored the lowest in preven-
tative (cybersecurity) awareness, risky behaviours and responses to risks when
compared to other year-levels of students, although statistically only preventative
awareness was found to be significantly different between the groups. Sun suspected
that the final-year thesis, internship and job applications were the main causes of
reduced ISA, as students are exposed to more social circles where deceptions and
risky behaviours are more common. These results echoed other safety-related stud-
ies in China (e.g., Huang et al., 2014), where upper-year students were found to dis-
play more risky behaviours and result in more safety incidents. These findings may
sound counterintuitive at first glance, as an individual’s education level is known to
positively correlate with his/her ISA (Aivazpour & Rao, 2020; Chua et al., 2018;
Wiley et al., 2020). Hence, senior-level students should not have lower ISA than
junior-level students. However, as students promote to their senior year, they will
also experience increased exposure to the society. In China, the low social education
level implies a low ISA for the general public, who may affect university students’
ISA negatively. To investigate if an increased exposure to society affects ISA, there
is a need to compare the ISA of lower-level students, interns and full-time working
graduates to understand if changes happen over time, and a larger sample is needed
for better generalisability.

2.4 Inadequate large-scale studies

A search for existing literature suggests large-scale studies are far from adequate
despite the plethora of research on ISA. A recent systematic review paper on higher
education ISA reveals that the majority of the existing ISA surveys have small sam-
ple sizes (Ulven & Wangen, 2021). To name but a few, Nyblom et al. (2020) admin-
istered questionnaires to 72 respondents who had been cyber-attacked. Kwaa-Aidoo
and Agbeko (2018) surveyed 180 respondents to elicit perceived security threats.
Kim (2013) sampled 196 college students to examine their ISA. Understandably,
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Fig.1 An extended KAB model

each survey study comes with its limitations. Nevertheless, “small sample” is not a
relative concept but rather a statistical deficiency. Considering random sampling in
ISA studies are mostly improbable due to practical limitations, and that the size of
a typical target population is quite large, a sample size of 333 to 400 for each group
of respondents is the minimum for the data to be safely generalizable (Israel, 1992;
Lipsitz & Parzen, 1995). However, not many have met such criteria. Larger-scale
studies, therefore, appear to be valuable in the field of ISA, and the current studies
attempt to contribute in this respect.

2.5 Extension of the KAB model

In the initial proposition of HAIS-Q, Parsons et al. (2014) acknowledged that other
social factors should be considered when adopting the KAB model or HAIS-Q, rec-
ommending further investigations. In other ISA studies where TPB is used (e.g.,
Chandarman & Van Niekerk, 2017; Heirman et al., 2016; Ifinedo, 2012; Ong &
Chong, 2014), social influence has been consistently found to moderate personal
engagements in safe internet practice. However, there is no easy way to quantify
social influence. Hence, we take China’s national education level as a bigger influ-
encer at play and suggest that more social contact at work implies a decrease in
SEL. In other words, as university students progress through their years of education
and subsequently graduate to work full-time, they are in increasingly closer contact
with average citizens in China. Their internet security awareness and behaviour may
deteriorate as a result. Thus, an extended model of KAB is proposed as follows (see
Fig. 1):

The extended KAB model anticipates that university students will have similar
cybersecurity knowledge owing to similarly high education background and ade-
quate ICT knowledge (Bostan & Akman, 2015). However, their attitude towards
cybersecurity will be influenced by the external environment, which ultimately
changes their internet behaviours. Hence, the following hypotheses are proposed:

H1: Full-time working graduates and university students of different years of
study will not display differing cybersecurity knowledge.

H2: Full-time working graduates and university students of different years of
study will display differing cybersecurity attitudes and behaviours.
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Table 1 A cross-tabulation of participants’ demographic information

Education / working status

Variable Categories Year 1 Year 2-3 Final year Working Percentage
graduate

Age range 18-25 480 372 325 151 80.4%
26-35 0 0 0 192 11.6%
3645 0 0 0 90 5.4%
> 46 0 0 0 42 2.5%

Gender Male 184 119 123 207 38.3%
Female 296 253 202 268 61.7%

Place of residence Macao 65 48 108 59 16.9%
Wenzhou 415 324 217 416 83.1%

Total (per variable) 480 372 325 475

H2a: Non-final-year students will score significantly higher in attitudes and
behaviours than final-year students.

H2b: Non-final-year students will score significantly higher in attitudes and
behaviours than full-time working graduates.

H2c: Final-year students will score significantly higher in attitudes and behav-
iours than full-time working graduates.

H3: The level of full-time work exposure will display a significant moderation
effect between the knowledge and attitude dimensions

3 Research method
3.1 Sample and sampling method

The current study employed snowball sampling and criterion sampling methods.
A total of 1652 valid responses were collected from five higher institutes and 110
companies in Wenzhou (n=1372) and Macao (n=280), China. Among them, 852
are year 1-3 students, 325 final-year students (Age range=18-25) and 475 full-
time employees (Age range = 18- >46); 633 were male and 1019 were female. The
descriptive information of participants can be found in Table 1.

As participatory criteria, all undergraduate participants were first screened for
having received training on cybersecurity during their tertiary education and hav-
ing a compulsory component of a half-year or full-year full-time internship in their
final year of study. Full-time internship is believed to be highly similar to full-time
employment, which allows for comparisons among different levels of work exposure
(i.e., prior, short and prolonged work exposure). University students were invited
to fill in the survey via email or personal contact. They then contacted their peers
to take part. Although researchers initially expected to collect a similar number of
valid responses from each group, responses from final-year students turned out to be
quite low, and reaching them was even harder. Thus, extra effort was spent to boost
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the number of responses to over 300. Some respondents commented that final-year
students were too busy with their internship and studies, and therefore showed lit-
tle interest in the survey. On the other hand, the working participants were invited
through personal contact only, and many were alumni of the sampled institutes. They
were required to have obtained a higher education degree, need to use a computer at
work, have received cybersecurity training at work, have been working full-time for
at least one year before taking part and have colleagues who do not possess a uni-
versity degree. These criteria created extra difficulty in securing a greater number of
working respondents. Nevertheless, the criteria were necessary to control for partici-
pants’ education background and ensure they have frequent access to computers in
order to align with the background of the undergraduate respondents. Meanwhile, it
was necessary for them to have longer work exposure than the final-year group, and
that there was potential “downward” influence from colleagues who did not possess
a higher-education degree. All respondents were informed of the background of the
research project, the anonymity of participation, data confidentiality and their rights
to withdraw their data up to four weeks after the survey. They clicked the “consent
to proceed” button to proceed to the survey.

The participants were divided based on our hypotheses that prolonged working
exposure can negatively affect one’s ISA. Therefore, an internship is considered the
first near-full-time exposure to a working environment, which we use as a proxy for
a general and social education level that is typically lower than that of the respond-
ents. Note that in the current sample, some respondents studied in three-year pro-
grams, where the internship happened in Year-three (i.e., their final year). However,
as we take non-final years of study as one category, the total length of the program
should not be an issue. Thus, we conceived that non-final-year students were mini-
mally influenced by the SEL at large as they were not exposed to a full-time working
environment, while final-year students were mildly influenced and working gradu-
ates strongly influenced by the lower SEL owing to the work exposure.

3.2 Instrument

The Human Aspects of Information Security Questionnaire (HAIS-Q) was adopted
and translated into Chinese. A bilingual language specialist was consulted to ensure
the Chinese version is faithful to the original English version and meanwhile com-
prehensible. It was then face validated by two Information Technology experts and
three other faculty members. The HAIS-Q contains 63 items, which cover dimen-
sions of knowledge, attitude and behaviour. In each of the dimensions, participants
are given 21 statements regarding internet use, email use, social media use, pass-
word management, incident reporting, information handling and mobile comput-
ing. The HAIS-Q for students was slightly adapted. For instance, the question “It’s
acceptable to use my social media passwords on my work accounts” is changed to
“...my study accounts”. Participants respond to each of the items by indicating a
score on a five-point Likert scale (“5=strongly agree”, “l1 =strongly disagree”).
With a total of 31 reverse question items, the HAIS-Q have been consistently found
to be a reliable and valid instrument for measuring ISA (McCormac et al., 2017,
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Parsons et al., 2017; Pattinson et al., 2017). The questionnaire was created and dis-
tributed online using one of the biggest local survey platforms, Wenjuanxing,” also
known as Sojump (Mei & Brown, 2018).

3.3 Piloting testing

The Chinese version of the HAIS-Q was then piloted with 124 student participants.
The average time taken to complete the questionnaire was 406.15 s (SD=197.74).
Each of the three dimensions of the HAIS-Q consisted of 21 items. The knowledge
dimension reported a Cronbach’s Alpha of .84, attitude .91, and behaviour .79. They
indicated good to excellent levels of internal consistency in the subscales.

After checking for pilot data normality, the proposed model was analysed using
the PROCESS macro v.3.5 developed by Andrew F. Hayes. The Model 7 moderated
mediation was used. This preliminary analysis confirmed the moderation effect of
work exposure between knowledge and attitude. Further, the mediation of artitude
between knowledge and behaviour was also verified (see Appendix A for the analy-
sis results).

3.4 Data analyses

The collected data (N=1652) were analysed using IBM SPSS25. As the setting
of the online questionnaire disallows blank answers, respondents had to fill in eve-
rything to submit their responses. An obvious advantage of such a setting is there
was no missing data, ensuring more smooth data analyses. However, some respond-
ents might decide to give up if they did not wish to respond to certain questions.
Nevertheless, as the questionnaire only takes around 10 minutes to complete, most
respondents showed a high willingness to finish it all.

3.5 Internal reliability

Each of the three dimensions (ngeyio, =21) was checked for internal reliability. The
knowledge dimension reported a Cronbach’s Alpha of .85, while attitude and behav-
iour had an alpha value of .91 and .78 respectively, which was similar to the pilot
results and indicated good to excellent levels of internal consistency in the subscales.

3.6 Checking the assumptions for regression analyses

This study investigates the moderating effect of work exposure on people’s cyber-
security attitude, which acts as a mediator between knowledge and behaviour as
dependent variables. Work exposure was categorised into three levels (non-final-
year=1low exposure, final-year=intermediate exposure, working-graduates=high
exposure). Cumulative mean values of ISA (i.e., attitude, knowledge and behaviour)

2 The platform can be found at https:/www.wjx.cn/
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Table2 Correlation analysis for variables

Mean attitude Mean behaviour Work exposure  Age Gender  Place of
residence

Mean knowledge 805" .803™ —.670" —485" 076" -.012
Mean attitude 1 857" —.591" —443" 1357 —.084"
Mean behaviour 1 —-.572" -398" 112" —.021
Work exposure 1 756" -.076" —-.003
Age 1 -051" 081"
Gender 1 097"

**_Correlation is significant at the .01 level (2-tailed)

*. Correlation is significant at the .05 level (2-tailed)

were used for further analysis. No outliers were identified considering 3 inter-quar-
tile range above/below boxplots, while 1.5 inter-quartile range was not considered
owing to its inaccuracy (Hoaglin & Iglewicz, 1987). The ISA variables were then
checked against normality. As both Kolmogorov-Smirnov and Shapiro-Wilk are
designed for smaller sample sizes (n<50) (Razali & Wah, 2011), direct hypothe-
sis testing is not recommended. Instead, the value of skewness and kurtosis were
manually evaluated. It was suggested that a larger sample with skewness between
—2 and+2 and a kurtosis between —7 and 7 to be considered normally distrib-
uted (Byrne, 2013; Hair et al., 2010). Mean knowledge (skewness=—.168, kurto-
sis=—.897), mean attitude (skewness=.39, kurtosis=—.841) and mean behaviour
(skewness =.260, kurtosis =—1.33) were all found to be safely within the thresholds
and were therefore normally distributed. Then, taking behaviour as the dependent
variable, and knowledge and attitude as the independent variable, standardised resid-
uals of regression were calculated. Same was done with work exposure (IV) against
attitude (DV). Homoscedasticity of the residuals was checked by plotting the residu-
als with P-P plot and scatterplot, which show good conformity with the theoretical
residual distribution, and no apparent curvature nor funnelling in the data points.
Meanwhile, significant differences were found among all the regression residuals
(p<.001).

Next, the data were checked for multicollinearity. A correlations test was con-
ducted for the variables of knowledge, attitude, behaviour, work exposure, age, gen-
der and place of residence (see Table 2 for correlation results). Age was categorised
into four ordinal levels according to the ranges provided in the questionnaire (18-25,
26-35, 3645, > 46); gender (male, female) and place of residence (Macao, Wen-
zhou) were treated as categorical variables. Mean knowledge, attitude and behav-
iour, were found to be significantly positively and strongly correlated (p<.001).
Work exposure and age were also significantly positively and strongly correlated
(p<.001) and they show significant negative correlations with mean knowledge,
attitude and behaviours (p <.001). Hence, the independent variables of work expo-
sure and age were considered covariates, meaning that to test the effect of work
exposure, age has to be controlled.
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Fig.2 Cumulative Means of knowledge, attitude and behaviour among non-final-year students, final-year
students and working graduates

Hence, the assumptions for regression analyses were adequately met. They are,
normal distribution of the data and the residuals, linear relationship between IVs and
the DV, no signs of heteroscedasticity of nor correlation between regression residu-
als. Potential collinearity between work exposure and age was identified, but it can
be accommodated in the proposed regression model by controlling for the latter.

3.7 Main analysis

A multivariate ANOVA was conducted to analyse the effect of different levels of
work exposure on the mean scores of knowledge, attitude and behaviour. Box’s
M value was recorded at 527.003 (p <.001), meaning to reject the null hypothesis
that the observed covariance matrices of the dependent variables are equal across
groups. Therefore, Pillai’s Trace, which is the most powerful and robust multi-
variate test (Anderson & Walsh, 2013), was taken for the MANOVA. A significant
multivariate effect for the three latent variables was reported (Pillai’s Trace=.53,
F (6, 3296)=197.15, < .001), and the effect size was .264. Subsequent ANOVA’s
of each dependent variable, knowledge (F (2, 1649)=2847.75, p<.001, partial
’=.51), attitude (F (2, 1649)=227.42, p<.001, partial n°=.4) and behaviour (F
(2, 1649)=489.65, p<.001, partial n=.37) indicate they are all statistically signifi-
cant. Fisher’s LSD was used as a post-hoc comparison across groups, as detailed
below in light of the corresponding hypotheses.

H1: Full-time working graduates and university students of different years of
study will not display different cybersecurity knowledge.

HI is rejected. The knowledge of non-final year students (M=3.78, SD=.51)
was found to be significantly different from final-year ones (M =3.69, SD=.52)
(p=.008), and significantly different from working graduates (M =2.63, SD=.47)
(p<.001). Final-year students were also found to be significantly different from
working graduates (p <.001). See Fig. 2 for an illustration of mean differences.
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H2a: Non-final-year students will score significantly higher in attitude and
behaviour than final-year students.

H2a is partially verified. There is no statistically significant difference in arti-
tude between non-final year students (M =3.89, SD=.73) and final-year students
(M =3.88, SD=.72). However, the behaviour of non-final year students (M =3.65,
SD=.52) was found to be significantly different from final-year ones (M =3.55,
SD=.51) (p=.002).

H2b: Non-final-year students will score significantly higher in attitude and
behaviours than full-time working graduates.

H2b is verified. There is a significant difference in attitude between non-final-
year students and working graduates (M =2.73, SD=.33) (p<.001). The same is
true for behaviour between non-final-year students and full-time working graduates
(M=2.84, SD=.28) (p<.001).

H2c: Final-year students will score significantly higher in attitudes and behav-
iours than full-time working graduates.

H2c is verified. The attitude of final year students was found to be significantly
different from working graduates (p <.001), and so is behaviours (p <.001). For
simplicity, the differences in mean values of the three dimensions are illustrated in
Figs. 2.

H3: The level of work exposure will have a significant moderation effect between
knowledge and attitude dimensions

To test if exposure to full-time working environments moderates the relation-
ship between the knowledge and attitude dimensions, a series of regression anal-
yses using the PROCESS macro v3.5 was adopted. Moderation, in this study, is
how the independent variable (X = knowledge), the moderating variable (W = work
exposure) and the interaction between the two variables affect or predict the out-
come (mediator) variable (M = attitude). These all create an interactive effect on the
dependent variable (Y = behaviour). Age has been added as a controlled variable to
remove the effect of the potential covariate. Past studies also indicated age to be a
salient predictor of ISA (e.g., Cain et al., 2018; Grimes et al., 2010).

Results from the analysis show that the hypothesized model is statistically signifi-
cant (R?> =.67, F (6, 1645)=556.12, p<.001), meaning the model can explain 67%
of all cases. Specifically, knowledge is a significant predictor of attitude (p <.001).
Work exposure is a categorical variable. Hence, PROCESS coded it into W1 (com-
paring average to low exposure) and W2 (comparing high to low exposure). W1 is
not significant, while W2 is a positive predictor (p <.001). The interaction between
knowledge and W2 is a significant negative predictor of attitude (p <.001), but age
itself is not significant (see Table 3).
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Tab.le 3 Moderation a.nalysis of Variables b se t P LLCI ULCI
variable effects on attitude
Knowledge 940 032 29.652 .000 .878 1.002
Wi .098 226 434 665 —345 541
w2 1.075 175 6.156 .000 .733 1.418
Knowledge*W1 —.008 .060 —-.140 .889 —.127 .110
Knowledge*W2 —.435 .056 -7.733 .000 -.545 -.325
Age -.016 .024 -.663 507 —-.062 .031
W1 =comparison between average and low work exposure
W2 =comparison between high and low work exposure
Fig.3 An igteraction plot of 450 Work
the moderating effect of work
. . exposure
exposure on attitude at different s
levels of knowledge o N O Low
o O Medium
3 O High
350 ~Low
S ~ Medium
) ~_Hi
= 300 H:gh
Low: R Linear =1
Medium: R? Linear = 1
250 High: R* Linear =1
250 3.00 3.50 4.00 450

Mean knowledge

An illustration of the interaction plot reveals the negative effects that high expo-

Table 4 Mediation analysis of
variable effects on behaviour

Variables b se t p LLCI  ULCI
Knowledge  .270  .017 16328  .000  .238 .303
Attitude 422 014 30.150 .000  .394 449
Age 025 011 2.196 .028  .003 .047

sure to full-time work has on ISA attitude at varied levels of ISA knowledge (see
Fig. 3). The same effect is not found when work exposure is low or medium.

The analysis also confirms attitude is the mediator between knowledge and
behaviour (R* =.77, F (3, 1648)=1855.73, p<.001). Both knowledge (p <.001) and
attitude (p<.001) can significantly predict behaviour. Age is a significant predic-
tor of behaviour (p<.05) (see Table 4). Depending on the level of work exposure
moderation, different levels of indirect effect of X on Y are reported (see Table 5).
Hence, the moderated mediation model is supported (Index=-.18, bse=.018, 95%
CI=-.219; —.15), and H3 is verified.
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Table 5 The indirect effect

T Work exposure Effect BootSE BootLLCI BootULCI
of the moderated mediation

of knowledge on behaviour, Low 396 021 356 439

mediated by attitude and .

moderated by work exposure Medium .393 .029 .338 449
High 213 .012 .189 237

Table 6 Moderation analysis of variable effects on behaviour

Variables b se t p LLCI ULCI
Knowledge 319 .024 13.234 .000 272 .366
Attitude 422 .017 24.858 .000 .389 455
Work exposure! 902 125 7.198 .000 .656 1.148
Knowledge*Work exposure -.129 .045 —2.865 .004 -.217 —.041
Attitude*Work exposure —.200 .056 —3.550 .000 -.311 —.090
Age .034 .013 2.535 011 .008 .060

"High VS low level work exposure

Fig.4 An interaction plot of
the moderating effect of work
exposure on behaviour at differ-
ent levels of knowledge

Work
exposure

O Low
O Medium
O High
~ Low
“~ Medium
“~High

Mean behaviour

Low: R? Linear =1
Medium: R2 Linear =1

250 3.00 350 400 450 High: R? Linear =1

Mean knowledge

3.8 Further analysis

Based on the correlation analysis (Table 2), it seems possible that work exposure
will also moderate the effect of knowledge on behaviour, as well as the effect of
attitude on behaviour. Hence, a further analysis using Model 59 of the PROCESS
macro was conducted, with behaviour as the outcome (Y) variable. The modera-
tion for both was found to be statistically significant (R?=.78, F (9, 1642)=656.97,
p<.001). The interaction between of work exposure and knowledge (p=.004), and
work exposure and attitude (p<.001) can both negatively predict behaviour (see
Table 6).

Figure 4 illustrates how work exposure moderates the relationship between
knowledge and behaviour, while Fig. 5 illustrates the effects of work exposure on the
relationship between attitude and behaviour.
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Fig.5 An interaction plot of the
moderating effect of work expo-
sure on behaviour at different
levels of attitude

Work
exposure

O Low
O Medium
O High
T Low
~ Medium
~ High

Mean behaviour

Low: R? Linear = 1
2.80 Medium: R? Linear =1

250 3.00 350 4.00 450 500 High: R? Linear =1

Mean attitude

-129%
% 319%*
Knowlgdge about Attltudg towards - Self-reported
safe internet safe internet internet behaviors
behaviors behaviors
Work exposure /
. - * _> i
(Influence of social = disectiefiect

education level) —> moderation effect

Fig.6 Model analysis results and the final extended KAB model. *Significance at .01 level. **Signifi-
cance at .001 level

In sum, a three-way moderation effect of work exposure was found.
Knowledge*work exposure had a larger negative effect (b=—.435) on attitude than
knowledge*work exposure (b=—.129) and attitude*work exposure (b=-.200) on
behaviour. Overall, the impact of SEL influence is more pervasive than expected.
Figure 6 illustrates the final extended KAB model.

4 Discussion
4.1 General discussion

The current investigation is one of the few, if not the first, studies that compare ISA
between undergraduate students and working graduates, which can shed light on
changes in cybersecurity knowledge, attitude, and behaviours of individuals with
similar backgrounds. Further, we innovate in taking full-time work exposure as a
proxy for the influence of SEL, which we argue is a quantifiable source of social
influence. Past studies used GDP to predict citizens’ ISA (e.g., Berki et al., 2017;
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Chen & Zahedi, 2016; Zwilling et al., 2020), while national/social education level
was never considered. This is possibly a reason for the conflicting predictions of ISA
(e.g., Berki et al. 2017; Chen & Zahedi, 2016). China being the context of this study
has a GDP higher than most developed countries (International Monetary Fund,
2021), but its national education indices are below many (United Nations Devel-
opment Programme, 2020). Therefore, university graduates are likely to work with
colleagues who possess lower education than them. With this in mind, a compari-
son was made between non-final years, final years and graduates who have worked
full-time for at least one year to examine the effect of such social education expo-
sure. Three main hypotheses, along with three sub-hypotheses, were proposed and
all except one were verified. The rejected hypothesis concerns the differences in the
knowledge dimension among the three groups. To our surprise, exposure to work
does not only reshape participants’ cybersecurity attitudes, which subsequently
changed their behaviours, but it also negatively influences their knowledge of secu-
rity. A closer look at the subscales reveals working graduates obtained the lowest
scores for email use (M=2.17) and incident reporting (M=2.02). For example,
many working participants agreed to click on a link or open attachments in emails
from unknown senders. Moreover, they tend to turn a blind eye to suspicious behav-
iours or colleagues’ risky behaviours. Interestingly, these are the exact two aspects
that were scored the highest among non-final-year undergraduates (M=4.06 &
M=4.01, respectively). Students have learned that they should not open links or
attachments from unknown senders. The fact that both of these subscales are tightly
associated with working environments offers insights into how and in what aspects a
workplace or colleagues reshape one’s understanding of ISA.

As expected, the full-time internship did affect respondents’ cybersecurity atti-
tude and ultimately behaviour, and the same is true for the full-time work. What
is less expected is the extent of the influence on full-time graduates. While the
decrease in ISA was moderate for interns, the drop was drastic for employees. This
might be because the majority of the working respondents had worked for a number
of years. Long-time exposure to work seems to deteriorate ISA seriously. Unfortu-
nately, our sample does not support a deeper analysis of the effect of the length of
work, as 80.4% of our respondents were aged between 18 to 25. Young working
respondents were targeted to allow for better comparison among the studying, the
interns, and the working population. However, the effect of prolonged work expo-
sure is certainly a worthwhile topic that deserves further investigation.

Note that while undergraduates scored much higher than working graduates, their
overall ISA is far from exceptional, with most subscales in the three dimensions
below 4, the benchmark for adequately good ISA. The results align with previous
findings on the internet security of higher education (Rezgui & Marks, 2008; Ulven
& Wangen, 2021), suggesting a need for further effort on the young. Nevertheless,
the situation for those who exited higher education is much more worrying and may
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require a change of coping strategies for corporates and the government, to be dis-
cussed in 4.3.

4.2 Theoretical implications

This study adopted the KAB model as we believe that KAB makes better assump-
tions about ISA due to its emphasis on knowledge and item comprehensiveness.
However, refinement of the model is necessary as there are certainly other factors
at play (Parsons et al., 2014). Hence, an extended KAB model has been proposed,
with the influence of SEL posited to moderate the relationship between knowledge
and attitude (see Fig. 1). Results confirm the moderation is statistically significant
and show a 67% goodness-of-fit, indicating the model is very good at explaining the
stated relationship. However, smaller but significant moderation effects were also
found in knowledge*work exposure and attitude*work exposure acting on behav-
iour, indicating very high pervasiveness of the proposed variable. In other words,
SEL has a great negative impact on the formation of attitude, and it brings certain
direct and indirect changes to behaviour too. It is evident that social influence must
be incorporated into the KAB model for more accurate evaluation of ISA and the
relationship between thoughts and actions. There are also important methodologi-
cal implications for future research. First, the length of time at work is a quantifi-
able measure, while national education levels are readily available figures published
regularly in many indices. Used together, researchers can objectively measure how
society at large influences one’s ISA. Along the same vein, the proposed model
opens up possibilities for more convenient and accurate cross-national comparisons.
It fits existing cross-national findings well (e.g., Berki et al., 2017; Sawaya et al.,
2017; Chen & Zahedi, 2016; Zwilling et al., 2020) and can explain why GDP and
nationality may fail to predict national ISA consistently.

The current study further confirms normative/social influences (e.g., Heirman
et al., 2016; Ifinedo, 2012) but they are approached by comparing differing work
exposure conditions for participants with similar backgrounds. Not many ISA stud-
ies have focused on the effect of external influence (e.g., Das, 2016; Elkhannoubi &
Belaissaoui, 2016; Kam et al., 2020) and evidence is typically flimsy due to meth-
odological limitations (e.g., lack of effective tools to measure social influence, small
samples). Further, there have not been any attempts to compare university students
with working graduates. Although education as a personal factors has been widely
studied (e.g., Aivazpour & Rao, 2020; Chua et al., 2018; Wiley et al., 2020), the
same degree holder working in different countries may end up behaving very dif-
ferently as the social “force” exerted on him/her is constant and powerful. There-
fore, results from the predominant ISA studies on personal factors should be viewed
in light of the society in case of missing the “bigger picture”; as such, conflicting
results may also be better understood.

@ Springer



458 Education and Information Technologies (2023) 28:439-470

4.3 Practical implications

While ISA education to undergraduates is important, this study suggests a greater
endeavour has to be committed to educating the public at large about cybersecurity
and safe internet behaviours. In particular, effort should be put into training those
who do not possess a higher-education degree, as they make up the majority of the
population that could potentially reshape the ISA of the well-educated. For exam-
ple, companies should consider offering more training to non-degree holders. They
should understand that employees possess varied ICT knowledge. Hence, given their
limited resources, a practical strategy would be to maintain the ISA of the better
educated, and improve those who lack related ICT knowledge. Recent graduates,
who presumably have better ISA, could be mobilised to bring positive ISA influ-
ence to experienced staff who might have formed bad cybersecurity habits over
time. They may even assume responsibilities in educating colleagues safer ways of
using the internet. This, however, would require immense organisation-level support
as Chinese value seniority (i.e., length) at work very highly (Fu & Kamenou, 2013),
which is also why without such conscious effort, graduates are bound to follow the
way of work of the senior.

Given national education level can only improve over a long period of time, it
would be unrealistic to expect quick remedies for better ISA. The current strategy of
China is to target teacher population in ICT training (Wu, 2014; Zhao & Xu, 2010)
so that they can influence the younger generation. However, it is important for the
government to promote safe internet behaviours to the general public through social
media, online advertisements, TV, government-led talks and workshops, etc. Exist-
ing promotional effort is inadequate, and risky online behaviours are common in
China (Chen & Zahedi, 2016). Insecure actions, such as visiting unsafe websites
for resources and accessing illegal content, are contagious. If many people in the
society do the same, even the well-educated ones may follow suit. Elkhannoubi &
Belaissaoui (2016) argued that social influence plays a larger role in developing
countries than developed countries and suggested more proactive government inter-
vention through promotions of ISA on social media, establishment of cybersecurity
policies and cooperation with businesses to initiate a social transformation. Much
has yet to be done in China.

4.4 Limitations and recommendations for future research

The current study attempted to collect a larger sample to mitigate the problem of
non-random sampling. However, due to different difficulties of data collection, the
number of respondents in the three groups ended up being different. Nevertheless,
the sufficiently large sample can hopefully minimize any statistical implications.
Second, full-time work is taken as an approximation for social education influ-
ence. However, the influence can potentially be due to corporate culture, which is
hard to quantify. Assuming the 110 companies do not have a common culture, the
effect should have been cancelled out by one another. Finally, it is noted that as stu-
dents progress through their years of study, they may have more opportunities to do
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part-time jobs. This factor is not considered because undergraduate part-time jobs
are often different in nature, intensity and frequency from full-time internship or
work. For example, one typical part-time job for undergraduates is being a cashier
at convenience stores. They may not have as much interaction with as many col-
leagues; they may not even use a computer. Then, there is a problem with time;
lengths of part-time jobs vary, unlike the typical 40-hour schedule of full-timers.
These differences make it hard to consider part-time work for our purposes.

Apart from the suggestions to conduct multi-national research using the model,
future research can investigate how different lengths of work change people’s ISA
and behaviours. It is hoped that the extended KAB model can add to our under-
standing of how society shapes people’s ISA and be a useful tool of measurement
for future investigations. As well, comparisons between high school students, under-
graduate students and working individuals, especially in the form of longitudinal
studies, are encouraged to understand the big picture and how changes happen.

5 Conclusions

The current study has proposed an extended KAB model, with the influence of the
education level of the society at large posited to moderate the relationship between
knowledge and attitude. Accordingly, three main hypotheses and three sub-hypoth-
eses were conceived based on the different conditions of respondents. Namely, the
non-final-year group represents those who have never been exposed to a full-time
working environment, the final-year group have certain exposure, while graduates
who are working have prolonged exposure to full-time work. The conditions repre-
sent different levels of influence of SEL.

The Human Aspects of Information Security Questionnaire (HAIS-Q) was then
adopted to assess the extended KAB model. MANOVA was conducted to analyse
the effect of internship and working full-time on the mean scores of knowledge, atti-
tude and behaviour. Results confirm that the influence of SEL does have statistically
significant effects on the variables.

Two of the main hypotheses, along with three sub-hypotheses, were confirmed.
H1—Full-time working graduates and university students of different years of study
will not display different cybersecurity knowledge—was rejected. The knowledge of
non-final year students was found to be significantly different from final-year ones
and working graduates as well. Final-year students were also found to be signifi-
cantly different from working graduates.

H2a to H2c¢ concerns whether there are significant differences of two variables—
attitude and behaviour—among the three groups of respondents. Apart from attitude
between non-final-year and final-year students, all other differences were found to be
significantly different, with non-final years higher in score than final-years, and final
years higher than working graduates.

H3 pertains to the moderation effect of exposure to full-time working environ-
ments between knowledge and attitude dimensions. This hypothesis was verified
since knowledge was found to be a significant predictor of attitude, and the interac-
tion between knowledge and full-time work exposure was also a significant predictor
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of attitude. Higher exposure to a full-time work environment has a negative influ-
ence on ISA attitude at varied levels of ISA knowledge. However, moderation effect
was found, but less strongly, in the interaction of work exposure*knowledge and
work exposure *attitude acting upon behaviour. Data support a three-way moderated
mediation model.

The current study is one of the first attempts to compare undergraduate students
and working graduates and to examine the cognitive and behavioural changes of
well-educated individuals. It contributes to methodology, innovates in theoriza-
tion, and informs practice. The results of this study still require further confirma-
tion from similar studies, but it can certainly provide a reference for future research
endeavours.

Appendix A Pilot data regression analysis

Table 7 Overall moderation R

” R2 MSE F df1 df2 p
effect on attitude (N=124)

.868 153 172 71.898 5.000 118.000 .000

Table 8 Moderation analysis

. . Variables b se t p LLCI ULCI

of variable effects on attitude
(N=124) Knowledge 1033 100 10358 .000 .835 1230
wl 083 649 .128 899 —1203 1369
w2 1831 .607 3.014 003 .628  3.033

Knowledge*W1 —-.005 .174 -.030 976 -349 339
Knowledge*W2 —.694 205 -3.377 .001 -1.100 -—.287

W1 =comparison between average and low work exposure

‘W2 =comparison between high and low work exposure
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Table 9 Moderation effect at
‘Work b t LLCI ULCI
different levels of work exposure Ort exposure 5 P
(N=124) Low 1033 .100 10358 .000 835 1230
Medium 1.028 .142 7.226 .000 .746 1.309
High 339 180 1.889 061 —-.017 .695
Table 10 Overall mediation R R2 MSE F dfl a2 P
effect on behaviour (N=124)
.895 .800 .068 242.383 2.000 121.000 .000
Table 11 Mediation analysis of Variables b e ¢ P LLCI  ULCI
variable effects on behaviour
(N=124) Knowledge 326 063 5.8  .000 202 451
Attitude 374 .054 6.876 .000 .266 481
Table 12 The indirect. effect Work exposure Effect BootSE BootLLCI BootULCI
of the moderated mediation
of knowledge on behaviour, Low 386 071 263 539
mediated by attitude and . ' ' ' ’
moderated by work exposure Medium 384 104 212 618
(N=124) High 127 .056 —.009 221
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