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On one side, social norms and rules 
have undergone serious reconsideration 
to raise people’s awareness about pre-
ventive manners. Social preventive para-
digms, namely mandatory masking, social 
distancing, strict quarantine rules, lock-
downs, and guidelines, have become the 
“new norm” of societies in such a short 
period.[4] Moreover, governments, indus-
tries, pharmaceuticals, and universities, 
cooperatively surge novel and highly effec-
tive vaccine development methods in such 
a compressed time.[5]

However, such renovations have not 
been administered to rapid biosurveillance 
systems for SARS-CoV-2. The molecular 
mechanism and the design of most com-
mercial LFAs are not much different from 
dozens of years ago. The same goes for 
the RT-PCR technique, and despite its 
groundbreaking advancements in genetic, 
biotechnology, and molecular diagnostics, 
it is not suitable for rapid diagnosis.[6] 
Moreover, the gold standard method 

for approving COVID-19-related lung infection is computed 
tomography (CT) scan.[7] Though it is a fast and non-invasive 
imaging method, a CT scan cannot be performed repeatedly 
to monitor the degree of lung infection due to X-ray exposure 
complications. Also, the equipment cost and the trained staff 
required for a CT scan make them un-deliverable and imprac-
tical in countries and areas with low healthcare resources.[8]

One overlooked factor in COVID-19 diagnosis is the sam-
pling method, still dominated by nasopharyngeal swab sam-
pling. Though it is a non-invasive sampling, it still needs 
training and careful consideration as it may cause significant 
errors due to patient discomfort and reactions such as coughing 
and gagging, resulting in early swab removal from the naso-
pharyngeal area.[9] Altogether, the monopolies of diagnostic 
methods from sampling (nasopharyngeal), imaging (CT-scan), 
and molecular detection (LFA, RT-PCR) need to be reconsid-
ered and improved by viable and comparable alternatives if we 
want to surge the way to combat not only COVID-19, but also 
other emerging infectious diseases.

The fundamentals of SARS-CoV-2 infection pathways, 
its diagnosis and eradication have been reviewed by several 
research groups. Kevadiya et  al. investigated the principle and 
fundamentals of gold standard methods to detect SARS-CoV-2 
antigen and antibody, including RT-PCR and RT loop-mediated 
isothermal amplification (RT-LAMP).[10] Udugama et  al. 
reviewed the COVID-19 patient and sample workflow during 
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1. Introduction

One of the first steps to combat a highly transmittable infec-
tious disease is to detect it in a cost-effective and timely fashion 
locally before it spreads globally. Since the beginning of the 
coronavirus disease 2019 (COVID-19) pandemic, few widely 
accepted techniques and tools have been approved and utilized 
to diagnose its causative virus, severe acute respiratory syn-
drome coronavirus-2 (SARS-CoV-2).[1] Lateral flow assays (LFA) 
are still a dominant point of care (POC) tool for biosensing 
SARS-CoV-2 antigens as listed on the food and drug admin-
istration (FDA) website.[2] Moreover, the reverse-transcriptase 
polymerase chain reaction (RT-PCR) technique has become the 
only gold standard method to detect SARS-CoV-2 genetic mate-
rial detection, widely required by physicians and authorities 
such as airports to approve its diagnosis.[3]
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the outbreak.[1] They investigated SARS-CoV-2 morphology, 
PCR detection method, developed emerging technologies for 
diagnostic assays, developmental phases of diagnostic tests, 
and the role of smartphones in medical diagnostics. Pokhrel 
et  al. analyzed the mortality rate of common infectious dis-
eases as a function of the transmission rate.[9] Moreover, they 
showed the importance of early testing in reducing the mor-
tality rate of COVID-19 patients. Also, they categorized diag-
nostic kits for SARS-CoV-2 nucleic acid and antibody detection. 
Kotru et al. introduced the basics of modern potentiostats used 
in biosensor development.[11] They also investigated emerging 
electrochemical biosensors for detecting various biomarkers 
in COVID-19 patients, including neutrophils, platelets, inter-
leukins, C-reactive protein (CRP), interferons, breath pH, and 
lymphocytes.

Mahshid et al. reviewed advancements in nucleic acid-based 
electrochemical biosensors and antibody-based immunosen-
sors for analyzing viruses similar to SARS-CoV-2 such as Influ-
enza.[12] Kaushik et al. provided a comprehensive review paper 
about COVID-19, elaborating on different aspects of this out-
break, including the early attempts to understand its spread, 
its structure, the passage of infection through ACE 2 receptors, 
preventive and treatment strategies, the roadmap of vaccine 
development, clinical setup and molecular bioassays, nano-
system assisted photo-degradation of the virus, nano-enabled 
biosensing strategies for SARS, MERS, and SARS-CoV-2 detec-
tion, and the importance of bioinformatics and artificial intel-
ligence to optimize therapeutics.[13] Serrano-Aroca et al. focused 
on carbon-based nanomaterials used as antiviral agents with 
broad antimicrobial properties, including graphene, carbon 
nanotubes, fullerene, graphene oxide, and carbon quantum 
dots.[14] Similarly, Prakash et  al. reviewed antiviral photocata-
lysts based on titanium oxide nanoparticles as potential prac-
tical tools for the inactivation of SARS-CoV-2.[15] Jain et al. and 
Mujawar et al. reviewed point-of-care-testing (POCT) for infec-
tious diseases, including malaria, influenza A, HIV, Ebola, 
Zika, SARS, MERS, and SARS-CoV-2.[16] They also explained 
the role of the Internet of Things (IoT) and the Internet of 
Medical Things (IoMT). They provided their viewpoint on inte-
grating nano-sensors, AI, and IoMT for intelligent healthcare 
management. Tiwari et al. provided an opinion article to project 
the importance of nano-enabled protective gear, gloves, masks, 
sheets, disinfectants, and filtration units to facilitate quarantine 
plans.[17] Gage et al. reviewed the new variants of SARS-COV-2, 
their severe effects, and nano-enabled tools for virus eradication 
through nanoparticle-based air filters and purifiers.[18] Herein, 
the newly developed and commercial SARS-CoV-2 electrochem-
ical biosensors are introduced. Moreover, the limitations that 
impede the real-world application of such devices will be thor-
oughly discussed; from the biosensing aspect, standards, guide-
lines, POC testing criteria, and the necessity of IoT integration 
for smart and rapid biosurveillance of infectious pathogens.

2. POC Devices Criteria

Given that few countries are equipped with the latest advances 
in healthcare, global criteria are required to be deployable in 
developing countries with less capital allocation in healthcare. 

A set of criteria was introduced by the World Health Organiza-
tion Special Programme for Research and Training in Tropical 
Diseases (world health organization (WHO)/TDR) in 2003, 
namely ASSURED (affordable, sensitive, specific, user-friendly, 
rapid, equipment-free, and delivered) to address the ideal rapid 
diagnostic tests for sexually transmitted infections and tropical 
infectious diseases.[19] Meanwhile, fundraisers such as Bill and 
Melinda Gates foundation along with the innovative paper-
based diagnostic platforms introduced by Whitesides research 
team have implemented unique POC testing systems, particu-
larly in low-income countries.[20]

2.1. REASSURED Criteria

In a provident publication in early 2019, Chen’s and Peeling’s 
research groups reconsidered the ASSURED criteria, high-
lighting the advances in digital technology and mobile health 
(m-health), and introduced REASSURED as the new criteria 
for ideal POC testing (Figure 1).[21] Real-time connectivity is 
the first new criterion, meaning all the diagnostic tests’ param-
eters should be accessible via some sort of connectivity, such 
as smartphones, data communication-enabled readers (radio-
frequency identification (RFID), Bluetooth, and Wi-Fi), or 
cloud/fog storage platforms. Also, the connectivity should not 
only be limited to the raw data collection from POC systems 
since data analysis is required to provide useful and quantitative 
information. Analyzing huge raw data sets requires advanced 
data analysis techniques powered by artificial intelligence (AI) 
and machine-learning algorithms to produce information, 
feedback, and predictive results. In fact, the paradigm of such 
real-time connectivity is not a new concept, already known as 
the IoT introduced by Ashton et al. in 1999.[22] The next intro-
duced criterion of REASSURED is the ease of sample collection 
and environmental friendliness.[21] Ideally, specimen collection 
should be non-invasive without the requirement of advanced 
training. Moreover, if we envisage deploying ideal POC testing 
systems globally, we cannot deny their impact on the environ-
ment, either in their production or disposal. If neglected, the 
accumulation of millions or even billions of assays and devices 
can cause environmental catastrophes. Hence, the ideal POC 
device needs to be sustainable and environmentally friendly, 
either to be recycled in a cost-effective fashion or to be disposed 
safely. For instance, natural-based polymers such as cellulose, 
chitin, and their (nano)derivatives can be of great choices as 
substrates for biosensors, owing to their inherent characteris-
tics, including abundance, affordability, biodegradability, bio-
compatibility, flexibility, and capillary wicking property.[23]

2.2. Implementation of IoT in Bioanalytical Tools

One of the commonly used definitions of IoT is introduced 
by the US National Intelligence Council “The “IoT” is the 
general idea of things, especially everyday objects, that are 
readable, recognizable, locatable, addressable, and control-
lable via the Internet, whether via RFID, wireless LAN, wide-
area network, or other means.”[24] IoT has intertwined with 
our daily lives, from navigation systems, weather forecast 
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software, smartwatches, smart wristbands, smart fridges, and 
smart home devices, are all connected mainly via the internet  
(Wi-Fi, cellular networks) or Bluetooth to our smartphones, tab-
lets, and computer devices.[25] Such connectivity is not limited 
to consumer services, but it has also been deployed in many 
industries such as production monitoring, food and agricul-
ture, environmental sensing, and healthcare.[23]

Though IoT has revolutionized the above-mentioned indus-
tries, some shortcomings exist in implementing IoT in (bio)
analytical chemistry, medical diagnostics, and POC devices. 
Mayer et  al. reviewed the developments and challenges in 
Internet of Analytical Things (IoAT), highlighting the lack of 
centralized, access-free databases for bioanalytical data pro-
duced from medical diagnosis and pathobiology laboratories or 
POC devices.[22] Needless to say, many analytical instruments 
and POC tools are equipped with a connectivity module, but 
data collection, transmission, storage, and analysis steps are 
decentralized. In other words, intra-connectivity between user 
and device is achieved without inter-connectivity across dif-
ferent users and devices.[26] Such limitation in inter-connectivity 
has raised serious concerns regarding the management of the 
COVID-19 pandemic. For instance, airlines do not have any 

access to the passengers’ COVID-19-related history and passen-
gers are only required to bring the latest RT-PCR test result, 
commonly within 72 h before their flight.[27] This approach puts 
a question mark on the authenticity of such results that could 
be easily manipulated, resulting in global transmission of the 
virus. Perhaps, a centralized IoT-based platform for biomet-
rics results—not only for fingerprints and criminal records but 
for medical history and bioanalytical test results—is required 
to assess and monitor individual’s health by authorities, espe-
cially in the time of crisis such as global pandemics, though it 
might raise serious concerns about people’s privacy. Moreover, 
many new infrastructures, namely cloud/fog/edge computing, 
AI and algorithm training along with unified protocols, need to 
be established to reach such a goal.[28] Substantial progress has 
been made to integrate electrochemical analyzers with commu-
nication modules, evidently in successful commercial products 
of PalmSens instruments.[29] The modern electrochemical ana-
lyzers are much smaller with interesting capabilities of battery-
powered, handheld, wireless communication via Bluetooth or 
USB connection. Besides, various smartphone-based poten-
tiostats have been developed with novel applications in flexible 
electronics, wearables, and molecular diagnostics. The typical 

Figure 1.  Integration of standard lateral flow diagnostic tests with printed electronics and IoT modules would result in ideal diagnostic tests known as 
REASSURED diagnostics to fulfill the sustainable development goals of global biosurveillance. Adapted with permission.[21] Copyright 2019, Springer 
Nature.
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modules used in such integrated systems are based on RFID 
communication, namely near field communication (NFC), 
Bluetooth, and Wi-Fi.[24,29,30]

NFC is referred to communication in short distances (less 
than 10 cm) with the frequency of 13.56 MHz.[24] The main 
component of an NFC-enabled device is loops of a coiled 
antenna to power the electronics via inductive coupling 
between itself and a reader, such as most modern smartphones. 
Features such as battery-less energy harvesting, and wireless 
data communication, make NFC devices attractive for efficient 
and straightforward IoT modules for portable, flexible, and 
wearable electrochemical devices.[31] However, the produced 
power may not be sufficient for advanced potentiates/galva-
nostats/impedance devices, and they suffer from short com-
munication distances as well. Bluetooth data transfer is another 
common RFID communication with more range than NFC, 
extending to tens of meters.[24] Modern Bluetooth technology 
consumes significantly lower powers, also known as Bluetooth 
low energy (BLE). However, it still needs an external power 
source to operate. Wi-Fi or IEEE 802.11 data communication 
protocol uses a higher frequency range (2.4 GHz).[32] Though 
Wi-Fi offers broader transmission with significantly rapid data 
transfer, its power consumption is more than NFC or BLE 
modules. Despite the notable progress in the integration of IoT 
modules with biosensors, the remaining challenges need to be 
addressed:

•	 Efficient power consumption is required for data communi-
cation and storage, either with built-in storage units or smart-
phones’ memory.

•	 Specialized file storage and synchronization services based 
on fog and cloud computing should be dedicated to the diag-
nostics data sets. Standard security protocols customized for 
data transfer and data storage from decentralized users (peo-
ple) and centralized organizations (diagnostic laboratories, 
hospitals, airports) should be provided to avoid data breach 
and manipulation.

A detailed IoT model has been proposed by Hosseinifard 
et  al. regarding data management, cloud and fog computing, 
machine learning, and artificial intelligence in a pandemic.[33] 
It was suggested that smartphones could be ideal IoT gateways 
due to their inherent characteristics such as wide availability 
(94% of the world’s population), powerful integrated proces-
sors, multiple RFID-based communication (NFC, BLE, Wi-Fi, 
and cellular networks), built-in data storage (memory) and data 
management tools.[33,34]

2.3. Standardization and Commercialization

We witnessed an unprecedented acceleration in therapeutics 
and vaccination approval for COVID-19 since organizations 
such as the FDA and the WHO have facilitated all the paths 
required for their mass production and deployment.[5e] Mean-
while, such success and development have been rarely seen in 
COVID-19 diagnostics, particularly rapid in vitro diagnostics 
(IVD) tools. A contributing factor in the delay of rapid POC 
systems could be the divergence of standards and guidelines 

in IVD regulations.[35] As mentioned earlier, an ideal POC 
system encompasses several components, including materials, 
biochemical compounds, electronics, data communication and 
storage, analytical performance, disposal, and waste manage-
ment. It appears the guidelines and standards for such POC 
systems are still incongruous and cannot be deployed easily 
on novel POC devices (Table S1, Supporting Information).[36] 
Meanwhile, the analytical performance of the developed device 
must be evaluated carefully including limit of detection (LOD), 
linear range, sensitivity, cross-reactivity, microbial interfer-
ence, exogenous/endogenous interference, and other limita-
tions. Therefore, the divergence between these standards and 
guidelines can impede the development of ideal POC devices 
in a crisis. Thus, a new paradigm of converging standards and 
guidelines is required for the massive deployment of POC 
systems.

3. Novel Advancements in Electroanalytical Tools 
for SARS-CoV-2 Detection
Tremendous multidisciplinary efforts involving chemistry, 
biology, nanoscience, biotechnology, and m-health resulted 
in advanced nano-bio-diagnostic tools to diagnose viral infec-
tions.[1,8–10,37] Herein, we focus on the recent advanced electro-
chemical methods to detect SARS-CoV-2 spike proteins and its 
genetic materials, categorized in Table S2, Supporting Informa-
tion based on the electrode material, mechanism of sensing, 
and analytical performance.

3.1. Electrochemical Immunosensors

Simply put, the concept of immunosensors is based on a trans-
ducer’s response (commonly optical and electrochemical) due 
to the binding affinity between the biorecognition element 
(i.e., antibody) and the target. Immunosensor fabrication starts 
with modifying an electrode surface to produce proper surface 
chemistry to immobilize the antibody. This can be achieved 
through various approaches such as chemisorption of thi-
olated antibodies on a gold electrode’s surface and carbodi-
imide crosslinker chemistry to create an amide bond between 
carboxylated carbon electrodes, amine-terminated antibodies, 
and streptavidin-avidin affinity binding.[38] The antibodies act 
as a lock for specific keys (antigens); thus, by adding the target 
antigen to the modified electrode, a complex of antigen-antibody 
can be formed. Voltametric and impedimetric techniques are 
common electrochemical methods used to monitor the com-
plex formation.[39] Without the presence of a target, the redox 
reagent can be oxidized or reduced at the working electrode, 
thus creating a significant current analyzed by a potentiostat. 
Alternately, target-receptor binding causes a spatial hindrance 
for the redox molecules to migrate from the bulk solution to 
the electrode surface, thus decreasing the amount of produced 
current.[39] Enzyme-linked electrochemical biosensors are 
another type of immunosensors commonly used in magnetic-
assisted electrochemical assays.[40] In enzyme-linked methods, 
detection antibodies and capture antibodies are immobilized on 
the electrode surface and magnetic beads (MBs), respectively. 
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Moreover, MBs’ surface is modified with an enzyme, com-
monly horseradish peroxidase (HRP). Introducing the target 
antigen to the magnetic bead solution forms a complex with 
the capture antibody. Then, a sandwich hybrid is formed after 
incubating the magnetic-bead-antigen complex with the immo-
bilized detection antibodies on the electrode surface. Next,  
substrates (commonly 3,3′,5,5′- tetramethylbenzidine) are 
added to the sandwich complex, consequently oxidized by the 
HRP enzyme. The number of electrons generated by substrate 
oxidation can be monitored by amperometric techniques, com-
monly chronoamperometry.[41] No binding happens in the 
absence of antigen; thus, the non-binding MBs capture anti-
bodies would be washed away and no enzymatic reaction can 
occur.

Herein, some recent SARS-CoV-2 electrochemical immu-
nosensors will be introduced. For instance, Zhao et al. developed a 
supersandwich immunosensor for highly sensitive SARS-CoV-2  
viral RNA detection.[42] This immunosensor comprises three 
main parts. A) Magnetic nanocomposites of AuNP@Fe3O4  
conjugated with capture probes (CPs). B) Host–guest rec-
ognition elements of immobilized calixarene molecules on 
rGO for enrichment of toluidine blue (TB) electrochemical 
mediators, AuNP for sensitivity enhancement, label probes 
(LP), and auxiliary probes (AP). C) A screen-printed carbon 
electrode. In the presence of the viral RNA, a highly specific 

bioconjugate between the viral RNA and the nanocomposites 
could be formed, which is further analyzed by a smartphone-
based differential pulse voltammetry (DPV) analyzer. Another 
report demonstrated a microfluidic magneto immunosensor 
for COVID-19 NP measurement.[43] Labeled (HRP) magnetic 
nanobeads (MNBs) were utilized for signal amplification and 
magnetic enrichment of the captured biomarker. This approach 
led to highly sensitive chronoamperometric detection of NP  
(10 pg mL−1) in small serum volumes (<50 µL). Gao’s team 
developed a smartphone-based multiplexed immunosensor, 
SARS-CoV-2 RapidPlex, for four COVID-19 related biomarkers, 
including S1-IgM, S1-IgG, CRP, and antigen nucleocapsid pro-
tein (NP) in blood and saliva (Figure 2).[44] Laser-engraved gra-
phene was used as the sensing electrode since it offers superior 
properties, including high surface area, fast charge mobility, 
and well-established modification techniques. Graphene was 
modified with a pyrene derivative, 1-pyrenebutyric acid (PBA), 
to carboxylate its surface for receptor binding since it does 
not disrupt the graphene sheets’ conjugation. Moreover, they 
integrated the biosensors with a custom PCB-based wireless 
potentiostat for chronoamperometric measurements of the 
biomarkers. A sandwich-type immunosensor was reported by 
Arduini et al. targeting either S or N spike proteins in saliva.[45] 
In the presence of the virus, its S or N surface proteins could 
be sandwiched between monoclonal antibody conjugated MBs 

Figure 2.  Multiplex, wireless, and graphene-based biosensors for SARS-CoV-2 antigen and antibody detection (RapidPlex). a) Schematic illustration of 
salivary and blood viral antigen multisensing using enzyme labeled antibodies as biorecognition element. The produced current from substrate oxida-
tion is transferred by a BLE module to a smartphone with a customized app. b) Rapid and cheap ($0.05) mass production of laser-engraved flexible 
sensor arrays, c) disposable and flexible sensors, and d) rapidplex system integration with a PCB with built-in potentiostat, signal processing, and 
Bluetooth communication. Adapted with permission.[44] Copyright 2020, Elsevier.
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and polyclonal antibody (PAb) conjugated alkaline phosphatase 
(AP) enzyme, producing 1-naphtol as an electroactive enzy-
matic byproduct detected by DPV method (Figure 3).

3.2. Artificial Bioreceptors

Although antibody-based biorecognition elements offer high 
selectivity and sensitivity, their production cost and batch-to-
batch structural difference might hinder their application in 
commercial IVD tools.[46] On the contrary, artificially-produced 
bioreceptors, namely aptamers and molecularly imprinted poly-
mers (MIP), can be produced cost-effectively with a consistent 
structural form.[46] Particularly, high quality research has been 
conducted for aptamer development for SARS-CoV-2 detection. 
Aptamers are short single-stranded DNA or RNA molecules 
(oligonucleotide) or short peptides produced in vitro by a pro-
cess known as systematic evolution of ligands by exponential 
enrichment (SELEX) to bind to a target ligand specifically.[47] 
Electrochemical aptamer-based (EAB) biosensors have received 

tremendous attention due to the fast and cost-effective produc-
tion of customized aptamers with higher stability than in vivo-
produced antibodies.[48] Each end of an aptamer strand can be 
modified with a desired functional group for two primary pur-
poses in oligonucleotide EAB sensors: a) chemical immobiliza-
tion on an electrode by modifying the 5′ end with thiol or 
amine groups and b) covalent attachment of a redox molecule 
such as (methylene blue, MB) on the 3′ end.[49] The common 
mechanisms of EAB biosensing are based on a) spatial hin-
drance due to the formation of aptamer-target complex or  
b) aptamer conformational change in the presence of its 
target.[48] In case of spatial hindrance, the aptamer-target com-
plex would impede the redox molecules to migrate from the 
bulk solution to the electrode layer; thus, a decrease in the pro-
duced current is anticipated. In case of the induced conforma-
tional change, the aptamer’s end (either 3′ or 5′) would get 
closer or further to/from the electrode, therefore causing a shift 
in the redox activity and the produced current.[48] For example, 
Zhang et  al. designed a highly sensitive aptasensor based on 
dimeric DNA aptamers (DSA1N5) to detect salivary spike 

Figure 3.  Magnetic-amplified SARS-CoV-2 biosensor. Enzyme-linked antibody conjugation with magnetic beads can bind to the target with excellent 
sensitivity owing to magnetic bead’s high surface area and facile magnetic preconcentration on a screen-printed support. Adapted with permission.[45] 
Copyright 2021, Elsevier.
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proteins. The binding affinity of this dimeric aptamer against 
variants of SARS-CoV-2 was investigated. Interestingly, it has a 
semi-selective affinity to the common variants with different 
dissociation constants of 120, 290, and 480 pm against wildtype, 
Alpha, and Delta variants, respectively. The aptamer was 
designed based on multivalent ligation of two or more mono-
mers to achieve picomolar sensitivity. This approach resulted in 
enhanced binding with spike proteins since each virus carries 
around 30 trimeric spike proteins on its surface with an average 
spacing distance of 13–15 nm between each other. The devel-
oped aptamer’s length was more than 15 nm. Thus, it can sur-
round and bind the spikes more significantly than monomeric 
aptamers. Moreover, a gold SPE-based electrochemical bio-
sensor was fabricated to test spike proteins in saliva samples 
rapidly. The synthesized aptamer was thiolated at the 3′ end to 
facilitate chemisorption on the gold working electrode. Also, 
tris(2-carboxyethyl)phosphine was mixed with the thiolated 
aptamer to reduce all the S–S bound to S–H, which improves 
the chemisorption efficiency on the gold’s surface. Then, the 
electrode was incubated with thiolated polyethylene glycol  
(Mw = 6000 Da) to reduce the non-specific absorption of other 
biomolecules. Ferro/ferricyanide redox was utilized to study the 
electrochemical charge transfer on the modified gold electrode. 
In the presence of spike proteins, the complex between 
aptamers and spikes passivates the gold’s surface, hindering 
the charge transfer of the redox-active molecules. Electrochem-
ical impedance spectroscopy technique was utilized to measure 
the charge transfer resistance of the redox reagents from the 
bulk solution to the electrode’s surface, resulting in highly spe-
cific detection of viral proteins with 80.5% sensitivity. In 

another report, Alafeef et  al. designed four antisense oligonu-
cleotides (ssDNA) aptamers targeting N gene at four segments 
simultaneously.[50] The biosensor consisted of a paper substrate 
coated with graphene and then aptamer-capped AuNPs. The 
aptamers were designed in the Soligo software with some con-
straints and considerations such as folding temperature and 
ionic strength to predict the binding energy (≤−8 kcal mol−1 
cutoff) of RNA−DNA hybridization. Also, the biosensor was 
integrated with a costumed Arduino-based circuit board 
equipped with IoT modules such as Bluetooth and Wi-Fi to pro-
vide a rapid and portable POC system. There is a common 
problem in electrochemical biosensors known as biofouling 
due to accumulations of molecules and particles on the sensing  
electrode. Li et al. addressed the biofouling issue by designing 
an electrochemical biosensor with enhanced antifouling prop-
erty. Bovin serum albumin (BSA), a relatively cheap and abun-
dant protein for electrode blocking, was used to reduce the 
non-specific adsorption of biomaterials on the electrode surface 
(Figure 4).[51] The key point of this paper is that the BSA was 
covalently bounded to polymerized aniline nanowire  
(PANI-NW) to enhance the electrode blocking, reduce the BSA 
leaking, and alleviate BSA blocking effect on electrode conduc-
tivity. Moreover, a commercial peptide aptamer against 
COVID-19 immunoglobin G (IgG) was immobilized on BSA 
using 4-(N-Maleimidomethyl) cyclohexane-1-carboxylic acid 
3-sulfoN-hydroxy-succinimide ester sodium salt (sulfo-SMCC) 
to covalently bond the amine groups of BSA and the aptamer’s 
Cys-terminal thiols. Overall, this biosensor showed significant 
antifouling properties without diminishing the electron transfer 
of redox-active molecules at the electrode surface. Chaibun et al. 

Figure 4.  Peptide-based SARS-CoV-2 aptasensor with enhanced anifouling capability. Polyaniline nanowires-bovine serum albumin cross-links signifi-
cantly reduces non-specific absorption of proteins and other biomolecules. Adapted with permission.[51] Copyright 2021, American Chemical Society.
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demonstrated an amplification method for ultrasensitive S and 
N genes of SARS-CoV-2 biosensing (Figure 5).[52] The CP con-
sisted of streptavidin-MNB incubated with biotin labeled 
aptamers. The reporter probes (RP) were prepared as follows: 
First, silica nanoparticles (SiNPs) were synthesized using a 

modified sol–gel (Stöber) process. Then redox-active dyes MB 
and acridine orange (AO) were bounded to the SiNPs via polye-
lectrolyte-assisted layer by layer assembly through activated sur-
face functional groups to produce SiMB and SiAO redox probes. 
Then, the redox probes were incubated with biotin-reporter 

Figure 5.  Workflow of SARS-CoV-2 S and N genes detection. a) Extracted genes are isothermally amplified by RCA technique, then the amplicons are 
hybridized with redox-tagged aptamers, which are subsequently detected by voltametric techniques. b) The picture of hand-held PalmSens4 potentiostat 
with Bluetooth connectivity for data transfer to a personal computer. Adapted with permission.[52] Copyright 2021, Springer Nature.
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primers to provide the Si-RP probe. Isothermal rolling circle 
amplification (RCA) method was used to greatly enhance the 
sensitivity of the biosensor. The detection procedure included a 
one-step hybridization method by mixing the prepared CP-MNB 
and RP-Si with the target (or RCA amplicons) to produce a sand-
wich hybrid. DPV method was utilized to measure the current 
induced by the hybridization between the redox-labeled reporter 
probe and the magnetic CP. Moreover, a portable Palmsens 
potentiostat was used to facilitate POC biosensing. Another type 
of artificial bioreceptors is MIP. They can (electro)chemically 
attach or physically entrapped on an electrode’s surface.[53] These 
polymers have micron to nanometer-sized cavities which only fit 
their target. Therefore, the target analyte can saturate the MIP’s 
cavities; thus, redox molecules cannot penetrate through the 
cavities to reach the electrode’s surface. As a result, charge 
transfer and the produced current would decrease, which can be 
monitored by voltametric methods.[53] Raziq et  al. developed a 
MIP-based biosensor to detect nucleocapsid protein (ncovNP), 
the protection layer of SARS-CoV-2 RNA.[54] Phenylenediamine 
monomers were polymerized on a thin film of gold electrode 
and further functionalized with 4-aminothiophenol (4-ATP) fol-
lowed by ncovNPs immobilization and the final washing step to 
provide the molecular cavities. Moreover, a lysis step is neces-
sary to extract ncovNPs from the infected samples followed by a 
DPV scan in the presence of ferro/ferricyanide redox agent. 
Clearly, the charge transfer is hindered when ncovNPs are 
trapped in the cavities, causing a significant decrease in the 
DPV peak currents.

3.3. CRISPR-Based Molecular Circuits

Besides its astonishing genome editing ability, the clustered 
regularly interspaced short palindromic repeats (CRISPR) and 
CRISPR-associated proteins (Cas) systems have paved a new 
era of biosensing applications due to their isothermal signal 
amplification and high base resolution.[55] The discovery origin 
of CRISPR goes back to 1984 when microbiologists stumbled 
upon short extrachromosomal DNA of the bacteria Escherichia 
coli and Salmonella typhimurium, which was named repetitive 
extragenic palindromic (REP) genes.[56] Later, it was found 
REP gene is responsible for producing membrane proteins as 
a defense mechanism against invading viral bacteriophages.[57] 
In 2002, for the first time, the term CRISPR was introduced to 
define the repetitive nucleotide sequences that were only found 
in bacteria/archaea but not in Eukaryotes or viruses.[58] A char-
acteristic of the CRISPRs, not seen in any other class of repeti-
tive DNA, is that the repeats of the CRISPRs are interspaced 
by similarly sized nonrepetitive DNA. In 2005, it was suggested 
that the spacer elements in these genes are the traces of past 
invasions by viruses, and they offer cell immunity against bac-
teriophage invasion by coding an anti-sense RNA.[59] Nowa-
days, CRISPR is usually understood as a molecular machine, 
or simply as a molecular scissor, consisting of two main parts: 
an effector called CRISPR-associated effector (Cas) and a single 
guide RNA (sgRNA).[60] The effector’s responsibility is to locate 
and bind to a specific part of the target’s DNA/RNA, known 
as a protospacer adjacent motif (PAM), and then the sgRNA 
breaks the double helix of that DNA/RNA.[61] It is possible to 

use such specific cleavage activity of the CRISPR/Cas system to 
sense genomic materials of viral infections.[62]

For instance, Dai et  al. demonstrated a CRISPR-based 
biochemical circuit as a highly sensitive SARS-CoV-2 bio-
sensor.[63] Inspired by the conventional microcontrollers, they 
innovated a biochemical circuit with the potential capability 
of an electrical circuit but programmed for genetic analysis 
(Figure 6). Comparable to a microcontroller, this platform 
can identify, convert, translate, amplify, and transduce biolog-
ical signals. Target’s specific genome sequence identification, 
which is the first step of this biochemical circuit, was initi-
ated by arrays of CRISPR mutant nickase (Cas9 D10A). Two 
different sgRNA were used to guide the Cas9 complex to cut 
two distant regions of the target’s genome. The cut product 
was then amplified using primer exchange reaction (PER) to 
produce signaling concatemers.

PER is a novel and powerful DNA synthesizing technique 
that produces arbitrary ssDNA in an autonomous and program-
mable fashion.[64] The PER cascade begins with a specific DNA 
primer and is then extended by a catalytic DNA hairpin and a 
user-specified primer. The catalytic DNA hairpin is a substrate 
for amplifying the primer, consisting of a stem, loop, and an 
exposed region.[64] The primer bonds to the hairpin’s exposed 
region, and then a polymerase enzyme starts the displacement 
elongation to produce an elongated strand. The polymerase 
would stop synthesis before the loop region at a given stop 
codon. Next, the displaced strand releases from the hairpin 
via a three-branched migration process.[63] Consequently, the 
hairpin’s exposed region is free again to be used for another 
synthesis cycle. In order to quantify the amount of the ampli-
fied concatemers for PER amplification, an SPE-based electro-
chemical interface was utilized.[63] The SPE consisted of a gold 
working electrode, modified with a thiolated ssDNA CP. The 
nucleotide sequences of the capture’s probe are only comple-
mentary to the overhang of PER amplified concatemers; thus, 
only in the presence of the target’s genome can the concate-
mers hybridize with the CP via base pairs hydrogen binding. 
Then, an MB tagged oligomer, known as a signal probe, was 
cast on top of the hybridized concatemer to make a secondary 
hybrid with the other end of the concatemer. The excess probes 
and regents were washed away so that only hybridized CP/con-
catemer/MB-tagged signaling probe would remain on top of 
the gold working electrode. Finally, square wave voltammetry 
(SWV) technique was applied to the electrode to measure the 
resulting current from the hybridized MB tag. Only in the pres-
ence of PER amplified concatemers MB tagged signal probe can 
form a hybrid. Otherwise, the signal probe would be removed 
in the final washing step, and without MB, no electron transfer 
could happen between the bulk solution, CP, and gold surface. 
Therefore, the more concatemer is present, the more signaling 
probe can be hybridized, resulting in higher current intensity 
from SWV technique.

3.4. Cellulosic-Based Biosensors

Given the low-cost, biodegradability, abundance, wicking 
properties, and well-developed functionalization techniques 
of cellulosic paper, they are viable candidates for developing 
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cost-effective biosensors. Compared to a common LFA, elec-
trochemical paper-based sensors can be designed without 
the specific requirement of different antibodies. Moreover, 
in situ diagnosis of COVID-19 is of significant importance to 
fasten the data collection without distinct sample collection, 
pretreatment, and analysis. For instance, Yakoh et al. fabricated 
a label-free, 3D-origami shaped, paper-based electrochemical 
immunosensor (ePAD) to detect SARS-CoV-2 antibodies (IgG 
and IgM) (Figure 7).[23b] After immobilizing spike protein RBD 
on graphene oxide electrodes, ferro/ferric redox indicator was 
added to the test zone. In the presence of antibodies, the con-
version of the redox indicator was interrupted, resulting in a 
decreased current response monitored by SWV technique. Eisa 
et  al. innovated an immunosensor to detect COVID-19 anti-
bodies in situ in nasopharyngeal samples via a cotton-tipped 
biosensor.[65] The biosensor’s electrode consisted of carbon 
nanofiber (CNF) SPE, suitable for functionalization with a 
large surface area. Diazonium salt of aminobenzoic acid was 
electrografted on the CNF’s surface by a two-step CV, com-
pletely flattened the cathodic and anodic peak as the carboxy-
phenyl (CP) layer retarded the electron transfer process due to 
the presence of aromatic layer and electrical repulsion from 
the negatively charged carboxyl groups. The CP functionalized 
electrode was further modified by EDC/NHS coupling the NH2 
residue of COVID-19 N protein, shielding the negative charge 

of carboxylic group and enabling electron transfer. The whole 
biosensor was put into a cotton tip to absorb the nasopharyn-
geal samples readily via capillary wicking. Ferro/ferricyanide 
redox indicator and a portable potentiostat were used to probe 
the electron transfer via SWV technique.

3.5. Reagent-Free Biosensors

Developing reagent-free methods for direct viral infections 
can be a viable solution for cost-effective and rapid analysis 
of infectious diseases. Yousefi et al. developed a fast (5 min) 
direct method to detect viral particles of SARS-CoV-2 in 
unprocessed saliva (Figure 8).[66] Negatively charged, amine 
terminated DNA linkers were immobilized on a gold elec-
trode and they were further conjugated with ferrocene as the 
redox reagent and cAb against S1 protein. When a positive 
potential was applied to the electrode, viral particles moved 
toward the sensing layer, causing an increase in hydrody-
namic drag force and a faradaic response. This sensing 
platform can potentially be used for easy-to-use, rapid, and 
reagent-free detection of COVID-19 or other viral targets. A 
recognition element-free electrochemical sensor was dem-
onstrated by Hashemi et  al. based on the emerged patterns 
(fingerprints) from DPV analysis at different voltages.[67] The 

Figure 6.  CRISPR-based biochemical circuit combined with electrochemical biosensing. a) A heterogeneous biochemical circuit composed of paired 
CRISPR processor, amplification using primer exchange reaction (PER), and genetic data processor and translator into electrical signal. b) Two offset 
sgRNAs guide a pair of CRISPR (Cas9 D10A) to detect two PAM regions of the target, which subsequently cleaves the gene and cut it into a 3′-overhang 
strand. c) Translation and amplification by PER technique. Hairpin 1 functions as a translator, only operating with the presence of the overhang target. 
Hairpin 2 functions as an amplifier and catalyzes concatemer formation. d) A nucleic acid-based capture strand is immobilized on the gold electrode 
to bind with the produced concatemer. A redox-tagged signal probe forms complementary binding to the concatemer and produces electrochemical 
signal detected by SWV technique. Adapted with permission.[63] Copyright 2020, John Wiley and Sons.
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sensor comprised gold nano stars (AU NS) decorated at a 
GO/8- hydroxyquinoline (8H) electrode, which could differ-
entiate between different glycoproteins owing to the differen-
tial interaction of different glycoproteins to 8H.

3.6. Field-Effect Transistor-Based Biosensors

In short, field-effect transistors (FET) are a branch of tran-
sistors that pass through current—from its conducting gate 

Figure 7.  3D-origami-paper-based SARS-CoV-2 biosensor. A) Device components including three foldable paper-based electrodes. B) Detection of anti-
bodies against SARS-CoV-2 using RBD proteins as the biorecognition element and SWV monitoring of the electrode’s response upon target binding. 
C) The results can be transferred wirelessly to a smartphone. Adapted with permission.[24b] Copyright 2021, Elsevier.

Adv. Mater. Technol. 2022, 2200208



www.advancedsciencenews.com

© 2022 Wiley-VCH GmbH2200208  (12 of 17)

www.advmattechnol.de

proportional to the amount of electric field applied between 
the semiconducting source and gate.[68] FET-based biosensors 
incorporate a biorecognition element on the gate, in which the 
amount of due to target-receptor binding can be quantified by 
the change in the surface charge distribution and the current it 
passes through accordingly.[69] There are few reports on SARS-
CoV-2 detection using FET-based biosensors.[70] For instance, 
Seo et  al. developed a FET-based biosensor in which SiO2/Si 
substrate utilized as the source and drain (Figure 9). The gate 
encompassed antibodies against spike proteins, immobilized 
on a graphene-based gate using pyrenebutyric acid N-hydroxy-
succinimide ester linker.

3.7. Commercial Products

Most FDA-approved in vitro diagnostic devices are domi-
nated by optical and RT-PCR techniques. However, two elec-
trochemical-based medical devices, namely Sampinute[71] 
and ePlex,[72] offer alternative approaches for SARS-CoV-2 
diagnosis, depicted in Figure 10. Commercial electrochem-
ical biosensors for SARS-CoV-2 detection. A) ePlex: digital 
microfluidics fluid handling integrated with RT-PCR ampli-
fication and detection via nucleic acid hybridization,[43]  
B) Sampinute: magnetic force-assisted electrochemical sand-
wich immunoassay.[42] Sampinute analyzer is a magnetic 

Figure 8.  Reagent-free SARS-CoV-2 biosensor. a) Receptor binding with viral particles increases the hydrodynamic diameter and subsequently influ-
ences the required time for the redox tag to contact the electrode’s surface. b) Biosensor architecture based on immobilized DNA linker with a redox 
tag, conjugated with antibody against spike proteins and c) negatively charged bioreceptor swings across the electrode when a positive potential is 
applied, which cause a shift in the hydrodynamic drag force detected by chronoamperometric methods. Adapted with permission.[66] Copyright 2021, 
American Chemical Society.
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force-assisted electrochemical sandwich immunoassay for the 
qualitative detection of RBD spike proteins of SARS-CoV-2 
within 1 h (LOD = 30 TCID50 mL−1). The analyzer is equipped 
with a cartridge, encompasses magnetic nanoparticles (MNPs) 
and an electrode, both coated with antibodies against RBD, 
hence in case of the virus presence, it would be sandwiched 
between the MNPs and the electrode surface. Developed by 
GenMark, ePlex SARS-Cov-2 assay consists of digital micro-
fluidics for fluid handling/mixing, followed by an automated 
RT-PCR amplification, and finally electrochemical detection. 
The detection mechanism is based on DNA hybridization 
of the target’s DNA and capture’s probe, determined by vol-
tammetry. Antibody analysis is also of great importance as 
it provides valuable information on diagnostics, post-infec-
tion immunity, vaccine immunity, and health decisions. For 
instance, Roche Diagnostics has developed rapid (18 min), 
high-throughput, and automated electrochemiluminescence 
immunoassay for total anti-SARS-CoV-2 antibodies in the 
range of 0.4–250 U mL−1.[73] Moreover, a handful of LFAs are 
listed on the FDA website for qualitative antibody detection, 
which are cheaper and can be available for POC use, particu-
larly the fingerstick whole blood tests.[74]

4. Challenges and Perspectives in Biosurveillance 
of COVID-19
Currently, the major bottlenecks of global-scale COVID-19 
screening are:

1.	 Insufficient self-administered POC diagnostic tools
	 •	� Using accessible samples including blood, respiratory 

mucosa, saliva, or exhaled breath
2.	 Disproportionate standards (Table S1, Supporting Information)
	 •	� Food and Drug Administration (FDA), World Health 

Organization (WHO), International organization for 

standardization (ISO), and international electrotechnical 
commission technical committee (IEC TC)

3.	 Poor IoT implementation in POC tests
	 •	� Current lateral flow assays are not equipped with an  

IoT-based platform (e.g., smartphones)
	 •	� Future POC electroanalytical devices need to be integrated 

with IoT modules and smartphones
4.	 Inadequate testing coordination
	 •	� By expanding the availability of testing sites (e.g., office 

space, in-car-testing, or self-testing) patients and sus-
ceptible samples can be monitored while minimizing  
exposure.

5.	 Lack of accessible cloud storage systems
	 •	� Dedicated to the data of travel history, medical history, 

physical symptoms, medical imaging, and molecular  
diagnostics

6.	 Insufficient smart telemedicine systems
	 •	� To deconvolute and analyze the diagnostic big data, gath-

ered from cloud storage systems

Integrated IoT-based electrochemical biosensors are pow-
erful POCT tools that can address the issues mentioned above 
for rapid and sensitive SARS-CoV-2 detection on a global scale. 
In Figure 11 the workflow of electrochemical biosurveillance 
systems is shown. Sampling is the first step in acquiring bio-
fluids for molecular analysis. Although nasopharyngeal swab 
is a standard sampling method, other biofluids such as urine, 
saliva, and sweat can be extracted non-invasively. The sample 
can be introduced into a microfluidic-based electrochemical bio-
sensor to detect the target using various bioreceptors, including 
mono/PAb, enzyme-linked antibody, nucleic acid, aptamer, 
molecularly imprinted polymers, and CRISPR-based mole-
cular circuit. An RFID-based IoT module (NFC, Bluetooth, and 
Wi-Fi) can transfer the sensor’s response to a reader such as a 
smartphone to locally store the data. The stored data from great 
numbers of smartphones across the world (as a decentralized 

Figure 9.  FET-based SARS-CoV-2 biosensor. Anti-spike antibodies are immobilized on the gate of a graphene-based transistor. Target-receptor binding 
causes a change in the graphene’s surface charge distribution, which consequently changes the current passing through the drain. Adapted with 
permission.[72b] Copyright 2020, American Chemical Society.
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IoT gateway) can be transferred to a cloud-based data storage 
platform via the internet (Wi-Fi, 4G, and 5G), followed by (big) 
data analysis methods, machine learning algorithms, and arti-
ficial intelligence to filter, purify, transcode, and deconvolute 
countless raw datasets. The output of such data analytics can be 
accessed by healthcare professionals, authorities, and govern-
ments for remote monitoring and real-time decision-making.

5. Conclusion

This perspective strives to answer several nurturing questions 
regarding the potential to utilize electroanalytical tools for POC 
rapid SARS-CoV-2 detection. We aim to highlight impeding 
factors pivotal for the successful deployment of such novel 
bioanalytical devices and encourage further electrochemical 
technology developments to fight against this deadly and preva-
lent disease. Looking in the future, we have identified several 
important areas of exploration for electrochemical diagnostic, 
we hope to answer:

1.	 What biosensor is the most promising, and what technologi-
cal advancements are needed to utilize these devices for POC 
rapid SARS-CoV-2 detection? Any biorecognition element 
(artificial or antibody-based) coupled with an amplification 
method (PCR, isothermal, and magnetic) has shown high 
potential for COVID-19 diagnosis. However, these methods 

often require multistep processes for sample analysis; thus, 
they are more difficult and time-consuming. Meanwhile, 
reagent-free electrochemical detection of unprocessed saliva 
would be an ideal rapid test, though it might suffer from poor 
selectivity.

2.	 Would the combined electrochemical recognition and ampli-
fication be feasible in terms of cost? Magnetic enrichment is 
one of the cost-effective methods, but it is not as effective as 
molecular amplification methods. However, molecular am-
plification requires highly purified and expensive biochemi-
cals (e.g., PCR, RCA).

3.	 Is the highly sensitive assay possible without the amplifica-
tion? Yes, the CRISPR-based biosensing does not necessarily 
imply an amplification step by offering a novel mechanism 
of biosensing, and according to the reports, it is much more 
sensitive, selective, and faster than classical ELISA or fluoro-
metric monitoring of amplicons. In fact, there are CRISPR-
based commercial products that have been approved by the 
FDA, though they are based on optical detection.[2a]

4.	 What is the status of smart biosurveillance technology for 
SARS-CoV-2 detection? Data communication between smart 
nano-bio-electro-analytical devices needs to be improved by 
the advances in IoT, machine learning, and m-health tech-
nologies. There is still no homogenous database and commu-
nication systems to provide real-time data on the performed 
diagnostic tests and results along with exposure risk, clinical, 
or POC test result history, and travel history.

Figure 10.  Commercial electrochemical biosensors for SARS-CoV-2 detection. a) ePlex: Digital microfluidics fluid handling integrated with RT-PCR 
amplification and detection via nucleic acid hybridization. The target DNA forms complementary binding to the ferrocene-tagged signal probe then it 
can be transferred by digital microfluidics to a gold electrode with a DNA capture probe. The target-receptor binding can be analyzed by voltametric 
methods. Adapted with permission.[72] Copyright 2022, GenMark Diagnostics. b) Sampinute: a magnetic force-assisted electrochemical sandwich 
immunoassay for qualitative detection of RBD spike proteins. Antibody conjugated magnetic nanobeads are utilized to target the RBD region of spike 
proteins, which subsequently forms a sandwich complex with the detection probe on the working electrode. Adapted with permission.[71] Copyright 
2022, Celltrion Group.
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5.	 How does electrochemical sensing address the problem of 
new variance of SARS-CoV-2? How e-sensor technology com-
petes with RT-PCR in this respect? Since variants have slight-
ly different nucleotide sequence in their RNA and slightly 
different amino acids in their spike proteins, it is not feasible 
to distinguish them by the common electrochemical biosen-
sors. The variants are still detected by highly sensitive genetic 
sequencing tools and RT-PCR assays.  However, it may be 
possible to discriminate against SARS-CoV-2 variants using 
electrochemical sensor arrays (chemical nose/tongue) using 
different aptamers at each working electrode.[75]

Compared to the current RT-PCR test, the introduced elec-
trochemical biosensors have the potential to meet the RESS-
SURED criteria, resulting in efficient, rapid, and smart 
biosurveillance of COVID-19. We envisage the integration of 
IoT modules with electrochemical biosensors allows patients 
to be efficiently screened and protects patients, clinicians, and 
the community from direct exposure. A cloud-based service 
dedicated to diagnostic data sets can allow patients and phy-
sicians to communicate 24/7 using smartphones, tablets, or 
computers. Doctors and health care providers can effortlessly 
obtain detailed exposure and travel histories, physical symp-
toms (e.g., body temperature, coughing, and breathing rate), 
molecular diagnostic data (e.g., quantitative results of viral pro-
teins, nucleic acids, and antibodies), and imaging data (e.g., CT 
scan) using the diagnostic cloud-based service, acquired from 
IoT-integrated electroanalytical devices.
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