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Abstract 

 

The COVID-19 pandemic led to an increase in cybersecurity attacks on organizations operating 

in the healthcare industry. Health information professionals and health executives are unable to 

limit the impact of data breaches on records their organizations handle. While current research 

focuses on prevention strategies and the understanding of the causes of data breaches, it failed to 

address how to mitigate the impact of successful cybersecurity attacks. This quantitative research 

paper examined the effect the healthcare entity type has on the number of impacted individuals 

for healthcare data breaches that occurred during the pandemic. Health information professionals 

will be able to mitigate the number of breached records based on their organizational type. Some 

of this paper’s findings include the call for implementation of organizational frameworks aimed 

to protect patient information, and the call for further research to understand how other factors 

might affect the impact of healthcare data breaches.  
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Introduction 

 

The COVID-19 pandemic generated unique challenges and opportunities for organizations 

operating in the US healthcare industry. Health providers struggled providing non-pandemic care 

to their patients due to the overwhelmed healthcare system and large number of COVID-19 

diagnosed patients who needed immediate attention.
1,2

 To overcome restrictions that were the 

direct result of the pandemic and the associated lockdowns, organizations were forced to enable 

hybrid and remote work environments so they could continue with their daily operations. The 

use of current and new technologies such as electronic health record systems (EHRs), telehealth 

platforms (TH), and remote collaboration tools opened opportunities and additional vectors that 

could be exploited for cybersecurity attacks to harm organizations handling protected health 

information (PHI).
3,4

 The implementation of appropriate controls meant to protect the security 

and privacy of PHI did not keep up with the new attack vectors created by the newly 

implemented technologies.
5
 The US healthcare industry saw a 25 percent increase in successful 

cybersecurity attacks during the pandemic.
6
  

 

The Office of Civil Rights (OCR) within the US Department of Health and Human Services 

(DHHS) oversees the implementation of the Health Insurance Portability and Accountability Act 

(HIPAA) regulation. The HIPAA regulation consists of three primary rules: HIPAA privacy rule, 

HIPAA security rule, and HIPAA breach notification rule. The HIPAA privacy rule defines the 

controls and procedures that need to be implemented to protect the privacy of PHI. The HIPAA 

security rule is focused on defining administrative, physical, and technical controls required for 

the protection of the security of PHI. Finally, the HIPAA breach notification rule sets the 

standards under which data breaches affecting PHI need to be reported. According to the HIPAA 

regulation, healthcare entities (HE) are required to report all data breaches that impact at least 



500 individuals. The archive of all reported data breaches is publicly shared and available on the 

US DHHS website.  

 

Executives and cybersecurity professionals within the healthcare industry lack full understanding 

of the HIPAA regulation requirements
7
 and strategies on how to mitigate the effects of data 

breaches in their organizations.
8
 Healthcare entities struggle to implement appropriate level of 

controls to meet the vague, but still needed, requirements of the HIPAA security rule.
9
 An area 

of concern are the defined requirements for access of PHI.
10

 Inappropriate access levels to PHI 

records could lead to impermissible disclosures and data breaches. Additionally, healthcare 

entities are not prepared to withstand cyberattacks due to the complexity of newly implemented 

technologies and their integration with old legacy systems and devices.
11

 Some of those systems 

and devices are provided and managed by third-party vendors or business associates to the 

healthcare-covered entities. 

 

Current research focuses on strategies and techniques to prevent data breaches from happening in 

healthcare organization.
12-15

 Prevention strategies allow organizations to stop malicious actors by 

closing the “door” to their system and avoiding intrusion that could lead to impermissible 

disclosures of PHI. What happens once a breach occurs? There is a specific need to understand 

the factors that have a significant effect on the number of breached records.
16

 Based on the data 

reported on the US DHHS website, it is safe to assume that it is no longer a question whether a 

breach will occur, but when will it occur. Health information managers and the healthcare 

entities they work for need to be prepared by implementing mitigation strategies to minimize the 

impact their entity type has on the number of breached records, once a data breach occurs. 

 

Inappropriately protecting PHI could lead to violation of the three main HIPAA principles: 

confidentiality, integrity, and availability.
17

 Successful cybersecurity attacks, especially 

ransomware, render PHI unavailable and unreadable,
18

 thus causing inability of EHRs and other 

systems to access current and historical patient data.
19

 The inability to access data leads to 

significant disruptions in patient care that could negatively affect patient outcomes and patient 

safety.
20

 This research paper analyzes the relationship and the main effect the HE type has on the 

number of impacted individuals in healthcare data breaches. Exploring how the HE type affects 

the number of impacted individuals will allow health information management (HIM) 

professionals to understand how to implement controls that will mitigate the impact of healthcare 

data breaches within their specific organizational structure.  

 

Research Question 

 

Due to lack of current research on how to minimize the number of records that are impacted in 

data breaches targeting healthcare entities, and with an aim to expand the research body and 

contribute to future research, the research paper addressed the following research question: What 

is the effect, if any, the healthcare entity type has on the number of impacted individuals in 

healthcare data breaches reported by healthcare organizations within the US? 

 

To address the research question in detail, the author set the following hypotheses: 

 



- H0: There is no effect of the healthcare entity type on the number of impacted individuals 

during the 27 months of the COVID-19 pandemic. 

- HA: There is significant effect of the healthcare entity type on the number of impacted 

individuals during the 27 months of the COVID-19 pandemic. 

 

Method 

 

The purpose of this research is to identify and analyze to what extent, if any, the healthcare entity 

type contributes to the number of individuals impacted in a healthcare data breach (Figure 1). 

This research utilized quantitative analysis by performing a one-way ANOVA analysis, with 

post-hoc test, using the number of impacted individuals as the dependent variable, and the HE 

type as the independent variable. One-way ANOVA is robust and informs whether three or more 

independent groups within the independent variable have significant differences when it comes 

to the effects on the dependent variable. This quantitative analysis was performed on secondary 

data of reported data breaches by HEs, as presented on the US DHHS website. For the purposes 

of this research, the author decided to use the entire population of the data set, which eliminates 

any sampling bias. The only intervention was the removal of duplicate data entries reported by 

the same entities (reporting date, entity name, number of impacted individuals). The entire data 

set includes 1,587 reported data breaches impacting at least 500 or more individuals per 

occurrence. 

 

The two variables examined in this research include the HE type and the number of impacted 

individuals per data breach occurrence. The HE type is an independent variable that contains 

four categories: healthcare provider, health plan, healthcare clearinghouse, and business 

associate. Healthcare providers, health plans, and healthcare clearing houses are covered entities. 

Business associates are typically vendors used by covered entities and act as third-party vendors 

(Figure 2). The number of impacted individuals in a healthcare breach is the dependent variable, 

and it is measured on a continuous scale. 

 

 

The author of the research did not collect the data directly from the HE types that reported the 

data breaches, but rather performed a quantitative statistical analysis on a secondary data set. The 

author implemented a five-step process to identify, obtain, and protect the integrity of the 

secondary data set reported on the US DHHS website. The first step included the identification 

of the website that stores the data set, thus determining that the US DHHS is a reliable website 

with its data used in many research articles.
13,21,22,23,24,25

 As part of the second step, the author 

extracted the entire data set and saved it into a comma-separated values file. Next, the author 

examined the data and filtered it to include only the data breaches reported between April of 

2020 and June of 2022. The selection of these dates corresponds with the pandemic lockdowns 

and the continued battle against the COVID-19 virus. In the fourth step of the process, the author 

encrypted the data set and created password protections so it could not be edited. Finally, the last 

step included loading and analysis of the data into statistical software, SPSS. 

 

Results 

 



Prior to conducting the one-way ANOVA with post-hoc analysis, the author ran comparison of 

data breaches and the number of impacted records prior and during the pandemic. The analysis 

included 27 months of data breaches reported during the pandemic, and 27 months of data 

breaches reported prior to the pandemic. The initial comparison shows that breaches that 

occurred during the COVID-19 pandemic accounted for 100,474,829 breached PHI records, 

which is 39,783,652 more breached PHI records than data breaches that occurred during the 

same time span prior to the pandemic.
26

 (Figure 3) 

 

As part of the data analysis, the author first examined the independent variable: healthcare entity 

type. Of the 1,587 records, 1,176 of the reported data breaches were by healthcare providers, 

followed by business associates with 208, and health plans with 200 data breach occurrences. 

The least amount of data breaches was reported by healthcare clearinghouses: three (Table 1). 

Additionally, the author ran descriptive statistics of the dependent variable, which had a mean 

value of 63,311.17 and standard deviation of 247,507.79 (Table 2).  

 

The next step of the data analysis included running the one-way ANOVA function. According to 

the ANOVA results (Table 3), there was a significant main effect of the healthcare entity type on 

the number of impacted individuals for the data breaches reported during the COVID-19 

pandemic, F(3,1583) = 8.997, p < 0.001. The results show that we can reject the null hypothesis 

that there is no significant main effect of the healthcare entity type on the number of impacted 

individuals, and accept the alternate hypothesis, showing there is significant main effect of the 

healthcare entity type on the number of impacted individuals. Since there was a significant main 

effect of the healthcare entity type on the number of impacted individuals, the results of the 

Tukey’s function (Table 4) will be interpreted in the discussion portion of this article 

 

Discussion 

 

The results of the one-way ANOVA analysis show significant main effect of the independent 

variable (HE type) on the dependent variable (number of individuals impacted by data breaches). 

The analysis clearly shows that the number of breached records depends on the HE type that is 

handling the patient data. To further analyze the effect the author performed Tukey’s post-hoc 

analysis on the data (Table 4). The post-hoc analysis revealed that breaches that occurred in 

business associates affect significantly larger number of individuals (145,491.88  491,440.33, p 

= 0.002) when compared to breaches that occurred in health plans (57,026.85  275,853.51, p = 

0.002). Similarly, breaches that occurred in business associates affect significantly larger number 

of individuals (145,491.88  491,440.33, p < 0.001) when compared to breaches that occur in 

healthcare providers (49,965.1  160,887.19, p < 0.001). Additionally, Tukey’s analysis also 

revealed that breaches in healthcare clearinghouses do not affect significantly more or less 

individuals than health plans and healthcare providers. Finally, Tukey’s analysis reveals that 

breaches in health plans do not breach significantly more or less individuals than healthcare 

providers. 

 

It is intuitive, and supported by the one-way ANOVA analysis, that business associates breach 

more records than health plans and healthcare providers. As we saw in Figure 2, business 

associates act as third-party vendors to covered entities, intuitively handling information on 

behalf of multiple organizations. Business associates provide various array of services to covered 



entities, including but not limited to cloud hosting services,
27

 help with the transmission of data, 

and handle sensitive information on behalf of the covered entities.
28

 Additionally, businesses 

associates, unlike covered entities, could have primary operations in industries outside of 

healthcare. Operating outside of the healthcare industry, coupled with the fact that controls for 

protecting healthcare data are not clearly defined, create an opportunity for business associates to 

lack in the implementation of appropriate security and privacy frameworks and controls that 

protect PHI, thus leading to larger impact on the number of breached records. HIM and 

cybersecurity professionals need to focus on implementing sound data protection controls, 

implementing appropriate organizational culture, and educating employees how to protect PHI 

records. Operating in other industries and having lack of understanding of the HIPAA 

requirements does not excuse the lack of data protection controls given the amount of data 

business associates handle. HIM and cybersecurity professionals need to implement frameworks 

that go above and beyond the HIPAA requirements.  

 

Since there is no true way to ensure alignment and compliance with the HIPAA regulation, HIM 

and cybersecurity professionals who work for business associates should implement the NIST 

Cybersecurity Framework (CSF) or the HITRUST Common Security Framework (CSF) to 

mitigate the effects of successful data breaches.
29

 NIST CSF and HITRUST CSF incorporate 

multiple requirements that are aligned with HIPAA and cover controls across various domains, 

including but not limited to information protection, access control, physical security, 

vulnerability management, and data protection and privacy. On the other hand, covered entities 

(healthcare providers, health plans, and healthcare clearing houses) need to implement third-

party (vendor) risk management programs that appropriately and continuously assess the vendors 

(business associates) they work with. A comprehensive program would allow HIM and 

cybersecurity professionals to appropriately assess the risk for each of their business associates 

and mitigate the effects of data breaches caused by those relationships.
30

  

 

This research, just like other research articles and studies, has limitations. The first limitation of 

the study is relating to the understanding of the HIPAA legislation by the organizations operating 

in the healthcare industry; specifically, the author assumes the organizations’ knowledge of the 

HIPAA Omnibus and Breach Reporting Role that requires them report all data breaches to the 

US DHHS including at least 500 records. The lack of understanding of the legislation could have 

caused some healthcare entities to not report their data breaches, thus rendering the data set 

potentially incomplete. The second limitation of this research is the US DHHS requirement to 

only report data breaches that impacted 500 or more individuals. Not reporting breaches that 

impact less than 500 individuals could skew the results and create uneven distribution of the 

reported breach instances. The third limitation is related to the accuracy of the data. While the 

US DHHS audits the documentation of all reported data breaches, not every healthcare entity is 

audited to ensure accurate representation of the breached number of records. 

 

This research paper sets a foundation for cybersecurity and HIM professionals to understand 

what contributes to the number of impacted individuals, once data breaches occur. Based on the 

US DHHS dataset, additional research can be performed to consider the effects of other variables 

such as the type of data breach, the location of data breach, and the geographical location of the 

HE type.
16

 The understanding of the relationship of these variables and the effects it has on the 

number of impacted individuals can inform researchers and HIM professionals on how to better 



mitigate and reduce the impact breaches have on PHI. Further research, qualitative or 

quantitative, could offer mitigation strategies that focus on minimizing the impact data breaches 

have on individuals. Mitigation becomes prevention when the breach, after it occurs, affects zero 

individuals.  

 

Conclusion 

 

The author of this research paper focused on understanding what affects the number of impacted 

individuals in successful data breaches. Through quantitative analysis, using one-way ANOVA, 

the author was able to determine that the healthcare entity type has a main effect on how many 

records healthcare organizations breach once a breach occurs. More specifically, the author 

found that business associates breach more information when compared to health plans and 

healthcare clearing houses. This paper could serve as a foundational piece for future research and 

change the focus of HIM professionals, which is mostly on how to prevent data breaches, to a 

combination of prevention and mitigation. Appropriate implementation of cybersecurity 

frameworks within business associates that go above and beyond the HIPAA regulation 

requirements could minimize the impact of data breaches and ultimately lead to prevention. 

Finally, the author calls for additional research that will include additional factors and their 

effects on the number of impacted individuals.  
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