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ABSTRACT

Objective: Digital exposure notifications (DEN) systems were an emergency response to the coronavirus dis-

ease 2019 (COVID-19) pandemic, harnessing smartphone-based technology to enhance conventional pandemic

response strategies such as contact tracing. We identify and describe performance measurement constructs rel-

evant to the implementation of DEN tools: (1) reach (number of users enrolled in the intervention); (2) engage-

ment (utilization of the intervention); and (3) effectiveness in preventing transmissions of COVID-19 (impact of

the intervention). We also describe WA State’s experience utilizing these constructs to design data-driven evalu-

ation approaches.

Methods: We conducted an environmental scan of DEN documentation and relevant publications. Participation

in multidisciplinary collaborative environments facilitated shared learning. Compilation of available data sour-

ces and their relevance to implementation and operation workflows were synthesized to develop implementa-

tion evaluation constructs.

Results: We identified 8 useful performance indicators within reach, engagement, and effectiveness constructs.

Discussion: We use implementation science to frame the evaluation of DEN tools by linking the theoretical con-

structs with the metrics available in the underlying disparate, deidentified, and aggregate data infrastructure.

Our challenges in developing meaningful metrics include limited data science competencies in public health,

validation of analytic methodologies in the complex and evolving pandemic environment, and the lack of inte-

gration with the public health infrastructure.

Conclusion: Continued collaboration and multidisciplinary consensus activities can improve the utility of DEN

tools for future public health emergencies.
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INTRODUCTION

Background
Identifying and notifying individuals who may have been exposed to

someone who is infected with a communicable disease is a long-

standing, essential public health strategy for mitigating infectious

disease outbreaks.1–4 With timely notification, exposed individuals

can engage in protective behaviors (eg, isolation and testing) to limit

further transmission. Smartphone-based digital exposure notifica-

tions (DEN) systems were developed to rapidly supplement tradi-

tional exposure notification strategies (eg, contact tracing) during

the coronavirus disease 2019 (COVID-19) pandemic.5 Unlike man-

ual case investigation and contact tracing protocols, DEN systems

are a low-burden and innovative approach to public health notifica-

tions, as users can learn of an exposure to an infected person

whether the contact is known to the index case or not.6

The Google-Apple Exposure Notifications (GAEN) system,

released in May 2020, is a widely used DEN system that leverages

Bluetooth technology already embedded in iOS and Android smart-

phone operating systems for proximity detection.7 Passive tracking

of close contact encounters is encrypted, and the system anony-

mously distributes ENs to users who were in contact with a person

who has recently tested positive for COVID-19. GAEN relies on a

decentralized, privacy-preserving infrastructure, in that users’

phones maintain a local log of their exposure history so no location

tracking or personal data sharing is required.8,9 For public health

authorities (PHAs), GAEN supports the development of custom-

ized DEN apps that are interoperable across jurisdictions. How-

ever, GAEN privacy protections create a barrier to evaluating the

utility of a DEN implementation.6 Individual-level data are not

available due to random noise infused into the data (“differential

privacy”) to enhance anonymity. Since users are unknown, PHAs

are unable to investigate clusters or outbreaks or follow-up with

resources to support quarantine or other social services needs. In

addition, the aggregate-level data provided to PHAs is difficult to

evaluate.

Developing reliable metrics to assess the performance of DEN

systems is needed for the PHAs deploying these systems, developers

seeking to make improvements, and policymakers who need infor-

mation about whether these tools are contributing to pandemic miti-

gation.10,11 In November 2020, Washington (WA) State deployed

WA Notify its COVID-19, GAEN-based, DEN system.12 Public

health interventions are rarely introduced without an evidence-base

justifying their necessity and effectiveness.13 However, the novel

SARS-CoV-2 virus pandemic compelled deployment before the

effectiveness of this public health intervention could be established.

In this article, we summarize the process of identifying and utilizing

performance indicators to evaluate DEN tools, with WA Notify

serving as a case study.

Objective
To identify and describe performance measurement constructs rele-

vant to the implementation14 of DEN tools: (1) reach (number of

users enrolled in the intervention); (2) engagement (utilization of the

intervention); and (3) effectiveness in preventing transmissions of

COVID-19 (impact of the intervention). WA State’s experience uti-

lizing these constructs to design data-driven evaluation approaches

within the GAEN data infrastructure is described.

METHODS

The approach used to identify potential performance indicators

combined:

• Conducting an iterative environmental scan of DEN app devel-

opment, metrics, and system documentation;
• Participating in collaborative learning environments; and,
• Compiling available data sources and their relevance within

DNA app implementation and operation workflows.

The project plan was reviewed by the University of WA Institu-

tional Review Board and determined to be a public health surveil-

lance quality improvement activity.

Environmental scan. The environmental scan included an infor-

mal review of published and grey (preprint, technical reports, news,

governmental and PHA informational websites, etc.) literature and

monitoring developments among states and countries implementing

DEN systems.15,16 Searches using Google Scholar and Google

focused on capturing information and reports related to data and

measurement of DEN systems. Available GAEN platform system

and workflow documentation and PHA data access protocols were

also reviewed.17

Collaborative learning environments. Information was shared

during regular meetings that included internal (WA Notify devel-

opment, technical assistance, and evaluation team members and

the WA State Department of Health [DOH]) and external WA

Notify stakeholders (the Centers for Disease Control and Preven-

tion [CDC]-hosted Learning Lab, the Western States Collabora-

tive, MIT’s ImPACT Foundation, and the Public Health Linux

Foundation18).

Compiled data sources. Supplementary Appendix A provides

additional detailed information for each data source listed below.

iOS EN Setting Activations and Android Downloads: iOS acti-

vation data come from hits on a “banner image” and a weighting

factor Apple provides to estimate deactivations. Android user-based

data are based on device acquisition and device loss data provided

by the Google Play Store Developer Console. Logs are discarded and

no IP tracking or web analytics are performed.

APHL Exposure Notification Verification Server (APHL-

ENCV): The Association of Public Health Laboratories (APHL)

hosts national servers for US public health entities. The servers issue

both verification codes and manage anonymous Bluetooth “keys,”

using Google and Microsoft cloud services, respectively. These

national services allow GAEN to be interoperable across PHAs, but

not countries. Data available to PHAs include time-series counts of

verification codes issued to WA Notify users, as well as the number

of diagnoses electively verified by users.

Exposure Notifications Private Analytics (ENPA): Analytics are

available based on users who opt-in to ENPA when installing WA

Notify. These are infused with differential privacy (ie, statistical

noise) at the device level and processed by a third party who pro-

vides access to PHAs via both dashboards and APIs.

WA State DOH “What to do next” Web page Counter: When

users receive an exposure notification, the notice includes a “tap to

learn more” that takes the user to a hidden WA State DOH Landing

Page with information regarding “next steps,” such as instructions

to self-isolate, get tested, and engage in protective behaviors based

on the current CDC and WA State guidance. Page hits record the

total number of ENs opened per day. As with activation web hits,
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logs are discarded, and no IP tracking or web analytics are per-

formed.

WA Notify User Experience Surveys19,20: Two optional surveys

are available to WA Notify EN recipients: (1) A baseline survey

when users receive an EN that includes questions regarding their

intention to engage in protective behaviors (ie, testing and quaran-

tine), and (2) a follow-up survey that asks users about COVID-19

testing and actual engagement in protective behaviors.

Figure 1 illustrates the process of the WA Notify intervention

and the data sources accessible to PHAs for evaluation and system

maintenance purposes.

RESULTS

The WA State experience was used as a case study to highlight per-

formance measurement opportunities within the constraints of the

disparate, deidentified, and aggregated databases associated with

the tool and framed by the implementation evaluation constructs of

reach, engagement, and effectiveness. See Supplementary Appendix

A for details about measurements available in each data source

across the user workflow.

An early evaluation of the Swiss Covid app’s effectiveness in

Switzerland by Salath�e et al22 proposed the following technical,

behavioral, and procedural conditions must be met for a DEN tool

to be an effective intervention. At the individual level, users must (1)

install the tool, (2) engage with it (report a diagnosis; open an EN),

and (3) elect to change their behavior to prevent secondary transmis-

sions. At a population level, (1) enough users must adopt the tool,

(2) testing must be available to promptly diagnose individuals, and

(3) there must be a clear path for willing individuals to report and

validate positive diagnoses. Whether a positive individual isolates

themselves to prevent further disease transmission is an important

indicator of the effectiveness of this intervention. Metrics identified

for DEN tools as illustrated by the WA Notify case example are pre-

sented in Table 1.

Reach reflects the number of individuals who installed the tool

and are eligible to receive ENs. The environmental scan informed

several considerations regarding this performance indicator. For

example, a Canadian evaluation of DEN implementations high-

lighted wide variation in the adoption of DEN tools, ranging from

17.32% to 59.69% of the province populations within 6 months of

implementation.23 Early agent-based modeling using WA State data

reported that DEN tools must be installed by at least 15% of the

population to have a meaningful impact on case aversion.24 Obtain-

ing an accurate count of current active DEN users is a challenge due

to differences between iOS and Android operating systems. The

approach to count Android installations of DEN is accurate and reli-

able: users download an app through the Google Play Store, and the

Google Play Developer Console provides the number of app installa-

tions to the PHA. As described in the Methods section above, the

installation experience differs for iOS users in WA State because

DEN is enabled as a setting on iOS devices and does not require the

user to download an app. The privacy-preserving infrastructure does

not allow for direct observation of the number of activations

embedded in users’ settings on iOS devices. A proxy measurement

for activations in iOS comes from hits on the “banner” image

embedded in the settings page where a user enables and “turns on”

Exposure Notifications. The banner is a publicly readable image

hosted by the PHA with information about the region’s DEN tool

and banner image hits occur when Apple displays the region consent

screen, which happens once per activation. Given these measure-

ment differences and constraints, generating a reliable estimate of

active users across the two device systems will require ongoing

development and validation of new methods.

Engagement is measured by utilization of the installed tool,

quantified by type, frequency, and volume of usage across the tool’s

functionalities, beginning with a user voluntarily reporting a positive

test result. This is a multistep process that includes the option to

confirm a diagnosis through a laboratory test or self-report (if a

home test kit was used) which is then reported to the PHA. In both

reporting pathways, the user receives a verification code sent from

the APHL server and then claims that code to start the diagnosis

reporting process. The number of diagnoses successfully reported is

measured by the number of keys published as aggregated in the

APHL ENCV data and also available in the ENPA data. For evalua-

tion purposes, it would be useful to measure the denominator of

positive cases among all users to understand the proportion reported

in the DEN tool. However, a user who tests positive for COVID-19

may choose to not report their diagnosis. As a privacy-preserving,

anonymous, and voluntary tool there are many unknowns in under-

standing the user characteristics, including their intentions and will-

ingness to report information honestly given one’s desire to

maintain privacy. User surveys focusing on experiences with

COVID-19 testing and intentions to engage in protective behaviors

are an important evaluation activity to supplement utilization and

other DEN metrics for understanding the user base descriptively.

The next area of engagement is the utilization of the intervention

itself as measured by number of ENs received, opened, and/or dis-

missed. Because the EN generation process occurs locally on a user’s

device, the true number of ENs generated cannot be observed

directly. Web counter page hits are used as a proxy for ENs opened,

though these data may not represent unique users. The relationship

between number of diagnoses reported and ENs opened is used by

PHA decision-makers to explore the changing attenuation thresh-

olds and risk score parameters (ie, level of infectiousness based on

time since diagnosis and proximity and duration of the close contact

encounter) to establish duration and proximity thresholds for gener-

ating ENs. Further analyses into the thresholds of “meaningful” tim-

ing and targeting of ENs coincide with efforts to evaluate the

effectiveness of DEN tools to prevent further transmission of

COVID-19.

Effectiveness—whether DEN tools prevent forward disease

transmission—is perhaps the broadest area of performance which

can be estimated using a cases-averted modeling approach devel-

oped in the evaluation of the National Health Services (NHS) Covid

App in the United Kingdom, the first to define the relationship

among the epidemiological parameters of interest for modeling the

impact of DEN on preventing COVID-19 transmission.25 The epide-

miological parameters include: number exposed to the intervention,

timeliness, transmission rate, adherence rate, and secondary attack

rate (SAR), which calculates the number of exposed individuals who

develop the disease and test positive divided by the total number of

exposed and “susceptible” contacts. SAR represents the magnitude

and rate of disease spread as well as the infections that occur

between app users. However, a challenge for interpreting SAR in the

context of DEN systems is that it does not account for the overlap in

close contact encounters between DEN tool users and nonusers or

individuals who may receive an EN through other mechanisms such

as contact tracing. Also, unique to the evaluation of the NHS App

was their ability to track outcomes among EN recipients because

COVID test requests were integrated with their app, and the NHS

infrastructure allows access to test results. The NHS COVID App
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Figure 1. WA notify intervention process and underlying data sources accessible to PHAs. This figure depicts the interactions described in Apple GAEN technical

documentation.21

Table 1. Performance indicators and metrics applied in evaluation of DEN systems

Performance indicator Metric WA notify estimates as of March 2022a

Reach

Number of installations within the population Count of active and cumulative users

measured by user installations

>3M activations, representing �51% of

the adult WA population

Engagement

Utilization among infected users a. Count of codes issued, claimed, keys

published

b. Attrition in user interface process

• 902 824 verification codes issued
• 76 936 diagnosis report started

(codes claimed)
• 71 499 diagnosis report completed

(keys published)
• 7.1% attrition of users who start

diagnosis reporting process and do

not finish

Utilization among exposed users Count of ENs received, opened or dis-

missed

• ENs opened (Web counter hits) ¼
742 336

Ratio of utilization among infected and exposed users Ratio of exposures per diagnosis, meas-

ured as count of ENs opened per key

published

7.9 ENs opened per diagnosis reported

Effectivenessa

Transmissions prevented Model of cases averted 5500 infections prevented during the

first 4 months

Transmission characteristics Secondary attack rate (ie, the estimated

proportion of individuals who develop

COVID-19 among those who received

an exposure notification)

Range of SAR used in cases averted

modeling include 5.1%–13.7% during

the first 4 months of WA Notify

Timeliness Time from exposure-to-EN 5.3 days

Transmission characteristics Adherence to quarantine reported in UX

surveys

53% of WA Notify user survey respond-

ents reported staying home after

receiving an EN

aThe effectiveness estimates are based on the November 2020–March 2021 cases averted analysis.
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also asks users to report the first two digits of their postal code

when installing the tool, giving insight into geographic variation

allowing for factoring of clusters and adjustment to confounding

and time-varying factors in their model. DEN tools adopted in the

United States lack this geographic location and testing outcomes

data, a reflection of a trade-off between privacy and the approaches

available to measure the impact of the tool.

The second effectiveness parameter of interest is the time from

exposure-to-exposure notification (E-to-EN) which reflects the

timeliness of notifying a contact who has been exposed so that they

can engage in protective behaviors and reduce further spread as

soon as possible. The probability of being notified within a mean-

ingful timeframe is conditional on the level of infectiousness at the

time of the exposure encounter and when the index case tested posi-

tive for COVID-19, therefore the timing of the encounter as well as

the symptom onset date provided by users who report their diagno-

sis are key metrics reported in the ENCV and APHL-ENCV aggre-

gate data.26 The E-to-EN delay is included in the cases averted

model as a function of the probability of the number of positive test

results would be expected among those recently notified about a

COVID-19 exposure. The longer the delay, the less likely a notifica-

tion will correlate with reporting of a positive test result (ie, the

individual may have been tested for other reasons). Two areas

where DEN tools may have increased value in reducing spread with

timely notification are when the index case is unknown to the user

and/or the user is currently asymptomatic or presymptomatic. Of

interest is to what extent DEN tools reduce the time between E-to-

EN compared to traditional contact tracing, which primarily cap-

tures contacts known to the index case. Recent investigations of

this effectiveness parameter report DEN tools may reach close con-

tacts 2–3 days sooner than manual contact tracing.27,28 However,

there are limitations to ENPA and APHL-ENCV timeliness metrics.

In ENPA, E-to-EN data are reported in aggregate 3-day bins, dis-

torted with differential privacy noise, and limited to those users

who opt-in in to share their analytics. In APHL-ENCV data, the

distribution of time between symptom onset date and diagnosis

report date, while relevant to estimating the level of infectiousness

for risk score algorithms, does not allow for a direct calculation of

individual events in the E-to-EN timeline. These limitations high-

light the challenges inherent in relying on these aggregated data

sources to quantify the E-to-EN timeline.

Finally, the third effectiveness parameter focuses on whether

users engage in protective behaviors after learning about their

COVID-19 exposure. However, anonymity and privacy-

preservation limit access to DEN users and their behaviors.29 EN

recipient surveys, while a potentially useful strategy for reaching

users, are inherently biased. For example, participants in the WA

Notify user experience survey are those who received an EN, opened

it, clicked on the link to go to the DOH landing page that provides

information about what to do next, and then opted to take the sur-

vey. Those willing to participate in the survey may represent a

unique population of users who are more concerned about their

level of risk or more willing to follow public health recommenda-

tions. However, at the same time, embedding the survey link into

the user experience workflow strengthens the utility of survey

responses as it captures individuals in close proximity in time to

their experience of receiving an EN. The hidden landing page

reduces the chance that individuals could access the link to the sur-

vey from sources outside of receiving an EN (eg, the landing page

will not show up in Web search results). Measuring attrition across

the user workflow can serve to understand the representation of sur-

vey participants in the context of other DEN metrics. For the WA

Notify preliminary cases averted modeling (November 30, 2020–

March 31, 2021), we estimated that 10 741 ENs were generated,

5215 ENs opened, 1168 surveys started, and 1155 surveys com-

pleted, indicating that 48.6% of individuals who received an EN

opened it, 22.4% of individuals who opened the EN clicked on the

survey link embedded on the landing page, and 10.8% of individuals

who received an EN completed the survey. In addition, the WA

Notify follow-up survey provides insight into the types of protective

behaviors respondents endorsed and whether their intention to

engage in those behaviors changed over time. This type of contex-

tual information is necessary for assessing the user experience of

DEN, as engagement in protective behaviors can also be related to

confounding factors, such as vaccination status, home or workspace

conditions (eg, ventilation), or travel plans.

DISCUSSION

In this article, we explored the DEN data architecture upon which

WA Notify is built and outlined a set of performance metrics for

evaluating real-world DEN implementations. Categorizing these

metrics into dimensions of reach, engagement, and effectiveness

highlights their alignment with, and utility for, the development of

solid evaluation objectives. Linking the theoretical implementation

constructs30 with the metrics available within the underlying dispa-

rate, deidentified and aggregate data infrastructure serves to

advance the measurement science of evaluation of DEN tools while

also highlighting critical gaps.31,32 As a result, this metrics summary

describes the existing challenges and identifies pathways towards

validating new measurement approaches within DEN systems.

Despite the local variations in implementation approaches and

specifications of the intervention itself (ie, risk score parameters), we

identified shared challenges in developing meaningful metrics for

evaluation where advancing analysis beyond the current cases

averted modeling would be beneficial. First, applied data science

skills in public health are needed to handle the constraints of data

that are protected with differential privacy methods and infused

with statistical noise. Here, methodologies are required to under-

stand the volume of data and the appropriate time-based theories

needed to identify a statistically meaningful signal and extract

underlying trends obscured by the noise present in the data. A sec-

ond challenge is the validation of methodologies for estimating epi-

demiological parameters of interest in the context of COVID-19 as a

novel and evolving disease with unique transmission characteris-

tics.33 A third challenge is conducting systematic explorations of

DEN tool user characteristics and other contextual and possibly

confounding, factors.34 The complexities of the broader environ-

ment should be taken into account in analyses, given the dramatic

variation in infection rates, population behavior (eg, mask wearing),

and ongoing changes to local, state, and federal government recom-

mendations. Lastly, the lack of integration of the tool within a

PHA’s public health infrastructure can present challenges for main-

tenance and prioritization among ongoing data modernization

efforts. Siloing of tools is a general challenge for public health infra-

structure,35 and while the decentralized nature of DEN tools con-

tributes to its privacy preservation, this can also perpetuate the

complexities in the management of the tool, its funding, and may

influence its usefulness when there are other competing efforts to

engage the public in infection control (eg, vaccine uptake).

In the early testing phases of WA Notify, implementers devel-

oped evaluation and monitoring strategies in parallel with the design

2054 Journal of the American Medical Informatics Association, 2022, Vol. 29, No. 12



and deployment of the tool. PHAs should continue to allow room

for growth by embedding a process for ongoing, iterative, and flexi-

ble evaluations that are responsive as systems, features, and proc-

esses change. For example, late in 2021, WA Notify users who

tested positive with an at-home COVID-19 test could self-attest,

that is, request verification codes and report diagnoses without wait-

ing for laboratory confirmation. This new functionality immediately

shifted the distribution of timeliness metrics since rapid test results

can be reported within 15 minutes. This change influenced both ana-

lytics and PHA considerations around WA Notify’s threshold set-

tings and translated into revised definitions for performance

indicators and new evaluation objectives.

A formal synthesis of evidence and the consensus of experts on

measurement objectives are the traditional mechanism for establish-

ing key performance indicators. These efforts necessitate strong gov-

ernance, stakeholder engagement, and decision-making around

standards. The role of governance in applied public health infor-

matics is rapidly expanding as PHAs across the nation face increas-

ingly complex interoperability and surveillance infrastructure needs.

As a group, DEN implementers can identify pathways towards

developing a common framework for assessing digital EN perform-

ance and value to public health while also defining priorities for

standards and validation activities.

The tension between privacy and utility of DEN tools is rooted

in the balance between trust and the role of public health to act to

mitigate communicable disease outbreaks.36 The digital ecosphere

often raises concerns from the public about being tracked and losing

control of personal data, among other undesired uses of identifiable

information. Although surveillance is not a tangible function of

DEN tools when employed as a pandemic response tool, ensuring

trust with the community is paramount to promote adoption and

willingness to share information honestly and accurately. Most pub-

lications about DEN tools emphasize the importance of maintaining

the decentralized architecture to protect privacy.37 Balancing the

need for epidemiological information to evaluate the tool with legiti-

mate data privacy will be essential to ensure that performance met-

rics of DEN tools can support ongoing maintenance and

improvements, inform policy-related decisions, and communicate

their value for pandemic mitigation to the public.

CONCLUSION

During the SARS-CoV-2 pandemic, over 50 national and state

PHAs developed and implemented DEN tools to meet unprece-

dented challenges in public health. Using WA Notify as an example,

we identified the challenges encountered with data available to

measure DEN performance using the implementation constructs of

reach, engagement, and effectiveness and describe how we addressed

those challenges in our analytic efforts. Eliminating technical hur-

dles that create adoption barriers as well as communicating the ben-

efits of DEN tools are crucial to promote further uptake and

adherence of such tools and, ultimately, to enhance their effective-

ness. To do so, we need collaborative, multidisciplinary, consensus

activities to explore the utility of these tools and their potential

application to future public health emergencies.
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