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ARTICLE INFO ABSTRACT

Dataset link: https://doi.org/10.21227/scr5-pr COVID-19 data analysis and prediction from patient data repository collected from hospitals and health
80 organizations. Users’ credentials and personal information are at risk; it could be an unrecoverable issue
worldwide. A Homomorphic identification of possible breaches could be more appropriate for minimizing

Keywords:

Deep learning system the risk factors in preventing personal data. Individual user privacy preservation is a must-needed research
Homomorphic focus in various fields. Health data generated and collected information from multiple scenarios increasing the
Healthcare complexity involved in maintaining secret patient information. A homomorphic-based systematic approach

Privacy preserving
Privacy metrics
Security

with a deep learning process could reduce depicts and illegal functionality of unknown organizations trying
to have relation to the environment and physical and social relations. This article addresses the homomorphic
standard system functionality, which refers to all the functional aspects of deep learning system requirements in
COVID-19 health management. Moreover, this paper spotlights the metric privacy incorporation for improving
the Deep Learning System (DPLS) approaches for solving the healthcare system’s complex issues. It is absorbed
from the result analysis Homomorphic-based privacy observation metric gradually improves the effectiveness
of the deep learning process in COVID-19-health care management.

1. Introduction appropriate isolation, correlated to reducing risk factors. The Internet
of Things (IoT) utilizes for accessing, tracing, screening, monitoring,
and diagnosing corresponding symptoms for prediction and clinical
trials. Predicting COVID-19 by analyzing the blood sample and various
symptoms minimizes the spread of vulnerable viruses. The Multi-
filtering process helps to diagnose typical spreading among patients and
the public as a victim and gets infected. Scanning chest X-rays and CT
offers radiation safety measures with certain limitations. Researchers
highlight cleanliness as the key promo for avoiding the spreading chain.
It is observed that untreated wastewater management in regional-level
surveillance could boost the estimation of specific flu spreading and
lead to pandemics. Prognosis evaluation by hematological features

A multidisciplinary machine learning approach can diagnose COVID-
19 with a scientific paradigm to personalize the distribution of signif-
icant medical symptoms. Patient health ecosystem building should be
decentralized in an ideal environment. Virus transmission was noted
in clinical trials from previous pandemics. The patient’s symptoms are
monitored, analyzed, and predicted as prior information for possible
viral infection. In the past ten decades, many viral infections have been
caused by a variety of flu worldwide. The Daily life of societal function-
ality gets affected due to multivariate viruses, which leads to the global
pandemic. Holistic studies of crowd monitoring, social spreading cause
research, diagnosing fake news delivery, predicting virus infection and

its peak analysis. The machine learning technique allows personalizing
promising health eco-system analysis and prediction. To make smart
integration for gathering the history of virus-infected patients and
empowering the flu tracking and appearance of new variants prediction
and its risk. Personal health data pattern concerns multiple factors with

* Corresponding authors.

identifying hybrid genetic algorithm-based machine learning tech-
niques. Clinical symptoms of patient data are normalized, and it might
be validated into a statistically trained data set for feature selection
to identify the best relevant patient data for treatment. The severity
of symptoms is extracted for discriminant analysis and intubation risk
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based on ML evaluation criteria. When users store their data in the
cloud, a TPA (Third Party Administer) will be allotted to check the
integrity of the data. A lightweight encryption scheme for COVID-19
health data needs to focus on a secure range and query for confidential
data.

Section 1 deals with the protection of personal data, the importance
of privacy in COVID-19 patients, and the need for data to be encrypted.
So, mobile users should be able to query data and get the results per
their requests. Timestamp routing by various intelligent optimization
techniques to analyze the COVID-19 patient data is expressed in Sec-
tion 2. In Section 3, we designed and proposed a Homomorphic privacy
protection enforcement and its metrics to build a system that uses the
optimization model by incorporating the artificial bee colony approach
in the framework. The need for a data analytics system for analyzing the
COVID-19 data collected from various patients and hospitals for testing
and formulating a protective mechanism. The analytical result analysis
is discussed, and the efficiency variations are illustrated and plotted
in Section 4. In Section 5 we concluded the privacy metric needed for
a COVID-19 healthcare system, and enhancement features for future
research are discussed.

2. Literature study

Firouzi et al. [1] contemporary interrelated pandemic research with
digital technology help to discover COVID-19 symptoms analysis and
prediction. The paper discusses the risk factors, drug development,
early prediction, and alerting the global spreading. However, it focuses
on Al-based developments in COVID-19 pandemic research. Rahman
et al. [2] to meet the global pandemic, machine learning is the best
technology to adopt and improve the situations argued in the world
at complete lockdown. Mobility of human activity expects few daily
survival needs are exempted from shutting down. Machine learning is
one of the most potent pandemic problem solvers and improves the
mitigation of the spread of flu in a different form. Abdulkareem et al.
[3] to diagnose the symptoms of COVID-19 using machine learning
by filtering the datasets with original and normalized values. Features
selection is used for diagnosing positive clinical symptoms are directed
to a trusted prediction. It minimizes the health risk for practitioners
and the public to safeguard themselves from the infection. Fedele
et al. [4] predict the inhabitation of patients with mild and moderate
symptoms for disease severity and neutralize the persistence of COVID-
19. It is observed from the data collected from various hospitals with
privacy concerns regarding patient health information. A Spike of virus
infection is observed from the disease severity, and the monitoring
process helps to anti-Spike less flu infection.

Bezzan and Rocco [5] Uniform Manifold Approximation And Pro-
jection (UMAP) technique is followed to cluster essential medical data
to filter the diagnostic process, and its outcome is observed. A sys-
temic hematological fraction to discover the illness and new patterns
of infection. Rikan et al. [6] correlations and coefficient of regular
blood sample testing sensitive medical data and artificial intelligent
interpretation among samples are illustrated. Its accuracy mainly fo-
cuses on clinical blood samples applying a statistical t-test for filtering
unique pandemic diagnosis tools for positive cases. Varzaneh et al.
[7]1 3D representation empirical mode decomposition techniques for
classification and extracting block of backbone components using deep
CNN approach. Context-aware attention classifies the main features of
pneumonia cases which helps to detect COVID-19.

Li et al. [8] wastewater quantification concentration by mitigating
environmental correlation for an early prediction and detection of
SARS-CoV-2 from the clinical data of public health monitoring system.
Sampling scientific data with limited availability of numerous flu infec-
tion provide prior warning to the public noted symptoms. Seving [9]
decision tree estimation of the severity of patients by adaptive boost
machine learning algorithm to reduce the effect of spreading COVID-19
with competitive accuracy prediction by using advanced ML algorithm.
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To fight against the global virus, a random selection model was used
in the COVID-19 test study for unveils and fight against the medical
complexities. Miikkulainen et al. [10] World is unprepared to face
COVID-19 restless information collection about the community spread.
They were monitoring the quality predictors and reducing trade-offs
among NPI simulators. The proposed epidemiological models help the
system with a trustworthy explanation to improve the interactive symp-
toms collected for COVID prediction. The synchrophasor measurements
identify the classification of regression modeling in all transmission
lines. The magnetic flux from the transmission lines is in ideal condition
for the projects with faults location. Privacy-preserving in a distributed
web service environment with a framework dealing with an ad-hoc sce-
nario. The service requester’s demands are not fulfilled by the quality
of retrieved services [11]. Privacy policy extensibility is applicable for
the service providers in all constraint-based satisfactions. It is validated
by optimization algorithms to check efficiency.

Fog-enabled environmental services are delayed, and their load is
estimated [12] in a shared service. The requirements are tested in real-
time test cases and industrial standards to check their efficiency. Virtual
and physical validation is verified in a contemporary data environment.
The delay in transmission delay gets improved, and the optimization
approaches improve the delivery rate. Patient-care amenities related
to healthcare services are taken into intensive care by Edge of Things
(EoT) [13] as persuasive healthcare management. The edge computing
service providers (ECSP) and cloud computing service providers (CCSP)
observe the patient’s health at regular intervals and get all health
information using body area networks (BAN). The article proposed
a portfolio optimization solution based on the virtual machine (VM)
with the deliverable cloud service. To achieve service distribution,
centralized service monitoring and EoT introduces portfolio optimiza-
tion. It supports a cost-effective system in personalized healthcare
management system using VM-supportable techniques to improve in-
novative healthcare services. Moreover, it improves intelligent devices
and mobile applications to support healthcare services in secure and
safe incarceration.

The patient details would be categorized based on the data analytics
techniques [14] for identifying the low-power devices utilized in real-
time microbiome monitoring. The portable devices are neutral; it has
an ambiguous architecture that needs ubiquitous analysis in all diver-
sified environments. To process the data collectively integrated from
resources of the universal environment, devices have a vast amount
of relevant and irrelevant data that needs to be communicated and
converted into useful information. A scheduling mechanism is adopted
for reliable communication to pipeline the cloud-based services and
edge computing devices. It is proposed that efficient information inter-
action, multimodal data fusion, and automatic production [15] improve
edge computing. The interaction-based systems are highly in demand
utilizing e-health services in a robotic architectural neutral system
management. The cognitive control of multimodal fusion is carried
out in traditional and real-time scenarios. The artificial intelligent
driving force highlights resource scheduling. Edge computing tech-
niques expand all computing resources to promote economic growth.
Sentimental analysis is endorsed as unsupervised learning, with arti-
ficial intelligence (AI) as the core competitiveness. The efficiency of
cognitive manufacturing adopts a highly interconnected structure and
composition to improve chip assembly significantly.

The article discussed the need for a multi-agent-based cloud service
endorsement in ubiquitous computing scenarios [16]. The agents would
analyze the possibilities of proper communications with minimum
resource utilization in all circumstances. The cloud-enabled devices
would share the device information with all service providers on de-
mand. It could increase the privacy issue of the device owners and put
them at personal risk—multi-agent-based service utilization with proac-
tive privacy-preserving measures and ineffective resource sharing and
communication. Internet of Things (IoT) -based learning for network
communications to improve human—computer interaction [17] for the
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betterment of enormous service sharing and utilization. It involves vast
sensible data processing and transformation in every service cattalo.
The researchers are forecasting proper and rescindable research has
been highlighted with limited privacy-preserving information. There is
a need to concentrate on contextual and content-based privacy preser-
vation in IoT-based communications. It is focused on identity-based
encryption schemes based on resource availability for data transfer.

Healthcare emergency monitoring using a bio-inspired approach
has a predictive measure for the effective recovery of patients from
health risks, as illustrated by Dhasarathan et al. [11], Hasan et al.
[18,19]. The current study dealt with the contemporary computing
and routing architecture which inculcate randomly and cannot develop
trust in cooperative systems. It has crypto mechanisms for ensuring
the handshake process between the devices. There is a need to cre-
ate a privacy metric with a collaboration of mathematical approach,
statistical data, privacy policy customized, and advanced encryption
mechanism to better the user’s trust. Security is focused on high priority
by designing protocols with current industrial needs, Hasan et al.
[20] discussed enhancing the intelligent control IoT security to handle
critical challenges by the cryptographic lightweight process. Encryption
and decryption are tested in a real-time network for their efficiency.
Dynamic global communication [21] proposed an intelligent grid for
effective data processing and transmission to collect and analyze the
power grid [18,19,22]. Genetic Deep Learning Convolutional Neural
Network (GDCNN) [23,24] designed an approach to predict COVID-19
with a partial swam intelligent optimization model and huddle particle
swarm optimization. Numerous techniques and methodologies were
proposed in the literature study for personal data prevention [25-27].
Statistical data collaboration and indicating the cause of information
breaches are challenging. Researchers face different attacks on stored
data, and there is a need for an advanced approach to balance data
prevention and computation. The homomorphic encryption technique
is one such approach that could balance data encryption and analysis,
which fulfills current needs and gives a tricky time for attackers.
Patients affected by COVID-19 health condition is tested for marginal
deviations in the immune system [28]. The patients who follow the
regular diet and physical activity are noticed with perfect immune
systems, whereas the rest are found dangerous for take-ups in the next
wave. A deep learning-based fake news filtering to get the real news. It
uses classification concerning COVID-19 awareness and checks the cor-
rectness of information spreading in social media and communication
[29] sentimental feature extraction as an information fusion.

3. The homomorphic privacy protection enforcement

The homomorphic encryption system description level metric states
the activities involved in the description level with the help of the
following parameters development, application, and publication. Fig. 1.
states that the development parameter includes the integration of agent
idea id,, dynamics dyn, and its documentation doc.development dev =
id,+dyn+doc. The application displays the documentation doc of vari-
ous users. application app = [doc]j;. Publication measures the marketing
aspect mk,, of multi-agent systems and the user acceptance acc,,,, of
agent systems publication pub = (mkas + accyg,,)-

user

(= )G = Hy)
PoMEy = oL 3 S ) ®

i=1 j=1 Ox0y

PPM— Privacy Preserving model similarity metrics
PM— Privacy Metrics
X, y are two-way request and response

Hy and p, are average request and response

0y are standard deviations o f x and y respectively
P and M are privacy, metrics for user

P*=arg Maxy PPM(MSL (m,1), MSL(P (I,-1))) 2)
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Where ‘m’ is mathematical induction and I’ is privacy law.

MSL— Metric Security Level

Where,

(M, 1) is health patient data-related to privacy law.

P*is privacy endurance that produces the alignment pair (m, P(1)).
D: P— A { Data- D, Privacy-P, Authorised user-A, m € P, 1 € A.}

PLE = ZE(P (AU), D) 3)

2y

Privacy law — PL*

Privacy (Authorized User)—P(AU)

Law enforcement — /

(Zﬂx’ Hy; + Ux)(20',-j +U,)

PPAU (x,y) = 4)

2 2 2 2
(W2, 1 yj+Ux)(O' ij+ 0%y, +U,)

PPAU (x,y)— Privacy-preserving for an authorized user
Uy, U,— User request

o2 Yy 0?;;— Unauthorized request

Mo by = Mathematical inclusion, statistical metrics

sz,- u? v Privacy law, mathematical inclusion, statistical metrics
Homomorphic Systemdesing level = size + component structure +
complexity + function

Homomorphic Systemdesing level

(acta + mtr) + (orgh, + orgf,,) + {re,env, ph, soc} + fng.,,

Il
.M:

i=1

)

H omomorphic system working level
= communication + interaction + knowledge + lifeness
+ conflict management + community + management

+ application + stability + per formance + organization

©
H omomorphic system working level == [lang (sofa + olhera) + act]
+ md,, (sof, + other,) + lear,,. + (adp, + ssmain,; )
+ (nega + sys,s) + [(comma)g collba] + (coora (sstra))
+ (appar + [coop](';) + ZSelrpa + (perf +perfa)
+ r(cu, pl, ar, md, comm, ob, dmk) 7

Data metrics are followed to ensure the encryption standard is given
in Egs. (1)-(7) respectively. The privacy-preserving relevant frame-
works have an adequate methodology for healthcare to maintain the
coordinators’ and the tradeoff between energy-efficient architectural
interfaces. It cannot organize and sustain the coordinator’s private
information safety and trust. Identifying the appropriate user’s privilege
and confidentiality level needs to be considered more concerned with
the support of multi-level computing. A Peer-to-Peer opportunistic
computing and routing system also socializes with tolerable message
transmission with privacy metrics. The software interface for effective
machine optimization would support the critical emergence of COVID-
19 health monitoring. An emergency is caused in any circumstance
to handle it with cooperative information sharing to the centralized
system for the betterment of recovery. To monitor the regular activity
with intensive care and react in time to speed up the monitoring and
medication process. The monitoring activity could be organized period-
ically to collect the patient medical data for appropriate treatment and
action. A specified agent could regularize the movement of a patient to
monitor the active process. Multiple agents cooperatively monitor the
process for an organized medication process to prolong the COVID-19
health integral structure. COVID-19 health monitoring is a good activity
for a balanced medication process for complex maintenance integrated
by multi-agent cooperation. Each agent monitors the patient health
activity and periodically reports to the COVID-19 health centralized
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Fig. 1. Private data metrics using homomorphic enforcement for COVID-19 big data.

agent for medication by appropriate experts in time. To collect a
patient’s regular exercise, the deployed agents run all time as an active
depict.

The main objective is the proper treatment at the right time to
avoid a patient’s critical situation. The medication must be processed
during exceptional cases with a cooperative multi-agent hierarchy ap-
proach. Emergency and urgent COVID-19 health organizations with
multi-agent unified monitoring by on-demand computing lead to a risk
of collaborative device participation in the communication for appro-
priate medication. The devices handle the critical situations provided
by agreeing to the multi-agent terms and conditions. To develop an
acceptable feature to improve the confidentiality level Fig. 1 with
algorithm 3.1 would act as a trust for the devices participating in the
cooperative task which handles the emergencies. Participative agent’s
data privacy-preserving strategy by adopting the mathematical ap-
proach, statistical information, information policy act, and encryption
techniques to ensure the multi-agent coordination with privacy metrics.

3.1. Algorithm for homomorphic enforcement and working principle for
data protection

Fun_Setup_Selection
Web User Group — (WUG)

WUGI, WUG2, WUGS, ... WUGn {whereas WUG1, WUG2 belongs to web
user such that <WUGI1> = WU1, <WUG2>=WU2, which describes and
define the bonding of participative users (PU):

PU: WU1 X WU2 — WUn on applying electrical cryptographic (ECC) hash
functions such as ECCH1, ECCHz, and ECCH it will give

ECCH, : {T, F}* >{T, F}n,

ECCH, : {T, F}é x {T, F}* —{T, F}n, for z € {T, F}é and n € no.of.
UsersRequest, and

ECCH : WU, > WU,, WU, - WU,
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Return UsersData (UD):= {u, WUG,, WUG,, WU,
ECCH,,ECCH,, ECCH}

wU,, pu,

End Fun_Setup Selection
Fun_Key_Generation (UD, W),

T— Transaction, R— Request,
T.Re Uy,

t « puWUG,, WUG,)

Function Data LatenceyUserRequest UR:

fun_Privacy Sustainability

Input: UR Service

Input: UR Node

Input: CloudUserCredential

User Service < Null;

For Users in the UR Service list of CloudDataContainers do
If CloudDataStorage is not present on CloudProvider, then

User Service « Verifying the CloudDataStorage;

End

End

CloudBandWidth < UserBandwidth[UserIdentity][UserDevice];

AccessPermission < UserService/ CloudServiceBandwidth;

Return AccessPermission;

While Data Intruder is identified do

Pi« Private Data identification

~Pi « False User Private Request Identification (Px, Distributed Request-
DR)

DR= GenerateDistributedService(Px, DR, ~Pi)
If DR Navigates as DistributedService then do

BlockRequest= DR[0] sum of DR[n]

Else if DR Navigates as AuthenticatedDistributedService Then
AllowRequest= DR[0] sum of DR[n+i]
Else if DR Navigates as UnAuthenticatedDistributedService Then
BlockRequest= DR[0] sum of DR[n+i]
Else if DR Navigates as UnKnownAuthenticatedDistributedService Then
BlockRequest= DR[0] sum of DR[n+i]
Else if DR Navigates as KnownAuthenticatedSimillarDistributedService Then
BlockRequest= DR[0] sum of DR[n+i]

Else if DR Navigates as UnKnownAuthenticatedSimillarDistributedService
Then

BlockRequest= DR[0] sum of DR[n+i]
Else
EndService= ServiceRequest[0, n+i]
End while End fun_Privacy _Sustainability
Send to DS

Return VaidService

End
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= IC (HU,, HU,, HU, ..., HU,)
HU,, HU,, HU,
HU,,; HU,y
=; Where, HU, = HUy * | HU,5; HU,3 * [d, p, b, m]
_HUXm HUmn_
HUX,»/»*
[HU,,, HU,, HUy; HU,,|[HU,; HU,, HU,; HU,,]
HUgy HUyy HUyy HU,p|| HUgyy HUpy HUps HU,py
HU;3 HUpy, HUpy HU,y (| HUy3y HUpy HUpz HU
,HUdml HUme Hme3 HUmm_ ,HUdm] HUpm2 Hme3 HUmm,
HU,; -+ HU,,
n
HU,, - HU,,

EON = H Ux[j ['.'(xi)j =>i={d, p, b, m} and j= {number of mobile

opportunistic nodes}]

[MON, MON, MON|[HUy;, HU,, HUy; HU,},]
MON,; MON,, HUp,  HUy  HUp  HUpy,
MON,, MON,, HUy  HUy,  HUgy HU,,

| MON,, MON,, MON,]||HU,, HU,, HU,; HU,,

[HUy;,  HU,, HUyz HU,y)

HUg4, HUyp HUgps; HU,py HU,, HU,,
HUg4,  HUp, HUgz  HUpggg || L
HU,, HU,,
|HUypy  HU,,,  HUy,y;  HU,, |

Different algorithms are used to analyze the COVID-19 data, and
its result variations are noted carefully. It is illustrated in Table 2.
Moreover, improving the analyzing strategy, a deep learning-based
approach would improve. It is also used in the proposed approach, as
shown in algorithm 3.1. Electronic health records of patients affected
by COVID-19 are collected from various open-source datasets and val-
idated by different available algorithms and techniques highlighted in
the literature study. Every algorithm is designed to solve one particular
issue, such as one algorithm for patient identification with symptoms
and another for analyzing the possibility of spreading and the cause.
From the study, it is clear that to target solve issues related to electronic
health data prediction, analysis, and prevention of personal informa-
tion of COVID-19 patients hybrid model is needed to address these
issues. Homomorphic enforcement of data prevention hybrid algorithm
outperforms these perspectives illustrated in Section 3.1.

= EONXU x dpbm)n [(X.)J]
= IC,. H;o:] HU,

[s+]
.. Emergency Health Information = IC,,.HHU,,

n=1

The algorithm at 3.1 describes the information of energy getting
used in all circumstances and is highlighted with homomorphic privacy
metrics. Fig. 2. shows the structure of collective on-demand classi-
fication of nodes with the help of the Multi-Agent system working
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Fig. 2. Deep learning-based privacy preserving system for a Health Care Management
Model.

level deals with the agent communication, level of agent interac-
tion, knowledge, lifelessness, conflict management, community, man-
agement, application, stability, performance, and organization. Agent
communication is stated as the various communication languages of
other agents and the action to be carried out communication comm =
[lang (sof, + other,) + act]. Interaction states the type of interaction
with the software agent and another agent, interactionint = md,(sof, +
other,). Knowledge refers to the outcome of agent learning knowledge
kng = lear,,.. Liveness refers to the agent’s adaptation symbol-
izing system maintenance efforts /ifeneslif = (adp, + ssmain,s ).
Conflict management deals with agent negotiation and system tasks.
conflict mangement conf,, = (neg, + sys,). Community refers to the
different levels of agent communication regarding agent collaboration.
communitycmty = [(comm,); collb,]. Management level refers to the
various level of agent coordination concerning agent system structures.
management level mg = (coor, (sstr,)). Application level refers to the
application area and different agent role cooperation. application level
app = (appar + [coop]p). The stability level states the measure of agent
self-reproduction. stabilitylevel stb = Y, selrp,. Performance level states
the performance and performance of an environment. per f ormance level
prf = (per f +per f,). Organization-level parameters deal with an agent’s
roles, such as customer, planner, archivist, mediator, communicator,
observer, and decision-maker. organizationlevel org = r(cu,pl,ar,md,
comm, ob, dmk).

Homomorphic system description level for DPLS

Homomorphic systemdescription level

= development + application + publication
Homomorphic systemdescription level

= (id, +dyn +doc) + [docly + (mk,, + aceyge,) (8)
Homomorphic development li fecycle

= phaselevel + milestone level + requirement work flow level

Homomorphic development life cycle

n

= {str,sz,c} + Z ms, + [req,]

i=1

©)

The homomorphic development method level states the various stages
involved in the development method level and its parameters, such as
methodology level, paradigm level, and case level. The methodology
level tries to find out suitable development method for agent imple-
mentation Dmd,.methodolgylevelmth = [| Dmd,. Paradigm levels used
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to identify the relevance of selected development paradigm Dmd,,,, ,
paradigmlevel = [] Dmd,,, . Case-level parameters state the tools that
support 1/, for the agent implantation.

H omomorphic development method level
= methodologylevel + paradigmlevel + caselevel
Homomorphic development method level = H Dmd, + H Dmd g + 11,
10

The homomorphic development management level metric deals
with all management level activity parameters, project management
level as shown in Egs. (8), (9) and (10), configuration management
level, and quality management level. Project management level state
the developer risks dev,; and the method m, involved in the agent
development.project mangement level proj,,,; = dev,;+m,. Configuration
management level states the success of the version control concerning
the agent. Thus configuration management level = (%)pkq"’k, where ‘n’
stands for the number of trails, ‘6’ denotes the number of success,
n — k represents the number of failures, p indicates the probability of
success of version control based on the agent in one trail, ¢ = 1 —p
probability of failures in one trail. Quality management level parameter
state the quality assurance technique qtec, involves in software agents.
quality management level q,,,; = [qtec,].

Homomorphic developer-level metrics state the parameters involved
in the development of an agent, such as skill level, communication
level, and productivity level. Agent skill level involves the developer
skill dev,, and implementation of agent imp,. skill level sk; = (devg, +
imp,). Agent communication level parameter deals with the work ad-
vance based on  collaboration collb and  cooperation
coop.communication level comm; = wk .4, (collb + coop). Productivity level
states the amount of work done w = f = d.

Agent development management level
= project management level + con figuration management level
+ quality management level

Agent development management level

= (dev,, +m,) + (%) 74q"* + [qtec,] an
Homomorphic developer level

= skill level + communicationlevel + productivity level
Homomorphic developer level

= (deUSk + impa) + wk,y, (collb + coop) + (f * d) (12)

The homomorphic software resource level states the necessary re-
source required for the development of agent software and is based
on the parameters paradigm level, performance level, and replace-
ment level. The paradigm level, as shown in Egs. (11) and (12),
states the relevance of the selected development paradigm dev,,,.
paradigmlevel prg; = [] dev,,,. Performance level represents the com-
ponent comp and effectiveness ef f.per formance level per f; = (comp +
ef f). The replacement level parameter states the version of adaptation
adp when using various software replacement level rep; = [adp],,.

Homomorphic software resource level for DPLS

Agent hardware resource level metric deals with reliability, perfor-
mance, and availability. Reliability level states the reliable hardware
plaf, required for running an agent. relaiblitylevel rel, = [plaf,l5.
Fig. 3. shows the performance level deals with the various platform
used by the software agent per formancelevel = [plat]’_,. Availability
level states the availability of various platforms avil.availablity level =
[avil]

plat
‘Homomorphic software resource level
= paradigmlevel + per formance level + replacement level

Homomorphic so ftware resource level
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Fig. 3. DPLS — A coordinator-specific Intra-cluster Information Updating system.

= Hdevp,g+(comp+eff)+[adp]u, (13)
Homomorphic hardware resource level
= Realibilitylevel + Performancelevel + Availabilitylevel

H omomorphic hardware resouce level

= [plaf,y + [plat]l,_, + [avil],y 14)
Homomorphic System development life cycle
= phaselevel + milestone level + requirement work flow level

Homomorphic Systemdevelopment lifecycle

n
= {str,sz,c} + Z ms s + [reqyql

(15)
i=1
H omomorphic System Development Method level for DPLS
Homomorphic System development method level
= methodology level + paradigmlevel + caselevel
H omomorphic System development method level
= [[ Pmdyas + [ | P para + 11, (16)

Homomorphic System development management level
= project management level + configuration management level
+ quality management level

Homomorphic System development management level
n _
= (dev,, + m,,,) + <E>pkq" k

The coordinator-specific intra-cluster information system for a health
management system is demonstrated in Fig. 3. The virtual coordinators
have a limitation with static boundaries for communication. It searches
for an appropriate resource for effective communication in deprived
regions, and the management level of data protection and privacy
levels are illustrated in Egs. (13) and (14). Homomorphic and Devel-
opment life cycle, Method, developer, and management level for DPLS.
The Homomorphic System Development life cycle and Development
management level for DPLS as shown in Egs. (15), (16), and (17),
respectively.

+ [qtec, a7z

leS]

4. Result evaluation and discussion

Homomorphic system development model to analyze the COVID-19
data for managing the entire life cycle of hardware resource monitor-
ing. Resource allocation under developer model and methods with soft-
ware description. To remain safe and protected and complete maximum
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Fig. 4. COVID patient analysis eligible to prevent personal information.

efficiency with minimum futile effort or disbursement communication
system under network problems which intrude an event activity with-
out believing a reliable another part is still persistent as a challenging
issue. In three parts, the user’s data investigator scrutinizes a crime
locomotive as the core of a careful trailing obstructive contrivance.
The number of file block facsimiles has no meaning in the design of
manifold users with the sole data center. The number of potential elec-
tronic health information needs to be prevented from various breach
activities and influencing unusual activity. The number of tags is noted
from individual responses identified from various symptoms collec-
tively illustrated in Fig. 4. The hit ratio of different ranges concerning
COVID-19 data is tested under fifty degrees of other circumstances as
defined by user 1 to user n. The on-demand request is calculated based
on the recall value of the patient’s fl1-score to improvise personal data
during critical scenarios. The readiness of users after homomorphic
encryption is also noticed, as shown in Fig. 5.

Data security is a mandatory research work that needs immediate
consideration without any delay. Researchers focus rather than reac-
tively; it would be better to be proactive in data preservation. There are
cryptographic techniques to solve these issues actively in preventing
data breaches. Mathematical imposed models give a high probability
of protection in all scenarios. Elliptical curve cryptography (ECC) is
a secure encryption and decryption standard algorithm that can serve
the issue until a few hits. Similarly, hashing-based techniques resemble
hash tables to protect a few more attempts from data breaches. Com-
paratively, homomorphic encryption standard algorithms (HMA) prove
with the help of distributed mathematical model in-built to withhold
maximum hit ratio and attacks to prevent the data identity. It motivated
us to incorporate the model into the proposed approach to solve privacy
issues, specifically in the healthcare system.

Suppose there is an opportunity to collaborate with various users to
perform a computation. In that case, it might help a critical health user
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Fig. 6. Opportunistic health data analysis and homomorphic metric for COVID patients.

recover from danger as a homomorphic metric-based health coopera-
tion analysis is illustrated in Fig. 6.

Preventing user information whenever a critical attack is initiated
on the storage region is noted for possible breach. Health users having
credentials to various features of storage regions might lead to improper
guidance in handling precious data. An electric health record holder
would use multiple applications that might provide free access to the
rest of the world by agreeing to the vendors’ terms and agreements.
The agreement is not so easy to explore the users from time to time,
leading to mishandling of the data by the application owner and their
partnering agency. To avoid exploring inside electronic information
without the concern of providers or users, a multi-constrained access
control mechanism is used as a shield to protect all data from intruders.
Service requests are generated and validated by multi-environment
protection levels deployed on top of the storage region by incorporating
necessary homomorphic prevention mechanisms.

Privacy metrics are collectively used to reduce the risk factors of
health informatics for individual users to improve effective personal
data prevention. Fig. 7. shows the eligible metrics adopted by incor-
porating the homomorphic standard for preventing the data breach.
Figs. 4, 5, 6 and 7 illustrate the multi-objective opportunity of COVID-
19 analysis prediction and homomorphic enforcement to avoid user’s
information. The homomorphic system adapts to solving complex tasks
more optimally by splitting the problem into various sub-tasks. To



C. Dhasarathan, M.K. Hasan, S. Islam et al.

Table 1
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Deep learning based privacy metrics system tested under different scenarios (DS).

Different Critical/ Emergency computing-Kbps Critical/ Emergency computing-Kbps

scenarios Random SPOC PPBOC DPLS CSOHM Random SPOC PPBOC DPLS CSOHM

DS1 7576.7 5992 2231 1915 1241 6573.3 4691 2927 1915 1032

DS2 8853.89 4232 3421 2323 2241 6253.33 3382 3594 2829.03 1174

DS3 10746.45 5442 3952 2424 3141 8303.33 7743 3105 2637.33 1092

DSs4 18594.74 9215 4841 3342 4035 13269.33 11215 3182 2102.82 1047

DS5 17978 6456 4315 3562 5221 15449.35 14826 3215.5 2948 1210

DS6 13087.33 7020 2532 4888 6214 11768.97 10420 3853 2008.88 1038

DS7 23527 9983 3123 5333 6533 22341 21983 4013 3133.33 1104

Table 2
Privacy metrics evaluation of cooperative system tested in the healthcare system.
Performance criteria ~ Privacy-preserving metrics
Privacy policy & encryption Statistical analysis Mathematical model
Random SPOC PPBOC DPLS CSOHM Random SPOC PPBOC DPLS CSOHM Random SPOC PPBOC DPLS CSOHM

Confidentiality X v v v v X v v v v X v v v v
Integrity X 4 v v v X v 4 v v X v v v v
Availability X v v 4 v X v 4 v v X v v v v
Accountability X X X X v X X X X v X X X X 4
Service Assurance X X X X v X X X X v X X X X v
Data Reliability X X v v v X X v v v X X v v v
Scalability X X v v v X X v v v X X v v v
Fault tolerance X X v v v X X v (4 v X X v v v
Robustness X X X v v X X X v v X X X v v
Search time X X X v v X X X v v X X X v v
Computing time X X X 4 v X X X v v X X X 4 v
Privacy Risk Factor X X v v v X X v v v X X v v v
Preserving Strategy X X X v v X X X v v X X X v v
Data delivery rate X X 4 v v X X 4 v v X X 4 v v
Node Coordination X X v 4 v X X v v v X X v v v

T 1

Fig. 7. Homomorphic opportunistic computing with eligible privacy metrics.

maintain the system’s reliability, suitable quality metrics should be rep-
resented as agents and supports for empirical analysis. The deep learn-
ing process would be applied with appropriate metrics for improving
DPLS performance, specialization, Interaction, learning, negotiation,
and self-reproduction in various fields. A vast area of research needs
to be addressed, and available analysis calls for the digital world.
Privacy metrics system evaluation under different scenarios for
searching and identifying the nodes which need critical care and emer-
gency computing. They are notably tested for information preservation
identified from the shareable participative nodes. Table 1 illustrates
the process of random access, searching, and identification of resource
sharing to perform emergency communication. Data breaches and com-
puting observed by SPOC, PPBOC, DPLS, and CSOHM are tested, and
their metrics are noted with different scenarios. Results show improved
performance to do cooperative tasks comparatively high respectively.
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Data privacy can be addressed with various methodologies, Such
as mathematical models, statistical algorithm analysis, cryptographic
logic, and advanced encryption algorithms. Blockchain technologies
are one of the advanced technology to be adapted for distributed data
storage and decentralized managing strategy. A future extension of the
proposed work is further improved by using blockchain-based informa-
tion protection. Since healthcare patient data is controlled by hospital
management or doctors in the current perspective, it can be framed as
a decentralized model without disturbing core healthcare management.
Homomorphic encryption techniques can be inculcated into blockchain
technology to prevent the block of data in the chain. Data created in
a genesis block would consist of original patient data where it needs
to be stopped. Inside the blockchain, a cryptographic algorithm must
be incorporated to generate hashing of every block. Privacy metrics
in the healthcare management system is evaluated for the betterment
of privacy-preserving; it is compared with various algorithms, privacy
policy, encryption techniques, statistical analysis, and mathematical
model for effectiveness. It is observed that the proposed privacy metric
has a comparatively high data-preserving rate in all circumstances.
Table 2 shows various parameters and their illustration with algorithms
testing and manipulation of statistical and thematical models wrapped
with the privacy policy as a backbone. Encryption techniques adopted
for end-to-end data preserving with high risk and low data breaches
to achieve a cent percent data delivery. The vast increase in resource
sharing would increase the scalability risk, so deep learning-based data
navigation needs to reduce the failure rate in information prevention.

Service assurance is an essential preserving strategy in node co-
ordination which help for building trust among providers and to do
practical computing. The future research focus might be more con-
cerned with the data prevention mechanism coupled with a framework
in-built with deep learning and an artificial intelligence-based approach
that would improvise the trust factor. Table 3 illustrates the COVID-19
prediction data collected from hospital management. Moreover, various
disease symptoms and patients’ illnesses are shown in the table. Patient
data is analyzed with all possible opportunities and the prediction
mechanism, as shown in Fig. 8a, 8b, and 8c.
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Table 3
COVID-19 data analysis and illustration with various diseases.
SL.No Sex Pneumonia Age Pregnancy Diabetes COPD Asthma Inmsupr Hypertension Other disease Cardiovascular Obesity Renal _chronic Tobacco
1. F 2 71 2 2 2 2 2 1 2 2 2 1 2
2. M 2 38 +VE 2 2 2 2 2 2 2 1 2 2
3. F 2 49 2 1 2 2 2 1 2 2 1 2 2
4. M 1 67 NA 2 2 2 2 1 2 2 2 2 2
5. F 1 56 2 2 2 2 2 1 2 2 2 2 2
6. M 2 45 NA 2 2 2 2 2 2 2 2 2 2
7. M 1 51 NA 2 2 2 1 1 1 1 2 1 2
8. F 2 48 2 1 2 2 2 1 2 2 2 2 2
9. M 2 77 NA 1 2 2 2 1 2 2 2 2 1
10. F 2 30 2 2 2 2 2 2 2 2 1 2 2
11. M 1 68 NA 1 2 2 2 2 2 2 2 2 2
12. F 2 42 2 2 2 2 2 2 1 2 1 2 2
13. M 2 49 NA 2 2 2 2 2 2 2 2 2 2
14. F 2 59 2 1 2 2 2 1 2 2 2 2 2
15. M 1 29 +VE 2 2 2 2 2 2 2 2 2 2
16. M 1 89 NA 1 2 2 2 1 2 2 2 2 2
17. F 1 67 2 2 2 2 2 2 2 2 2 2 2
18. M 1 52 NA 2 2 2 2 2 2 2 2 2 2
19. M 1 63 NA 2 2 2 2 2 2 2 2 2 2
20. M 2 48 NA 2 2 2 2 2 2 2 2 2 2
21. F 1 76 2 2 2 2 2 1 2 2 1 2 2
22. M 2 36 +VE 2 2 2 2 2 2 2 1 2 2
23. M 2 52 NA 2 2 2 2 2 2 2 1 2 2
24. M 2 48 NA 1 2 2 2 2 2 2 2 2 2
25. M 1 60 NA 2 2 2 2 1 2 2 1 2 2
26. M 2 25 +VE 1 2 2 2 2 2 2 2 2 2
27. M 1 67 NA 2 2 2 2 2 2 2 2 2 2
28. M 2 40 NA 2 2 2 2 2 2 2 2 2 2
20. F 2 54 2 2 2 2 2 2 2 2 2 2 2
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Fig. 8a. COVID-19 patient data analysis.

The literature study explores the need for personal health data pre-
vention from various perspectives. There is a research gap in personal
heal record prevention. Available prevention mechanisms are holding
the breach for notable iterations because of the vibrant advantages and
the adequate performance of the advanced approach to preventing per-
sonal data motivated to propose a system that enhances the prevention
mechanism in critical cases. Healthcare issues can be handled with
homomorphic encryption-based data protection. The multi-constrain
data prevention would support the electronic health report holders
to collaborate with exemplary practitioners in relevant research com-
munities worldwide. Figs. 8a—8c show the prediction mechanism and
its analysis in all scenarios mainly based on the metrics utilized for
developing a unique model by incorporating standard homomorphic
encryption. COVID-19 patients data is analyzed with acute symptoms
of those with other notable diseases under medication.
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Fig. 8b. COVID-19 prediction.

It is observed from the literature study that virus infection and its
vast spreading led to a global pandemic that destroyed all nations’
economies. Many cases have come across from time to time with a
different virus, which caused much human life in this world. From the
study, it is must to predict the cause and procedure to prevent the wide
spreading of any virus to the next level or the rest of the world. A
research gap is identified in predicting the virus cause, and the chance
of affecting internal organs or disturbing the functionality of routine
work may lead to critical danger. Patient health information is highly
confidential and must be protected by hospitals and doctors. Electronic
health records are stored in many hospitals, and cloud storage creates
a critical risk for patients’ health data. Much research concentrates
on personal health record protection by using standard approaches. In
the proposed model, the utilization of homomorphic encryption shows
an improved performance in personal health record maintenance. The
article tested the COVID-19 dataset to evaluate the proposed approach’s
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Fig. 8c. COVID-19 health data metric privacy performance compared with other
approaches.

effectiveness. The unexpectedly presented system outperformed in all
perspectives and showcased the need for applying such methods to
prevent the COVID-19 patient details and predict the wide spread of
the virus in stipulated time.

5. Conclusion

A deep learning approach for analyzing user requests on demand
with an appropriate search process and identifying the right resource is
challenging. This paper demonstrates and describes the mining process
by coordinator-specific bee colony-based architecture. In decentralized
maintenance under virtual coordination, searching and allocating the
resource in a wireless region is unmanageable. The nomadic agent
supports the knowledgebase with sufficient resources based on the
artificial bee colony behavior as the nature-inspired deep learning
approach for searching and identifying eligible resources. In this article,
it is brought to the notice of the research forum that there is a need for
a deep learning process to map the fitness of the learning system using
multi-agent. However, deep learning systems might reach a better era
if the applicability and maintenance could be performed by improving
the efficiency, portability, trustworthiness, functionality, reusability,
testability, and security of current social impacts.

Observation and future work

The proposed homomorphic encryption strategy could be more
suited to include in the block to improve the prevention mecha-
nism. Cooperative Secure Opportunistic Homomorphic Management
(CSOHM) for data integrity encourages health users’ awareness to
address data breaches. Data protection in various research criteria
would be evaluated based on a few parameters considered the highest
metrics to mitigate privacy breaches. Metrics that have the most prior-
ity like Confidentiality, Integrity, Availability, Accountability, Service
assurance, Data Reliability, Scalability (Comparatively High), Fault
Tolerance (Very low, Low, Medium/Average, High, Very High), Ro-
bustness (Very low, Low, Medium/Average, High, Very High), Search
time (ms), Computing time (Kbps), Privacy Risk Factor (Very low,
Low, Medium/Average, High, Very High), Preserving Strategy (Very
low, Low, Medium/Average, High, Very High), Reliability (Very low,
Low, Medium/Average, High, Very High), Data delivery rate %, Node
Coordination in %, No. of opp. nodes to do a collaborative task. These
privacy metrics must determine adequate personal data protection in
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various storage services. The performance evaluation is illustrated in
Table 2 and its plotting is shown in Figs. 8a, 8b, and 8c evidence of
which outperformance of the proposed approach with concrete proof
of the proposed system’s effectiveness.
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