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This paper proposes a framework based on the collective intelligence principle to understand how the healthcare
ecosystem is facing the challenges posed by the COVID-19 by using the Internet of Things (IoT) combined with
other digital technologies. The underlying assumption is to consider the Healthcare ecosystem as a collective
intelligence system in which the multitude of actors can be coordinated to address the pandemic-specific
management challenges. The Italian healthcare ecosystem is analyzed as scenario taking in consideration the
‘genes’ of the collective intelligence: What is being done?, Who is doing it?, Why are they doing it? and How is it being

done?. Our analysis introduces policy implications based on a unique decision support system (DSS) to allocate a
limited set of IoT devices to a larger group of patients, to balance the alternative needs to improve the conditions
of the most severe patients but to maximize the efficiency of device use.

1. Introduction

The year 2020 was supposed to be the beginning of an exciting
decade in medicine and science, with the development and maturation
of several digital technologies to be applied to address major clinical
problems and disease (Bardhan, Chen, & Karahanna, 2020; Ting, Carin,
Dzau, & Wong, 2020). But the urgent management of the health crisis
caused by the new coronavirus (COVID-19), suddenly increased the
adoption of digital technologies (lenca & Vayena, 2020; Keesara, Jonas,
& Schulman, 2020; Majumdar, Kumar, & Chakrabarti, 2018; Xiang
et al., 2020) such as big data, wireless communications and social net-
works, apps and global position systems (GPS), Internet of things (IoT),
Artificial Intelligence (AI). This to collect and process large amounts of
data in multiple contexts to support decision-making processes, busi-
nesses, and policies (Commission, 2017; Nambisan, 2017; Nambisan,
Lyytinen, Majchrzak, & Song, 2017; Trequattrini, Shams, Lardo, &
Lombardi, 2016). Over the past 10 years digital technologies have
started to be used for specific needs of the healthcare ecosystem such as
telemedicine. During the global pandemic, such digital technologies
have become vital for healthcare and to support the management of this
disease (World Health Organization (WHO), 2020; Italian National
Institute of Health, 2020; UNESCO, 2020). Prior the current diffusion of
COVID-19, the most visible uses of emerging technologies, such as
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artificial intelligence (AI), social media and big data, have been in the
entertainment or manufacturing industries; now, their potential appli-
cation has reached far beyond across different sectors. Internet of things
(IoTs) and next-generation telecommunication networks (e.g., 5G), big-
data analytics, Al using deep learning and block-chain technology are
enabling seamless interaction among several disposals connected to the
patients. The digitally enhanced healthcare system will have the po-
tential to allow individuals to be more directly informed about their care
and to become responsible in managing their health (Bardhan et al.,
2020; Young, Tullis, & Cothren, 2013; Ting et al., 2020; Wang, Ng, &
Brook, 2020). In this scenario, governments and policymakers are taking
several actions including contact tracing through smart technologies to
prevent and manage the pandemic.

The contribution of digital technology to the COVID-19 pandemic
management can take many forms and bring significant value (Ting
et al., 2020). Thus, the investigation of big data and Al is connected to
epidemic disasters (Shaluf, 2007), which have been plaguing our planet
for decades (e.g. the Spanish flu, avian flu, Ebola, SARS, MERS and
SARS-COV-2), as an interesting and important research-stream.

Along with the wide adoption of digital health technologies, another
interesting phenomenon can be observed, related to the collective actions
taken by the different stakeholders involved within the Healthcare
Ecosystem (Iyawa, Herselman, & Botha, 2016; Secundo, Toma,
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Schiuma, & Passiante, 2019). Physicians, epidemiologists, supranational
institutions, ministry, hospitals, device suppliers, and all the organiza-
tions that are contributing to reduce the spread of the pandemic are
coordinating their efforts. Whereas the relevant actions are attempting
to comply with the requirements related to quarantine, outbreak clusters
and country lockdowns due to the absence of an effective specific vac-
cine. In this disruptive scenario, while the digital revolution (Shams &
Solima, 2019; Verhoef et al., 2019) has “reshaped” the corporate sector
(Elia, Margherita, & Passiante, 2020) and the academic context (Rippa
& Secundo, 2019), the revolution towards their use to support, manage
and overcome the COVID-19 outbreak (Ting et al., 2020) has yet to be
explored (Wang et al., 2020). In this context, Adivar and Selen (2013)
launched the call for further research on epidemics and their manage-
ment: “Epidemics have occurred many times in the past and will continue to
affect populations in the future.... It is important to emphasize the need for
further research in both developing and developed countries because of the
ease of dispersion, which constitutes a universal threat”. Accordingly, and
coherently with the special issue goal, our aim is to explore the
Healthcare ecosystem as a collective intelligence system comprised of
multiple stakeholders (Shams, 2016), where the novel digital health
technologies can support the management of this global pandemic.
Specifically, taking the metaphor from biology (Malone, Atlee, & Lévy,
2008; Malone, Laubacher, & Dellarocas, 2010), the framework is
divided into four main blocks or genes that exploit epidemic disease
management. The genes specifically aim to answer four questions:
“What is being done?”, “Who is doing it?”, “Why it is done?”, and “How it
is done?”. These questions provide the conceptual pillars to describe an
comprehensive integrated approach on the application of digital tech-
nologies for health management and personalized care. Our findings are
based on the influence of the Internet of Things (IoTs) combined with
other digital technologies. In particular, we provide a framework for
healthcare ecosystem focused on the analysis of the components or
building blocks related to collective intelligence principle to understand
how the healthcare ecosystem is facing the challenges posed by the
COVID-19. Increasing healthcare management for the COVID-19 crisis is
therefore a strategic priority for governments around the world to
contribute to social welfare. This is achieved through optimizing IoT
adoption because, due to budget, there is always a limit in terms of
available IoT devices. A real healthcare ecosystem scenario, considered
as a collective intelligence ecosystem, focuses on allocating a limited set
of IoT devices to a heterogeneous set of patients. For this reason, we
developed a decision support system (DSS), based on an optimization
model, to help managers and service providers (physicians, hospital
directors, and policy makers) support the management of patient-
specific device allocation. The implications for practice and policy of
our findings offer a system optimization model for allocating a limited
set of IoT devices to a larger group of patients. We keep a balance be-
tween the need of improving the condition of the most severe patients
and maximizing of the efficiency of the device use.

This paper is organized as follows. Section 2 analyses how digital
technologies are being used in the healthcare ecosystem. Section 3
outlines the healthcare ecosystem as a collective intelligence system
illustrating and discussing the application of all building blocks. Section
4 provides an application scenario of a multi-purpose optimization
system of IoT device assignment, in order to allocate the devices to
different patients in order to ensure optimal use of limited resources (e.
g. the digital devices). Finally, Section 5 provides concluding remarks.

2. Digital technologies in the HealthCare ecosystem

Healthcare ecosystems involve a wide range of actors (patients,
physicians, nurses, companies and government bodies, suppliers tech..).
They incorporate knowledge flows originated from or co-produced with
external actors such as academic researchers, research centers, industry,
government, NGOs and public institutions with the aim of pursuing a
collective goal (Secundo et al., 2019). The rapid adoption of digital
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technologies to address the global health crisis is generating new stra-
tegic and innovation frameworks in the health ecosystem (Hadzic &
Sidhu, 2008; Ienca & Vayena, 2020; Keesara et al., 2020). Today, many
other issues have emerged from the pandemic, but one enlightening
aspect is the use of digital technology to manage the global health
emergence (lenca & Vayena, 2020; Keesara et al., 2020).

The press also discusses the role of IoT, big data and Al being used by
governments to collect, manage, and prevent COVID- 19 (SARS-COV-2).
COVID-19 and its myriad impacts are undeniably reshaping economies
around the world for years and even decades to come (Brown, Collins,
Lyke-Ho-Gland, Trees, & Tucker, 2020). Within a few days, starting in
early March 2020, hospitals around the world have been forced to
address the pandemic-specific health crises to an unpredictable dimen-
sion. In this emergency, new needs emerged, addressing with the
existing challenges that were already putting the entire healthcare
sector under enormous pressure and uncertainty. Until a decade ago, it
was virtually impossible to track diseases. Today, using Al, machine
learning, big data analytics and Global Information System (GIS), data
mining and extracting insights, it is easier and more powerful to identify
the location of viruses, in order to have a quicker response.

Such digital technologies are rapidly supporting the efficiency of the
healthcare ecosystem. The time for new digital technologies theories
invites scholars to deepen their analyses regarding to the use of digital
technologies for solving the global crisis of healthcare management.
Several scholars proposed different approaches and technological tools.
For example, Cappelle et al. (2011) developed a GIS-based methodology
in estimating of epidemiological contact rates. Hirsch, Winters, Clarke
and McKay (2014) investigated the global positioning system (GPS) as
opportunity to measure, describe, and compare mobility patterns in
elderly health, assuming that this technology can become a powerful
tool to accurately describe the interaction of people within a particular
geographic space. Koylu, Delil, Guo, and Celik (2018) investigated the
patient mobility system through a data-driven approach; Munyaneza
et al. (2014) analyzed the same topic focusing on GIS. Young et al.
(2013) investigated the role of AI through the machine learning
approach connecting it to the epidemiology landscape.

Global healthcare issues, due to the pandemic emergence, include
the increasing demand to provide adequate care to a growing number of
COVID-19 patients, monitoring the growing number of infected people,
the demand to manage unmet medical needs of non-COVID-19 patients,
and the extension of service for non-emergency patients. Last but not
least, the need to address budget constraints (Massaro, Dumay, & Gar-
latti, 2015; Yu, Wang, & Wu, 2015) that has forced the governments
around the world to optimize the adoption and use of ad hoc digital
technologies such as smart devices only for critically ill patients. For
instance, digital technologies can support the management and the co-
ordination among healthcare institutions in several way (IBIMA et al.,
2020). For example, social media can improve public health education
and communication (Ting et al., 2020) such as WeChat, has been widely
used as a way of communication, information sharing, administration
and supervision in China. Big data enables the collection of data that can
be used both for training new physicians and improving existing care
techniques for COVID-19. In addition, big data also provides opportu-
nities to perform viral activity pattern studies and guide health policy
makers to support their preparedness for pandemic-specific health
management.

By taking a comprehensive approach to digital technologies,
healthcare institutions can deliver care and services to patient faster,
ensure a safer society, and minimize costs. Urgent action is required to
transform the delivery of healthcare service and to scale up our systems
by unleashing the power of digital technologies (Keesara et al., 2020); as
digitalization can lead to greater effectiveness by providing specialized
care to relatively more people. Convergent thinking across different
studies has led to the development of several definitions and many
frameworks to develop insights related to specific digital healthcare
ecosystems (Hadzic & Sidhu, 2008; Iyawa et al., 2016). A digital
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healthcare ecosystem is defined as a health ecosystem supported by
digital technologies (Carroll, Cnossen, Schnell, & Simons, 2007), which
allows for sufficient capacity to adequately treat patients infected with
COVID-19, protect health care workers involved in fighting the
pandemic, while caring for other patients with acute disease (Bashshur,
Doarn, Frenk, Kvedar, & Woolliscroft, 2020). Among the digital tech-
nologies supporting healthcare ecosystem, Galetsi, Katsaliaki, and
Kumar (2019) conducted a systematic review of using big data analytics
in healthcare to show the clear value of big data analytics for improving
public health and resource allocation. Georgalakis (2020) used from
UCINet (a social network analysis software) to build a visualized
network to understand the connection between policymakers and sci-
entists. Other studies discussed the use of big data in the healthcare
sector (e.g., Brunswicker, Bertino, & Matei, 2015; Hilbert, 2016; Zillner
et al., 2014), emphasizing improvements in quality of care, by capturing
and processing of streams of information about patient behaviors in real
time.

Although we are aware of the many promising digital technologies
available today to fuel epidemic management in the healthcare
ecosystem, we decided to restrict our analysis to the following tech-
nologies: Internet of Things, big data analytics and artificial intelligence.

3. The healthcare ecosystem as a collective intelligence system

To provide an comprehensive interpretation of the outbreak man-
agement caused by COVID-19, we assume that the healthcare ecosystem
is a collective intelligence system of multiple stakeholders that can be
supported by digital technologies. To design a novel framework, the
collective intelligence approach (Boder, 2006; Lévy, 1994; Malone et al.,
2008) is adopted as our research approach, assuming that the healthcare
ecosystem is a collective intelligence system. In the next subsections of
this section, our conceptual framework is clarified by starting with
collective intelligence as our research approach and then justifying our
framework based on its application the Italian healthcare ecosystem.

3.1. The collective intelligence as a research approach

The basic idea of collective intelligence, which emerged in the late
1970s and then formalized in the 1990s, concerns a shared or group
intelligence that arises from the collaboration and competition of many
individual stakeholders (Boder, 2006; Lévy, 1994; Malone et al., 2008).
The term ‘collective’ describes a group of individuals or stakeholders,
who are not necessarily required to have the same attitudes or view-
points, but work together to find solutions to a given problem. ‘Intelli-
gence’ refers to the ability to learn, to understand and to adapt to an
environment by using knowledge (Leimeister, 2010).

According to Lévy (1994), collective intelligence describes a phe-
nomenon in which, under conditions of diversity (of the people involved
/stakeholders), independence (individual’s contributions are not influ-
enced by those of other individuals) and aggregation (mechanisms for
pooling and processing individual estimation into a collective estima-
tion), large groups can perform better than any individual in the group.
This phenomenon is also known as ‘wisdom of crowds’ (Surowiecki,
2004). In broader sense, collective intelligence studies how people or
different stakeholders and technologies can be connected so that,
collectively, the multiple stakeholders act smarter than any individual,
group, or computer has ever done before (Malone et al., 2008, 2010).
Thus, a collective intelligence system allows the knowledge, experience
and resources of potentially thousands of individuals with the ultimate
goal of solving a complex problem to collectively address complex issues
or to achieve a common (though not necessarily consensual) goal
(Mulgan, Mateos-Garcia, Marston, & Westlake, 2012).

The Massachusetts Institute of Technology (MIT) provided the
following definition: “Collective intelligence is a group of individuals doing
things collectively that seem intelligent” (Malone, 2006). The MIT re-
searchers used an analogy from biology to identify the so-called building
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blocks, or ‘genes’, of the collective intelligence system. They define a
gene as a particular answer to one of the key questions (what, who, why
or how) associated with a single task in a collective intelligence system.
Like the genes from which individual organisms develop, these organi-
zational genes are the key elements from which collective intelligence
systems evolved. The entire combination of genes associated with a
specific example of collective intelligence can be viewed as the ‘genome’
of that system (Malone et al., 2010). To classify these building blocks,
four questions have been defined: (1) what is being done? (2) Who is doing
it? (3) Why are they doing it? (4) How is it being done? (Malone et al.,
2010). The following is a brief description.

What? The organisation’s mission. It is obtained through two actions:
create, the actors generate something new, and/or decide, the actors
evaluate and select alternative actions. Identifying the basic goal de-
termines which of these two genes are used to define new situations.

Who? The people involved in the actions developed to achieve the
mission. People can be: hierarchy, someone in authority assigns a
particular person or group of people to perform the task; or crowd, ac-
tivities can be undertaken by anyone in a large group without being
assigned by someone in a position of authority.

Why? The motivations behind the actions. These can be the motivations
based on the intrinsic enjoyment of an activity; the recognition to be
assigned to people, and finally, the financial gain as an important
motivator for most actors in markets and traditional organizations.

How? Whether the different members of the crowd make their contribu-
tions and decisions independently of each other or whether there are strong
dependencies between them. This insight gives rise to four types of ‘how’
genes associated with the actions ‘create’ and ‘decide’. The two ‘how’
genes associated with the create task are ‘collection’ and ‘collaboration’.
Collection occurs when the items developed by members of the crowd
are created independently to each other. Collaboration occurs when
members of a crowd work together to create something with de-
pendencies existing between their contributions. The two ‘how’ genes
associated with the decide task are ‘group decision’ and ‘individual
decisions’. Group decision occurs when inputs from members of the
crowd are assembled to generate a decision that holds for the group as a
whole. Individual decision occurs when the members of a crowd make
decisions that, though informed by crowd input, do not need to be
identical for all (Malone et al., 2010).

3.2. Research context

The health care system in Italy is a regionally based national health
care service system called the Servizio Sanitario Nazionale (SSN). It
provides free universal coverage at the point of service. While the SSN
ensures that the overall goal and fundamental principles of the national
health care system are met, regional governments in Italy are respon-
sible for ensuring the delivery of a package of services to the population.
Healthcare facilities vary in quality in different regions of Italy. During
the initial phase of the COVID-19 pandemic in late February 2020,
regional areas in Italy were most affected, including Lombardy and
Veneto. When the Italian government issued the Decree of March 9,
2020 declaring the country lockdown, the healthcare ecosystem started
unprecedented period of emergency with the need to address the com-
plex challenges, based on collective collaborations.

3.3. Healthcare ecosystem: A collective intelligence in action

In the healthcare ecosystem, one crucial aspect has emerged during
the first phase of the global pandemic management is the predominant
nature of “self-organization” at local level, supported by some national
and international orchestrating entity. Moreover, the existence of a
complex set of goals and motivating factors that drive the involvement
of ecosystem actors (physicians, volunteers, health device providers and
inventors of, nurses, among others), along with the presence of a set of
interconnections through the digital technologies (Gasser, Ienca,
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Scheibner, Sleigh, & Vayena, 2020), provides the health ecosystem with
a characteristic typical of a collective intelligence system. The potential of
adopting a collective intelligence framework may lie into two consid-
erations. First, the management of the first phase of the COVID-19
challenges, is a complex and articulated process characterized by great
uncertainty that can benefit from the collaboration of individuals and
systems at a different level. Second, the use of digital technologies can
streamline the dissemination of information to all stakeholders and
amplify the impact of networking and sharing critical knowledge and
expertise that would be useful in planning the next phase of the epidemic
management.

Connections and coordination among stakeholders in the health
ecosystem, such as hospitals and all the other institutions involved in
health policy (i.e. the Italian National Institute of Health, regional health
organizations, municipalities, WHO), enabled patients and their family
to gain the support of well-managed digital technologies, such as IoT,
social media, Cloud computing, big data analytics, and Al, as they are
used in a synchronized way to communicate with families and for pa-
tient care based on an improved community health system. The collec-
tive intelligence framework for the digital healthcare ecosystem fighting
the global epidemic is clarified through the key questions of what, who,
how, and why questions that are discussed in the previous section
(Malone et al., 2008, 2010). Fig. 1 illustrates the MIT Genoma model
that was applied to the healthcare ecosystem during the COVID-19
pandemic.

Below is a detailed description for each building block follows.

‘What is being done?: the goals of healthcare ecosystem in fighting against
the COVID-19'. A digital healthcare ecosystem is a self-organizing com-
munity of interdependent actors, able to seize (technology-based) op-
portunities by leveraging the existence of a complex system of (digital)
services and tools that enable actions and interactions across all different
phases of the epidemic disease management. Objectives include two
traditional public-health strategies for tackling COVID-19: (1) moni-
toring, surveillance, detection and prevention of COVID-19; and (2) miti-
gation of the impact to healthcare indirectly related to COVID-19.

‘Who is doing it? Defines the actors of the healthcare ecosystem’.
Stakeholders around the world (from policymakers at global, national,
and local levels, to other associated organizations and patients) need to
make decisions that affect many lives and livelihoods across the world.
Several disparate datasets, dashboards, information portals and
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repositories have been developed, aiming at providing frontline leaders
and policy makers with critical information about the spread of the
pandemic around the world. The ability to translate data into actionable
insights from the several actors involved within the healthcare
ecosystem became the priority during the pandemic management
period. They can be classified as follows (Bessant, Kiinne, & Moslein,
2012):

e regulators: Ministry of Health, National or Regional Committees who
set regulatory guidelines;

e providers: doctors, nurses and other health professionals who provide
care in hospitals, doctor’s surgeries, nursing homes and others;

e payers: statutory health insurance, private health insurance and
government agencies;

e suppliers: scientific institutions, universities, pharmaceutical and
medical technology companies, who develop new products and de-
vices for treatment; pharmacies and wholesalers, who mostly do
resale; and

e patients: beneficiaries of care.

The main obstacle in such healthcare ecosystems is an appropriate
level of coordination between Institutions (Ministry of Health, AGID —
National Agency for Digital Italy and State Regions Conference) and the
Italian National Institute of Health to take useful actions to improve the
supply-demand ratio through the use of IoT services and applications.

‘Why?’: the vision of healthcare ecosystem in fighting the COVID-19.

The Italian National Institute of Health in association of the other
government institutions provided the guidelines to reduce the expansion
of the epidemic disease and then to take care of the infected people while
assuring the care assistance to the chronic patients. The health ecosystem is
behaving as a system of collective intelligence through the lever of the
crowd that is coordinating to create more favorable conditions for
managing of public health in Italy and especially where the emergency
has been managed, thanks to the availability of nurses, physicians and
doctors also from other countries, such as Albania, Brazil, Poland
influenced by the ultimate goal of motivation and love for their work.

‘How?’ Includes a set of processes and actions, which are enhanced
bydigital technologies to achieve main goal.

Collective intelligence leverages collaboration to create more
favorable conditions when both internal and external stakeholders are

COLLECTIVE INTELLIGENCE

What is being done?

(1) monitoring, surveillance, detection and
prevention of COVID-19

*(2) mitigation of the impact to healthcare
indirectly related to COVID-19.

| Goal |

Who is doing it?

Physicians, Ministry of Health, AGID and
State Regions Conference, INHS , patients, |
doctors, suppliers of technologies

Staffing |

Why are they doing it?
disease

Reducing the expansion of the epidemic

| Motivations |

(How — Create)
« Collection
* Collaboration

How is it being done?

10T, social media,
Big data analytics
and Al

(How — Decide)
* Group Decision

« Individual
nc.h\.ndua Structure and
Decisions
Processes
Digital Technologies

10T, social media,
Cloud computing, Big
data analytics and Al

Fig. 1. The Healthcare Ecosystem as a collective intelligence ecosystem.
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involved. It is important to distinguish between collective intelligence
driven mainly by human physical connections over a limited
geographical region and forms of collective intelligence that are global
as enabled and augmented by digital information technology and digital
services (Elia et al., 2020). To control this epidemic in various Italian
regions, it is important to appropriately manage patients suspected of
having the disease, immediately identify and isolate the source of
infection, cut off the transmission route, and prevent viral transmission
from these potential patients or virus carriers. Early data suggests that
digital health solutions that relate to COVID-19 in Italy during the
lockdown period includes:

e e-Health consultations. e-Health (where a doctor speaks to the
patient via a video conference and gives advice) has increased as
people are locked down. For example, it is performing about 620
digital visits per day (up from previous 20).

Digital diagnostics. The next step from digital health is the inclu-
sion of IoT devices to perform digital diagnostics. Hospitals are still
experimenting with this. However, consumers are leading the way.

Remote monitoring. Remote monitoring, particularly of the
elderly, is also on the rise. Livongo Health, which provides a line of
remote IoT monitoring solutions for “chronic diseases” that increase
the risk of dying due to COVID-19, unexpectedly raised its quarterly
guidance on April 7, 2020.

Robot assistance. In particular, robots have been used to disinfect
and clean hospitals and perform medical delivery.

The next section illustrates the detailed view of the digital technol-
ogies adopted in the Italian healthcare system.

4. The digital technologies fighting for the epidemic disease
management

Although some digital technologies, such as those used for tele-
medicine, have existed for decades, they have had little market pene-
tration due to heavy regulation and poor supportive payment structures
(Keesara et al., 2020). During the lockdown in Italy (March — May 2020),
digital technologies started to strategically support all the processes
related to the healthcare ecosystem. In this section, we explore the po-
tential application of three interrelated digital technologies (the IoT,
big-data analytics and AlI) in connection to augmenting the following
traditional public health strategies to address COVID-19: (1) monitoring,
surveillance, detection and prevention of COVID-19; (2) mitigation of
the impact to healthcare indirectly related to COVID-19 and (3) Assuring
the care assistance to the chronic patients (see Table 1).

The likely impact of digital technologies on “monitoring, detection
and prevention of COVID-19”, “mitigation of the impact to healthcare
indirectly related to COVID-19” and “assuring the care assistance to the

Table 1
Digital technologies and their impact on Italian healthcare strategies.
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chronic patients™: +, low (no clear example yet in the official govern-
ment website); ++, moderate (few clear example); +-++, high (several
examples).

4.1. Use of big data in the Italian healthcare ecosystem

Big data plays an critical role in monitoring, detecting and pre-
venting COVID-19 infections. In fact, there are several examples in this
area (Igbal, Doctor, More, Mahmud, & Yousuf, 2020). The enormous
amount of complex data related to number of patients, infection con-
tacts, deaths etc. from different sources has led to the need to use big
data technology to enable prompt identification of patient profiles, re-
petitive and similar patterns of the evolving disease behavior, use and
response to treatments, and so on. The use of big data will be critical in
the management the COVID-19 pandemic, along with the use of pre-
dictive algorithms that could help to understand the rate of transmission
of the virus and the population at risk, the natural history of the disease,
its mortality rate and the best treatment options and prevention and
control measures (Ting et al., 2020). The European version of contact
tracing relies on big data analytics because, due to privacy issues, no
central government can track both people’s positions and social con-
tacts: only Bluetooth-based device proximity interaction is allowed on
citizens’ smartphones. Italy adopted the same approach. In addition,
potential patients can be discovered with Big Data approaches. An
important role of big data is based on the analysis of the infection rate,
because an aggregation of data arising from different sources (public and
private hospitals, public and private laboratories, Ministry of Health,
regional centers, metropolitan cities) is a key issue. Finally, big data
plays another crucial role in prevention methods, lockdown decision,
and lockdown exit strategies in all Italian regions. The minor role of big
data relates to other applications in “health impact mitigation indirectly
related to COVID-19”, such as Italian National Institute of Health budget
modelling approaches, health resource distribution, emergency unit
organization, and health care participant association. Also, “ensuring
health care for chronic patients” in discovering at-risk patient, pro-
moting social distance, identifying critical patients.

4.2. IoT in the Italian healthcare ecosystem

IoTs is basically the networking of smart electronic devices or things
to transmit data signals among them in the absence of human inter-
vention (Aldossari & Sidorova, 2018). In COVID-19 times, IoTs tech-
nology has the potential to transform the traditional paper-based
healthcare treatment through simplified access to real-time patient data
and remote patient monitoring. Furthermore, availability of user-
friendly devices, increasing need for stringent regulations, and
decreasing price of sensor technology are some factors that are also
expected to fuel the growth of the IoTs healthcare market size (Papa,

Strategic Objectives

1 - Monitoring, detection and prevention of COVID-

2 - Mitigation of the impact to healthcare indirectly
19; related to COVID-19.

3 - Assuring the care assistance to the chronic
patients.

Big data [+++] Light Contact Tracing (European Approach),
infection rates, virus DNA analysis, identify potential
patients, prevention methods, lockdown decision,
lockdown exit strategies.

[+++] Strong Contact Tracing (China Approach),

connection
IoT, Wearable

devices lockdown monitoring, contactless payment, home
monitoring for non-critical patient
Artificial [++] Predictive analysis of progress, outbreak
Intelligence detection, vaccine development, disease

management, new drug development, identify
patients at high risk.

[+] Italian National Institute of Health Budget
Simulation Strategies, Health Resource allocation,
Emergency unit management, healthcare stakeholders

[++] Human resource reduction, care path
optimization, critical alert detection, smart working,
predictive maintenance, smart inventory management,
3D printing of medical supplies

[++] Connecting healthcare systems and providers
with each other and with public health. Tracking people
with facial recognition. Fighting misinformation,
identity patient

[+] Out-of-control patient detection, Social
distancing campaign, identify high-risk
patients

[+++] Remote patient monitoring, Healthcare
reminder, Continuous Glucose Monitors, Smart
inhalers, Smart sensors for health conditions,
visit cost reduction

[+] Medical Chat Bot. Identify specific groups
of high-risk patients due to lockdown (reduced
mobility, social isolation).
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Mital, Pisano, & Giudice, 2020). This digital healthcare technology al-
lows better diagnostics and targeted therapeutic tools. It also provides
remote monitoring of patient by physicians, but also functions as well-
ness tracker and provides reminders to patients. For example, in some
regions of Italy, the successful implementation of IoTs in the remote
monitoring of diabetic and asthmatic patients, coupled with high
penetration of fitness and wellness devices, has created a high demand
for healthcare IoTs market. To pursue the goal of “monitoring, detection
and prevention of COVID-19”, IoT is doing an great job: Strong Contact
Tracing App, devices for lockdown monitoring, growth of contactless
payment, home monitoring for non-critical patient. In addition, to
pursue the goal of “assuring the care assistance to the chronic patients”, we
have several IoT applications, such as e-Health, reminders, continuous
glucose monitors, smart inhalers, smart disease monitor devices,
appointment management, and budget management. Also, in terms of
staff management, care route optimization, severe alert detection, smart
work, predictive maintenance, smart inventory management, 3D print-
ing of medical supplies, IoT plays a significant role by “mitigating the
impact of different pandemic-specific disruptions on healthcare, which is
indirectly related to COVID-19".

4.3. Artificial intelligence in the Italian healthcare ecosystem

Nguyen (2020) suggests a framework for COVID-19 detection using
data obtained from smartphones sensors such as cameras, microphones,
temperature, and inertial sensors. In Italy, as well as in many other
countries around the world, the machine-learning method is used to
learn and obtain knowledge about disease symptoms based on collected
data. This approach offers an inexpensive and fast method for corona-
virus detection compared to the traditional medical kits or professional
scanners, because data inferred from the smartphone sensors can be
used efficiently in different individual applications. For example, Rao
and Vazquez (2020) recommended a method to collect people’s travel
history and their common sign using a phone-based online interview.
The collected data can be analyzed with machine learning algorithms to
study and estimate the threat of infection; thus supporting early recog-
nition of high-risk cases for isolation. It reduces the spread of the virus to
vulnerable people. Allam and Jones (2020) suggest the use of Al and
data sharing regulatory procedures for better global understanding and
management of urban health during the COVID-19 pandemic. For
example, additional benefits can be obtained when Al is integrated with
IoTs devices installed in many smart cities for early outbreak detection.
Al methods demonstrate great efficiency in supporting decision makers
in the virus containment process when health data are collected and
shared across and among smart cities.

5. Discussions: A multi-objective optimization model for
assigning IoT devices to patients

This section illustrates and discusses an application scenario of the
health ecosystem, as a collective intelligence system, involved into the
adoption of new digital technologies to achieve the overall goal of
reducing the spread of the pandemic. Specifically, moving from the
strategic goal of the health system, identified in monitoring, detecting
and preventing COVID-19, mitigating the impact to healthcare indi-
rectly related to COVID-19, and assuring health care for chronic pa-
tients, we will present and discuss how decision makers could manage
the patient/resource allocation through the adoption of an optimized
model to assign a limited set of IoTs devices to patients with different
characteristics and acuity levels. This scenario will indirectly impact the
goal of ensuring care for chronic patients.

Patient classification systems (PCSs) are commonly used in health-
care systems to define health status (Malloch & Meisel, 2013) and to
assess how many resources are needed to care for patients. These sys-
tems then provide recommendations on the allocation of resour-
ce—patient for a given patient census based on these acuity scores (Sir,
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Dundar, Barker Steege, & Pasupathy, 2015; Sun, DePuy, & Evans, 2014).
PCS are useful for increasing patient outcomes and monitoring budget.
Usually, a PCS classifies patients into one of several types based on the
sum of the weights associated with each patient indicator. The weights
associated with patient indicators and the ranges by which the patients
are classified are determined through extensive surveys and data anal-
ysis. Acuity indicates the level of severity of a diseases and is one of the
parameters considered in patient classification systems that are designed
to serve as guidelines for resource (human and nonhuman) allocation, to
justify decisions, and to aid in long-term staffing and budget projection.
In other words, acuity can be defined as a measure of the intensity of
care required by a patient. Finally, a summary value for “acuity” is is-
sued for each patient; for simplicity, a range of values from 0% to 100%
is assumed.

Before assigning a group of IoT devices to a patient set, staff should
assess the perception of patients with chronic conditions about the de-
vice use. Indeed, only a portion of patients believes that the develop-
ment of digital tools in healthcare is an important opportunity and a
minority see it as a danger. In particular, patients fear that the misuse of
technology will lead to unwanted replacement of humans and threaten
the humanistic aspect of health and care. For this reason, patients are
asked quantitative, open-ended questions about the potential benefits
and dangers of using these new technologies, and staff assesses their
readiness to use IoT devices.

We refer to “efficiency” as the quality of patient’s use of an IoT de-
vice, without misuse of time and money, producing the desired result.
Factors such as user compliance for new technologies, ownership of a
smartphone or PC, and the attitude towards change influence patient
efficiency in exploiting IoT devices. Furthermore, for simplicity we
adopt a range of efficiency values from 0% to 100%.

Practitioners and researchers criticize fixed resource-patient assign-
ment ratios, because they fail to account for patients’ acuity levels and
result in an unbalanced distribution of resources (Lin, Liu, & Lin, 2019).
Incorporating information from such analyses into decision support
tools and optimization models would lead to better resource allocation.

For example, a patient with a high acuity score may have more needs
using IoT devices. Moreover, older people may not be as comfortable
handling these new tools, while younger population may prefer them.
Existing approaches to support device assignment decisions for patients
represent only the acuity score. On the one hand, IoT devices enable
significant increases in patient health status. On the other, some patients
may not be comfortable using them; as a result, the efficiency of IoT
devices may be low. In general, IoT devices should ensure that patients
having high values for both acuity and efficiency, which is not always
the case.

For example, referring to Fig. 2, seven patients are represented in
terms of acuity and efficiency scores. Assuming that only one IoT device
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Fig. 2. Patient 2-factor comparison considering both efficiency and acu-
ity scores.
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is available, patient 1 is best suited for the assignment. Indeed, patient 1
needs the device because of the 75% acuity level and is able to use it
efficiently (75%).

Assuming that two IoT devices are accessible, the second one can be
assigned to patient 2 or 3 since the Pareto comparison between 2 and 3
returns that no patient is better than the other in terms of both acuity
and efficiency. Indeed, patient 3 needs the device because of his/her
acuity, whereas patient 2 can use IoT efficiently.

5.1. Mathematical problem formulation

Considering n devices to be assigned to m patients, suppose that for
each patient j = 1,...,m the corresponding acuity scores a;j and efficiency
scores ¢; are available. Supposing m > n, we define an assignment as a set
A of n patients (selected from m total patients) for the n available de-
vices. For each assignment A, two performance parameters are defined
as follows:

a(A) = Zaj/n
c4) = Zej/n

The parameters [ + and Ip represent the average of the acuity and
efficiency values for the selected patients. Considering the patient set
described in previous example (see par. 5.1) and assuming three avail-
able devices, we have m = 7 and n = 3. The assignment A; = {1,2,3}
leads to:

a(A;) = (0.75 + 0.5+ 0.75) /3 = 67%

c(A)) = (0.75 +0.75 + 0.5)/3 = 67%

By choosing another assignment Ay = {1,3,6} the corresponding
performance parameters are:

a(Ay) = (0.75 +0.75 + 0.75) /3 = 75%

(Ay) = (0.75+ 0.5+ 0.25)/3 = 50%

The A, assignment is better than A; in terms of the “acuity”
parameter but worse considering the “efficiency” parameter. Therefore,
considering a 2-factor comparison A; and A, are both optimal. Consid-

ering all possible assignments of 3 devices to 7 patients, we have ( ; >

Z&5 — 35 feasible assignments. For such assignments, we report the
corresponding performance parameters in Table 2. A graphical repre-
sentation is shown in Fig. 3.

When multiple (possibly conflicting) objectives need to be opti-
mized, there is no longer a single optimal solution (Lazzerini & Pistolesi,
2018; Lioliou, Willcocks, & Liu, 2019; Llopis-Albert, Rubio, & Valero,
2015; Nucci, 2018). Multi-objective optimization can produce a whole
set of potential solutions which are optimal in some sense and give
managers the ability to evaluate tradeoffs among different solutions.

The Pareto frontier is obtained considering the trade-off of the two
objectives (acuity maximization and efficiency maximization). As shown
in Fig. 3, the Pareto front (in black color) represents the optimal solution
set over the feasible solutions reported in blue color. The three assign-
ments {1,2,5} {1,3,6} and {1,2,3} represent 3 optimal solutions for the
proposed problem. For example, solution {2,4,5} is not optimal because
optimal solution {1,2,5} is better in terms of acuity and efficiency; also,
optimal solution {1,2,3} has the same acuity value as solution {2,4,5}
but the efficiency for optimal solution {1,2,3} is better than efficiency
for solution {2,4,5}.

5.2. Applicative scenario

An applicative scenario was developed considering a set of 50 IoT
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Table 2
Performance parameters for assignments of 3 devices to 7 patients.

Assignment Acuity [%] Efficiency [%]
{1,2,3} 67 67
{1,2,4} 58 67
{1,2,5} 50 75
{1,2,6} 67 58
{1,2,7} 50 58
{1,3,4} 67 58
{1,3,5} 58 67
{1,3,6} 75 50
{1,3,7} 58 50
{1,4,5} 50 67
{1,4,6} 67 50
{1,4,7} 50 50
{1,5,6} 58 58
{1,5,7} 42 58
{1,6,7} 58 42
{2,3,4} 58 58
{2,3,5} 50 67
{2,3,6} 67 50
{2,3,7} 50 50
{2,4,5} 42 67
{2,4,6} 58 50
{2,4,7} 42 50
{2,5,6} 50 58
{2,5,7} 33 58
{2,6,7} 50 42
{3,4,5} 50 58
{3,4,6} 67 42
{3,4,7} 50 42
{3,5,6} 58 50
{3,5,7} 42 50
{4,5,6} 50 50
{4,5,7} 33 50
{4,6,7} 50 33
{5,6,7} 42 42
80 {1,2,5}
*
{2,4,5} {2,355} {1,3,5} {1,2,3}
v < < *
60 {257 {157} {345} {234} {134}
< < 9 < <
g {4,5,7v {3,557y {458} {3,556} {236} {1,3,6}
> © © @ @ @ .
E {56,7} {3,47} {167} {346}
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{4,6,7}
<
20 T
20 40 60 80
Efficiency [%]

Fig. 3. Performance parameters, and Pareto frontier, for assignments of 3 de-
vices for 7 patients.

devices to be assigned to a set of 100 patients. For the considered set of
patients, the efficiency and acuity scores are reported in Fig. 4.

This is a typical case where Italian medical staff selects patients
based on their acuity level only. In other words, the 50 patients with the
highest acuity scores are selected. Graphically, in Fig. 4, the 50 highest
points are selected. All this neglects efficiency parameter.

Considering the approach presented in the previous example, a valid
assignment A is made of 50 patients over 100 and assignment perfor-
mance parameters a(A) and €(A) can be calculated.
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Fig. 4. Efficiency and acuity scores for 100 patients Case study.

Since the number of feasible assignments is equal to
( 15000 ) =1.008 E + 29, it is not possible to enumerate them as in

previous example to determine the optimal solutions.

A Multiple-purpose Linear Program (MOLP) model allows us iden-
tifying 11 optimal assignments Al, A2 ... All. Fig. 5 shows the Pareto
Optimal Frontier. The red marker stands for the assignment Al consid-
ering acuity scores only, whereas green marker Al1 represents that fo-
cuses only on efficiency. As it is possible to note, there are nine other
optimal solutions (see A2, ... A10 in black) having a good compromise
between the two opposing criteria.

For example, assignment A3 significantly improves efficiency score
over Al, with limited loss of acuity. Similarly, A9 significantly increases
acuity score compared to All, with a small reduction in efficiency.
Decision makers are supported in the assignment problem by first
considering the Pareto frontier and then the change in performance by
moving from a solution to another. For decision maker, the most inter-
esting solutions are A3, A4, A6, A7, A8 and A9. Finally, decision maker
can select any of them considering other criteria.

Multi-purpose linear programming is a sub-area of mathematical
optimization. A MOLP is a linear program with more than one objective
function. We developed a MOLP model to detect the optimal solution set
of the above problem. MOLP represents the technological platform of
the collective intelligence systems and provides a concrete way to
implement the principles behind the collective intelligence for health-
care management.

The key advantage of the developed system is the ability to compare
all the patients simultaneously. It provides the healthcare managers with

80
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Fig. 5. Case study Pareto frontier.
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all the information to make a correct and timely decision based on two
completely heterogeneous parameters (acuity and efficiency). Since the
information processed by the model is anonymous, there are no privacy
issues for individuals. Only the collaboration of physicians is needed to
obtain the anonymous data (related to the two parameters considered by
the model) for patients extracted from their medical records.

6. Conclusions and future research

The COVID-19 pandemic has catalyzed numerous changes world-
wide in healthcare ecosystem. Many health systems around the world
are relying on digital healthcare technologies. Consequently, digital
transformation in the healthcare sector is gaining disruptive momentum
due to the unexpected epidemic crisis of the COVID-19 outbreak. Man-
aging the epidemic is a strategic priority for governments around the
world to ensure social welfare.

Implications for theory. Our findings provide a framework for the
health ecosystem acting as a collective intelligence system in which
distributed actors/stakeholders supported by digital technologies, such
as the Internet of Things (IoTs), big data analytics, and artificial intel-
ligence, are coordinated towards achieving the goal of the public health
service. The research used the collective intelligence genome as an
approach to analyze how the Italian health system is working to address
the COVID-19 health emergency from March 2020. Collective intelli-
gence refers to the collective insights of multiple actors (patients, phy-
sicians, clinicians, institutions, and digital technology providers)
working on a task to generate more accurate solutions and decisions
than individuals can make on their own. The conceptual framework for
the Italian public health sector harnesses the power of digital
technology-based solutions used by the collective efforts of multiple
actors. The main components of the healthcare ecosystem as collective
intelligence system are: the ultimate goal of the public healthcare system
(what needs to be done); the collective actors to achieve the goal (who
will undertake the activities to pursue the goal); the processes and
digital technologies adopted within the health system (how); and finally,
the motivations behind achieving the goal (why). This concept has the
potential to improve the current epidemic management.

Widespread adoption of the Internet of Things (IoTs), artificial in-
telligence, and big data analytics has been used by the health ecosystem
to enable monitoring, surveillance, detection, and prevention of COVID-
19 and to support mitigation of healthcare impact indirectly related to
COVID-19. A new perspective for managing digital transformation in
health ecosystems is provided and discussed through the principles of
collective intelligence. Indeed, the disruptive role played by Internet of
Things (IoTs) combined with big data analytics, and Al is clarified to
achieve the capability, in order to protect the crowd mutually, based on
a digitally enhanced healthcare ecosystem that can explore the right
solution and make urgent decision.

Implications for practices. Implications for healthcare decision makers
are provided through an optimized model with a multi-purpose appli-
cation to allocate limited IoT devices to patients. The use of an optimized
model for allocating devices to patients represents a major innovation
for the Italian National Institute of Health. Usually, only physicians
based on patient acuity scores perform the assignment. This unfortu-
nately means that, in some cases, patients are unable to benefit from
device use. With the proposed assignment approach, a team of physi-
cians and medical directors collaboratively achieve the right allocation
by considering the efficiency parameter. As a result, the Italian National
Institute of Health return of investment can be significantly improved.

Limitations of the study and future research. The research is explor-
atory, and the framework offers opportunities for refinement. In the long
term, the COVID-19 crisis reminds us that we should nurture the socially
beneficial applications of digital technologies and focus on improving
access and use in countries where they are lacking. Digital-first health-
care strategies adopted by several countries to control the spread of the
virus have irrevocably rerouted the way healthcare systems function.
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Remote monitoring and e-Health platforms, Al-powered apps, and IoT
devices have become the new norm. Furthermore, advances in sensors
and wearable devices will bring diagnostics closer to patients and the
proliferation of body sensors will enable understanding of the virus
spread. Future research is needed to collect empirical data and to test the
framework in other countries.
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