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The future of security in a
remote-work environment

Jason Sabin, DigiCert

Cyber security threats were a concern before the Covid-19 pandemic. But a year
after businesses and employees vacated office complexes, the risks of falling vic-
tim to a cyber attack have only grown. In an article published by the Journal of
Medical Internet Research, researchers found that the number of cyber attacks

increased by 500% throughout the pandemic, and by 2021 are on track to cost

world businesses $6tr annually.!

Concerned about the toll that a hack
could take on their own companies,
global IT leaders have taken notice.
Fudo Security conducted a survey show-
ing that 42% of respondents said that
Covid-19 had changed their cyber secu-
rity priorities, and one in four said that
their companies had already been victims
of cyber attacks.? The surge in cyber-
crime has emphasised that businesses
large and small need to take a proactive
approach to protect their operations
from the malware and ransomware
attackers prowling the Internet.

“To address both the challenges
we face today and the ones

that lie ahead, companies need
to prioritise a robust digital
infrastructure that is built for the
future of work”

C&Cbot Smart card driver
activity error causing

1.20% _ RDS server crash Phishing
3.61%
DDos attacks
4.82%

Breaches by
hackers
12.05%

Malware
28.92%

Threats related
to vendors,
third-parties,
freelancers
Misuse by staff 21.69%

26.51%

What organisations see as the greatest
remote access cyber security challenges.

Source: Fudo Security

The new model of hybrid and remote
work that companies worldwide are set to
adopt will bring with it an array of chal-
lenges comparable to those of the earliest
days of the pandemic. To address both
the challenges we face today and the ones
that lie ahead, companies need to priori-
tise a robust digital infrastructure that is
built for the future of work.

The threats

To cope with cyber security threats, com-
panies must first recognise them. And
perhaps the most notable threats that
have arisen during the Covid-19 pandem-
ic have been related to remote work.
During the ongoing pandemic, Pew
Research recorded a 51% increase in the
number of people working from home, a
total of 71% of all participants surveyed.
In the same study, 54% of people said
they would prefer to work from home
going forward.? Although this was not
indicative of whether or not their compa-
nies would let them go remote or to what
degree, it was indicative of the remote-
work trend. Several security risks immedi-
ately are brought to the forefront as issues
that companies should consider.
Creating a security-focused culture:
Human error is the biggest threat to
information security that companies
face, and it can come in many forms. An
employee who connects to public wifi
without using a VPN; someone’s child
who uses their parent’s computer and
visits unauthenticated sites; an employee
who gets a phishing email after a long day
and clicks on the link without thinking
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twice — all are gateways to a data breach.

While no companies are 100% perfect,
100% of the time, one of the most proac-
tive steps to take is to purposefully engage
the entire workforce on where risks are
the highest, what their common traits are,
and the resources that they have available
to them to protect themselves. Making
sure that people understand the ramifica-
tions of a data breach is also important
and why due diligence is the best weapon
against attacks. Seminars and classes can
also be helpful and can also be framed as
helping employees protect their personal
dara.

Device and account security: It is com-
monplace for companies to issue laptops
or tablets for work use, but often that
technology does not cut it for employees
when they work remotely. Many people
access email on their phones, review
documents on tablets, or use a more pow-
erful desktop to get things done, even if it
is company policy not to. This enhances
the risk of password theft, ransomware or
malware placement.

To combat the risks of remote device
insecurity, companies should implement
accessible security measures such as VPN
and two- or multi-factor authentication
to protect employee data, and institute an
enterprise-wide mobile device manage-
ment policy. They should also emphasise
secure password protection and manage-
ment, such as what makes a good pass-
word and encourage the use of secure
enterprise password management tools.
Safely using the cloud: The cloud is
remote-friendly by nature, and many
companies finally made the shift after
being forced to collaborate away from
the workplace. While it may have been a
heavy lift for companies used to keeping
data onsite, what it lacks in ease it makes
up for in security.

Particularly for small and mid-sized
businesses that were less inclined to
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Having the technology and
equipment they need to do their job

Meeting deadlines and
completing projects on time

Having an adequate workspace

Being able to get their work
done without interruptions

Feeling motivated to do their work

Very/somewhat
difficult

13% 87%

19% 80%

23% 77%

32% 68%

36% 64%

Very/somewhat
easy

How newly remote workers found various aspects of working from home. Source: Pew Research.

invest in enterprise-level cloud comput-
ing before the pandemic, doing so offers
a similar level of security to onsite data
storage and is significantly more practi-
cal. Cloud operations offer end-to-end
encryption, privacy controls and main-
tenance controls that keep systems up to
date. Vulnerability testing is another com-
mon tool that cloud vendors use to evalu-
ate risk and secure operations.

Future-proofing

It is likely that many of the pandemic-
era workplace policies will stay in place.
The most apparent result of that will

be employees continuing to work from
home, in some cases permanently, but
in most circumstances on a hybrid basis.
The new working arrangements bring
to the forefront the issues of combating
cyberthreats for employees who are no
longer in the same building — a challeng-
ing task, but not an impossible one.

The most significant challenge remains
the same — working in an online envi-
ronment that has not been adapted to
enterprise-level security. The networks
that people work on at home are the
same ones that their kids watch Netflix
on and to which their smart doorbells
are connected. Wifi is rarely secured, and
firewalls are mostly unheard of for home
networks. To adapt to those challenges on
an enterprise level and for the long term,
it is critical for companies to scale VPN

access to all secured devices and create a
zero-trust zone that requests credentials
for every login. Two-factor authentication
is even more secure. Such measures are
crucial steps to making sure that even if
bad actors gain network access, they face
barriers to breaching actual information
systems.

Companies will also face the tragedies
of human error during the transition to
new work models. Like the vulnerable
positions they were in during the initial
transition in spring 2020, as employees
adapt to new circumstances, cyber secu-
rity can fall by the wayside. The result
could be clicking attachments to messages
disguised as return-to-work guidance, vac-
cination protocols, or other appropriately
timed subjects, all of which could serve as
an entryway to the broader network.

Malware and ransomware are also not
always used immediately by bad actors.

A common practice, and one that is par-
ticularly threatening to companies with
employees who are about to re-plug into
the corporate network for the first time,
is malware that has been installed but is
dormant. While most endpoint security
systems offer protection against most
threats, they do not offer the certainty of
a firewall, so companies would be wise
to mitigate risk by implementing zero-
trust quarantine policies, in which IT
departments would scan each and every
returning device before it returned to
the network. The vetting process would

cleanse the entire system of threats, liter-
ally before they arrive.

Next-generation threats

The remote transition that took place in
early 2020 was chaotic, to say the least.
As businesses eye the short- and long-
term futures of their workplaces this time
around, they have the luxury of being
afforded more time and resources to make
a more efficient and well-thought-out
transition. The workforce plans that they
will implement are also likely to be the
ones that they will live with for decades
to come, so making security a priority
when building them will ensure a strong
foundation for new threats that arise.
Enhanced phishing techniques:
Phishing attacks have spiked by 350%
during the pandemic, and they are only
going to become more frequent and
sophisticated as time goes on.4 Cyber
criminals took notable advantage of the
Covid-19 crisis from the beginning, using
it as an opportunity to ensnare people

in links to phony CDC guidelines or
health advisories. Attackers will certainly
continue to use the guises of vaccination
instructions or requests to share personal
information in return for health data. In
more extreme scenarios, criminals could
even request addresses and use them to
arrive at employees’ houses and hack into
home networks.

“A common practice, and one
that is particularly threatening
to companies with employees
who are about to re-plug into
the corporate network for the
first time, is malware that has
been installed but is dormant”

Home network attacks: If workers are
bound to their home networks, hackers
will certainly try to follow. Rather than
using energy and resources to breach a
corporate network onsite, a cheaper and
likely easier option for cyber criminals is
to breach under-protected home networks
and through that window enter corporate
networks.

Security measures that companies can
take to combat this future threat are
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uncertain but include better employee
education and offering resources to
protect homes. However, the strongest
approach is to continue to provide cloud-
based patch and endpoint management.
Supply chain attacks: One of the more
sophisticated attacks that companies are
seeing on the horizon exploits the vulner-
abilities that come from known, third-
party software — tools routinely trusted by
employees and tech experts alike — that
are planted into coding or servers and
migrate into devices when they undergo
routine updates. By changing source code,
such attacks often go undetected because
third parties are unaware that the coding
has been infected. Endpoint machines
themselves are also none the wiser because
the malware runs under the same permis-
sions as the unadulterated app would.

“Companies can mitigate many
of the risks related to them by
employing strong code integrity
protocols and only allowing
verified applications to run on
enterprise systems”

Supply chain attacks are particularly
harmful because of their ability to infect
many devices quickly. But companies
can mitigate many of the risks related to
them by employing strong code integ-
rity protocols and only allowing verified
applications to run on enterprise systems.
Strong endpoint management systems are

1.72%

Other (loT) Android
32.72% 26.64%
Windows/PC

38.92%

A breakdown of infected devices in the

enterprise. Source: Nokia

another strong tool to mitigate risks.
Distributed denial of service (DDoS):
This is a tactic used to overwhelm whole
networks rather than individual employ-
ees. As hackers become more fluent in
gaining access to devices, they are more
frequently using those devices as tools

to disrupt operations at unsuspecting
companies. Directing the attention of an
entire botnet to a single corporate website
is an effective way to quickly disable a
website for either ransom or activism.

To combat this new wave of cyber
attacks, best practice dictates that com-
panies retain third-party firms with
advanced expertise in DDoS defence,
and their capabilities for blackhole rout-
ing, rate limiting, network diffusions and
strong firewalls will be far beyond any
enterprise-level hardware on the market
today.

Attacks on the Internet of Things
(IoT): To the dismay of companies and
employees alike, hackers are becoming
proficient in invading devices beyond
computers. As speakers, watches, home
security systems and even refrigera-
tors become Internet-enabled, they also
become targets for malware.

A report from Nokia found that IoT
devices made up nearly 33% of infections
in 2020, a number that is sure to rise
as the Internet becomes fluent in more
devices.? The threat is serious for devices
on home networks, but also will extend
to Al used in the workplace and on the
manufacturing floor, threatening the
stoppage of essential operations if hacked.
User education is critical to mitigating the
threat of IoT attacks, and alongside two-
step authentication, segmentation from
the network, and software updates, can
go a long way towards digital safety.

The new normal

Whether the new normal is completely
remote, hybrid, or mostly in-person,
addressing the security threats that have
been emphasised by Covid-19 will be par-
amount to any return-to-work strategy.
By strategising early and adopting plans
that take into consideration current and
future threats, not only will companies
be able to avoid the collective chaos that
ensued at the beginning of the pandemic,
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they will also be able to build a strong
foundation for threats on the horizon —
because if there is one thing we know for
sure, it is that they are out there.
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