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Big Data analytics in the medical sector can assist medical professionals to facilitate improvement in 
healthcare. With the help of data analysis, clinical images of patients can be used to detect certain 
medical conditions. In the COVID-19 pandemic, many integrated technologies are being used to remodel 
the healthcare systems. The management of an integrated healthcare solution necessitates the need for 
security of the medical data. In this paper, we propose a security framework based on the Logistic 
equation, Hyperchaotic equation, and Deoxyribonucleic Acid (DNA) encoding. Subsequently, a Lossless 
Computational Secret Image Sharing (CSIS) method is used to convert the encrypted secret image into 
shares for distributed storage in cloud-based servers. Hyperchaotic and DNA encryption is performed to 
improve the overall security of the system. Furthermore, Pseudorandom Numbers (PRN) generated by 
the logistic equation are XORed with the image sequence in two phases by changing the parameters 
slightly. Finally, the application of Secret Sharing (SS) generates completely noise-like cipher images that 
enhance the security of the cloud-based cryptosystem. The generated shares are small in size and require 
fewer resources like storage capacity and transmission bandwidth which is highly desirable in IoT-based 
systems. It is verified that the cryptosystem is highly secure against attacks as well as interferences and 
has a very strong key-sensitivity.

© 2021 Elsevier Inc. All rights reserved.
1. Introduction

Internet of things (IoT) can facilitate digital health services 
during the COVID-19 pandemic by providing a healthcare man-
agement database for the patients, healthcare organizations, and 
government institutions [1,2]. Internet of Medical Things (IoMT) is 
a medical specific type of IoT that can facilitate digital health in 
the COVID-19 crisis. IoMT represents a network of sensors, com-
munication, and computing devices that collect, process, and store 
the medical information. This information collected by the smart 
sensors along with the healthcare data like medical images, in-
surance, billing, and test reports is then sent to the cloud-based 
servers for processing, storage and, transmission [3]. Once the data 
is sent over to the IoT-based servers, the unencrypted data can 
be accessed and compromised by the adversaries. Cyber-attacks 
on IoT-based smart healthcare have increased tremendously in the 
last few years. In July 2019, around 8 and 12 million patient 
records were compromised from the LabCorp Clinical Laboratory 
and Quest Diagnostics, respectively. In December 2019, LifeLabs in 
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Canada suffered a data breach that exposed around 15 million pa-
tient records. Furthermore, around 25 million records containing 
sensitive medical data were breached in 2019 incurring huge eco-
nomic losses as reported by the Health IT security. Particularly, for 
the COVID-19 pandemic, the online consultation and Tele-diagnosis 
require the transfer and storage of clinical images over the IoT-
based network [4]. However, without a proper security framework 
for the medical images, the sensitive data of the patients can be 
easily compromised [5,6]. This forms a major challenge in the 
management of the smart healthcare system. Medical images in 
the e-health database like a Personal Health Record (PHR) need 
to be completely secured before transmitting them to the IoT-
based servers. This is shown in Fig. 1. Common security concerns 
namely manipulative usage, unauthorized access, and alteration of 
these clinical images need to be properly addressed. The above-
mentioned motivating factors have led to the usage of techniques 
like encryption and steganography to ensure the security of med-
ical images. However, to deal with issues of distributed storage, 
fault tolerance, reduction of secret data, and key management, 
the lossless CSIS has been introduced for securing images. The 
CSIS scheme generates small-sized shares for efficient transmis-
sion over the IoT-based network [7]. However, it suffers from the 
residual image problem which leads to leakage of information from 
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Fig. 1. Security solution for medical images in storage and transmission through the IoT-based smart healthcare for COVID-19 tele-diagnostics.
the secret shares. Application of encryption with CSIS can remove 
the residual image problem and can provide completely noise-like 
small-sized shares. Common encryption algorithms like Advanced 
Encryption Standard (AES) are not suitable for image encryption 
and consequently, many research works have been suggested to 
utilize the chaos-based cryptosystems for image encryption.

In this paper, we propose an advanced security framework 
based on the logistic equation, hyperchaotic equation, and DNA 
encoding. The medical images like the X-Ray and CT-Scans of 
COVID-19 patients are first encrypted using a hybrid chaos-based 
encryption technique. The hyperchaotic system is used to glob-
ally shuffle the image bits and the resulting sequence is further 
encrypted using the DNA encryption and logistic equation. Subse-
quently, the CSIS method is used to convert the encrypted secret 
image into shares for distributed storage in cloud-based servers [8]. 
When the image is to be accessed by another healthcare system, 
the threshold number of shares is utilized to recover the secret 
encrypted image by inverse CSIS. The image is then decrypted for 
further processing by the healthcare system. The received medi-
cal image is remotely analyzed to provide a proper diagnosis [9]. 
The clinical findings in the X-Ray and CT images like consolidation 
and crazy paving patterns can be indicative of the infection and 
degree of severity of the condition. This security framework en-
sures that the IoT-based healthcare system provides timely access 
to quality care by the reliable and secure transmission of medical 
data [10]. The need for security of medical images in the process of 
COVID-19 Telediagnosis has been described in detail in Section 3. 
The principal contributions of the proposed scheme are summa-
rized as follows:

• The proposed scheme generates small-sized shares for dis-
tributed storage of medical images in the IoT-based servers.

• The residual image problem of CSIS is mitigated using an effi-
cient chaos-based encryption algorithm. Our scheme generates 
completely noise-like share images that maintain the thresh-
old property of the CSIS scheme.

• The use of DNA encryption along with a hybrid chaotic system 
further enhances the security strength of the algorithm.
2

• The proposed scheme can be used to secure both natural as 
well as medical images. It is best suited for an IoT-based smart 
healthcare system as it reduces the requirement of resources 
like storage space and transmission bandwidth. The share-data 
transmitted is less and the transmission time is also reduced.

The remainder of our paper is arranged as follows. Section 2
summarizes the review of relevant chaos-DNA-based algorithms 
and secret sharing algorithms as per the available literature. Sec-
tion 3 illustrates the COVID-19 scenario and the need for IoT-based 
solutions. Section 4 discusses the 1-D chaotic system, hyperchaotic 
system, DNA encryption, and CSIS scheme. The proposed security 
model is presented in Section 5. Results and discussion are pre-
sented in Section 6. The conclusion of this research work is pre-
sented in Section 7.

2. Related work

Lossless CSIS has been proposed by Thien and Lin [11] and can 
be used for the distributed storage of medical images in IoT-based 
smart-health applications [12,13]. This is because a lossless CSIS 
scheme has many advantages like fault-tolerance, enhanced secu-
rity, lossless reconstruction, and fast transmission of data [14,15]. 
However, the CSIS scheme has three main drawbacks, which are 
high computational complexity, residual image problem in shares, 
and more time required for secret reconstruction [16]. The resid-
ual image problem makes CSIS a ramp scheme, where the amount 
of information revealed is proportional to the number of shares 
involved in the secret reconstruction process [17]. This problem 
compromises the threshold nature of the scheme and also vitiates 
the security condition. As part of the original scheme proposed by 
Thien and Lin [18], the secret image is permuted to mitigate the 
residual image problem in shares. However, many research works 
have been directed to analyze the security of permutation-only 
ciphers [19]. It is unanimously concluded that permutation-only 
ciphers are broken against chosen-plaintext and know-plaintext 
attacks. Strong encryption with CSIS is required to convert the se-
cret image into a meaningless encrypted image, which generates 
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noise-like share images that do not reveal any secret information 
[20–22]. X. Yan et al. [23] classified the SS schemes into four secu-
rity levels based on the measure of information leakage obtained 
from k-1 shares, where k is the threshold of the scheme. They 
classified CSIS as having level 3 security in which the strength 
of the complete algorithm depends upon the encryption method 
used before the application of the CSIS scheme. Z. Zhou et al. [16]
proposed a modified CSIS scheme based on encrypted pixels. They 
employ the AES and distribute the key using the Perfect SS scheme. 
But their modified scheme is highly sensitive to a one-bit error 
during transmission and uses AES, which is not suitable for image 
encryption.

The AES, DES, and RSA are suboptimal algorithms for image 
encryption because of the inherent differences between text and 
image data [24]. Images are considered as voluminous multime-
dia and are characterized by properties like high redundancy and 
strong correlation between pixels [25,26]. Images can also with-
stand minor changes and tampering imperceptibly [27–29]. This 
property is not exploited by text encryption algorithms. Further-
more, large keys need to be shared among communicating par-
ties before the actual transmission of data. In contrast, chaotic 
systems generate strong encryption algorithms because they of-
fer highly aperiodic behavior [30,31]. Many chaos-based algorithms 
have been proposed over the last decade because of the advan-
tages like high randomness, ergodicity, intense dependence on ini-
tial conditions, and parameters [32]. The traditional chaos-based 
ciphers offer double-layer security, following a confusion-diffusion 
architecture. This method is a composition of pixel permutation 
and value substitution, leading to a robust encryption technique. 
The 1-D chaos-based algorithms are simple to implement and 
can be effectively utilized for image encryption [33]. However, 
there are several disadvantages of using an algorithm that en-
tirely depends on 1-D chaotic systems. These disadvantages in-
clude an exhibition of chaotic behavior within a limited range, 
less robustness against cryptanalytic attacks like phase-space re-
construction, nonuniform distribution of generated PRN sequence, 
simpler dynamical behavior, less security, and a reduced keyspace. 
In contrast, hyperchaotic systems have complex dynamical behav-
ior, larger keyspace, and better key sensitivity and are difficult to 
decipher. Hyperchaotic systems are characterized by two positive 
Lyapunov exponents and are highly unpredictable [34]. Because of 
these strengths and desirable properties, many hyperchaos-based 
algorithms have been proposed recently. Furthermore, many hybrid 
encryption algorithms that combine DNA encoding with chaos are 
being proposed increasingly. DNA algorithms employ a DNA en-
coding method in which the secret image is converted into DNA 
sequences that undergo genetic manipulations and are then con-
verted back to image format for storage. As an example, K. Zhan 
et al. [35] proposed an image encryption algorithm based on DNA 
sequences and the hyperchaotic system. In their proposed method 
the image is globally scrambled to achieve substitution as well as 
a permutation of the image pixels. This method greatly enhances 
the security of the proposed cryptosystem. They propose to ap-
ply the PRN sequence generated by the hyperchaotic system to all 
the underlying processes of the algorithm. It is evaluated that the 
algorithm is strong against noise attacks but has a very low Num-
ber of Pixel Change Rate (NPCR) value. Furthermore, the algorithm 
does not produce completely uniform histograms when applied to 
medical images.

Recently many research works have been proposed to study the 
dynamical properties of chaotic systems and have been exploited 
for image encryption [36,37]. For instance, Xu et al. [38] presented 
a scheme based on bit-level swapping permutation and diffusion. 
However, their scheme has a weak diffusion mechanism. Hybrid 
encryption algorithms utilizing chaos with DNA encoding provide 
enhanced security [39–41]. For example, Q. Lu et al. [42] presented 
3

an efficient image encryption method utilizing the LSS chaotic 
map and S-box, which increases the computational complexity. X. 
Deng et al. [43] combined the pixel permutation with pixel bit 
scrambling to improve the correlation coefficient. B. Mondal et al. 
[44] proposed a light-weight image encryption method based on 
a cross-coupled logistic map and reversible DNA encoding. Their 
method requires less computational overhead and can resist dif-
ferential and statistical attacks. Furthermore, their algorithm uses 
a lower-dimensional chaotic map, as such the keyspace is lesser 
than the high-dimensional chaotic maps. Ye et al. [45] presented 
a self-adaptive image encryption method using a pre-modular op-
eration and a chaotic intertwining logistic map. In their scheme, 
the keystream used for diffusion is dependent on the plain-image 
and therefore the algorithm can resist know-plaintext and chosen-
plaintext attacks. Hu et al. [46] proposed a novel hyper-chaos 
image encryption method in which a pseudo-random sequence is 
utilized to generate the cipher image by cyclic operation and XOR-
operation to transpose the pixels. C. Song et al. [47] presented a 
scheme that is based on DNA encoding and spatiotemporal chaos. 
However, the applicability of most of these encryption methods is 
not evaluated on medical images that have a non-homogeneous 
intensity distribution. Major limitations of the discussed works are 
summarized as follows:

• Most of the techniques have a good performance on natural 
images but provide non-uniform histograms for medical im-
ages.

• The output of the conventional cryptosystem is a single cipher 
image that can be damaged in storage and transmission.

• Many of the research works employ the lower dimensional 
chaotic maps, decreasing the keyspace.

• The residual image problem in CSIS is removed using AES in 
previous works.

We consider the highlighted disadvantages of the existing tech-
niques by presenting our scheme that works equally well with 
natural and medical images. Our scheme is resistant to single-point 
failures, has better keyspace, and uses a computationally efficient 
mechanism to remove the residual image problem in CSIS.

3. COVID-19 and need for security framework

Clinical images of patients form a huge percentage of the Big 
Data in healthcare. In this COVID-19 crisis [48], IoMT can be 
used to remotely consult a specialist for virtual-care of the pa-
tients. IoMT utilizes smart sensors, processing devices, and wire-
less connectivity to provide real-time and efficient communica-
tion between patients and healthcare professionals. The medical 
image analysis, classification, and segmentation are performed to 
provide diagnosis, prognosis, monitoring, and possible treatment. 
An integrated diagnostic platform making use of Artificial Intel-
ligence, networked infrastructure, and a security framework can 
help in assisting radiologists to provide quality care to many pa-
tients. The CT-Scans of COVID-19 patients show artifacts of Pneu-
monia even before the result of real-time reverse transcription-
polymerase chain reaction (RT-PCR). Furthermore, the RT-PCR in 
some cases can also provide false negative tests. Therefore, the 
CT-scan has been identified as a predominant tool for COVID-19 
diagnosis, screening, and measurement of severity of the disease. 
In this scenario, medical image analysis along with security of the 
medical data can be integrated for efficient virtual-care consul-
tation. Encryption with CSIS can help improve the security and 
efficiency of the overall IoMT-based e-health system. Furthermore, 
conversion of the medical image into small-sized shares can be 
distributed and incorporate fault-tolerance. This reduces the bur-
den on a single storage device, transmission line, and server for 
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storage and transmission of the data and consequently helps in the 
Big Data management. In this work, we have utilized the chaotic 
and hyperchaotic systems, DNA encryption, and CSIS scheme to 
provide security to the medical images. These techniques have 
been described in detail in Section 4.

4. Preliminaris

4.1. Chaotic and hyperchaotic systems

Chaos is a deterministic pseudorandom phenomenon occur-
ring in non-linear dynamical systems. The confusion and diffusion 
mechanisms employed in encryption algorithms can be imple-
mented by chaos-based mathematical equations. The encryption 
algorithms based on chaos employ the PRN sequence generated by 
the system to perform operations like pixel position permutation 
and value substitution. Permutation and substitution methods re-
duce the inter-pixel correlation and increase the diffusion and con-
fusion measure of the algorithm to generate robust cipher images. 
There are 1-D chaotic maps like logistic map, Chebyshev map, and 
higher dimensional maps such as Chen’s hyperchaotic map. Hyper-
chaos arises when a high-dimensional non-linear system has two 
or more positive Lyapunov exponents. Hyperchaotic systems have 
very complex dynamical behavior and are highly secure and un-
predictable. They depend upon several parameters and have more 
initial conditions, which greatly increase the key-space. In our pro-
posed work, we employ both the 1-D logistic map and Chen’s 
hyperchaotic system to enhance the security of the encryption 
technique. Chen’s 4-D hyperchaotic system is governed by a set of 
four non-linear equations indicated in equation set (1). The gen-
erated sequence is then used to globally scramble the input image 
such that bit-level substitution and permutation is accomplished in 
a single step [35]. The system is in hyperchaotic state when control 
parameters have a value of α = 35, β = 3, ξ = 35, τ = 5, λ1 = 1, 
λ2 = 0.2, and λ3 = 0.3. The initial conditions are x1(1, 1) = 0.12, 
x2(1, 1) = 0.23, x3(1, 1) = 0.34, and x4(1, 1) = 0.45. Furthermore, 
the hyperchaotic sequence is pre-iterated a fixed number of times 
to remove the adverse effects and the time set ‘h’ is taken as 0.001 
[35].

ẋ1 =∝ (x2 − x1) + λ1x4

ẋ2 = ξx1 − x1x3 + λ2x4

ẋ3 = −βx3 − x1x2 + λ3x4

ẋ4 = −τx1 (1)

The system is iterated M×N times with every iteration the state 
variables x j

1, x j
2, x j

3 and x j
4 are calculated, to form two key se-

quences (Sa
i )

j and (Sb
i )

j . Here ‘j’ represents the index of operation 
[35]. The calculated values are concatenated to form S j , as shown 
in equation (2), where i = 1,2,3,4 and (Sa

i )
j, (Sb

i )
j ∈ [0, 255]. The 

Pseudorandom key sequence ‘k’ is formed by concatenating the S j

sequences as shown in equation (3):

S j = [(Sa
1)

j, (Sa
2)

j, (Sa
3)

j, (Sa
4)

j, (Sb
1) j, (Sb

2) j, (Sb
3) j, (Sb

4) j (2)

This sequence is sorted to form kx and used to change the posi-
tion of every bit in the binary image sequence which decreases the 
correlation coefficient and improves security. Where ‘ki’ is used to 
represent one element of ‘k’ and ‘i’ ∈ [1, 8×m×n].

k = [S1, S2, S3, ..., Sm×n] (3)
4

Table 1
DNA Encoding Rules.

Rule 1 2 3 4 5 6 7 8

A 00 00 01 01 10 10 11 11
T 11 11 10 10 01 01 00 00
C 01 10 00 11 00 11 01 10
G 10 01 11 00 11 00 10 01

Table 2
DNA Addition Rules.

Addition A G C T

A A G C T
G G C T A
C C T A G
T T A G C

4.2. Logistic equation

A discrete-time non-linear system can be modeled by the 1-
D logistic map represented by the mathematical equation (4). 
When the initial conditions xk and μ change slightly, the result-
ing chaotic sequences are highly uncorrelated and spread over the 
entire space.

xk+1 = μxk (1 − xk)

xk ∈ (0,1) and μ ∈ (0,4)
(4)

It is observed that the system is in a chaotic state when the con-
trol parameter μ is between 0 to 3.9. We take μ equal to 3.6 and 
iterate the equation to generate the first PRN sequence, which is 
XORed with the image sequence. Subsequently, the sequence is 
again XORed with the second uncorrelated PRN sequence gener-
ated by changing the value of μ to 3.7. The map is iterated M×N 
times, representing the size of the image. This greatly enhances 
the security level and the diffusion mechanism of the algorithm.

4.3. DNA encryption

There are many advantages of using DNA computing for image 
encryption, which include massive storage capability, extremely 
low power requirement, and parallelism [49]. DNA sequence con-
sists of 4 bases called nucleotides namely Thymine (T), Cytosine 
(C), Guanine (G), and Adenine (A) [50,51]. The base A always forms 
a pair with T in the DNA molecule. In other words, A is comple-
mentary to T, and G is complementary to C. In digital systems 0 
is complementary to 1 therefore, in a 2-bit sequence 00 will be 
complementary to 11, and so on [52]. Only 8 out of the 24 DNA 
encoding rules follow this Watson-Crick complementary rule [53]. 
In our proposed framework, the scrambled image is converted into 
DNA bases using any one of the 8 encoding rules. If the image se-
quence has a length equal to M×N, then the binary sequence is 
supposed to be 8×M×N and the DNA sequence to be 4×M×N in 
length. The 8 DNA encoding (DNAcode) rules are represented in 
Table 1. For DNA encoding rule 1 the DNA bases can be added 
(DNAadd) and subtracted (DNAsub) based on the binary rules il-
lustrated in Table 2 and Table 3. The encryption algorithm utilizes 
an initial DNA base key d0 = ‘A’, which is used for DNA addition 
[35].

4.4. Computational secret image sharing scheme

The (k, n) threshold schemes are developed to convert secret 
data into n shares such that any threshold k number of shares 
can be pooled together to recover the complete secret. However, if 
fewer than k shares are combined, the participants will not be able 
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Fig. 2. (a1, a2) Secret images. (b1, b2) Histograms of the Secret images. (c1, c2, e1, e2) Generated shares using (2, 2) Thein and Lin’s CSIS scheme. (d1, d2, f1, f2) Histograms 
of the share images.
Table 3
DNA Subtraction Rules.

Subtraction A G C T

A A T C G
G G A T C
C C G A T
T T C G A

to ascertain any information about the secret. The CSIS scheme 
developed by Thien and Lin can be used to generate share im-
ages that are 1/threshold times the size of the secret image. This 
scheme has the advantages of fault-tolerance and fast transmis-
sion, which is desirable in IoT-based systems. But it also suffers 
from several drawbacks, which need to be improved. These include 
a slower secret reconstruction process, more computational com-
plexity, and residual image problem. In the CSIS scheme, the shares 
are generated using a sharing polynomial as shown in equation (5).

f (x) = a0 + a1x + a2x2 + · · · + ak−1xk−1 mod p. (5)

Herein coefficients ai , where ai can be a0, . . . .ak−1, are pixels 
of one block in the secret image. The scheme also uses ‘p’ as a 
large prime number (p > ai ) so that the resultant values are in the 
range 0-(p-1). The value of ‘x’ is substituted and a value for f (x)
is obtained as share pixel i.e., we get (xi, f (xi)), where 1 ≤ i ≤ n
for the ith share. The share images have a residual image problem 
that hampers the security condition. This is completely removed by 
first encrypting the secret image using a strong algorithm. The al-
gorithm developed in this paper completely mitigates the residual 
image problem and the security condition is prevented from being 
hampered. The secret reconstruction is achieved by solving a sys-
tem of linear equations. The time taken to recover the secret image 
is high but employing IoT-based systems along with Graphics Pro-
cessing Units (GPUs) can help in solving this problem completely. 
Fig. 2 shows the residual image problem of the CSIS scheme ob-
served in the shares and their corresponding histograms.

5. The proposed method

In the proposed scheme, as a first step, an input X-Ray or CT 
image from a COVID-19 patient is converted from decimal to bi-
nary form and all the bits are scrambled globally using the hyper-
chaotic system shown in equation (1) and Algorithm 1 [35]. This 
5

is explained as follows. Pixel intensity values of the grayscale im-
age are converted into binary form to make a 1-D vector b0. The 
PRN sequence k generated with the help of equation (1), (2), and 
(3) is sorted to form another sequence kx . All the bits of the se-
quence b0 are permuted according to the index value kx , which 
is called Global Bit Scrambling (GBS) as shown in equation (7) in 
Algorithm 1. This greatly enhances the diffusion and substitution 
performance of the encryption technique. The scrambled binary se-
quence is represented as b1. This sequence b1 is converted into a 
string of DNA bases d1 using one of the 8 binary coding rules as 
shown in Table 1. Afterward, with the help of the key DNA base 
‘d0’, the DNA bases of d1 are added to form d2 using the DNA ad-
dition rules shown in Table 2. The first element (d2

1) of this new 
sequence d2 will be formed by the addition of the DNA base d0 
and the first element of d1. The rest of the elements are formed 
by the addition of the previous element (d2

i−1) of d2 with the cur-
rent element (d1

i ) of d1 [35]. This is shown in the equation set (6).

d2
1 = d0 + +d1

1

d2
i = d2

i−1 + +d1
i , where i ∈ [2,4m × n] (6)

The DNA sequence is subsequently decoded into binary form 
b3, which is then converted into a decimal number sequence D1

within the range 0-255. The 1-D logistic map as in equation (4)
is iterated M×N times, where M×N is the size of the image. This 
sequence X1 is XORed with D1 to form D2. Then the parameter 
μ of the logistic equation is changed slightly and again iterated 
to generate a new sequence X2. This is XORed with D2 lead-
ing to the final encrypted sequence D3. The sequence is reshaped 
into an M×N matrix A. This simple application of XOR operation 
greatly enhances security without increasing the computational 
complexity. Subsequently, the encrypted image is converted into 
share images using the CSIS scheme for distributed storage of Big 
Data. It is experimentally evaluated that the resultant cipher im-
age is completely noise-like and more robust to statistical attacks. 
This encryption technique is equally applicable to natural as well 
as medical images. The experimental evaluation also validates the 
strength of the image shares against many attacks. The proposed 
method is described as Algorithm 1 and the reverse process is 
given in Algorithm 2.
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Algorithm 1 Image encryption using hyperchaos, logistic equation, 
DNA encryption, and Thien and Lin’s CSIS.
Input: Grayscale m×n secret image (I), encryption keys, (k, n) parameters, and prime num-
ber p
Step 1: Take an input image I, iterate equation (1), (2), and (3) to obtain k.

kx = sort (k, ‘ascending’)
Step 2: Perform GBS of I via kx as index as shown in equation (7), by first converting to 
binary vector b0.

b0 ← dec2bin(I)
For j = 1 to m×n×8

b1( j) = b0(kx) (7)
End

Step 3: Generate DNA sequence d1.
d1 ← DN Acode(b1), where DN Acode(.), DN Aadd(.), DN Asub(.), and

DN Adec(.) are represented in Section 5, and Tables 1, 2, and 3.
Step 4: Generate sequence d2 using equation (6).

d2
1 ← DN Aadd(d0, d1

1)

For i = 2 to 4 × m × n
d2

i ← DN Aadd(d2
i−1, d1

i )

End
Step 5: Generate D1.

b3 ← DN Adec(d2)

D1 ← bin2dec(b3), where D1 ∈ [0-255]
Step 6: X1 ← Iterate equation (4), where μ = μ1.
Step 7: Generate D2.

For i = 1 to m × n
D2 ← bitxor(X1(i), D1(i))

End
Step 8: X2 ← Iterate equation (4), where μ = μ2.
Step 9: Generate D3.

For i = 1 to m × n
D3 ← bitxor(X2(i), D2(i))

End
Step 10: A ← Reshape(D3), where size(A) = m × n.
Step 11: Iterate equation (5) to get shares S1, S2, ..., Sn . The encrypted image A is con-
verted into small-sized shares.

S1, S2... Sn ← C S I S(A)

Output: Image Secret Shares S1, S2... Sn .

Algorithm 2 Thien and Lin’s Inverse CSIS and image decryption.
Input: Shares S1, S2...Sn , Encryption keys, (k, n) parameters, and suitable prime number 
p

Step 1: D3 ← C S I S−1 (S1, S2...Sk) using equation (5)
Step 2: X2 ← Iterate equation (4), where μ = μ2.
Step 3: Generate D2.

For i = 1 to m × n
D2 ← bitxor(X2(i), D3(i))

End
Step 4: X1 ← Iterate equation (4), where μ = μ1.
Step 5: Generate D1.

For i = 1 to m × n
D1 ← bitxor(X1(i), D2(i))

End
Step 6: b3 ← dec2bin(D1).
Step 7: d2 ← DN Acode(b3).
Step 8: Perform DNA subtraction and DNA decoding in the reverse of equation (6) to get
b1.

b1 ← dec2bin(DN Adec(DN Asub(b3, do)))

Step 9: Iterate eq. (1), eq. (2) and (3) to obtain k.
kx = sort (k, ‘ascending’)

Perform inverse GBS
For j = 1 to m×n×8

b0(kx( j)) = b1( j)
End

Step 10: I ← reshape(bin2dec(b0)), where size (I) = m × n.

Output: Grayscale M×N original image I

6. Results and discussion

The performance of the proposed method is evaluated using 
metrics like key sensitivity, Correlation Coefficient (CC), histogram 
uniformity, information entropy, and robustness towards differ-
ential attacks, among others. Several experiments are conducted 
6

Table 4
Comparison of correlation coefficient values with existing works.

Image 
256×256

Correlation Input 
Image

Proposed 
Scheme

HC-DNA 
[35]

C-DNA 
[54]

Cameraman horizontal 0.9329 -0.0051 0.0076 -0.0022
vertical 0.9566 0.0016 -0.0091 -0.0012
diagonal 0.9117 -0.0025 -0.0012 -0.0016

Peppers horizontal 0.9733 -8.2253e-04 0.00090 -0.0025
vertical 0.9763 -0.0028 0.0041 -0.0025
diagonal 0.9650 0.0038 0.00079 0.0013

Barbara horizontal 0.8271 0.0024 0.0011 0.0016
vertical 0.9501 0.0060 0.00063 -0.00018
diagonal 0.8310 -0.0047 -0.0038 -0.0011

Aerial horizontal 0.9083 0.0085 -0.00099 -0.00071
vertical 0.8891 -1.5741e-04 0.0034 0.0037
diagonal 0.8502 4.0214e-04 0.0022 0.0024

on the grayscale test images using MATLAB R2017a on Windows 
10 Operating system. For hyperchaotic encryption and CSIS, test 
images are resized to 256×256 pixels. The encrypted image is 
shared using the (2, 2)-CSIS. However, the number of shares can 
be increased to infinity in the CSIS scheme as per the applica-
tion domain. The algorithm generates a noise-like encrypted image 
and share images of completely uniform histograms. The source of 
medical images is the “OPENi” database from which a few sam-
ples are shown in Fig. 3. For illustration purposes, several natural 
images are also taken for the experiments.

6.1. Encryption evaluation metrics

The encryption algorithm should be able to withstand many 
attacks and generate noise-like cipher images. These attacks are 
statistical, noise attacks, brute-force attacks, and differential at-
tacks. The secret sharing and encryption should result in images 
with the following characteristics:

6.1.1. Uniform histogram
Histograms of the shares generated by the CSIS scheme with 

the proposed encryption are completely uniform. This shows that 
the images can resist the statistical attacks. The shares generated 
with the proposed encryption are also completely random images 
that do not reveal any secret information as shown in Fig. 4. The 
histogram uniformity is compared with the scheme presented in 
[35] in Fig. 5. This demonstrates the applicability of the proposed 
method for medical images.

6.1.2. Key-space analysis, CC, and key sensitivity
The proposed technique employs a hyperchaotic system with a 

large number of control parameters and initial conditions. It also 
employs a 1-D logistic equation in two phases with two control 
parameters. The DNA base ‘d0 = A’ also forms an input key. The 
key-space of the algorithm is very large and as such the brute-
force attack is not feasible. Furthermore, the sensitivity to encryp-
tion keys forms an efficient parameter to evaluate the strength of a 
cryptosystem. For the proposed encryption scheme, the initial con-
dition is changed from x1(1, 1) = 0.12 to x1(1, 1) = 0.12 + 1e − 15
[35]. It is shown that the decrypted image with the modified key 
is completely meaningless, which illustrates the key-sensitivity of 
the encryption technique. This is shown in Fig. 6. Furthermore, the 
correlation coefficient represents the degree of correlation between 
the adjacent pixels in the cipher image. The correlation coefficient 
has been evaluated and compared in Table 4 and Table 5. The PSNR 
and correlation between secret and recovered image is shown in 
Table 6.
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Fig. 3. Examples of test images from OPENi database (OPENi is available at https://openi.nlm.nih.gov/index.php/).

Fig. 4. (a1, a2) Secret images. (b1, d1, f1, b2, d2, f2) Encrypted images and shares. (c1, e1, g1, c2, e2, g2) Histograms of encrypted images and share images.

Fig. 5. Comparison with scheme [35] in terms of histogram uniformity for applicability to natural and medical images. (a, d) Medical images, (b, e). Histogram of encrypted 
images by the proposed scheme. (c, f) Histogram of encrypted images using scheme [35].

Table 5
Comparison of correlation coefficient values for Lena image with recent schemes.

Image 
256×256

Correlation Input 
Image

Proposed 
Scheme

HC-DNA 
[35]

C-DNA 
[54]

[55]

Lena horizontal 0.9494 -0.0014 0.0019 -0.0047 0.0070
vertical 0.9667 -0.0062 -0.0030 0.0040 -0.0102
diagonal 0.9366 -3.9896e-04 0.0018 -0.0034 0.0030
7
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Fig. 6. Key-space analysis and sensitivity with change in initial condition x1(1, 1) from 0.12 to 0.12 + 1e − 15 of the hyperchaotic system.
Table 6
PSNR and correlation between secret and recovered image.

Secret and Recovered Images 
for Proposed method

Correlation PSNR (dB)

Lena 1 ∞
M1 1 ∞
Baboon 1 ∞

Table 7
NPCR values for share images.

Test Images NPCR (%) between first 
share images when the 
input image is changed 
by one bit.

NPCR (%) between second 
share images when the 
input image is changed by 
one bit.

M1 99.10 99.60
M2 98.68 99.71
M3 99.14 99.64
Lena 99.12 99.62
Baboon 99.17 99.69
Bridge 99.07 99.70
Cameraman 99.19 99.63
Peppers 99.12 99.60
Plane 99.07 99.61
Boat 99.14 99.68
M4 99.08 99.69
M5 99.05 99.65
M6 98.75 99.64
M7 98.79 99.70
M8 99.13 99.72

6.1.3. Better diffusion characteristics
To evaluate the diffusion characteristics, we use the parameter 

called NPCR as shown in equation (8) and Table 7. We calculate 
NPCR between the first share images and second share images, re-
spectively, when the input image is changed by 1-bit. The NPCR 
value is close to the maximum theoretical limit of 99.6094% [35]. 
The comparison of NPCR is shown in Table 8.

D (i, j) = {0, if S1 (i, j) = S2(i, j)1, if S1 (i, j) �= S2(i, j)

N P C R (S1, S2) = ∑
i, j D(i, j)

M×N × 100% (8)

6.1.4. Entropy
Entropy is a measure of the amount of randomness in the en-

crypted image and generated shares. The value of entropy should 
be close to 8 for better randomness. The information entropy is 
8

more than 7.99 for both the shares revealing the strength towards 
entropy attacks. The entropy values for both shares generated 
by the proposed scheme are comparable to the state-of-the-art 
schemes [35,54–57,61] and are shown in Table 9 and Table 10.

6.1.5. SSIM
SSIM is called an image structural similarity and its value is be-

tween -1 and +1. Ideally, the similarity score between the secret 
image and image shares should be zero, indicating zero similarity. 
The obtained results are very close to zero and are shown in Ta-
ble 9, which is again comparable to most of the recent schemes 
[35,54–57].

7. Conclusion

The IoT empowered Big Data solutions can facilitate medical 
data analysis during the COVID-19 pandemic. The medical images 
constitute a large portion of the healthcare data and contain sensi-
tive information about patients. For the implementation of efficient 
management solutions, the IoT and AI-based smart healthcare sys-
tems need to be completely secured. The CSIS scheme can be used 
to store the medical images on third-party cloud servers. The use 
of strong encryption with CSIS helps maintaining the security con-
dition of the threshold scheme. In this paper, we proposed an 
encryption algorithm based on the logistic equation, hyperchaotic 
equation, and DNA encoding. Subsequently, we used a lossless CSIS 
method to convert the encrypted secret image into shares for dis-
tributed storage in IoT-based servers. We applied our algorithm to 
medical images as well as natural images and confirmed its with-
standing capability to statistical and differential attacks compared 
to existing methods.

In the future, we aim to implement IoT systems along with the 
use of GPUs to mitigate other disadvantages of the CSIS scheme 
such as high computational complexity and time requirement for 
secret reconstruction.
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Table 8
Comparison of NPCR values with state-of-the-art schemes.

Test images 
encrypted using the 
proposed algorithm

NPCR (%) 
between first 
share images.

NPCR (%) 
between second 
share images.

[55] [57] [58] [60]

Lena 99.12 99.62 99.62 99.59 99.61 99.60
Baboon 99.17 99.69 - 99.61 - -
Cameraman 99.19 99.63 - 99.60 99.60 -

Table 9
Entropy and SSIM values for shares.

Test Images The entropy 
of 1st share

The 
entropy of 
2nd share

SSIM of secret 
image and 1st share

SSIM of secret 
image and 2nd share

M1 7.9923 7.9918 0.0079 0.0065
M2 7.9910 7.9924 0.0032 0.0036
M3 7.9921 7.9924 0.0124 0.0048
Lena 7.9917 7.9929 0.0097 0.0085
Cameraman 7.9928 7.9918 0.0104 0.0065
Barbara 7.9915 7.9926 0.0105 0.0097
Peppers 7.9921 7.9919 0.0081 0.0078

Table 10
Comparison of entropy values with state-of-the-art schemes.

Test Images The entropy of 1st share [59] [56] [57] [61]

Lena 7.9917 7.9974 7.9894 7.9974 7.9983
Cameraman 7.9928 - - 7.9970 -
Baboon 7.9939 - - 7.9968 -
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