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Real-world data (RWD) and real-world evidence (RWE) are becoming essential tools for informing regulatory decision 
making in health care and offer an opportunity for all stakeholders in the healthcare ecosystem to evaluate medical 
products throughout their lifecycle. Although considerable interest has been given to regulatory decisions supported 
by RWE for treatment authorization, especially in rare diseases, less attention has been given to RWD/RWE related 
to in vitro diagnostic (IVD) products and clinical decision support systems (CDSS). This review examines current 
regulatory practices in relation to IVD product development and discusses the use of CDSS in assisting clinicians 
to retrieve, filter, and analyze patient data in support of complex decisions regarding diagnosis and treatment. The 
review then explores how utilizing RWD could augment regulatory body understanding of test performance, clinical 
outcomes, and benefit-risk profiles, and how RWD could be leveraged to augment CDSS and improve safety, quality, 
and efficiency of healthcare practices. Whereas we present examples of RWD assisting in the regulation of IVDs 
and CDSS, we also highlight key challenges within the current healthcare system which are impeding the potential 
of RWE to be fully realized. These challenges include issues such as data availability, reliability, accessibility, 
harmonization, and interoperability, often for reasons specific to diagnostics. Finally, we review ways that these 
challenges are actively being addressed and discuss how private-public collaborations and the implementation of 
standardized language and protocols are working toward producing more robust RWD and RWE to support regulatory 
decision making.

Increasingly, real-world data (RWD) and real-world evidence 
(RWE) are becoming essential tools for regulatory decision making 
in health care and offer an opportunity for all stakeholders in the 
healthcare ecosystem (e.g., medical providers, Health Technology 
Assessment authorities, patient organizations, manufacturers, 
and regulators) to evaluate medical products throughout their 
lifecycle, both prior to and following regulatory approval. RWD 
are the data relating to patient health status and the delivery and 
outcomes of health care collected from various nonexperimental 
sources. RWD are collected as part of or in conjunction with the 
routine care of patients, and can take the form of electronic health 
records (EHRs), claims and billing documentation, patient, prod-
uct and disease registries, laboratory results and biomarker data, 
information on social determinants of health, and information 
gathered from other sources that can inform on health status, such 
as wearable or mobile devices.1 RWE is the clinical evidence re-
garding the usage and potential benefits or risks of a medical prod-
uct or other aspects of health care derived from analysis of RWD.1

Although much attention has been given to regulatory decisions 
supported by RWE for treatment authorization, especially in rare 

diseases, less attention has been given to RWD/RWE related to in 
vitro diagnostic (IVD) products as well as the use of clinical deci-
sion support systems (CDSS).

In vitro diagnostics encompass any reagents, instruments, and 
systems used to diagnose disease or other conditions through the 
collection, preparation, and examination of specimens taken from 
the human body.2 IVDs play a vital role in the healthcare ecosys-
tem, and their importance has been particularly amplified during 
the coronavirus disease 2019 (COVID-19) pandemic. The Cobas 
severe acute respiratory syndrome-coronavirus 2 (SARS-CoV-2) 
and influenza A/B assay, which can detect and differentiate SARS-
CoV-2, influenza A, and influenza B viruses in one test,3 is an ex-
ample of an IVD.

CDSSs are health information technologies that provide 
knowledge and person-specific data to clinicians, staff, and pa-
tients that has been filtered to provide the relevant information 
at the appropriate time to enhance healthcare decisions.4 CDSS 
can promote significant improvements in the safety, quality, effi-
ciency, and effectiveness of health care due to the variety of tools 
contained within it that act to enhance decision making in the 
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clinical workflow.4 In the 1980s, clinicians began using CDSS to 
enhance health care delivery by enhancing medical decisions with 
targeted clinical knowledge, patient information, and other health 
information. For example, DXplain was a computer-based CDSS 
that would accept a list of clinical manifestations and then propose 
diagnostic hypotheses to support physicians.5 These systems have 
seen a rapid evolution in their use to support overall clinical deci-
sion making, and, depending on their intended use and country/
region of commercialization, may be considered as medical or in 
vitro diagnostic devices.4

The use of RWE in regulatory decision making for IVDs has 
unique considerations, as IVDs have specific regulatory require-
ments that differ from traditional medical devices (e.g., random-
ized controlled trials are not usually used for clinical validation of 
IVD devices; leftover or surrogate samples6 may be used in many 
cases). There remains a unique opportunity to develop best prac-
tices, tools, and methodologies specifically for the acquisition and 
appraisal of relevant IVD data generated through routine clinical 
practice, such that they can be evaluated with scientific rigor and 
meet the necessary parameters for data quality assurance to sup-
port regulatory decisions. However, the quality, reliability, and 
availability of RWD does not always align with regulatory needs, 
and thus steps are required to facilitate better access to reliable and 
appropriate RWD.

This review focuses on current regulatory practices in relation 
to IVD product development and explores how utilizing RWD 
could augment regulatory body understanding of a test perfor-
mance, clinical outcomes, and benefit-risk profiles. Similarly, we 
will discuss the use of CDSS in assisting clinicians to retrieve, filter, 
and analyze patient data in support of complex decisions regarding 
diagnosis and treatment, as well as how RWD may be leveraged 
to augment CDSS and improve safety, quality, and efficiency of 
health care practice. Although we present examples of RWD as-
sisting in the regulation of IVDs and CDSS, we also highlight key 
challenges within current healthcare systems that are preventing 
more effective use of RWE in this area. Challenges include data 
availability, reliability, accessibility, harmonization, and interoper-
ability. At the same time, we review ways that these challenges are 
actively being addressed and discuss how private-public collabora-
tions and the implementation of standardized language and proto-
cols are working toward producing more robust RWD and RWE 
to support regulatory decision making.

THE STATE OF REGULATORY REQUIREMENTS FOR IVDS 
AND CDSS
Regulation of IVDs and device CDSS is important to ensure 
that all products available to patients are safe and effective, ful-
fill their intended use, and have an appropriate benefit-risk pro-
file. However, obtaining the evidence needed to support robust 
decision making is often time-consuming and costly.7 Regulatory 
decision making is subject to local and regional differences, which 
may affect the type of RWD needed. In the United States, medical 
devices, including IVD products, are regulated by the US Food 
and Drug Administration (FDA), and are classified based on the 
level of risk associated with them.8 In the European Union, reg-
ulation is slightly different due to the varied responsibilities of 

the European Medicines Agency (EMA) and the national com-
petent authorities within each of the member countries.9,10 In 
China, there is a similar system of classification based on potential 
risk, and medical device registration is regulated by the National 
Medical Products Administration (NMPA).11

The United States of America
In the United States, the FDA’s Center for Devices and 
Radiological Health (CDRH) is responsible for the regulation 
of medical devices. The FDA classifies medical devices, includ-
ing IVD products, into class I, II, or III according to the level of 
risk and regulatory control necessary to reasonably assure safety 
and effectiveness, taking into account factors such as the target 
population for whose use the device is intended and the predicted 
benefits weighed against the predicted risks (Table  1).8 Non-
exempt class I and II devices require a 510(k) submission in order 
to demonstrate a level of safety and efficacy comparable with those 
of a similar legally marketed device (a predicate device). A 510(k) 
should summarize the device characteristics, provide predicate de-
vices to which substantial equivalence is claimed, and describe any 
nonclinical bench performance tests and analytical studies.12 Class 
III devices are the highest risk devices regulated by the FDA. They 
require Premarket Approval instead of 510(k) clearance and are 
subject to the most stringent premarket regulatory requirements 
in the United States.13 Additionally, for situations where a low or 
moderate risk medical device has no legally marketed predicate 
or a new device is not considered substantially equivalent, it must 
undergo the de novo classification process through which it is as-
sessed and granted a relevant class designation.14 IVDs are defined 
as devices in §201(h) of the Federal Food, Drug, and Cosmetic Act 
and, for certain intended uses, may also be considered biological 
products subject to §351 of the Public Health Service Act. IVDs 
are generally also subject to categorization under the Clinical 
Laboratory Improvement Amendments of 1988 (CLIA ‘88). As 
with all other medical devices, IVDs are subject to premarket and 
postmarket controls.8

For IVDs, the FDA considers a range of analytical studies during 
premarket review, including evaluations of accuracy, precision, 
specificity, and sensitivity.15 In instances where analytical data are 
deemed insufficient, determination of substantial equivalence may 

Table 1  FDA Medical Device Classification and Approval

Device class Risk
Application Required for 

FDA Approval

Class I:

Exempt Low None, but must comply 
with general controls

Non-exempt Low 510(k) submission

Class II

Exempt Moderate None, but must comply 
with general and special 

controls

Non-exempt Moderate 510(k) submission

Class III High Premarket Approval 
Application (PMA)

FDA, US Food and Drug Administration.
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be achieved by providing clinical performance data. In order for 
a new device to be considered substantially equivalent to predi-
cate devices, the devices must have the same intended use as the 
predicate and the same technological characteristics, or the same 
intended use and different technological characteristics.15 Clinical 
performance data could include clinical data establishing that the 
new IVD falls within the intended use of the predicate device, 
despite having different indications, such as over-the-counter vs. 
prescription, or targeted to patients with similar symptoms but 
different diseases.15 Similarly, the FDA may request clinical data 
for new IVDs that use different technologies in order to demon-
strate that the performance of the device is equivalent to that of 
the predicate.15

The FDA is currently implementing a national unique de-
vice identification (UDI) system which, once fully applied in 
September 2022, will mean that the labels of most medical devices 
will possess a UDI, which will improve interoperability across the 
healthcare system and allow for improved identification of device 
safety concerns and long-term quality and performance.16 The 
plain-text portion of the UDI can be listed as a single line or mul-
tiple lines and should be affixed below or near the automatic iden-
tification and data capture (AIDC) barcode or other AIDC type. 
This format is critical because “the easily readable plain-text form 
allows healthcare professionals (HCPs), patients, the FDA, and 
other users of the UDI system to read and enter the UDI into data 
systems, such as patient records or reports to the FDA, without 
technological assistance.”17

In the United States, some CDSS are considered as non-devices 
if they are intended for use by HCPs, but the HCP can inde-
pendently review the basis for the recommendations, as with soft-
ware that provide HCPs with current treatment guidelines. CDSS 
that qualify as software as a medical device (SaMD)18 are regulated 
in the same manner as traditional medical devices and IVDs and 
are classified according to the FDA’s three-tiered classification sys-
tem. However, over the last several years, the Agency engaged in a 
number of domestic and international efforts to advance regula-
tory frameworks for SaMD products. In 2013, the International 
Medical Device Regulators Forum (IMDRF), a group of interna-
tional medical device regulators, including the FDA, formed the 
Software as a Medical Device Working Group to provide harmo-
nized guidance to support the innovation and access to effective 
and safe SaMD.19 Chaired by the FDA, the SaMD Working Group 
issued several foundational guidance documents for SaMD regu-
lation, including key definitions,18 framework for risk categoriza-
tion,20 application of a quality management system,21 and clinical 
evaluation.22 Domestically, the FDA has conducted a pilot in rela-
tion to a Software Precertification Pilot Program,23 introduced the 
concept of predetermined change control plans,24 and published 
an AI Action Plan25 in an effort to advance SaMD regulatory 
frameworks.

The European Union
The adoption in April 2017 of Regulation (EU) 2017/745 on 
Medical Devices Regulation (MDR; EU) 2017/746 on in vitro  
diagnostic medical devices regulation (IVDR) changed the EU legal 
framework for medical devices, introducing new responsibilities  

for the EMA, for national competent authorities, and for device 
manufacturers. Both MDR and IVDR entered into force in May 
2017 and have a staggered transition period.9,10 For IVDs, de-
vices are classified as classes A, B, C, and D depending on their 
intended purposes and inherent risks (Table 2). Prior to placing 
a device on the market, manufacturers must undertake an assess-
ment of the conformity of that device, specifying and justifying 
the level of clinical evidence necessary to demonstrate conformity 
with the relevant general safety and performance requirements.9 
Manufacturers must also plan, conduct, and document a perfor-
mance evaluation that demonstrates scientific validity (the associ-
ation of an analysis with a clinical condition or physiological state), 
analytical performance (e.g., analytical specificity, bias, precision, 
accuracy, etc.) and clinical performance (e.g., diagnostic sensitiv-
ity, diagnostic specificity, positive/negative predictive value, etc.). 
This performance evaluation must be updated throughout the 
lifecycle of the device, and manufacturers are required to maintain 
and update a postmarket surveillance system in order to assess the 
quality, performance, and safety of a device throughout its entire 
lifetime.9

Under the IVDR, devices must be labeled with a UDI consisting 
of both a device identifier (UDI-DI), specific to the manufacturer 
and device, and a production identifier (UDI-PI), identifying the 
unit of device production, which should enable unambiguous de-
vice identification and increase traceability.9,10 Additionally, the 
European Commission implemented a new European Databank 
on Medical Devices (EUDAMED) to strengthen market surveil-
lance and transparency for competent authorities and to dissemi-
nate information to the general public.26

In the European Union, CDSS is considered to be a medical de-
vice if it has an intended purpose that fulfills the “medical device” 
definition according to the MDR9 and IVDR.10,27 However, there 
is no specific regulatory term for CDSS or SaMD. Instead, the 
MDR- and IVDR-related guidance documents use the term med-
ical device software (MDSW).28 As with the FDA, the European 
Commission Directorate is a member of the IMDRF.9,29

China
The NMPA is responsible for the registration of medical devices 
in the Chinese market. Medical devices and IVDs are classified 
as class I, II, or III based on their potential risks (Table 3). When 
registering a device in China, a submission must include product 
risk analysis data, technical product requirements, a product in-
spection report, clinical evaluation data, a product manual, label 
sample draft, quality management system documents related to 
product development and production, and any other materials 

Table 2  EU IVD Device Classification and Approval

Device class Risk
Application required EU 

approval

Class A Low Self-assessment only

Class B Moderate Notified body approval

Class C High Notified body approval

Class D Very high Notified body approval

EU, European Union; IVD, in vitro diagnostic.
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required to prove product safety and effectiveness.11 In terms of 
SaMD regulation, the NMPA regulates SaMD products in the 
same manner as traditional medical devices and is also a member 
of the IMDRF.30

In 2019 through 2020, the NMPA ran a UDI pilot pro-
gram in collaboration with the National Health Care Security 
Administration (NHCSA) as well as the National Institutes of 
Medical Device Standards Management. This included three 
initial pilot groups: medical device manufacturers, distributors, 
and users.31 Following this pilot, the Center for Medical Device 
Evaluation (CMDE) announced that compliance with UDI re-
quirements will now be enforced; applicants with devices listed 
under the medical device categories provided by the CMDE must 
now complete and upload UDI-DI information when submit-
ting a registration, renewal, or modification application for their 
device.32

To summarize, in the United States, IVDs are regulated by 
the FDA, which classifies them into class I, II, or III based on 
whether they have low, moderate, or high risk, with each class 
requiring different applications in order to gain the FDA’s ap-
proval. In the European Union, the main regulatory body is the 
EMA, which classifies devices into class A, B, C, or D based on 
whether they have a low, moderate, high, or very high risk. In 
China, devices are regulated by the NMPA, using a similar clas-
sification system to the United States, which places devices into 
class I, II, or III depending on their risk category. The FDA, the 
EMA, and the NMPA all require manufacturers to provide evi-
dence that their device conforms to the requirements for safety 
and performance before it can be accepted to the market. In ad-
dition, all three regions are seeing an increasing implementation 
of UDIs to improve interoperability across healthcare systems 
and enable postmarketing surveillance.

THE ROLE OF RWD IN MEDICAL DEVICE REGULATORY 
DECISIONS
Current Guidance for Utilizing RWD for IVDs and CDSS
The FDA’s recent publication “Examples of Real-World Evidence 
(RWE) Used in Medical Device Regulatory Decisions” includes 
90 publicly available examples from 2012 to 2019 of RWE use 
in medical device regulatory decisions,33 however, only eight ex-
amples provided in this document relate to IVDs. Furthermore, 
although the same criteria of RWE acceptability were applied, 
most examples included are from prior to the issuance of the 
FDA CDRH Guidance, “Use of Real-World Evidence to Support 
Regulatory Decision-Making for Medical Devices: Guidance for 
Industry and Food and Drug Administration Staff,” (hereinafter 

“FDA RWE Medical Device Guidance”).29,33 Nonetheless, the 
document provides an important reference point for leveraging 
RWE in regulatory submissions.

The Medical Device Innovation Consortium (MDIC) In Vitro 
Diagnostic Real-World Evidence Framework (hereinafter “IVD 
RWE Framework”) was developed following the release of the 
FDA RWE Medical Device Guidance to provide additional con-
textual information as issues pertain to clinical validation of RWD 
in premarket and postmarket regulatory decision making of IVDs 
more specifically.29,34 The FDA Medical Device RWE Guidance 
focuses on the use and potential value of RWE to support regu-
latory decision making for medical devices and was informed by 
an analysis of current and historical experiences.29 The IVD RWE 
Framework describes when and how appropriate study designs and 
analytical methods may be applied to relevant and reliable RWD 
to generate valid scientific RWE to inform or augment regulatory 
decisions in support of clearance or approval of an IVD.34 It dis-
cusses general study design and methodology considerations when 
making regulatory decisions based on data generated from a rou-
tine clinical environment, including addressing data quality issues 
(e.g., missing data, transparency in data generation processes, and 
systematic biases) and approaches to establishing criteria for data 
evaluation in a benefit/risk context.34 The IVD RWE Framework 
also describes both hypothetical and previously approved regula-
tory case examples of applications of RWE in the IVD setting, such 
as when data for clinical validation may be difficult or burdensome 
to collect.34

The introduction of RWD into Chinese IVD clinical evalu-
ation is relatively new in contrast to the FDA, and as such there 
is limited information and few examples of use cases available. 
However, in November 2020, the NMPA published the document 
“Announcement on the Publication of the Technical Guidelines 
for the Use of Real-World Data in Clinical Evaluation of Medical 
Devices (Trial)” with the aim of normalizing and guiding the 
application of RWD to support medical device regulation. The 
guidance provides information on the advantages and limitations 
of RWD sources and discusses evaluation of RWD quality.35 The 
trial implementation of these guidelines is a promising step toward 
implementation of regular RWD use to support future medical de-
vice regulation in China.

The guidance for RWD for CDSS is much less robust than 
for IVDs. The draft guidance from the FDA is primarily focused 
on defining what constitutes a CDSS.17 Generally, countries 
defer to IMDRF guidance,22 which briefly describes how RWD 
may be leveraged to monitor software safety, effectiveness, and 
performance.

Table 3  Filing and Registration of Chinese Medical Device Products

Device class Risk Application required NMPA approval

Class I Low Filing materials submitted to the department in charge of drug supervision and management of the 
municipal people’s government with districts (Municipal Bureau)

Class II Moderate Registration application materials submitted to the drug regulatory department of the people’s government 
of the province, autonomous region, or municipality directly under the Central Government (Provincial 

Bureau)

Class III High Registration application materials submitted to the drug regulatory authority of the State Council (NMPA)

NMPA, National Medical Products Administration.
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IVD submissions supported by RWD
In this section, we introduce existing IVD submissions that were 
supported by RWE. One such submission is DEN170058, which 
relates to the MSK-IMPACT assay indicated as a next-generation 
sequencing-based tumor profiling test, was supported by clinical 
data from an electronic medical record database of patients with 
advanced cancer as part of routine workflow at Memorial Sloan 
Kettering Cancer Center. Retrospective analysis of these records 
provided evidence to support a pan-cancer claim, to validate a 
test cutoff, and to provide data on somatic mutation prevalence.33 
Submission number P160052 relates to the Placental Alpha 
Microglobulin-1 Immunoassay and encompasses a total-product 
lifecycle example supported by clinical evidence in the form of pa-
tients’ medical records. The sponsor submitted an observational 
clinical utility study of patients tested using the assay for premar-
ket clinical evidence and as a condition-of-approval.33 Submission 
number P140020 involves a germline gene mutation test (trade 
name BRACAnalysis CDx). As a condition-of-approval, the com-
pany (Myriad Genetic Laboratories) is required to collect, in a 
sponsor database, data regarding all IVD results during commer-
cial use.33 A personal genome service from 23andMe (submission 
number DEN160026) supported a de novo classification request 
using peer-reviewed, real-world literature as a primary source of 
clinical evidence for each of the 10 conditions included in the 
Genetic Health Risk tests. Information from the CFTR2 da-
tabase, a publicly maintained next generation sequencing data-
base, was used as the sole source of clinical evidence supporting 
a 510(k) for both the Illumina MiSeqDx Cystic Fibrosis Clinical 
Sequencing Assay and the Illumina MiSeqDx Cystic Fibrosis 
139-Variant Assay (Illumina, Inc. submission numbers K132750 
and K124006).33 An example of premarket Pediatric RWE 
use is the SEEKER System (Baebies, Inc. submission number 
DEN150035), which was supported by a pivotal trial embedded in 
a state-run routine screening program, the Missouri State Public 
Health Laboratory, and Missouri Department of Health and 
Senior Services (MDHSS) Surveillance Program.33

CDSS submissions supported by RWD
RWD offers the potential for the FDA and other international 
regulatory bodies to augment their understanding of CDSS 
benefit-risk profiles and could even provide new insights into po-
tential clinical outcomes and device performance. Three instances 
in which RWD has been used to support premarket regulatory 
decision making for digital health technologies, including CDSS, 
are provided in the FDA’s “Examples of Real-World Evidence 
(RWE) Used in Medical Device Regulatory Decisions.”

Specifically, PeraHealth Inc. leveraged data from retrospective 
medical records of adult and pediatric patients to demonstrate 
the safe and effective performance of the PeraTrend System (sub-
mission number K172959).33 In another example, a radiological 
computer-aided triage/notification system (ContaCT, Viz AI, Inc., 
submission number DEN170073) used standard-of-care notifica-
tion time extracted from radiologist reports against a comparable 
metric from standalone testing of the SaMD to support a second-
ary analysis.33 Additionally, Natural Cycles Nordic AB (submis-
sion number DEN170052) performed a retrospective analysis of 

15,000 users of their mobile application as a primary source of clin-
ical evidence to support its de novo classification request.33

CURRENT CHALLENGES OF RWD FOR IVDS AND CDSS
Despite efforts underway to better facilitate the integration of 
RWD use in regulatory decision making, utilizing RWE for IVDs 
and CDSS is not without its challenges. RWD sources should be 
fit for purpose, and the evidence generated should be robust to 
drive decision making. The relevance and reliability of RWD, 
RWD sources, and resulting analyses must be evaluated to deter-
mine whether the data either partially or fully addresses the reg-
ulatory question, if the data accrual can be adequately confirmed 
to have minimal errors, and if the data assurance is sufficient.29

Data relevance and reliability
The FDA guidance specifies that RWE should be supported by an 
appropriate study design and execution of statistical RWD analy-
sis plan that addresses (minimizes) differential confounders and 
baseline risks. However, the data needed for regulatory analysis 
might not always be available; for instance, RWD could be miss-
ing information on important confounders and patient follow-up 
which, in turn, could impact the ability to predict the risk of po-
tential adverse clinical outcomes.36 Data to support IVD regula-
tory decisions can be sourced from EHRs, laboratory information 
systems, disease and medical device registries, and administrative 
claims and hospital discharge databases.29 Each of these data 
sources have their own advantages and limitations when it comes 
to acquiring the full information needed for product assessment. 
For example, laboratory information may not include all the rel-
evant results or any details on modifications made to the test by 
a clinical laboratory.36 Moreover, EHR, medical device registries, 
and administrative claims data may not contain information on 
patient follow-up. For example, when patients change insurance 
providers, follow-up is often logged in different claims databases.36

Problems with data availability are relevant to the current 
COVID-19 pandemic: the rapid and severe onset of the disease 
restricts availability of information related to modes of transmis-
sion, clinical presentation, and clinical outcomes postinfection. 
Compounding these challenges are the additional caveats that not 
all patients who contract COVID-19 are tested, and those that are 
may be subject to false-positive or false-negative results due to het-
erogeneity in the accuracy of different available tests on the market.

The COVID-19 pandemic has also highlighted challenges in 
data reliability. During the pandemic, there have been several con-
troversies surrounding poor standards in laboratory data reflected 
by the existence of broad variations in case number estimates and 
the results of seroprevalence studies. This is often a result of labora-
tory data being inappropriately used to generate RWE rather than 
the data themselves. One of the most controversial cases was the 
Santa Clara County study,37 which claimed that the true number 
of COVID-19 cases was 50 to 85 times higher than officially re-
corded in the Santa Clara area. However, concerns about the test-
ing kits used, recruitment into the study, and statistical treatment 
of the data compromised the reliability of the conclusions. This 
highlights the vital importance of ensuring IVD data reliability.38 
A harmonized system for IVDs would provide more information 
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on the mechanism of data generation for laboratory results and 
only improve the strengths of upcoming studies. To this end, guid-
ance on the use of RWD is still evolving in order to provide stan-
dardization across databases.39

Data sharing and accessibility
Data access is another significant issue faced when compiling 
RWD. Much of the promise of RWE stems from its potential 
to achieve statistical significance by amalgamating population-
based data sets. In countries like the United States, where the 
culture of privacy protection is strong and public scrutiny over 
digital privacy protection continues to grow with increasing 
awareness, the sharing of clinical data to unlock important  
insights remains limited and difficult. The risk of data theft,  
manipulation, and other malignant use are becoming more appar-
ent with every news cycle.40 There are a number of de-identification   
strategies being explored, but fundamentally may not be pos-
sible for every type of data. Strategies to avoid the transfer of 
actual data, such as synthetic data and federated learning, are 
being developed but are largely in their infancy.40 The synthetic 
data approach enables generation of a realistic synthetic record 
that has the same statistical and time-dependent properties as 
the original data, but does not link the data to individuals, lead-
ing to full anonymization of the data set.41 Federated learning is 
a learning paradigm that trains algorithms collaboratively with-
out actually exchanging the data itself; in a healthcare setting, 
federated learning is able to form a consensus model without 
moving patient data beyond institution firewalls.42 However, 
tiered access to data seems unavoidable, with many stages of 
permissioned access likely to come between tightly regulated to 
widely open access.

Similar challenges exist in the European Union, where the 
General Data Protection Regulation (GDPR) is in place.43 The 
GDPR plays a critical role in protecting the interests of individuals 
over their data and establishes rules for the processing of personal 
data (including health data). However, the implementation and 
the interpretation of this Regulation, including its inconsistent 
application across EU Member States and the existence of parallel 
national Member State laws with regard to the processing of health 
data, create considerable uncertainties which have resulted in bar-
riers to health data use. For example, under the GDPR, medical de-
vice and IVD companies face difficulties in accessing and sharing 
data for secondary use purposes, which can lead to significant chal-
lenges in leveraging RWD for regulatory decision making (among 
other challenges). Such barriers may potentially be addressed 
through the European Health Data Space (EHDS), a European 
Commission priority focused on promoting better exchange and 
access to different types of health data (EHRs, genomics data, data 
from patient registries, etc.) to support healthcare delivery (pri-
mary use of data) and health research and health policy making 
(secondary use of data).44 This initiative should aim to establish 
a firm legal basis for processing health data and provide legal cer-
tainty regarding the rules under which health data can be collected, 
processed, and shared.45

In 2017, the Chinese National Scientific Data Sharing Platform 
for Population and Health (NSDSPPH) released 49.1 TB of 

clinical data collected from hospitals, which is now available to the 
public and researchers.46 However, data accessibility is still a lim-
itation to RWD utilization in China, with EHRs primarily used 
for clinical practice and thus largely containing unstructured data 
that is not required to be shared with other healthcare systems.47 
Another limitation of data sharing in China is that patient privacy 
is jeopardized by the fact that there is no clear regulation for de-
identifying health system data. A 2020 study using patient data 
from Chinese hospitals evaluated privacy risks based on the US 
Health Insurance Portability and Accountability Act (HIPAA) 
safe harbor and limited data set policies. They reported that pa-
tient data might be vulnerable to re-identification risks under 
different policies and lay the foundation for further privacy risk 
studies using Chinese patient data.48

Data fragmentation
Patient interactions with the healthcare system generate large 
volumes of data, which are stored in disconnected systems. 
Fragmented RWD is a key barrier in generating RWE for IVDs 
and CDSS. Fragmentation of RWD provides an incomplete pic-
ture of a patient’s healthcare journey, leading to gaps in RWE. For 
example, due to the decentralized nature of the US healthcare sys-
tem, data on a patient’s healthcare journey are distributed across 
many different data stewards. A patient’s healthcare data can be 
scattered across any clinical trial(s) in which they participated, the 
EHR of the hospital(s) the patient visited, the prescriptions that 
they picked up at one or more pharmacies, the laboratory test(s) 
they received in the outpatient clinic, and their wearable devices.

Further complicating matters is that international privacy pro-
tections require that patient-level data can only be shared on a 
de-identified basis. As a result, before exchanging healthcare data, 
RWD sources are required to remove all Personally Identifiable 
Information and represent them with an ID of some form. This 
is problematic in that these IDs are different for the same individ-
ual across RWD sources, making the linking of data across RWD 
sources difficult.49

For example, in traditional clinical studies, participants meeting 
the eligibility criteria during screening are enrolled at individual 
sites. As they enroll, participants give consent for their data to be 
used for specific purposes related to the study. They are then ran-
domly assigned to an arm of the study. In many studies, this process 
is designed to be “blinded,” meaning that neither the participants 
nor the investigators know if the participant is receiving the treat-
ment, a comparator, or a placebo. In order to protect the integrity 
of the study, each participant’s identifying information is removed 
and replaced with a subject ID. Investigators use the subject ID to 
track all of the patient’s site visits and to create a longitudinal re-
cord. Once this de-identification occurs, the sponsor might be left 
with a very expensive siloed data set that cannot be linked to other 
RWD sources.50

Interoperability
The most significant and problematic challenges hampering health 
data interoperability are the nonstandardized approaches to data col-
lection and lack of an industry-wide interoperability measurement 
standard. The general problems with RWD collection of IVDs are 
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that test results are not always included in routine claims databases 
or are provided in an unstructured format, such as free text added to 
the record. Moreover, reimbursement codes may be “cross-walked” 
from one version to another, which means information on specific 
tests may be missing.36 A key challenge of laboratory interoperabil-
ity is the limited use of terminology standards that would reduce the 
time spent exchanging, tracking, and reporting tests. Translating ob-
servational data findings from a provider, laboratory data, and other 
diagnostic information to standard terminologies would allow them 
to be understood by all information systems.51

In the United States, the Interoperability Standards Advisory (ISA) 
process is designed to bridge interoperability gaps in the healthcare 
industry by coordinating the identification, assessment, and public 
awareness of interoperability standards and implementation speci-
fications.52 However, the adoption of standard and implementation 
specification orders related to IVDs have been minimal to date.53 In 
the European Union, the ISA2 running from 2016 through 2020 of-
fered a similar facility of interoperability solutions for public admin-
istrations, businesses, and citizens, aiming to implement interoperable 
cross-border and cross-sector public services.54 However, an evalua-
tion of the program recognized awareness-raising beyond national 
administrations, transitioning from user-centric to user-driven solu-
tions, and preservation of the program’s achievements as areas in need 
of improvement.55 The eHealth Action Plan 2012–2020 was de-
signed to implement widespread use of eHealth across the European 
Union, but barriers to deployment included lack of awareness of, as 
well as limited confidence in eHealth among HCPs and patients, lack 
of interoperability, and regional differences in the access to informa-
tion and communication technology services, particularly in deprived 
areas.56 The eHealth system utilizes information and communication 
technology in healthcare systems and covers the interaction between 
patients and health-service providers, institution-to-institution trans-
mission of data, or peer-to-peer communication between patients 
and/or HCPs.56

China has a significant problem with data interoperability, as 
adoption of individual EHRs is hindered by incompatibility be-
tween different hospital systems; over 300 commercial providers of 
hospital information systems exist in China, and each use different 
technical structures and data standards. Healthcare systems are not 
required to exchange data with each other, and there is a distinct lack 
of consistent medical terminology.47 In 2002, use of the International 
Classification of Diseases Revision 9 (ICD-9, and more recently ICD 
Revision 10 (ICD-10)) was mandated by the National Health and 
Family Planning Commission for all hospital patients, but the coding 
of other clinical terms beyond diagnosis varies greatly among hospital 
information systems and thus makes data exchange difficult.47

OPPORTUNITIES FOR RWD USE TO SUPPORT IVD AND 
CDSS REGULATION AND INNOVATION
RWD are a source of data containing a wealth of information that 
can be used to support medical device regulatory decisions. The 
FDA has already demonstrated its willingness to leverage RWD in 
premarket submission determinations, as indicated in the previously 
cited examples, and use of RWD for regulatory decision making 
supports the FDA’s mission to help patients gain timely access to 
high-quality, safe, and effective medical devices.57 Supporting these 

efforts, pending legislation in the US Senate seeks to enable more ef-
ficient use of RWD and RWE.58 But to further achieve this goal, the 
FDA and other regulatory authorities must continually improve and 
increase the efficiency of RWD regulatory processes.

Promoting RWD value to evolve methodology and improve 
fit-for-purpose data availability
One approach is to apply guiding principles that are “least burden-
some,” which is defined by the FDA as “the least amount of informa-
tion necessary to adequately address a relevant regulatory question 
or issue through the most efficient manner at the right time.”57 
Similarly, in the European Union, more significant premarket and 
postmarket regulatory requirements under the MDR and IVDR 
have created opportunities for more widespread use of RWD for reg-
ulatory decision making. With these definitions and foundational 
principles in mind, depending on the intent, RWD could offer a 
less burdensome source of data as compared with traditional clinical 
studies as the data are generated during typical healthcare activities.

For instance, when designing medical device clinical studies, 
prospective enrollment of subjects is the traditional way to acquire 
a required sample size. If the disease or condition of interest has 
a low prevalence, then many patients would need to be screened, 
thus incurring high associated costs and demands on the time of 
investigators, patients, and the overall study period. However, by 
leveraging data about subjects from RWD sources, it is possible to 
augment data collection for traditional studies to reduce the length 
and costs of clinical studies. In some instances, RWD may serve as 
the sole clinical study data source.

In a recent study, Chen et al. introduced a statistical method to 
potentially expedite clinical studies through the use of RWD in sit-
uations where there is a low disease prevalence, which serves as a 
strong example of the possibilities for leveraging RWD.59 By using 
the propensity score methodology defined in the study, Chen et al. 
demonstrated that it was possible to define a group of real-world 
subjects who matched their prospectively enrolled counterparts 
and confirmed that the model was transferable to the evaluation of 
any diagnostic test.59

Tokenization to combat data fragmentation
To solve the data fragmentation challenges, one strategy is to 
use a common token across various RWD sources. Tokenization 
utilizes the underlying identifying information in a dataset and 
uses encryption to create a de-identified, unique, and irreversible 
alphanumeric string that is unique to a patient. This token, unlike 
an ID, is the same for the same patient across all RWD sources. As 
a result, the token can be used as the key to link disparate RWD 
sources together, resulting in a fuller picture of a patient’s health-
care journey.60

In the context of clinical trials, tokens can be used by sponsors 
to link their clinical trial data to other RWD sources resulting in 
exciting use cases such as:

●	 Retrospective Subcohort Analysis: When reviewing study data, 
investigators often identify a particular subcohort of patients 
that responded better to the treatment than others, or that 
might have experienced more adverse side effects. By linking 
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in EHRs, historical diagnoses, and demographic data, inves-
tigators can gain further insight into what factors might have 
driven differential response to treatment.61

●	 Long-Term Surveillance Monitoring: In other cases, sponsors 
may want or be required to track patients for a number of years 
after a study is completed, seeking to better understand long-term 
outcomes and ensure there are no unanticipated safety events 
when the treatment is deployed in the real world. To do so, they 
could link their clinical trial data to EHRs and claims data.62

Standardization to improve interoperability
Another important consideration related to the use of RWE in 
regulatory decision making for IVDs is that such RWD use is only 
possible if the data is interoperable, of sufficient quality, and able 
to be extracted and presented in a structured format, which, for 
example, could be achieved using natural language processing.63 
As such, it is vital that healthcare systems, electronic medical 
software companies, and the IVD industry adopt a common data 
model for IVD test results. To achieve this, we recommend that 
stakeholders implement a digital format consisting of the data el-
ements described in the LIVD (Logical Observations Identifiers 
Names and Codes (LOINC) for IVD)64 digital format proposal 
(with the addition of data elements for identifying IVD instru-
ment serial number and IVD assay lot number) and UDI. Such 
an approach will enable unambiguous identification of IVD test 
result information to facilitate routine collection of IVD RWD. 
This will benefit IVD manufacturers and regulators in relation 
to regulatory decision making, and it will also benefit patients, 
HCPs, health care institutions, payers, and multiple other stake-
holders by enabling greater evidence generation and insight into 
the real-world performance of these products.

Private-public partnerships to support RWD utilization
The National Evaluation System for health Technology 
Coordinating Center (NESTcc) was established in 2016 by the 
MDIC to support the sustainable generation and use of timely, re-
liable, and cost-effective RWE to support the entire medical device 
lifecycle. In 2018 and 2019, the NESTcc announced 21 test-case 
projects that reflect the diversity of the types of medical devices 
available and their different uses, following them throughout the 
medical device Total Product Life Cycle.65 The objective of exam-
ining these test-case projects is to explore the feasibility for medical 
device ecosystem stakeholders working with RWD sources, and to 
help identify areas where NESTcc could assist with reducing trans-
action costs, such as data sharing agreements and public policies.

Another NESTcc initiative is an evaluation of the uptake of 
UDIs by health systems, which seeks to understand current im-
plementation and use of UDIs in clinical care in order to identify 
potential barriers to more consistent deployment.66 Use of UDIs 
across healthcare systems would greatly improve interoperability 
and therefore increase the availability of high-quality RWE avail-
able for medical devices and permit long-term safety surveillance. 
Once UDIs are well integrated into RWD, they will enable RWE to 
be generated from a wider number of sources that can support the 
total evidence required for initial approvals and label expansions. 

Additionally, broad UDI adoption will allow device manufactur-
ers to link clinically meaningful outcomes related to use of their 
devices in order to generate RWE to demonstrate the value of their 
product to payers.

In addition to UDIs, efforts directed at solving the challenges of 
RWD use in RWE and to promote accessibility, interoperability, and 
linkage in defragmentation of stakeholder data sources include sev-
eral collaborative working groups. One example is NEST, which the 
FDA played a significant role in the establishment of, and is designed 
to generate better evidence more efficiently across the total product 
lifecycle of a medical device through the use of RWE and advanced 
analytics. The impetus for NEST was primarily the FDA’s interest in 
improving the quality of available RWE so that it can be used to bet-
ter inform HCPs and patients about the devices available to them.67

Another example of a public-private partnership created to in-
troduce laboratory information interoperability is the Systemic 
Harmonization and Interoperability Enhancement for Lab Data 
(SHIELD) initiative, which developed (LOINC) that will be con-
sistently linked to the same type of IVD by manufacturers, labo-
ratories, and HCPs.68 Michael Waters, PhD, succinctly described 
SHIELD’s principles as “Simply, describing the same test the same 
way. By improving the semantic interoperability of laboratory data 
within and between institutions, diagnostic information can be 
used to better support clinical decisions.”69

Whereas attempts to improve interoperability are ongoing, 
emergency situations reinforce the value and urgency of being 
able to use RWE to drive the adoption of healthcare data in-
teroperability. The COVID-19 pandemic has motivated the fast-
tracking of data availability/interoperability internationally. The 
Interoperability Proving Ground (IPG) is an open community 
platform designed to allow countries to share information on in-
teroperability projects. To date, there are 96 project entries related 
to the COVID-19 Novel Coronavirus Pandemic covering topics 
such as interoperability of patient care, clinical workflow tools, 
and designing patient care plans.70 Created in the United States, 
the majority of IPG projects stem from numerous states across the 
country, but there are additional projects from Canada, Australia, 
the Netherlands, Ukraine, and Finland.70 Although this is far from 
being a strong international interoperability platform, it demon-
strates an opportunity and an interest in facilitating healthcare har-
monization at an international level.

Within the United States itself, the recent cooperative arrange-
ment agreed between competing HCPs HealthPartners and Allina 
Health71 represents an exciting example of interoperability be-
tween two companies that could broaden the scope and quality of 
available RWD. Progress toward a connected healthcare system is 
slow, but the COVID-19 pandemic highlighted the detrimental 
impact that a lack of interoperability can have on healthcare pro-
vision. In a pandemic situation, where an urgent care response is 
required, the healthcare system is severely hindered by a lack of har-
monization resulting in inconsistent statistics, and the requirement 
for time-consuming manual data processing, which is not appro-
priately reactive to healthcare demands.51

The MDIC is a public-private partnership organization in the 
United States that facilitates collaboration among industry, govern-
ment, and non-profits to advance medical device regulatory science 
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for patients. MDIC’s IVD RWE Framework focuses on issues re-
lated to the clinical validation of RWD in pre- and postmarket 
regulatory decision making and assists stakeholders in identifying 
appropriate RWD/RWE that is “fit-for-purpose.”34 The MDIC is 
leading the “Open Hand” process to provide a transparent process 
to evaluate new technology and methods, in particular, converting 
emergency use authorizations for a COVID-19 diagnostics to full 
510(k) or de novo submissions.72

One of the main challenges encountered when collecting 
RWD, which sometimes deters researchers from using RWD, is 
the potential for variation in the language used to report health 
measurements and observations. Using traditional research meth-
ods, such as randomized clinical trials (RCTs) synergistically with 
RWE requires researchers to consider hybrid research approaches, 
such as pragmatic trials or cluster-randomized designs.40 These 
approaches too, have challenges because they require the engage-
ment of the health system and health providers, incorporation of 
disparate RWD sources, and analysis techniques that may be more 
complicated than those traditionally used in RCTs. However, these 
approaches can achieve the same level of rigor of an RCT, reduce 
patient burden, and achieve cost and time savings. For this to be 
effective, clinical researchers and regulators alike need support, 
training, and tools to choose appropriate data sources and meth-
odologies to facilitate their use of RWE and hybrid methods.

A final collaboration example is the IMDRF, introduced earlier 
in this review as a group of international medical device regulators, 
who have a mission to strategically accelerate international medical 
device regulatory convergence to promote an efficient and effective 
regulatory model for medical devices that is responsive to emerg-
ing challenges in the sector while protecting and maximizing pub-
lic health and safety.73 As such, it is important for medical device 
manufacturers and regulators to come together to address the chal-
lenges and opportunities identified in this paper. Principles such 
as regulatory agility and harmonized regulatory approaches will 
advance regulatory science in relation to the use of RWD in reg-
ulatory decision making. This will transform the healthcare sector 
and lead to new insights and improvements in patient care, during 
both “normal” times and times of crisis.

CONCLUSIONS
RWD holds great potential to facilitate rapid deployment of IVDs 
and CDSS, support new approvals, lead to expanded device indi-
cations, support label enhancements, and fulfill postmarketing 
monitoring requirements to assess safety with improved accu-
racy in larger populations. However, in order to reach these goals, 
there needs to be concerted effort among researchers, developers, 
and regulators to enhance data harmonization and interopera-
bility. Researchers and developers must thoughtfully design real-
world studies with appropriate analytical and statistical methods. 
Unfortunately, the challenges with data exchange and interopera-
bility are significantly limiting for IVD and CDSS; however, there 
are clear steps that can be taken to address these challenges and 
unleash the use of RWE for IVDs and CDSS. Through the use of 
common data standards, methods, and nomenclature, as well as 
widespread implementation of UDI and LIVD, IVD instrument 
serial numbers and assay lot numbers, there can be unambiguous 

identification of IVD test results and significant improvement in 
the quality and usability of IVD RWD. Additionally, tokenization 
could help combat data fragmentation, which is a core barrier to 
generating RWE for IVDs and CDSS. These steps, in combina-
tion with the continuation of private-public collaborations, such as 
NEST, SHIELD, and MDIC, will drive forward the traceability, 
transparency, patient protection, and privacy of RWD for IVDs 
and CDSS.
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