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If the coronavirus disease 2019 (COVID-19) pandemic was a
wake-up call that clinical informatics and digital health play
vital roles in our future, the 2022 U.S. Supreme Court ruling
in Dobbs v. Jackson Women’s Health Organization ( Dobbs)' is
a blaring alarm. Dobbs, which overturned Roe v Wade and
Planned Parenthood v. Casey, allows states to individually
regulate access to abortion. This ruling has triggered the
enforcement of existing state laws that ban or restrict
abortion and efforts to pass similar new laws.

Some state statutes have included criminal or civil penal-
ties for individuals who receive abortions, provide abortion
services, or assist others in obtaining abortions.? These
statutes make it difficult or impossible for pregnant patients
to receive essential or emergent medical care®> and have
already had a chilling effect on the willingness of clinicians to
provide appropriate medical care.* The United States, which
already ranked last in maternal mortality among industrial-
ized countries,” is expected to experience worse maternal
outcomes post-Dobbs.® Additionally, pregnant patients are
expected to be increasingly prosecuted for pregnancy loss.”

The Dobbs ruling has reversed U.S. law for half a century,
while health information technology (IT) has advanced
significantly during the same period. There has been wide-
spread adoption of electronic health record (EHR) systems
that can store and instantly exchange massive amounts of
patient data. Thousands of personal digital applications
(apps) track different aspects of health. Contemporary med-
ical practice is inextricably linked to health IT, and the recent
ruling undeniably has implications for clinical informatics.
Given the present circumstances, we in the clinical informat-
ics community must decide how we will respond to safe-
guard our patients’ health.

In deciding how we proceed as a community, we can first
take inventory of how our field intersects with this ruling:

1. We are experts in protected health information (PHI) and
recognize that protections for reproductive health data
under the Health Information Portability and Account-
ability Act (HIPAA) Privacy Rule are lacking.

2. We understand EHR documentation and how data could
be used to prosecute abortion.

3. We implement interoperability efforts to support PHI
portability and understand the implications of data ex-
change for out-of-state abortion care.

4. We create telehealth and virtual care programs that
provide care to underserved communities by reducing
the need for patients to travel long distances.

5. We partner with EHR vendors to develop necessary
features, such as opting patients in or out of sharing PHI.

6. We create data exchange standards such as Data Segmen-
tation for Privacy (now called Shift)? that allow clinicians
to block sections of a record from sharing.

7. We leverage cloud servers, remote patient monitoring,
telehealth, and personal health apps and appreciate their
potential for reproductive health data capture and
misuse.’

8. We lead patient-facing communication efforts and can
advise patients and families on the limited privacy protec-
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tions beyond HIPAA's “covered entities” and the digital
surveillance capabilities of apps selling data to third parties.

9. We know how to harness EHR data to identify at-risk
populations who may need additional support due to
systemic inequities.'?

Our clinical informatics community includes experts
across all these relevant topics.

In response to the Dobbs ruling, the clinical informatics
community can and should take several immediate actions:

1. Shift our mindset to acknowledge that reproductive
health care, including abortion care, is health care and
under the purview of clinical informatics.

Situation: Historically, reproductive health care, and abor-
tion care specifically, has been siloed and considered an
area of medicine reserved for clinicians trained in obstet-
rics.

1.1 Action: Challenge this thinking. We in the clinical
informatics community must view ourselves as
major stakeholders in the conversations surround-
ing care and the delivery of safe and effective
reproductive health care. Abortion care, which is
part of the full spectrum of reproductive health
care, is health care. The clinical informatics com-
munity supports patients and clinicians across all
clinical specialties.

1.2 Action: Introduce yourself to local health systems
stakeholders, including doctors and other clinicians
providing abortion care, early pregnancy care, and
miscarriage management. Start a dialogue to identify
their needs and offer your partnership in their efforts
to provide safe and effective health care.

2. Monitor, evaluate, and disseminate findings surround-

ing Dobbs’ effects on patient care and health outcomes.

Situation: The Dobbs ruling has created many new risks
and uncertainties, and new data are needed to understand
the ruling’s impact on patients, clinicians, and health
systems.

2.1 Action: Collect and analyze data on the impact and
consequences of the Dobbs ruling on patients, clini-
cians, and our health systems from operational and
research perspectives. These findings can contribute
to future policy efforts, including reversing abortion
bans.!"

2.2 Action: Introduce yourself to local health system
researchers in the reproductive health care space.
Start a dialogue to understand their research efforts
and research needs, and offer your partnership in
producing high-quality, unbiased research.

3. Educate colleagues and local health care systems on

HIPAA in the context of Dobbs.
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Situation: At present, the most substantial risk to patients
receiving abortion care is legal, not medical.'’ There is a
history of clinicians reporting pregnant patients to au-
thorities for situations clinicians think might be illegal or
inappropriate,'? and clinicians are more likely to report
Black and low-income pregnant patients.' Prior to the
Dobbs ruling, between 2000 and 2020, 39% of people
criminally investigated or arrested for allegedly ending
their own pregnancy or helping someone else to do so
“were reported to law enforcement by health care pro-
viders and 6% by social workers.”'*

3.1 Action: Emphasize to your health care community
that at the present time, no state mandates medical
professionals to report suspicion of self-managed
abortion. Reporting may violate patients’ privacy
rights and could result in penalties for medical pro-
fessionals who inappropriately make reports.'

3.2 Action: Implement educational campaigns explaining
HIPAA in the context of the Dobbs ruling as described
in the recent federal FAQs provided by the Office for
Civil Rights of the U.S. Department of Health and
Human Services (HHS),'® which provides example
scenarios.

3.3 Action: Stay abreast of how the HIPAA Privacy Rule
and state specific laws relate to different scenarios,
such as the sharing of information when minors seek
reproductive health care.

3.4 Action: Consider creating a segmented patient record
in which pregnancy-related health events are sepa-
rated from other aspects of care to minimize the
number of clinic staff with access to such
information.!”

. Educate patients and health systems about security
issues associated with health data shared on the Inter-
net and through third-party apps.

Situation: The use of Internet functionality (e.g., browsers
and messaging services) and third-party apps on smart
devices can be risky because these services and apps may
collect, share, or sell data without informed patient con-
sent.'® Search histories'® and Facebook direct messages?°
are being used to prosecute patients. Additionally, re-
search suggests that 99.1% of U.S.-based abortion clinic
Web pages use third-party tracking, which could poten-
tially sell or share browsing data with law enforcement or
civil litigants.?’

4.1 Action: Engage your health care community to discuss
with patients how Internet services and apps may
collect and misuse data without patient consent and
steps that can be taken to minimize risk, as explained
in the recent federal guidance, “Protecting the Privacy
and Security of Your Health Information When Using
Your Personal Cell Phone or Tablet.”%?

4.2 Action: Help your local reproductive care clinics audit
their websites to identify and remove third-party
trackers.

5. Revisit interoperability and health data-sharing prac-

tices to address the “Interoperability Trap.”

Situation: As described in Zubrzycki’s, “Abortion’s Inter-
operability Trap: How the Law of Medical Records Will
Facilitate Interstate Persecution of Contested Medical
Procedures, And What To Do About It,”23 medical record
sharing without patient consent is permitted through
HIPAA whenever the purpose is for “patient care.” There-
fore, when a patient from a more restrictive state receives
abortion care in a more permissive state and then returns
to the more restrictive state and seeks care—even for
unrelated reasons—it is likely that the patient’s entire
record will be accessible by and available to clinicians in
the more restrictive state. Some more permissive states,
such as Connecticut, have enacted safe haven protections
aimed at shielding those who participate in and receive
abortion care within Connecticut from being prosecuted
or sued elsewhere by preventing in-state clinicians from
handing over the patient’s medical records to more re-
strictive states. However, these provisions may be easily
circumvented by simply requiring any clinician with
access to the patient’s records who is not subject to
Connecticut privacy laws to hand over the records.
According to Zubrzycki, “this gap creates an enormous
loophole, one which—if weaponized by anti-abortion
litigants—would swallow the protections the legislation
purports to offer.”3

5.1 Action: At the federal level, the clinical informatics
community should advocate for strengthening priva-
cy protections in HIPAA, such as limiting law enforce-
ment’s access to sensitive data in health records.?

5.2 Action: At the federal level, the clinical informatics
community should advocate for amending HIPAA's Pri-
vacy Rule to require specific consent before sharing
records pertaining to abortion-related care, or, at least,
amend the Information Blocking provision?” to expressly
protect hospital policies that are narrowly tailored to
protect information related to abortion care 23-242°

5.3 Action: At the state level, the clinical informatics com-
munity should advocate for the states seeking to be safe
havens to develop their own privacy requirements for
medical records pertaining to reproductive services,
including abortion.?> These states should require ex-
plicit patient consent for the sharing of reproductive
care-related records, “along with a detailed explana-
tion that certain records could be used against the
patients if obtained in out-of-state litigation.”> Like-
wise, states should require that these records be seg-
mented from other aspects of an electronic medical
record and shared only upon patient request.?>

Applied Clinical Informatics  Vol. 14 No. 1/2023 © 2023. The Author(s).
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5.4 Action: Clinicians, health systems, insurers, and
others interested in protecting themselves and their
patients should work with the Office of the National
Coordinator for Health Information Technology to
determine what policies could be developed that
would be consistent with the information blocking
rule’s privacy exception.?? For instance, clinicians and
health systems should explore the legality and feasi-
bility of a policy, “requiring that medical information
pertaining to an abortion care, miscarriage, or still-
birth be released only after the patient has provided
specific written consent, and only after the patient
has been told verbally about the risk that if shared, the
medical records may end up in the hands of clinicians
in states where abortion is illegal.”?3

5.5 Action: Work with health care EHR vendors and local
health information management teams to develop
solutions to give patients the opportunity to opt out
of data-sharing capabilities easily across health care
institutions and states.

5.6 Action: Host creative design sessions or hackathons
with all stakeholders (patients, clinicians, technology
developers, designers, ethicists, lawyers, etc.) in an
inclusive manner to develop solutions that balance
maintaining interoperability and protecting patients
from inadvertent data leakage.

. Optimize documentation practices.

Situation: Given the aforementioned privacy gaps and
described “interoperability trap,” clinicians must consider
the potential implications of documentation in the medical
record and give serious consideration as to what documen-
tation is clinically necessary and relevant. In some situa-
tions, documentation is not clinically necessary but could be
used as evidence if the patient is charged with a crime."’

6.1 Action: Engage with local health system stakeholders,
including clinicians providing abortion care, early
pregnancy care, and miscarriage management, to
determine how care is currently documented. Work
with risk management and local health systems
stakeholders to develop minimum documentation
best practices® and inform these stakeholders about
the informatics solutions available, such as documen-
tation templates.

7. Address privacy gaps across covered entities, noncov-

ered entities, and others that fall through the cracks.

Situation: HIPAA pertains only to PHI held by covered
entities (health plans, health care clearinghouses, and
most health care providers) and, historically, was
designed to promote the portability of medical informa-
tion.?” Most noncovered entities handling health-related
or other consumer data, such as social media platforms,
wearable technology, and personal health record vendors,

Applied Clinical Informatics  Vol. 14 No. 1/2023 © 2023. The Author(s).
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and personal record storage applications (such as men-
strual period tracking apps) are subject to Federal Trade
Commission (FTC) consumer protections. These efforts
include FTC enforcement of Section 5 of the FTC Act, which
prohibits companies from misleading consumers or en-
gaging in unfair practices that harm consumers, and the
FTC Health Breach Notification Rule, which requires cer-
tain organizations that are vendors of personal health
records, personal health record-related entities, or third-
party service providers for a vendor of personal health
records not covered by HIPAA to notify their customers,
the FTC, and, in some cases, the media if there is a breach
of unsecured, individually identifiable health informa-
tion.?® Some entities, such as crisis pregnancy centers
(CPCs), also known as “pregnancy resource centers,”
“pregnancy care centers,” “pregnancy support centers,”
or simply “pregnancy centers,” have largely escaped being
held to the minimum privacy standards set by HIPAA or
the FTC. CPCs work to prevent abortions by promoting
adoption or parenting as better options. Most CPCs are not
licensed medical clinics and their staff are not licensed
medical professionals despite appearing, or attempting to
appear, as such by having employees wear white coats or
perform ultrasounds.?’ Because CPCs are often not li-
censed as medical clinics, they are exempt from the
regulatory, licensure, and credentialing oversight—includ-
ing HIPAA—that applies to health care facilities. There are
also limits on enforcement through other conventional
consumer protection mechanisms because CPCs often
operate as nonprofit agencies and therefore avoid scrutiny
under federal consumer protection laws.3? As such, CPCs,
as noncovered entities, are able to share data without
restrictions.

7.1 Action: Support advocacy efforts to extend and
strengthen privacy protections defined by HIPAA3!
and broaden protections for consumers and means
for enforcement by FTC.

7.2 Action: Call on HHS to mandate noncovered entities
such as CPCs follow HIPAA Privacy Rule requirements.>?

7.3 Action: Develop an app evaluation framework to help
patients identify the presence and absence of privacy
features that are important to consider when deciding
to use apps for health care or other use cases.'® A
similar initiative has been led by the American Psy-
chiatric Association’s APP Advisor, which gives
patients and other clinicians a framework to consider
important information when picking an app for men-
tal health.?3

8. Be active in professional societies.

Situation: Professional societies serve as a gathering place
for experts in a given discipline to share ideas and estab-
lish the gold standards of clinical care. Professional socie-
ties have a special ability to harness the expertise of a field
to affect change.



Paging the Clinical Informatics Community  Arvisais-Anhalt et al.

8.1 Action: Be engaged in professional societies and work
to bridge the gap between clinical, legal, and policy
professionals. Ask for the creation of working groups
to address Dobbs’ informatics implications or join
existing ethical, legal, and social issues divisions of
professional organizations, and prioritize this issue.

8.2 Action: Reaffirm and specify professional obligations
to center patient needs.343>

Although this list of recommendations is not comprehen-
sive, it serves as a start to what is required: sustained
engagement and commitment from the clinical informatics
community. Should the clinical informatics community not
respond, the cost of inaction is likely to be high: not only will
patients and clinicians suffer from the medical and legal
implications of Dobbs, but we also will demonstrate to the
medical community that we do not reliably respond to
emergencies. It is imperative that our community actively
leverage our expertise, codify our ethical and professional
obligations in health care, and support patient care. The
Dobbs decision has created enormous health care needs, and
the clinical informatics community must respond.

Note: This editorial represents our personal views and is
not intended to represent our employers or any other
organization.

This manuscript does not include any research on human
subjects.
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