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Complete criteria list 
Table A8. Complete criteria list with all 216 criteria. 
DIMENSION /  
sub-group 

Criteria 

A. CONTEXT 
 - Have measures been taken in terms of context compatibility (i.e., understanding 

the existing ecosystem and the needs of the target population through 
contextual analysis) and the corresponding real tasks (e.g., navigation in the real 
world))? [1-7] 

Basic 
information 

- App name [8-15] 
- URL [8, 16] 
- App store category (e.g., Medical, Health & Fitness, Lifestyle, Entertainment) 

[15-19] 
- Platform availability (iOS, Android, other) [3, 6, 9-14, 16, 18, 20-25] 
- Available languages [10, 18, 19, 21] 
- Brief description, overview, product information available [3, 14, 16, 24, 26] 

o The description of the app is attractive and accurate [1, 14, 16, 21, 27-29] 
- Presence of free “lite” version [12] 
- Installation: in the mobile device or not required, as the main part of the app is 

in a cloud [25] 
- App size (per platform) [10, 12, 21, 30] 
- Version (per platform) [12-15, 21, 23] 
- App store release date (per platform) [10, 17, 21] 
- Date of last update (per platform) [10, 12, 14, 15, 18, 21, 25] 
- What is the oldest platform version (e.g., iOS, Android) supported? [21] 
- Number of downloads [9, 12, 16] 

Ethical aspects - Were ethical considerations taken into account in the development and 
implementation of the app? (unspecific criteria) [31] 

- What are the known and estimated harms or risks for patients when 
implementing or not implementing the app? [5, 17, 21, 22, 30, 32, 33] 

- What are the known and estimated benefits for patients when implementing or 
not implementing the app? On which level (i.e., personal level, societal or 
population level)? [8, 32, 34] 

- Do the stated benefits depend on a certain number of persons using the app? [8] 
- How much time is required for the user to derive some benefit from the app? [1] 
- Overall, do the benefits of the app outweigh the harm, inconvenience and costs 

to the user? [13, 34] 
- What are the benefits and harms of the app for relatives, other patients, 

organizations, commercial entities, society, etc.? [35] 
- Do you have concerns about privacy, confidentiality and/or location of data 

storage? [34, 36-38] 
- Does the use of the app produce additional information that is not directly 

related to the current care of the patient and may violate their right to respect 
for privacy? [35] 

- Does the app obtain informed consent? [16, 34, 39] 
- If data is collected and/or analyzed: Is there a clearly stated, understandable 

and meaningful purpose for data collection and/or analysis? [8, 32] 
- Can users get information about the results of the data analysis? [8] 
- Does the app not send unwanted messages (spams, excessive notifications) [30] 
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- Is the payment pattern fair? [30] 
- Does the apps seem to fragment care by siloing data? [32] 
- Does the implementation or use of the app affect the patient´s capability and 

possibility to exercise autonomy? [35] 
- Is there a need for any specific interventions or supportive actions concerning 

information in order to respect patient autonomy when the app is used? [35] 
- Does the implementation or use of the app affect the patient’s dignity, moral, 

religious or cultural integrity? [35] 

Legal aspects - What inter-/national authorizations, standards and/or register listings does the 
app have (e.g., MDR/CE mark, GDPR, HIPAA, ISO)? [8, 13, 18, 32, 39-41] 

- Are there general terms and conditions of use for the app? [42] 
- Does the app take into account patient safety, e.g., clear warning about the app’s 

diagnostic limitations, the possibility and impact of "false-negative" results, 
mentioning the possibility (or absence of one) of substituting its results for 
medical advice; does it supply emergency contact information; is there any 
notable consideration of suicidality? [1, 5, 8, 12, 19, 21, 23, 30-32, 34, 39] 

- Does the app inform the end user about the voluntary nature of participation? 
[8] 

- Do end users act as the proprietors of the data generated by the app (i.e., does 
the app seek explicit end-user permission before sharing data with third 
parties?)? [8, 21, 43] 

- Does the implementation or use of the app affect the realization of basic human 
rights? [35] 

Social aspects - Were social aspects taken into account in the app’s development and 
implementation? (unspecific criteria) [4] 

- Do you think users feel comfortable using this app by themselves (according to 
the average literacy level), or do you think they would need to enlist help from 
someone else (e.g., a caregiver, family, friends, or an online forum)? [36, 44, 45] 

- Does an app community exist? [7, 14, 15, 19, 24] 
- Does the app connect with other affected people, users or peers? [6, 20, 38, 43] 
- Does the app offer the possibility to learn from other users? [37] 
- Does the app provide users support in explaining their conditions / disabilities 

to others (e.g., family, friends)? [46, 47] 
- Does the app allow multiple users, and if so, can access be granted and revoked? 

[40, 48] 
- What expectations and wishes do patients have regarding the app and what do 

they expect to gain from it? [35, 49] 
- Does the app provide all the information, functions and capabilities expected 

and wished for by the target population? [4, 11, 14, 16, 21, 29, 43, 44, 47, 49-54] 
- How do patients perceive the app? [35] 
- What is the app’s burden on caregivers? [35] 
- What specific issues may need to be communicated to patients to improve 

adherence? [35] 
- Is the app recommended by a patient association or scientific society? [20] 
- Would you recommend this app to patients / caregivers / people who might 

benefit from it? [9, 14, 16, 29, 36, 43, 55-59] 
- How likely are you to recommend this app to a friend, family member or 

colleague? [27, 36, 37, 43, 49-51, 60-62] 
- What is the estimated impact of the app on the clinician-patient relationship? [7, 

32, 34, 48, 63] 
- Is the app used for/by individuals that are especially vulnerable? [35] 
- Is the app easily accessible to the target population even with disabilities 

through visual, auditory and/or motor support (e.g., adapted text size, screen 



readers, subtitles)? [1, 3, 8, 12, 21, 26, 33, 39, 50, 52, 64] 
- Does the app take into account the user’s socioeconomic status and age, and 

how these potentially affect their digital health literacy? [1, 11] 
- How does the app affect access to health services? [27, 63] 
- How does the app affect access to information technology? [65] 

B. STAKEHOLDER INVOLVEMENT 
 - Were HCPs / clinicians involved in the app and/or content development 

process? 
If yes, which types of stakeholders were involved in which processes and how? 
[12, 17, 20, 23, 31, 34, 39, 42, 66, 67] 

- Were academics / researchers involved in app and/or content development 
process? If yes, which types of stakeholders were involved in which processes 
and how? [20, 67] 

C. DEVELOPMENT PROCESS 
 - Does the app integrate third-party software or use third-party application 

programming interface (API)? [8] 
- Were open standards, open data, open sources, and/or open innovation used in 

the development of the app? [2, 68] 
- How was the app constructed? [25] 
- What programming language was used in the development of the app? [25] 
- Does it refer to continuing areas of uncertainty? [69] 

Co-creation of 
technologies / 
User-centered 
design 

- Were end-users (e.g., patients) involved in the app and/or content development 
process? If yes, which people were involved in which processes and how (e.g., 
‘user-centred design’)? [2, 39, 66, 70] 

- Is there a possibility to give feedback / user comments to the app developer? 
[13, 16, 22, 71] 

Characteristics 
of the 
development 
team 

- Who is/are the developer/s of the app (i.e., name, affiliation, country)? [8, 10, 
12, 14-20, 23, 71, 72] 

- What is the organization behind the app, its mission, and its purpose (e.g., 
profession/background, credentials and reputation; individual, non-profit, for 
profit, government agency, trusted health care company, academic institution)? 
[8, 9, 12, 14, 18, 19, 21, 29, 39] 

- Credibility: Does the app come from a legitimate/acknowledged source 
(specified in app store description or within the app itself, e.g., uses a 
recognized logo or cites research)? [5, 11, 13, 14, 16, 29, 71, 73] 

- Has the developer created similar apps in the past? [8, 12] 
- Does the app and/or developer have an associated website? [12, 20] 
- How much were the development costs? [25] 
- How and by whom was the development funded and/or sponsored? [8, 12, 39] 
- Does the app have commercial interests (i.e., profit orientation)? [8, 17] 
- Are other potential conflicts of interest and/or external influences that could 

affect the objectivity of the content transparently disclosed? [12, 32, 34, 39] 
- Are there in-app advertisements? If yes, for what (e.g., medical products, health 

care organizations, upcoming conferences, other)? [9, 10, 17-19, 23, 24, 30, 42, 
72] 

- If paid banners are shown in the app, is there an advertising policy, especially 
for advertising that concerns clinical or health-related products or services? 
This policy needs to explain how to distinguish between editorial and 
promotional content and what advertising is acceptable. [12, 39] 

D. IMPLEMENTATION 
Adoption 
(integration 
into daily life) 

- Perceived relevance / benefit of the app: What is the relevance of the content 
and functionalities, does it give control over physical activity in daily life and 
offer advantages over other means? [5, 6, 11, 16, 27, 30, 48-51, 53, 59, 63, 68, 



69, 73] 
- Workflow integration: Is the app fast, easy, comfortable and efficient to use in 

its user’s daily life / workflow / clinical setting (i.e., does it enable the user to 
perform tasks productively & effectively, without being disturbing)? [1, 4, 7, 13, 
27, 30, 32, 37, 43, 48-51, 57, 60, 62, 68, 74] 

- When there is a problem in the system, can you still perform your job? [50] 
- Is there a good customer service system (e.g., in-app support service)? [30] 
- Do you feel confident using the app? [5, 6, 45, 50, 57, 75-77] 
- Do you intend to use the app/specific functionalities in daily life (e.g., longer 

than 6 months)? [5, 43, 45, 48, 51, 56, 57, 59, 61, 62, 73, 75, 77, 78] 
- How often would you use this app (frequency from daily to never)? [14, 16, 29, 

36, 37, 48, 50, 55, 58, 62, 77, 79] 
- How much does the app cost / what is its price (i.e., free or chargeable; if 

chargeable: cost of downloading the basic version, cost of downloading the 
upgrade version (if applicable), cost of in-app purchases (if applicable), paid 
subscription)? [9, 10, 12, 14-19, 21-24, 30, 36, 41, 62, 65, 79] 

- Would you pay for the app and if yes, how much? [5, 14, 16, 29] 
- User engagement: What strategies does the app use to encourage continued 

engagement? E.g., entertainment (e.g., fun, interesting presentation, 
inspirational quote of the day, videos, audio), gamification (e.g., points, 
banners), incentivization (e.g., rewards), monetary benefit (e.g., coupons), 
interactivity (e.g., messages, feedback, chat, real time / asynchronous response), 
reminders/notifications to use the app. [5, 7, 9, 14, 21, 29, 30, 33, 37, 38, 45, 49, 
51, 54, 62, 68, 73, 78, 80-82] 

- What is your overall experience / impression of the app? [14, 30, 37, 44, 52, 56, 
59, 62, 69, 76, 81] 

- What are your most liked / helpful / best working app part(s) / functions? [2, 
37, 45, 46, 53, 55, 57, 72, 83] 

- What are your least liked / helpful app part(s) / functions / main limitations? [2, 
36, 37, 54, 55, 57, 72] 

- What suggestions for improvements / additional functions / information do you 
have? [2, 28, 36-38, 45, 53-55, 57, 63, 83-86] 

- If you decide not to use this app, what will be the possible reasons for it? [85] 

Maintenance - Is the source code publicly available? [8] 
- Is the app built for sustainability (e.g., integration in existing care services, 

securing long-term financing, engagement with policy makers) and scale? [2] 
- Is there an opportunity to continue to gather feedback from users (e.g., patients, 

caregivers, HCP, clinics) after implementation? [2, 43] 
- Is there an opportunity to continue to obtain digital analytics (e.g., number of 

openings, uses)? [43, 86] 
- Is the app regularly updated / improved in a timely manner for improved 

security/technology, research, and recommendations? [2, 8, 22, 28, 64, 71] 

E. EVALUATION 
 - Number of app store ratings [9, 12, 14, 15, 17, 21] 

- Average rating on app store [9, 10, 12, 14-17, 19-22, 24] 
- Number and length of written reviews [17] 
- Perceived impact on awareness: How likely is it that the app will increase 

awareness, knowledge / understanding, intentions / motivation to change, 
modify attitudes or self-reflection, encourage help seeking and/or behavior 
change? [11, 14, 16, 17, 37, 61, 63, 73, 82] 

- Perceived impact on patient empowerment: How likely is it that the app will 
improve self-management performance (e.g., facilitation of task fulfillment, 
increase in quality and quantity of tasks performed, supports good service)? [7, 



16, 50, 73] 
- Perceived impact on confidence in managing the condition: How likely is it that 

the app will improve confidence in managing the condition? [58, 73] 
- Perceived impact on control over the condition / self-management / work: How 

likely is it that the app will improve control over the condition / self-
management / work? [32, 49, 50, 58, 63] 

- Perceived impact on outcomes: How likely is it that the app will improve 
outcomes such as quality of health care, quality of life, coping ability or mental 
health? [28, 30, 50, 53, 62, 63, 86, 87] 

- Satisfaction / acceptability: Does the app satisfy users and meet their needs and 
expectations? [1, 4-6, 30, 32, 36, 39, 43, 49-51, 55, 58, 63, 68, 74, 81, 88-90] 

Scientific 
evaluation 

- Scientific evaluation: Has the app been evaluated using scientific methods with 
respect to feasibility, acceptability, usability, efficacy, effectiveness, cost-
effectiveness, efficiency, safety and/or implementation? 
If yes, please list the details of the studies (e.g., design and size) and reference to 
the publications. [1-3, 6, 8, 13, 14, 18, 20-22, 26, 29, 31, 32, 34, 39, 41, 50, 65-68, 
78, 89] 

- What is the impact factor of the journal in which the studies are published? [21] 
- Is there any specific clinical scenario or patient subgroup in which the app 

seems particularly likely to be useful? [13] 

F. REQUIREMENTS & FEATURES 
 - What is the purpose of the app as claimed by market description (e.g., scope, 

accuracy (i.e., factual content or opinion), anticipated outcome (e.g., support 
behavior change; improve physical health), self-management, intended for 
hybrid use with a clinician)? [3, 8, 10, 12-14, 17-19, 21, 27, 29, 31, 65, 69, 76, 91] 

- Are the intended goals achievable and measurable? [8, 16, 56, 69] 
- Does the app include information / content that distracts from its purpose? [10, 

91, 92] 
- What is the app’s target population (e.g., HCPs, patients, caregivers/parents, 

general/lay public, condition / situation, age groups)? [7-14, 16-19, 22, 29, 31, 
42, 72] 

Evidence-
based content 

- Is the app’s postulated purpose backed by scientific research? [8] 
- Is the app based on any specific theoretical framework, psychological approach 

/ theory or guidelines (e.g., Cognitive Behavioral Therapy, behavior change 
theories)? [14, 39, 66, 67, 90] 

- Are industry standards adhered to, so users are not confused about the meaning 
of certain standards (e.g., metric units) or conventions? [11, 36] 

- Is the information provided and/or collected by the app relevant, accurate, up-
to-date, comprehensive but concise and supported by solid research (i.e., app 
refers to current scientific literature or guidelines as appropriate)? [3, 7-14, 17, 
19, 20, 23, 24, 26, 28-34, 38, 39, 42, 43, 47, 48, 54, 55, 60, 63-65, 69, 72, 73, 80, 
82, 93, 94] 

- Is the information in the app provided by HCPs / experts? [4, 24, 26, 30, 32, 43, 
47, 93] 

- Are all medical information (incl. calculations & formulas) attributed to an 
author, their training, a specific date of creation, and a date of last modification? 
[12, 19, 69, 71] 

Functionality - What are the app’s functionalities (unspecific criteria)? [3, 16, 18, 25, 79, 80] 
 
App use initiation 
- Login: Is a user account / login necessary to use the app? 

If yes, is the creation of a new user account and login delayed to allow the user 
to use a specific functionality first? [16, 77, 95] 



- Instruction: Is there a user manual / tutorial providing guidance how to use the 
app? [23, 62, 65, 72, 89, 91, 96] 

- Help section: Are there helpful suggestions for users to follow when unsure how 
to proceed? [11, 17, 62, 81, 92] 

- Contact: Is there a possibility to contact the developer (e.g., contact form)? [12, 
42, 71, 79] 

- Search: Is there a text search field? [23] 
 
Behavior change support (list following structure of BCT taxonomy (v1) [97] 
Goals and planning 
- Goal setting: Is there a possibility of realistic goal setting (on 

behavior/outcome) considering willingness to change? [6, 14, 21, 24, 30, 43, 47, 
62, 64, 66, 73] 

- Problem solving: Is there a possibility to plan for barriers? [24, 39] 
- Action planning: Is there a possibility to make and update an individualized 

action plan (e.g., using helpful tools, checklists)? [10, 39, 62, 64, 73] 
- Review goals: Is there regular review or feedback on goals, difference between 

action and goals, as well as an update and change of the goals? [8, 24, 62, 73, 77] 
 
Feedback and monitoring 
- Monitoring: Is there a possibility of health tracking (e.g., symptoms, vital signs, 

medication, treatment, behavior, test results, images / photos, appointments)? 
Note: these functions need to be customizable and not overwhelming to be 
perfect (e.g., predefined symptoms to select plus free text field) [11, 13, 14, 16, 
17, 20-22, 24, 28-30, 41, 43, 46-48, 50, 58, 60, 62, 64-66, 70, 74, 77, 79, 86, 90, 
94, 96] 

- Interoperability and Data Sharing: Does the app enable connection / 
communication, sharing of information, data, graphs, photos and/or behavior 
(e.g., via export, upload, messaging) with other devices / systems (e.g., medical 
records, weight scale, other apps / wearables, camera) and/or other people 
(e.g., HCP, caregivers, other patients, peers and/or coach)? 
Note: these functions need to be customizable (e.g., choosing which data to 
share with whom and for how long) and not overwhelming to be perfect. [1, 6, 7, 
9, 11, 14-16, 19-22, 24, 28-30, 38, 39, 41, 46-48, 50, 51, 58, 62-65, 73, 77, 94, 96] 

- Feedback (data visualization): Does the app provide feedback based on the 
users’ data, treatment, technique, screening and/or behavior (e.g., via statistics, 
automatic calculations, analytics, predictions)? [7, 10, 11, 13, 14, 16, 17, 19, 21, 
22, 24, 28-30, 36, 41, 42, 60, 64, 65, 70, 91, 94, 96] 

- Decision making support: Does the app provide guidance based on user-entered 
information (e.g., warnings based on changing health data, recommend 
consultation with HCPs, treatment or other actions)? [10, 11, 17, 28, 29, 47, 64, 
69, 70, 94-96] 

 
Social support 
- Social support: Does the app enable a cooperative relationship, communication 

and/or interactive consultation service between HCPs and patients or among 
patients and/or caregivers (e.g., chatrooms, forum, teams, coaches) for social 
learning / facilitation, comparison, cooperation and/or connection to other 
patients? [16, 17, 21-24, 30, 43, 46, 47, 62-64, 66, 70, 77, 79, 82, 94] 

- Emotional support: Does the app provide care and affection to help users feel 
safe, accepted, encouraged, valuable, important and cared about to help them 
cope with stressful feelings or difficult situations (e.g., via hope board)? [21, 32, 
43] 

 



Shaping knowledge / information about consequences 
- Educational resources: Does the app provide information divided into short 

sections with informative headers in a logical sequence using a variety of 
formats (e.g., text, photo, video) including a summary (e.g., glossaries, textbooks, 
journals, drug guides, teaching tools, information)? [10, 12, 14, 17, 19, 20, 22, 
23, 26, 36, 38, 45, 47, 52, 54, 62, 66, 69, 71, 79, 80, 91, 93, 96] 

- Medical information: Does the app provide medical information, e.g., on the 
target condition, treatment options, medical dictionaries, nutrition, etc.? [19, 29, 
42, 46, 47, 52, 69, 93, 94] 

- Psychoeducation: Does the app provide psychoeducational references / 
information? [21] 

- Information on tests: Does the app provide information on assessments or 
health tracking tools (i.e., information on useful tests, how and how often to use 
them)? [47] 

- Behavior Change: Does the app provide information about the consequences of 
continuing and/or discontinuing specific behaviors? [24] 

- Information about health professionals/institutions: Does the app provide 
helpful addresses / numbers, health news? [42, 48] 

- Instruction / demonstration of behavior: Does the app provide instruction 
and/or demonstration on how to perform the behavior (e.g., video tutorials of 
using measurement instrument)? [10, 23, 24, 29, 39, 62, 64, 91] 

- Quizzes: Does the app provide questions to assess users’ status with feedback? 
[30, 47] 

 
Associations 
- Reminders: Does the app provide reminders, timers, notifications, prompts, to-

do lists (e.g., on personal targets, appointment, treatment, activity, tests) and/or 
snooze function? 
Note: these functions need to be customizable and not overwhelming to be 
perfect (e.g., sight, sound and tactile stimulation) [8, 11, 14, 15, 21-24, 29, 30, 
36, 42, 43, 45-48, 62, 64, 73, 86, 94, 96] 

- Calendar: Does the app provide appointment management tools and/or 
calendar? [17, 22, 94] 

 
Repetition and substitution 
- Behavioral rehearsal: Does the app provide skills training, tips, advice and/or 

strategies for effective self-management and health promotion such as, e.g., 
monitoring, or lifestyle strategies (e.g., common measurement devices, time of 
measurement, avoidance of environmental/allergens exposure, regular physical 
activity)? [10, 11, 14, 17, 19, 24, 43, 45, 49, 60, 62, 64-66, 70] 

- Habits: Does the app encourage positive habit formation? [21, 24, 38, 62, 90] 
 
Comparison of outcomes 
- Credible source: Does the app provide external links / list of services / 

connection to a telephone line? [9, 17, 19, 47, 63, 69, 81] 
- Communicating/Sharing information among the general public and HCPs [42] 

 
Rewards and threats 
- Incentivization: Does the app use virtual rewards, dialogue support and/or 

gaming principles to promote health / behavior change (e.g., points, prizes, 
leader boards, badges, praise, liking)? [11, 14, 20, 21, 24, 30, 43] 

 
Antecedents 
- Restructuring the environment: Does the app instruct and/or support the 



restructuring of the physical or social environment? [24] 
- Body changes: Does the app support mindfulness/meditation, relaxation and/or 

gratitude? [14, 21] 
 
Identity 
- Framing/reframing: Cognitive-behavior therapy, acceptance and commitment 

therapy, dialectical behavior therapy, physical health exercises [21] 
 
Functionalities for flexibility 
- Is it possible to add personally relevant information, medication, recipes, tips, 

strategies, to-do lists and/or notes? If yes, how? [22, 36, 41, 46, 47, 60, 65, 74] 
- Customization (i.e., the end-users manually take changes to meet their needs): 

Is it possible for users to adapt certain features / contents of the app to their 
individual preferences (e.g., sound, content, notifications, wallpaper)? 
If yes, what aspects? Is there a basic and advanced mode for different users? [11, 
16, 23, 24, 29, 30, 32, 36, 46, 48-50, 60, 73, 81, 86, 92] 

- Personalization (i.e., end-users’ data is processed by the company/algorithm to 
meet an individual’s needs): Are features / contents of the app adapted by the 
app / provider to the users’ individual preferences? 
If yes, what aspects? [3, 4, 7, 14, 24, 25, 30, 41, 43, 47, 48, 50, 60, 62, 65, 70, 77, 
78, 95] 

 
Usefulness 
- Usefulness: Is the app useful for the claimed purpose / self-management? [5, 6, 

24, 27, 28, 32, 33, 43, 46, 47, 49, 51, 52, 55, 61, 68, 86, 87] 
- Usefulness of the specific functionalities: Are the specific functionalities of the 

app useful for the claimed purpose / self-management? [32, 47, 48, 50, 52, 58, 
77] 

- Perceived usefulness: Would you find the app useful for the claimed purpose / 
self-management? [5, 9, 26-28, 36, 44, 50, 51, 53, 55, 58-60, 62, 73, 88] 

- Perceived usefulness of the specific functionalities: Would you find the specific 
functionalities of the app useful for the claimed purpose / self-management? [4, 
36, 37, 43, 50, 57, 58, 74, 88] 

Usability - What are the app’s usability characteristics (unspecific criteria)? [6, 7, 22, 24, 
32, 33, 36, 39, 53, 60, 65, 78, 82, 86] 

- Ease of learning: Is it easy to learn and memorize how to use the app (e.g., 
minimal user memory load)? [11, 14, 29, 41, 48, 49, 54, 55, 68, 71, 81, 84, 89, 92] 

- Ease of use: Is the app easy to use / handle? [1, 3, 4, 6, 8, 11, 16, 19, 27, 30, 32, 
41, 49, 51, 52, 59, 61, 65, 68, 78, 86, 88, 89] 

- Ease of use of the specific functionalities: Is it easy to do certain tasks, such as 
finding information, collecting data and/or doing calculations? [11, 26, 29, 30, 
36, 43, 46, 48, 54, 59] 

- How is the user experience of the app (subjective: a person's perceptions of 
utility, ease of use, and efficiency)? [45, 47] 

- Perceived ease of learning: Was it easy to learn and memorize how to use the 
app (e.g., did you need to learn a few things before you could use the app)? [1, 3-
5, 14, 26, 28, 43, 45, 50, 51, 58, 62, 74, 75] 

- Perceived ease of use: Would you find the app easy to use, not mentally / 
physically demanding to complete the tasks? [4, 5, 26, 31, 36, 43, 45, 50, 56, 58, 
62, 73-76, 81] 

- Perceived ease of use of the specific functionalities: Would you find it easy to do 
certain tasks, such as finding information, collecting data and/or doing 
calculations? [4, 5, 26, 29, 32, 37, 43, 50, 74] 

https://en.wikipedia.org/wiki/Utility
https://en.wikipedia.org/wiki/Ease_of_use
https://en.wikipedia.org/wiki/Efficiency


 
- Content understandability: Is the information easy to read and understand by 

the target population, are explanations in the users’ language, instructions 
concise, precise and polite, spelling and grammar correct? 
If applicable: Are there user-defined aliases for language? e.g., for patients, 
medical terms should be defined and used only to familiarize with the terms, 
terminology and language should be used concisely and consistently. [1, 3, 4, 10, 
11, 27, 29, 30, 36, 39, 43, 44, 48, 50, 52, 54, 55, 58, 60, 62, 65, 68, 71-73, 81, 89, 
91-95] 

- Visualization: Does the app use visual aids / pictures to explain ideas or make 
content more easily understood (e.g., illustration of portion size) and/or use 
visual cues (e.g., arrows, boxes, bullets, bold) to draw attention to key points? 
[10, 16, 38, 62, 81, 91, 95] 

- Automation: Does the app facilitate automation of tasks, e.g., automatic 
recording / data retrieving, pre-populated fields, automated customer service? 
[11, 64, 65, 89] 

 
- How long does it take to use the app / perform the task the app should be used 

for? [36, 48, 50, 78, 90] 
- Organization of the app: Is the structure consistent and clear, the arrangement 

of the contents / information well and clearly organized, easy to find, not 
confusing or unnecessarily complex and the various functions well integrated? 
[4, 26, 28, 36, 43, 45, 46, 49, 50, 52, 55, 58, 68, 71, 73, 75, 76, 81, 84, 90, 92, 93] 

- Ease of navigation: Is the app easy to navigate, intuitive; are interactions (e.g., 
taps, swipes, pinches, scrolls) / moving between screens logical and consistent, 
information easy to find without unnecessary steps? [3, 11, 14, 16, 23, 26, 29, 
30, 33, 36, 43, 46, 47, 49, 50, 55, 60, 62, 71, 72, 81, 89, 90, 92, 93, 95] 

- Perceived ease of navigation: Is the app easy to navigate and find what you 
need? [5, 37, 43, 45, 57, 58, 73, 84] 

- Does the app adapt to both horizontal and vertical orientations? [95] 
 
- Users in control: Can users keep the app under control, i.e., are users the 

initiators of actions, rather than responders (e.g., no unexpected actions, 
outcomes, providing tangible tools to help user take action such as menu)? [5, 
91, 92] 

- Does the app provide prompt and informative (i.e., concrete and specific) 
feedback about the users’ actions and the current system status (e.g., showing 
what part of the app is accessed, a progress bar; showing what can be done in 
current state and where users can go, providing a message when an action has 
been completed)? [4, 11, 48, 68, 81, 91, 92, 95] 

- Consistency and standards: Are words, situations, and actions used 
consistently? [49, 50, 81, 92] 

- Is access to the app and its data guaranteed at all times (e.g., does the app work 
offline) or is internet access required for the app to function? [6, 11, 14, 15, 21, 
23-25, 28, 38, 43, 47, 49, 50, 63, 65] 

- What problems / challenges did you have when using the app (e.g., did you 
sometimes not know what to do next with the app, problems with language / 
interface)? [26, 36] 

 
- Aesthetic design/layout: Is the overall app visually appealing and harmonic, the 

interface and screen pleasant, the text visually clear and easy to read/hear (e.g., 
graphic design, overall visual appeal, not overcrowded, color scheme, contrast, 
stylistic consistency and coherence, font, font size & capitalization; 
arrangement, clarity and size of buttons/icons/menus/lists etc. on the screen 



appropriate or zoomable if needed)? [3, 4, 7, 8, 10, 11, 13, 14, 16, 23, 25, 26, 28-
30, 36-38, 43, 44, 46-48, 50, 52-55, 57-60, 64, 68, 72, 73, 80-82, 89, 91-93, 95] 

- If there are images, graphs, charts, tables and/or videos: Are they appealing, 
clear, logical, correct, able to use immediately, of high quality and resolution? 
They should be consistent in terms of style and types of information being 
presented, clear titles or captions. [3, 10, 11, 14, 16, 29, 38, 47, 55, 62, 64, 91, 92] 

- Is the image of the app icon large enough and of high resolution? [3, 23, 91] 

Privacy - What about privacy of the app (unspecific criteria)? [2, 4, 31, 32, 34, 79] 
- Does the app collect any information that makes the patient identifiable? If yes, 

what information? [13, 19] 
- Is patient health / identified / anonymized / aggregate data shared? If yes, with 

whom (e.g., with health care institutions, 3rd party vendors such as google 
analytics etc.)? [21] 

- Does the app require only minimal personal data of end-users? [8] 
- Does the app have a privacy policy? [8, 9, 11, 12, 19-21, 24, 30, 34, 39, 40, 42, 

93] 
- If yes, does it contain information about what data is being collected or 

accessed, how and by whom end-user data are used, user controls, 
confidentiality and privacy protection? [1, 8, 12, 19, 21, 39, 93] 

- Is it easily accessible, concise, clear and understandable for the target users? [1, 
8, 9, 19, 21, 40] 

- Are users notified of changes to the privacy policy? [40] 
- Does the app ask permission for push notifications? [24] 

Security - What about security measures of the app (unspecific criteria)? [2, 7, 21, 25, 30-
32, 34, 68, 79, 93, 98] 

- Does the app report security measures / policies in place? If yes, what 
measures? [21, 71, 93] 

- Perceived security: Do you think this app has appropriate security methods to 
protect data? [5, 13, 28, 50, 58, 78] 

- Does the app include a strong data protection mechanism (e.g., identification / 
authentication mechanism via password / fingerprint, login required)? [9, 11, 
14, 15, 17, 19, 20, 23, 24, 38-40, 43, 50, 71, 72] 

- Does the app provide secure storage of user data (e.g., on the device or server, 
country of server location, access to the server, cloud backup, duration of data 
storage, data encryption / anonymization)? [1, 7, 8, 11, 17, 21, 22, 25, 34, 40, 43, 
46, 65] 

- Does the app provide secure transmission of user data (e.g., data end-to-end-
encryption / anonymization)? [1, 8, 11, 17, 34, 40, 43] 

- Is the app free of malware? [39] 

Performance - What are the performance requirements (unspecific criteria)? [3, 28, 79] 
- Operability: Does the app cover issues such as ensuring the app downloads and 

installs, launches, and runs consistently on the target device(s) and operating 
system(s) / platform(s)? [1, 12, 14, 30, 31, 36, 37, 39, 55, 92] 

- Do the app functions (e.g., measurements, calculations, responses to entered 
data) and components (e.g., buttons/menus) work accurately? [5, 8, 9, 13, 14, 
16, 28, 29, 32, 39, 41, 50, 65, 72, 74, 81, 99] 

- Does the app always perform as expected / is it predictable? [19, 49-51, 58, 68, 
92] 

- Have you found any technical issues (‘bugs’) in the app, or things it can't do? [36, 
59, 78, 88] 

- Error prevention (design interfaces that prevent errors from happening in the 
first place): Do the interfaces make errors impossible, are there workarounds 
(e.g., text wrapping), does the app prevent mistakes (e.g., entering letters in a 



numbers field), and is there a low error rate (e.g., crashes)? [4, 11, 28, 43, 50, 
92] 

- Error correction / good error messages: Can the app be recovered easily and 
quickly if an error (e.g., crash or freeze) occurs (i.e., clear error messages about 
nature of the error, recover and learn how to fix the problem, proper recovery 
of the app, e.g., clear messages, no obscure codes)? [4, 11, 36, 43, 49, 50, 81, 92] 

- Speed: Do the app functions and components (buttons/menus) work and 
respond quickly? [11, 13, 14, 16, 25, 29, 30, 43, 45, 47, 50, 59, 65, 68, 81, 95] 

- Does the performance remain the same even with a large number of users? [16, 
45] 

- Does the app use the available resources (e.g., battery) sensibly? [16, 30, 45, 50, 
62] 

- If the app shares an environment and resources with other products, is there a 
negative impact on the app’s or the other products' performance? [45, 50] 

- If the app shares an environment and resources with other users, is there 
confusion regarding the users’ data? [13] 

- Does the app lead to overheating of the device? [16] 
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