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I. SUPPLEMENTARY NOTE 1: COMPARISON OF HI-D IMPLEMENTATION WITH 2-D COUNTERPART

In order to assess the gain of our 4D protocol, a 2D path-encoding scheme is implemented. The mutually unbiased bases
of the 2D realization are simply defined as X = {|A⟩, |B⟩} and Z = {(|A⟩ ± |B⟩)/

√
2} where |A⟩ and |B⟩ are the two

cores of the multi-core fiber (MCF). The X basis measurement scheme simplifies to a DWDM filter (for out-of-band noise
suppression) and a detector per fiber core, whereas in the case of the Z-basis, the measurement scheme does not change and
is similar to the 4D case. We compare our results with this QKD system based on 2-dimensional path-encoding, showing an
improvement of ≈ 118% in terms of key generation rate at 22 dB of channel loss. At this channel loss, the estimated secret
key rates for the 2D and 4D protocols are of 23.6 kbps and 51.5 kbps, respectively, corresponding to a gain in secret key rate
by 118% in the 4D protocol, see Supplementary Fig. 1. Supplementary Table 1 summarizes the parameters and QBERs of
the two implementations. Note that the measured gain is achieved in spite of the fact that the QBER value is smaller for all
bases in the 2D protocol.

Parameter 2D 4D
µ1 (µ2) 0.36 (0.16) 0.36 (0.16)
pµ1 (pµ2) 0.81 (0.11) 0.81 (0.11)
QBERZµ1

0.51% 2.15%
QBERZµ2

0.86% 2.43%
QBERXµ1

2.15% 3.54%
QBERXµ2

2.43% 3.88%
pgate 0.48 0.53

Supplementary Table 1: Experimental parameters. Measured QBERs, and achieved key rates in both bases, for the two
transmitted bases in 2D and 4D. The measured channel loss is 22 dB.
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The secret key length is estimated in a finite-block-size regime with security parameter ϵsec, correction parameter ϵcorr,
and block size n in 2D with1

ℓ2D ≤ DZ
0 +DZ

1 [1− h(ϕZ)]− λEC − 6 log2 (21/ϵsec)− log2 (2/ϵcorr), (1)

in 4D with2

ℓ4D ≤ 2DZ
0 +DZ

1 [2−H(ϕZ)]− λEC − 6 log2 (21/ϵsec)− log2 (2/ϵcorr), (2)

where DZ
0 and DZ

1 are the lower bounds of vacuum and single-photon events in the Z basis, h(x) := −xlog2(x) − (1 −
x)log2(1−x) is the Shannon entropy and H(x) := −xlog2(x/3)− (1−x)log2(1−x) is the Shannon entropy for 4D variables,
ϕZ is the phase error rate upper bound, and λEC is the number of bits that are publicly disclosed during error correction2.
ϵsec = ϵcorr = 10−12 have been set. We chose a block size of nZ = 108 for both the 2D and 4D protocol, and we estimated for
the 4D states an error reconciliation efficiency ferr,4D = λEC/(nZ ∗H4D(ϕZ)) = 1.06, which is in line with the most recent
results reported in the literature for the measured QBER values adopting the original cascade error correction protocol3. In
the 2D protocol, ferr,2D = λEC/(nZ ∗H2D(ϕZ)) = 1.08 has been adopted4.

Supplementary Figure 1: Experimental results. Comparison of finite size secret key rate achievable with 2D time-bin,
2D path-encoding, and 4D hybrid systems with our data point at channel loss equivalent to 22 dB.
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II. SUPPLEMENTARY NOTE 2: COMPARISON OF HI-D IMPLEMENTATIONS

Comparison of several High-dimensional quantum key distribution experiments. In Supplementary Tab. 2, relevant
parameters of a QKD system, as reported in the references, are listed. The name of the protocol is reported as described in
the reference.

Ref ν[Hz] D Protocol DoF channel
length [km] ηCh [dB] ηRx [dB] ηSPD [dB] QBER % SKR [Kbps]

This work 483 M 4 Eff. BB84 Path-time 52 22 4 0.809 3.5 113
5 1 K 4 BB84 Path 0.3 24.5 12.2 10.25 ± 0.6 (4.31 ± 1.19) * 10−9

6* 30 16 BB84 OAM 0.0005 13.4 ± 4
15.6 ± 7

7.5 * 10−6

3.1 * 10−6

7 4 K 14 BB84 OAM 0.002 35.1 1.87 10.5 6.8 * 10−3

2 297.6 M 4 BB84 TB

25
65
105
145

5.1
14
23

31.5

2.5 9.2

3.4
3.4
4.9
7.9

37
24
5.5
0.42

8 3 DO-QKD Energy-time 242 7.9 6 * 10−5

9 1 M 1024 photon-efficient
HDQKD Energy-time 20 0.458 39.6 2700

10
312.5 M
625 M
1.25 G

16
8
4

DO-QKD Energy-time
–
41
43

0.1
7.6
12.7

6 1.67
6.5
4.8
4.9

23000
5300
1200

11† 2.5 G 4 HD-QKD TB

4
8
10
14

16.6

20
40
50
70
83

1.55 4.5

26200
11900
7710
3400
1070

12 60 4 HD-QKD Path-OAM
13 Energy-time 5

14 80 M 4
5 HD-QKD OAM < 1 10 8.8

14
1.139
0.8606

15 5 K 4 BB84 Path 10
20 8 13 –

–
16 600 M 4 HD-QKD OAM 1.2 1.2 10 14-18 37.85

Supplementary Table 2: Comparison table. Comparison of recent studies on HD QKD in terms of source repetition rate,
dimension, implemented protocol, channel loss, and the final SKR. All the η values are presented as loss factors in the system
and should be regarded as negative.
* The final SKR is not reported. This number corresponds to the sifted key rate.
† The SKR drops rapidly to zero after 18 dB.

III. SUPPLEMENTARY NOTE 3: NORMALIZED SECRET KEY RATE FOR SELECTED
HIGH-PERFORMANCE IMPLEMENTATIONS

Comparison of the normalized secret key rate taking into account the source rate and the number of detectors used for
data acquiring for a group of recent implementations, see Supplementary Tab. 3. Multi-pixel SNSPDs or multiplexing to
four detectors is a practice employed to increase the rate. Supplementary Fig. 2 represents normalized SKR vs. channel loss.

IV. SUPPLEMENTARY NOTE 4: EXPERIMENTAL SETUP

In order to generate a secure key between remote users, it is necessary to follow a precise and well-defined protocol. First
of all, two channels that are distinctly different in nature, the quantum channel and the classical channel, are required to
implement the entire QKD protocol. In particular, while the classical channel is only required to convey classical information
(and therefore can be chosen among many possible options, like fiber, free space, copper, etc..), the quantum channel has to
transfer quantum states, of which it must preserve the main properties.

This limits considerably the selection of physical channels that are suitable for quantum communication. Optical fiber is
one option, as it allows transmitting quantum states of light generated at optical frequencies. In the case of discrete-variable
encoding technique (i.e., the degrees of freedom used to encode the quantum states are discrete), two mutually unbiased
bases have to be created and randomly selected by the source (Alice). Subsequently, the receiver will randomly select one
of the two bases to measure the quantum states, once these have been sent over the quantum channel. A sifting procedure
followed by an information reconciliation protocol is then executed in the classical channel in order to select the final secret
key. Our Hi-D quantum states belong to a four-dimensional extended Hilbert space resulting from the tensor product of a 2D
time-bin and a 2D path-encoding space. The eight generated qudits, each encoding two bits of quantum information, form
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Ref. ν (Hz) Protocol channel (dB) NDetZ SKR (bps) SKR/ν/NDet

17 2.5 G efficient BB84
2.5
19.6
55.1

16
115.8 M
2.6 M
233

0.002895
6.5e-5

5.825e-9

18 2.5 G 3 states BB84 1.58
16.34 14 64 Mbps

3Mbps
0.00183
8.57e-5

11 2.5 G HD QKD (4D)
4
10

16.6
4

26.2
7.71
1.07

0.00262
0.000771
0.000107

This work 487 M BB84
HD QKD 22 2 23.6

51.5
2.422e-5
5.286e-5

Supplementary Table 3: Comparison with selected work. Here we compare our SKRs with a group of selected works,
keeping into account the state generation rate in the source and the number of detectors used in the key generation basis.

We do not consider the detector efficiencies since they were not always reported. All the high-rate works employed
high-efficiency superconductive nanowire single-photon detectors.

Supplementary Figure 2: Comparison with selected work. The secure key rates in the y-axis are normalized per the
source generation rate and the number of detectors in the key generation basis. The x-axis expresses the attenuation of the

utilized channel.

two orthogonal bases, as shown in Supplementary Fig. 3. In the Z basis, two synchronous pulses are transmitted in two fiber
cores, so that one information bit is encoded in the time bin occupied by the two pulses, and another in the relative phase
between them. In the X basis, two sequential pulses are transmitted in one fiber core only (while no pulse is transmitted in
the other core), so that one information bit is encoded in the spatial path, and another in the relative phase between the two
pulses (see Methods for implementation details). To retrieve the encoded information, we interfere the quantum pulses after
traveling in the two cores. The main source of error and loss of visibility is the relative phase fluctuation of the two paths.
Multicore fibers have unique features such as low relative phase19 and polarization20 drift and high core-to-core isolation21

that make them highly attractive for classical and quantum applications. By confining all the cores in one cladding, signals
are less susceptible to error, to the degree that a phase-locked loop (PLL) can eliminate the slow phase fluctuations and yield
a high visibility interference result.

To compare the performance of our protocol in terms of secret key generation rate and error tolerance, we implemented
a 2D path-encoding protocol which was also tested during the field trial. The two- and four-dimensional realizations were
implemented using the experimental setup shown in Supplementary Fig. 4. This provides a fair comparison between 2D and
4D protocols. Note that according to the state formation presented above, a single 2D time-bin implementation would have
an equal qubit generation rate as the hybrid time-path encoding. However, the 2D path-encoding can benefit from a rate
twice as the 4D implementation, as each bin serves one qubit. Transmitter (Alice) prepares the qudit states starting from a
2D time-bin encoding source and expanding it in two paths, here, two cores of a multicore fiber. To compensate and damp
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Supplementary Figure 3: State Generation. Z states are generated by blocking one bin of time-bin states in each core,
while X states are generated by blocking one core for a complete time-bin state duration. In both cases, the application of
the proper phase completes the state preparation. Here, the symbol “∩" denotes the presence of a pulse in a time bin, while
the absence of a pulse is denoted with the symbol “−". The subscript X ∈ {A,B} denotes the core in which the time-bin

state is injected. The superscript ϕ ∈ {0, π} is used to denote a ϕ-phase shift between sequential pulses in the same
time-bin state. The color red is used for a π-phase difference.

phase fluctuations in the fiber, we adopt a dual-band phase control technique in which a second classical continuous wave
(CW) monitor laser is multiplexed and co-propagated in fiber19,22. The two wavelengths, monitor and quantum, are selected
to be 400 GHz apart to experience similar propagation effects along the fiber channel. A sensitive avalanche photodiode
(APD) with 9 A/W responsivity was used to measure the variation of power after interfering the classical CW light traveling
in the two cores and pass it as feedback to a phase-locked loop to preserve the visibility. This technique allows for high power
contrast while keeping the Raman effect at a low level. Furthermore, the stabilization is completely classical without imposing
any overhead to the quantum communication such as using a header or part of the qubits for drift/clock compensations23,
and hence does not affect the rate of the 4D system other than extra loss due to filters. In an earlier field trial, we achieved
a phase drift improvement by a factor of 300 and stable classical visibility over 98% in 25 km multicore fiber in hour-long
measurements24. It is worth mentioning that the same field trial also revealed long-term stable polarization24. However,
since the quantum signal and the monitor signal pass together through the state encoder, the monitor signal might receive
an undesired modulation. This was avoided by aligning the polarization of the monitor signal to the extra-ordinary axis
of electro-optic modulators (EOMs) used in the setup, along which the electro-optic modulation coefficient is much smaller
than the ordinary axis. We selected the two wavelengths λQ = 1550.92 nm and λM = 1554.13 nm for the quantum and
monitor signals, respectively.

The main components of the experimental setup shown in Supplementary Fig. 4 are the transmitter, sketched in Alice’s
inset, and the receiver, sketched in Bob’s inset pair.

At the transmitter side, a weak coherent pulse (WCP) source generates time-bin qubits at 487 MHz by carving a CW
laser (Q laser) into a train of 120-ps pulses. Performing the carving on CW light with two concatenated intensity modulators
(IM) provides high extinction ratio while guaranteeing zero initial relative phase difference. The pulsed laser signal and
the monitor signal (M laser in the figure) are multiplexed in a 2 × 2 beam-splitter (BS), and further modulated prior to
transmission in the fiber cores. To this end, two additional IM modulators and a phase modulator driven by RF signals
generated by a field-programmable gate array (FPGA) are used. In particular, the Z states are generated by letting the
signals through both cores and by applying the phase ϕ = {0, π} to the signal injected in core A. On the other hand, the
X states are generated by blocking the signal at the input of either one of the two cores, and by applying a relative phase
ϕ = {0, π} between two consecutive pulses at the input of core A.

Here by | ∩ −⟩X (| − ∩⟩X) we denote a state consisting of a pulse in the first (second) time bin, injected in the fiber core
X (where X = A, B). The state | ∩ϕ ∩⟩X consists of two pulses with a phase difference ϕ, each occupying one bin of the
time-bin state. The two arms are balanced in power and further, a variable optical attenuator (VOA) sets the mean photon
number per qudit state to single photon level at an optimal value derived from optimization considering security parameters,
channel, and receiver’s specifications. A detailed description of the setup is given in the section Method.

For the channel, a bundle of four deployed multicore fibers21, each with four nominally uncoupled cores and a length of
≈ 6.5 km are concatenated to form a 26-km-long fiber link. In addition, we looped back two cores, forming an equivalent
52-km 2-core fiber link. This is sketched in Supplementary Fig. 4, while the characteristics of the deployed multicore fiber
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Supplementary Figure 4: Illustration of the setup. Schematic of transmitter (Alice), receiver (Bob) both located at the
University of L’Aquila headquarters, and multicore fiber channel. Transmitter. Q (M) Laser: Quantum (Monitor) Laser,
IM: Intensity modulator, VOA: Variable Optical Attenuator, PC: Polarization Controller, ϕ-Mod: Phase Modulator, BS:

Beam-splitter, FS: Free-Space. Receiver. PLL: Phase-Locked Loop, ϕ-shifter: Piezo Phase Shifter, DWDM: Dense
Wavelength Division Multiplexer, APD: Avalanche Photo-Diode, FM: Faraday Mirror. Channel. Channel is formed by

concatenating four multicore fibers with four uncoupled cores, each of approximately 6.5-km length. At the endpoint, two
cores are connected back into the others, resulting in a 52-km-long two-core fiber link. The multicore fibers are deployed in

an underground tunnel in the historical downtown area of the city of L’Aquila, Italy. The map depicting the city of
L’Aquila and the span of the multicore fiber is roughly drawn based on the exact map presented in21. b) The cross-section

of the MCF. The four cores and the trench design are visible in the photo21.

are given in the section Method.
At the receiver side, Bob passively selects the basis of measurement and extracts the quantum signals with a 50-GHz

grid dense wavelength-division multiplexer (DWDM) of the kind used for dense wavelength division multiplexed fiber-optic
communication systems. To read the encoded information, interference of the constituent pulses of transmitted qudit states
is performed. For the Z basis, the two cores, stabilized with the PLL, interfere in a 50:50 beam-splitter. The outputs are
filtered prior to detection and the monitor signal is fed back to the phase-locked loop for stabilization. The quantum signal
is detected by detectors D1 and D2. The X -basis measurement is carried out with an unbalanced Michelson interferometer
stabilized with the same technique, and the outcome is detected with detectors D3 and D4. All detectors are superconducting
nanowire single-photon detectors operating at 2 K, with 92% detection efficiency at 330 Hz dark count and 25 ps jitter. A
time-to-digital (TDC) converter with 1 ps resolution registered the detection events for post-processing and QBER analysis.

Note that the transmitter setup used in this work can generate all states but the X state | − −⟩A + | ∩π ∩⟩B , where
state normalization is omitted to simplify the notation, here as well as throughout the rest of the paper. However, since
the X -basis is only used for security check, this is not a limitation with respect to the goal of demonstrating the proposed
scheme25. On the other hand, the receiver can receive all states, with the caveat that the phase modulator in the X -basis
branch must impose a phase equal to zero or π/2 per pass, depending on which type of X state is to be received. This is
because the backward-propagating signal in the upper arm of the beam-splitter is lost in the absence of an optical circulator.
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