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Table S2. Search Results with Links 
Name	 Abbreviation	used	in	

article	
Type	 URL	

	 	 	 	
U.S.	Food	and	Drug	
Administration	

FDA	 Organisation	 https://www.fda.gov	

National	Institute	of	
Standards	and	Technology	
(US)	

NIST	 Organisation	 https://www.nist.gov	

Health	Sciences	Authority	
(Singapore)	

HSA	 Organisation	 https://www.hsa.gov.sg	

Medical	Device	Coordination	
Group	(EU)	

MDCG	 Organisation	 https://health.ec.europa.eu/medical-devices-
sector/new-regulations/guidance-mdcg-endorsed-
documents-and-other-guidance_en	

Health	Canada	 Health	Canada	 Organisation	 https://www.canada.ca/en/health-canada.html	
Therapeutic	Goods	
Administration	(Australia)	

TGA	 Organisation	 https://www.tga.gov.au	

International	Medical	Device	
Regulators	Forum	

IMDRF	 Organisation	 https://www.imdrf.org	

Medicines	&	Healthcare	
products	
Regulatory	Agency	(UK)	

MHRA	 Organisation	 https://www.gov.uk/government/organisations/medici
nes-and-healthcare-products-regulatory-agency	

Ministry	of	Food	and	Drug	
Safety	(Republic	of	Korea)	

MFDS	 Organisation	 https://www.mfds.go.kr/eng/index.do	

International	Electrotechnical	
Commission	

IEC	 Organisation	 https://iec.ch/homepage	

International	Organization	
for	Standardization	

ISO	 Organisation	 https://www.iso.org/home.html	

Association	for	the	
Advancement	of	Medical	
Instrumentation	

AAMI	 Organisation	 https://www.aami.org	

	 	 	 	
Federal	Food,	Drug,	and	
Cosmetic	Act	

US_FD&C	 Regulation	 https://www.law.cornell.edu/uscode/text/21	

Medical	Devices	Regulations	
(SOR/98-282)		

CA_MDR	 Regulation	 https://laws-lois.justice.gc.ca/eng/regulations/sor-98-
282/	

Therapeutic	Goods	(Medical	
Devices)	Regulations	2002	

AU_MDR	 Regulation	 https://www.legislation.gov.au/F2002B00237/latest	

Regulation	(EU)	2017/745	of	
the	European	Parliament	and	
of	the	Council	of	5	April	2017	
on	medical	devices,	amending	
Directive	2001/83/EC,	
Regulation	(EC)	No	178/2002	
and	Regulation	(EC)	No	
1223/2009	and	repealing	
Council	Directives	
90/385/EEC	and	93/42/EEC	
(Text	with	EEA	relevance.	)		

EU_MDR	 Regulation	 https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A32017R0745	

NIST	SP	800‐30	 NIST_800-30	 Guidance	 https://www.nist.gov/privacy-framework/nist-sp-800-
30	

NIST	Cyber	security	
framework	

NIST_CSF2.0	 Guidance	 https://www.nist.gov/cyberframework	

Factors	to	Consider	
Regarding	BenefitRisk	in	
Medical	Device	Product	
Availability,	Compliance,	and	
Enforcement	Decisions	

FDA_BRA_AC&ED	 Guidance	 https://www.fda.gov/regulatory-information/search-
fda-guidance-documents/factors-consider-regarding-
benefit-risk-medical-device-product-availability-
compliance-and	
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Postmarket	Management	of	
Cybersecurity	in	Medical	
Devices	

FDA_Cyber_Post	 Guidance	 https://www.fda.gov/regulatory-information/search-
fda-guidance-documents/postmarket-management-
cybersecurity-medical-devices	

GN-20:	Guidance	on	Clinical	
Evaluation	

HSA_GN-20	 Guidance	 https://www.hsa.gov.sg/medical-devices/guidance-
documents	

Consideration	of	Uncertainty	
in	Making	Benefit-Risk	
Determinations	in	Medical	
Device	Premarket	Approvals,	
De	Novo	Classifications,	and	
Humanitarian	Device	
Exemptions	

FDA_BRA_Uncertainty	 Guidance	 https://www.fda.gov/regulatory-information/search-
fda-guidance-documents/consideration-uncertainty-
making-benefit-risk-determinations-medical-device-
premarket-approvals-de	

Factors	to	Consider	When	
Making	Benefit-Risk	
Determinations	in	Medical	
Device	Premarket	Approval	
and	De	Novo	Classifications	

FDA_BRA	 Guidance	 https://www.fda.gov/regulatory-information/search-
fda-guidance-documents/factors-consider-when-
making-benefit-risk-determinations-medical-device-
premarket-approval-and-de	

MDCG	2019-16	Rev.1	 MDCG_2019-16	 Guidance	 https://health.ec.europa.eu/document/download/b23b
362f-8a56-434c-922a-5b3ca4d0a7a1_en	

Pre-market	Requirements	for	
Medical	Device	Cybersecurity	

HC_Cyber	 Guidance	 https://www.canada.ca/en/health-
canada/services/drugs-health-products/medical-
devices/application-information/guidance-
documents/cybersecurity/document.html	

Medical	device	cyber	security	
guidance	for	industry	

TGA_Cyber_Dev	 Guidance	 https://www.tga.gov.au/resources/guidance/complying
-medical-device-cyber-security-requirements	

Medical	device	cyber	security	
information	for	users	

TGA_Cyber_User	 Guidance	 https://www.tga.gov.au/resources/resource/reference-
material/medical-device-cyber-security-information-
users	

Principles	and	practices	for	
medical	device	cybersecurity	

IMDRF_Cyber	 Guidance	 https://www.imdrf.org/documents/principles-and-
practices-medical-device-cybersecurity	

Regulatory	Guidelines	for	
Software	Medical	Devices	–	A	
Life	Cycle	Approach	

HSA_Cyber	 Guidance	 https://www.hsa.gov.sg/medical-devices/guidance-
documents	

Guideline	on	Review	and	
Approval	for	Cybersecurity	of	
Medical	Devices	(For	
industry)		

MFDS_Cyber	 Guidance	 https://www.mfds.go.kr/eng/brd/m_40/list.do?page=2
&	
srchFr=&srchTo=&srchWord=&srchTp=&itm_seq_1=0&i
tm_seq_2=0&multi_itm_seq=0&company_cd=&company_
nm=	

Software	and	AI	as	a	Medical	
Device	Change	Programme	

MHRA_SaMD	 Guidance	 https://www.gov.uk/government/publications/softwar
e-and-ai-as-a-medical-device-change-
programme/software-and-ai-as-a-medical-device-
change-programme-roadmap	

Complying	with	the	Essential	
Principles	on	the	safety	and	
performance	of	medical	
devices	

TGA_Safety	 Guidance	 https://www.tga.gov.au/resources/guidance/complying
-essential-principles-safety-and-performance-medical-
devices	

Cybersecurity	in	medical	
devices:	quality	system	
considerations	and	content	of	
premarket	submissions	

FDA_Cyber_Pre	 Guidance	 https://www.fda.gov/regulatory-information/search-
fda-guidance-documents/cybersecurity-medical-
devices-quality-system-considerations-and-content-
premarket-submissions	

Principles	and	practices	for	
software	bill	of	material	for	
medical	device	cybersecurity	

IMDRF_SBOM	 Guidance	 https://www.imdrf.org/documents/principles-and-
practices-software-bill-materials-medical-device-
cybersecurity	

Principles	and	practices	for	
cybersecurity	of	legacy	
medical	device	

IMDRF_LegMD	 Guidance	 https://www.imdrf.org/documents/principles-and-
practices-cybersecurity-legacy-medical-devices	

IEC	82304-1:2016	 IEC_82304-1	 Standard	 https://www.iso.org/standard/59543.html	
ISO	14971:2019	 ISO_14971	 Standard	 https://www.iso.org/standard/72704.html	
IEC	80001-1:2021	 IEC_80001-1	 Standard	 https://webstore.iec.ch/en/publication/34263	
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IEC	81001-5-1:2021	 IEC_81001-5-1	 Standard	 https://www.iso.org/standard/76097.html	
ANSI/AAMI	SW96:2023	 AAMI_SW96	 Standard	 https://array.aami.org/doi/10.2345/9781570208621	
IEC	80002-1:2009	 IEC_80002-1	 Technical	

Report	
https://www.iso.org/standard/54146.html	

IEC/TR	80001-2-2:2012	 IEC_80001-2-2	 Technical	
Report	

https://www.iso.org/standard/57939.html	

IEC/TR	80001-2-1:2012	 IEC_80001-2-1	 Technical	
Report	

https://www.iso.org/standard/57934.html	

ISO/TR	80001-2-7:2015	 ISO_80001-2-7	 Technical	
Report	

https://www.iso.org/standard/63509.html	

Principles	for	medical	device	
security	-	Risk	Management;	
AAMI	TIR57:2016/(R)2023	

AAMI_TIR57	 Technical	
Report	

https://array.aami.org/doi/abs/10.2345/97815702061
22.ch1	

ISO	TR	24971:2020	 ISO_24971	 Technical	
Report	

https://www.iso.org/standard/74437.html	

 


