
TABLE 1. Genetically modified TEC
constitutively secrete CSF-1 and GM-CSF,
and retain the ability to secrete each cytokine
for at least 4 months

Culture CSF-1 GM-CSF Uninf.
Period (CFU) (CFU) (CFU)

I week 56 41 0
1 month 66 46 4

4 months 51 50 3

6 months 73
8 months 42
10 months 23

TEC were derived from C3H-++ mice. CSF-1 and GM-CSF
were measured by colony-stimulating assay as CFU per 105
bone marrow cells. Positive standard for the assay is MRL-
lpr sera at 6 months of age, 53 ± 4 CFU. Culture period,
period after retroviral infection; Uninf., retroviral unin-
fected TEC. Culture supernatants (1 ml/5 x 105 TEC) were
collected 6 days after passage. All values are means of
duplicate samples.



collected data to researchers and sold copies to industry local census data are usually not veiy accurate in college
since the data are incorrectly believed to be anonymous. towns and areas that have a large transient community;
The public would probably agree secondary parties but for much of the adult population in the United
should know some information buried in the record, States, local census information can be used to re-
but such disclosure should not risk identifying identify de-identified data since other personal
patients. The goal of this work is to provide tools for characteristics, such as gender, date of birth, and ZIP
extracting needed information from medical records code, c.ten combine uniquely to identify individuals.
while maintaining patient confidentiality. The 1997 voting list for Cambridge,

Massachusetts contains demographics on 54,805 voters.
BACKGROUND Of these, birth date alone can uniquely identify the

name and address of 12% ofthe voters. We can identify
Last year, we presented the Scrub System6 which 29% by just birth date and gender, 69% with only a

locates and replaces personally-identifying birth date and a 5-digit ZIP code, and 97% (53,033
information in unrestricted text The Scrub System voters) when the full postal code and birth date are usecL
found 99-100% of identifying references, while the Clearly, the risks of re-identifying data depend both on
straightforward approach of global search-and- the content of the released data and on related
replace properly located no more than 30-60% of all information available to the recipient
such references. However, the Scrub System merely A second problem with producing anonymous
de-identifles information and cannot guarantee data concerns unique and unusual information
anonymity. In de-identifled data, all explicit appearing within the data themselves. Instances of
identifiers, such as name, address and phone uniquely occurring characteristics found within the
number, are removed, generalized, or replaced with original data can be used by reporters, private
made-up alternatives. Anonymous, however, implies investigators and others to discredit the anonymity of
the data cannot be manipulated, matched or linked to the released data even when these instances are not
identify any individual. Even when information unique in the general population, especially since
shared with secondary parties is de-identifled, it is unusual cases are oflen unusual in other sources of data

far from anonymous. as well making them easier to identify.
There are three major difficulties in providing Consider the medical records of a pediatric

anonymous data. One of the problems is that hospital in which only one patient is older than 45 years
anonymity is in the eye of the beholder. For example, of age. Or, suppose a hospital's maternity records
consider Table 2. If the contents of this table are a contained only one patient who gave birth to.pl..
subset of an extremely large and diverse database then Knowledge of the uniqueness of this patient's record
the three records listed in Table 2 may appear may appear in many places including insurance claims,
anonymous. Suppose the ZIP code 33171 primarily personal financial records, local census information,
consists ofa retirement community, then there are very and insurance enrollment forms. Remember the unique
few people of such a young age living there. Likewise, characteristic may be any little detail or combination of
02657 is the ZIP code for Provincetown, Massachusetts, details available to the memory ofa patient or a doctor,
in which we found about 5 black women living there or knowledge about the data from some other source.
year-rouncL The ZIP code 20612 may have only one Measuring the degree ofanonymity in released
Asian family. In these cases, information outside the data poses a third problem when producing anonymous
data identifies the individuals, data for practical use. The Social Security
___________________________ Administration (SSA) releases public-use files based on

... *.... national samples with small sampling fractions (usually
133171 17/15171 I m ICaucaman I lessthanlinl,000);thefllescontainnogeographic
I 02657 I 2/18173 I f I Black I codes, or at most regional or size of place designators7.
I 20612 I 3112175 I m I Asian I The SSA recognizes that data containing individuals

Table 2. Dc-identified data that is not anonymous. with unique combinations of characteristics can be
linked or matched with other data sources. So, the

Most municipalities sell locally collected SSA's general nile is that any subset ofthe data that can
census data or voter lists that include the date of birth, be defined in terms of combinations of characteristics
name and address of each resident This information must contain at least 5 individuals. This notion of a
canbe linked to data that include a date of birth and ZIP minimal bin size, which reflects the smallest number of
code, even if the names, Social Security numbers and individuals matching the characteristics, is quite useful
addresses of the patients are not present Of course,
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in providing a degree ofa y within data The which in turn acses a medical database. Datafly
larger the bin size, the more anoyus the data As was written using Symantec C and Oracle's Pro*C
the bin size incses, the m of people to whom a Precompiler. It processed all queries to the database.
record may r also incrses, r maing the Diagram 1 provides a user-level overview. The
identityofthe actual person. oginal database appears on the left. A user

in medical da the mInimumn bin size s specific fields and records and provides a
should be much arger than the SSA guidelines profile of the person who is to receive the data and a
Consider three reaso: (1) most medical minimum level of anonymity. Datafly produces a
databases are geographicl located and so one can resulting database whose infortion matches the
presume, for example, the ZIP codes of a hospital's anonymity level set by the user with respect to the
patients; (2) the fields in a medical da provide a recipient profile. Notice how the record containing
revmedous am t of detail and any fidld can be a the unique Asian ently was removed; Social Security
candate for linking to other da in an attpt to numbers were replaced with made-up alternatives;
re-ident patients; and, (3) most rese of medil and birth dates were generalized to the year and ZIP
data are not r sampled with small mpling codes to the first three digits. In the next
fractions, but instead include most oftheda . paragraphs, we discuss the values the user provides.

Detemining the optimal bin size to ense The ovwa anonmity level is a number
anonymity is tricky. It cerainy depends on the bet 0 and 1 that the minimum bin size for
frequncies of characteiscs found within the data as every field. An anonymity level of 0 provides the
well as within other sources for r-id ion n origindal a, and a level of 1 forces Datafly top
addition, the motivation and effod to re- the most genal data possib given the prfile of the
intify reld daa in cases where virlly all recpien All other values of the overall anonymity
possbl)le candidates can be ideified must be level be n 0 and 1 dtrine the minimum bin size
considered. For example, ifwe reease data that maps b for each field. Imation within each field is
each record to 10 possible people and the 10 people can g razed as needed to in the minimum bin sze;
be identified, thea all 10 didates may even be s, which are values not typical of the rest
cotacted or visited in an effort to locate the acual of the data, may be removed. When we the
person. Likewise, if the mpping is 1 in 100, all 100 rting data, every value in each field will occur at
could be phoned sinevits may th be impractical least b tims with the exption of one-to-one
and in a mapp of 1 in 1000, a direct mail campaign replntvalues, such as Social Securitynus.
could be employed. Te amot of effrt the recipient Table 3 shows the rlionship bet n bin
is willing to spend d ds on thir moiation Some si and selected an y levels usng the
medical files are quite valuable, and valuable data will Cambrid voters d . As the anonymity level
merit more effort. In these themimm bini ieased, the bin size in , and in order
must be furter inc sed or the s lig i to achieve the mi bni size values
reduced to render these suseless. within the birth date field, for example,w re-coded to

the a- months shown. Oudiers wer exc:luded
MEETHODS from the and their a ofthe toal

are noed An nonmity level of 0.7, for example,
We consuted a computer program named requiredat least 383 occurrences of evezy value in each

Datafly that inters a user with an Oracle server, field To acomplish this in the birthdatefield, dates

User fields & records
recipient profile|
anyiy0.7

Origil Medical Database Resulfing Database, anon 0.7

819491049 Cauaia W023/64 m 02138 4444444 acsa 1964 m 02100..... - F -=.. 0lt- 1% AOOM
749201844 Caucsa 03/15/65 m 02139 555555555 Caucasian 5 02100
819181496 Black 09/20/65 rn 02141 .. 33333 Black 1965 m 02100
X859205893 Asian 10/23/65 m 02157 222222222 Blacsk 1964 m 02100
985820581 7Black 081B24/64 |m 02138
Diagram 1. The input to thie Datafly System is the original database and some user speifications, and the output is a database
whose fields and records corresond to the anonymity level specified by the user, in this example, 0.7.
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--0.21 0.3 0.4 0.5 0.6 0.7 0.8 0.
bin

_sIze 3 61 9 12 15 18 21 24 27
3~~0X10 01 01 010101

., .........Xl.,fi, 1 B ll .6..0.1 1010 1 10 018 0.
01 01 0 012 012 01 0.2 021 012
0210101 031 0.1 015 01 0.1 0O1:

EdtIO10203 03n05 051.05050
Table 4. Results as the overall n t level increases.
Each cell reports the minimum anonymity level that
achieved the required bm size.

Consider the first two rows which report on
the number assigned to the patient by the hospitl
(Hosp#) and the patient's Social Security n er
(SSN). No matter what the required bin size, an
anonymity level as low as 0.1 required the
replacement algotm for the SSN and Hosp# fields
to provide placment values. Since an SSN and
Hosp# should be unique, this result is consisent with
expectations. An anonymit level as low as 0.1
forced the fields asiated with gender and visit
date to drop their outliers. Both of these fields had
few bins with lots ofoccurences in each bin, so once
the outliers were removed, no ft generaliion
was necey to achieve the higher bin sizes.

The etity field also had few bins with
lots of occurrences in each, but the distribution
across bins was not even, so eventually further
generalization was required. The original values
found within the diagnosis field aldy adhered to
the smllest bin size, but achieving bin sizes beyond
that required generaling the values as shown. Of
the fields listed In Table 4, the birth date field was
the most sensitive, having lots of bins with few
values in each; so it is not surprising that
generalization produced stpwise imprvemet

DISCUSSION

We have demonstrated that the Datafly
System offers a practical approach to maintaining
confidentiality by providing the most general version
of the data usful to the recipient in both
administrative and research releases of data. We
found in our own work that if we approach some
hospitals as researchers, we must petition the
hospital's in al review board (IRB) to state our
ntentions and methodologies, then they decide
whether we get data and in what form; but if we
approach these same hospitals as administrative
consultants, data are given to us wvith no IRB review.

The decision is made locally and acted on. Datafly
helps enforce consistent policies and ensures each
release provides the most practically specific data to
the recipient Since Datafly explicitly quantifies
"ts in the recipient, associated risk becomes clear
but the remedy against abuse lies outside the Datafly
System and resides in contracts, laws and policies.
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