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Appendix: Details of the SPARK Protocol

1 Logistic Regression

Let ¥ =(Y,,...,Yy )" be independent Bernoulli variables with mean E(¥ )= g =(t4,...,4,)". Given an
intercept and a set of covariates X = [I,X,l,...,X.V], where X.J. = (x”,...,xNj)' contains the values for

covariate | , we define a logistic model with parameters f using the formula:
logit () =1log 2 \-xp
1-u

(we say that the logit function links the random component # to the systematic component Xf). The log-
likelihood | (ﬁ; y) of the full model, which can be used to assess model fit (usually given as -2 log-likelihood),
equals:

N

1(B;y)= Z[YaXi./"— In(1+ exp(Xi,/}))],

i=1

where Xi_ is row | from the design matrix X |

For a set of observations y = (yl, N ) , we can determine parameter estimates b at which the log-

likelihood I(/)’; y) of the model is maximized using the Newton-Raphson method (or, equivalently, the Fisher
scoring method, since the estimated and observed information matrices are the same for a logistic model [1]).

1
That is, we iteratively compute the estimates using »*™ = p® — [I(t)] uY | atiteration t, where

u® = X'(y - p(t)) is the estimated score vector with probability of success p(t) = logit™ (X b ) and

T = XWYX is the estimated information matrix with weight matrix W = diag[ pi(t) (l— pi(t))} . This

fitting method can be used for any generalized linear model (with new derivations for the score vector and
information matrix) [2], and has been shown to converge to a solution in fewer iterations than other optimization
algorithms applied to logistic models [3].

2 Current Protocols and Systems

Assume there are K sites that are the data sources for the pooled analysis. They want to securely collaborate
with each other to construct a logistic regression model on the pooled data set, but they are unable to share
personal health information with each other. This kind of data is referred to as “horizontally partitioned data”
because each party has a subset of records from the whole data set containing the information on all the
attributes.

k

Let each site P have its own data set D, such that D :LJDi is the pooled data set. Let there be V
i=1

independent attributes in each record of the dataset D). We assume that the objective of the sites is to

construct a logistic regression model on D (or other type of generalized linear model) without exchanging raw
data. We assume that the variables represent sensitive personal health information, and should an adversary
extract the raw values then this would be considered an inappropriate disclosure by the computation protocol.
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A number of different distributed data network approaches have been proposed and used in the literature [4-7].
Below we review the architectures of these distributed networks and explain how they address the privacy
problem.

2.1 Multi-site Regression

A number of proposals have been made to perform distributed analysis through collaborative computation
among the sites. In 2004 Du et al. suggested that sites could “exchange aggregate information, not the raw
data”, in order to perform multiparty linear regression with horizontally partitioned data [8]. This is essentially the
same approach suggested in DataSHIELD, although DataSHIELD has extended it to generalized linear models
[9], and more recently in GLORE, which only considered logistic regression but added the Hosmer-Lemeshow
goodness-of-fit test and area under the receiver operating characteristic (ROC) curve (AUC) [10]..

The parameter estimates b(t) are common to all sites, but the score vector u(t) and information matrix Z®
are computed individually and combined later (by sharing with each other or a third party) to update the overall

parameter estimates B That is, let l'i(t) be the individual information matrix for site i, and ui(t) be the

individual score vector for site I, where i€ {1,...,k} . Then the overall information matrix is Z® = Zl'i(t)

and the overall score vector is u®*) = Zui(t) , each representing a sum over all sites.
i

This is the approach suggested by Du et al. in 2004 [8], and implemented recently in DataSHIELD [9], and
GLORE [10]. Under this approach, however, it may be possible for an adversary to extract information and
values about the raw data, which would be considered an inappropriate disclosure of personal health
information.

There are two possible architectures for the distributed analysis. In the first architecture a third-party would
receive the component information matrix and score vector from each site. Let's call this the analysis center
(AC). The AC would then perform the matrix inversion, and compute the new model parameters for the next
iteration, and send the new parameters back to each of the sites. The sites would then compute their
information matrix and score vector anew and the cycle repeats. However, the AC is not trusted to access or
view the raw data (if the AC was trusted, then we could just send the raw data to the AC and let it create a
pooled data set and construct the overall model). When the iterations are completed the AC would have the
final model parameters.

In the second architecture there is no central AC, and therefore the sites collaborate in a round-robin fashion.
The initiating site, say site 1, sends the initial parameters, its information matrix and score vector to the
neighbouring site, say site 2. Site 2 then sums that with its matrix/vector and forward these to site 3, and so on
until the final matrix and vector comes back to site 1, which inverts the matrix and computes the new
parameters. Then the cycle starts again. When the iterations are completed all of the sites will have the final
model parameters.

Below we show that under certain conditions neither of these two architectures prevent the disclosure of PHI if
no cryptographic methods are used. Therefore, these protocols are not secure [8-10]. In the first architecture
with the AC, the information it receives from the sites can lead to inappropriate disclosures. In the second
architecture the information site 2 receives from site 1 can lead to inappropriate disclosures. These are
described below.

For ease of presentation, and to simplify notation, we withhold the use of subscripts that index sites in the
following discussions of potential inadvertent disclosures. All disclosures presented below are at the site level.

2.2 Inappropriate Disclosures from the Linear Model

A linear model is the simplest form of a generalized linear model, with normal errors and identity link function. It
has score vector:

u=X'(y-Xb) (1)

and information matrix :
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I:%XZX ............................. 2)

S

Where X is the design matrix, Yy is the outcome vector, and b is the vector of parameter estimates.
Rearranging the components of the score vector, and including the information matrix, yields the equation:

Xy=u-XXb=u-5Tb e, (3)

If an intercept is included in the linear model (a point which would be known to all sites), then the estimated
variance S° can be easily recovered. That is, with an intercept in the model, the first column of the design

matrix will be 1’s, hence the first entry of the information matrix will be [I]M =N §2 where N is the total

number of observations in D .

Sharing the parameter estimates, score vector, and information matrix in a multi-site linear regression therefore
leads to the disclosure of X_'V and XX (wherein information regarding higher-order interactions, which may

be sparse, is given away in the off-diagonal entries [11]). Note also that these summary values, when computed
by each site and shared, results in their disclosure at the site level.

Assume the covariates in X measure risk factors for a disease, and that the outcomes in y are a surrogate

measure of the disease. Then extreme values in Xj) could be used to identify a population with high or low

rates of the disease. For example, assume we have a covariate that records patients’ blood alcohol level, and
the outcome records the results of a liver enzyme test. High values from the liver enzyme test could indicate

liver disease. If the summary values Xj/ are high, then we may infer a population with high blood alcohol

levels and the presence of liver disease (which could strongly suggest alcoholism). This is an example of the
disclosure of personal information for participants at one site, and possibly source disclosure (i.e., if sites
compare these summary values to their own participants, they could determine which site contains a group with

high rates of alcoholism). We will see examples of disclosures from X'Xin other sections (i.e., from
categorical data, or the covariance matrix).

If the estimated variance s? cannot be recovered for some reason, then we would state the disclosures were
true up to a constant, which is still not an acceptable situation (e.g., extreme values would still be identifiable in
the summary data). Concerns regarding the disclosure of these summary data have been raised many times
[11-16].

2.3 Disclosures from Indicators

Indicators take on the binary values 0 or 1 in the columns of the design matrix X, indicating the absence or
presence, respectively, of an attribute (e.g., gender male or female). They are also commonly found when one
uses categorical variables in general (e.g., gender male, female, or unknown), which are transformed into a set
of indicators in the design matrix for the sake of mathematical analysis (such that the resulting design matrix is
of full rank, for matrix inversion). The structure of the design matrix would need to be defined in advance of
performing multi-site regression so that the results of each site can be combined.

As previously noted, if an intercept is included in a model, then the first column of the design matrix will be 1s,

and the first entry in the matrix X X will indicate the total number of observations, i.e., [X'Xll =N . Infact,

all entries [X'X]_ ~ for indicator ] represent the number of 1s in the column, regardless of whether an
I

intercept is used.

When data is split among sites, it is plausible that one or more sites could have a column of 1s in their design

matrix, or a large proportion of 1s. Equivalently, they could have a column of Os, or a large proportion of Os

(i.e., a sparse column). For example, a site with data for a sensitive population, such as an abuse treatment

center, may wish to participate in a study involving three or more groups, but an indicator that identifies this
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population directly or indirectly would reveal which summary data belongs to them when pooling information
(i.e., source identification).

Disclosures of this nature extend to the information matrix Z = X WX of a generalized linear model, where
W is the diagonal weight matrix. =~ For example, if we assume an intercept is included, then
[X'X] _/[X'X} gives the exact proportion of 1s for indicator |, and [X'WX]_ _/[X'WX] gives an
i 11 N 11

approximation. The approximation is especially good for indicators with a large number of 1s or 0s. For

example, if an indicator is represented by a column of 1s then [X'WX] _/[X'WX]ll =1; if an indicator is
i :

_ _/[X'WX}11 =0 One can also use the bounds on the
1) ,

weights to help with the inference (e.g., for a logistic model the weights are between 0 and 1).

represented by a column of Os then [X'WX}

Consider the following design matrix X , representing a data set with an intercept and three binary indicators,
and an accompanying weight matrix W with off-diagonal entries of zero (created for this example from a
random sample of the uniform distribution):

0.874
0.461
0.888
0.834
0.429
0.887
0.139
0.954
0.390
0.702
0.250
0.545
0.761
0.171
0.509
0.944
0.955
0.799
0.813
0.941

W =diag

Il
P R R R R R R R R R R R R R R R RB B B
P P P P P PO OOk, P OO O OO OoOOoO R -

O O O O O O O O O O O O OO o F F P Pk kb
O O 0O 0O R P RFP PR R RPPRPRRPLPPRPRPRPLPRPOO O B

Let the information matrix for the linear regression be l'SZ , and for the generalized linear model IW. Hence,
for this example they are,
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20 5 12 10 13.25 3.488 6.616 7.253
o _1 5 5 2 2 I 3.488 3.488 1.303 1.335
2112 2 12 47" |6.616 1.303 6.616 2.336|
2

10 4 10 7.253 1335 2336 7.253

Notice how the diagonal entries of Szl'Sz =XX give the exact number of 1s in each column. Interactions are
given in the off-diagonal entries, such as indicator 2 and 3 given by [ISZ L = 2 , which implies that they have

two rows in common with value 1. We scale the matrix Z,, by the ratio of the number of observations to the

sum of the weights [IW ]11’ then round the resulting matrix to compare with ZZ'Sz :

20 5 10 10
5 5 2 2
round 20 Z, |=
[IW]l,l 10 2 10 4
1 2 4 11

The results are strikingly similar to XX. Sparse design matrices are particularly vulnerable to this form of
transformation, due to the sparse interactions evident in the off-diagonal entries of the information matrix.

Coding indicators using values other than 0 and 1 does not eliminate the possibility of disclosures. For
example, assume the values -1 and 1 are used, and an intercept is included. In this example, for any indicator

[X'WX] =[X'WXJ , for a column of 1s [X'WX] =[X'WX} , and for a column of -1s

I 11 1j 11

[X'WX]1 = —[X'WX]M. In other words, although different criteria are used when we change the coding of
W] \

indicators, we are still able to make inferences from the information matrix, leading to disclosures.

2.4 Disclosures from the Covariance Matrix

For highly correlated variables, knowledge of one implies knowledge of the other. Such information could
therefore lead to inferential disclosures. The asymptotic covariance matrix of the parameter estimates is the
inverse of the information matrix (i.e., for a generalized linear model, the estimated covariance matrix is given

' -1
by It :(X WX) ). Hence, in the case of multi-site regression, the information matrix shared by each

individual site may put them at risk (which, combined with the site's score vector and the previous parameter
estimates, can be used to derive parameter estimates specific to that site).

Reiter raises disclosure concerns with regards to standard errors of estimated model parameters [17, 18], and
several researchers suggest that standard errors should not be provided if they are “too small” [11, 19].
Standard errors are derived from the diagonal entries of the estimated covariance matrix. Very small values
imply a strong fit between covariates and the site’s data, giving information away regarding the strength of the
model on that data.

One concern is that a model that fits data very well can lead to accurate, possibly even perfect, predictions
which could be used by an adversary to match to an external dataset and re-identify individuals. Assume, for
example, a model with a sensitive outcome, such as the presence of a rare or stigmatized disease (e.g.,
alcoholism). The parameter estimates could be used with known covariate values to predict outcomes. For
observations with the same combination of covariate values (common with categorical data) and the same
outcomes, the predictions on that same combination of values will be exact [17, 18].

Very small standard errors could also be used to directly or indirectly identify a sensitive population, potentially
revealing information about them and the source of the data. This is similar to the concerns raised when using
indicators, except that in this case we extend the measurement type to the nominal and interval scales. For
example, we could have continuous variables that identify the population, such as one site that is known to
have a focused age group.
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A restriction on standard errors implies that confidence intervals cannot be provided, since standard errors can
be uniquely derived from them. Similarly, p-values cannot be provided with parameter estimates, since standard
errors can be uniquely derived from this information as well. Rather, it is suggested that levels of significance
be provided (e.g., 0 < p < 0.005, 0.005 < p <0.05,0.05 <p < 0.1, etc.) [11, 19].

Although revealing standard errors is a concern at the site level, the purpose of multi-site regression is to pool
data into a larger dataset. Therefore, restricting the disclosure of confidence intervals and p-values for the
combined model may be excessive. Provided the information matrices for individual sites and the overall model
are secure, there should not be a concern providing standard errors for the overall model (implying that
confidence intervals and p-values can also be provided for the overall model).

2.5 Disclosures from Iterating

The iterative process of the fitting procedure implies an exchange of information between sites or a third party
that can be exploited. The following example is taken from Fienberg et al. in [20], with regards to vertically
partitioned data. It highlights the possibility of disclosures from shared summary data (e.g., the score vector)
captured over multiple iterations, or when certain elements can be inferred from unique structures in the data,
such as those we have outlined already.

Recall that sites need to share the K overall parameter estimates b(t) in multiparty regression, for all iterations
of t=1...,T . Without loss of generality, we assume the canonical logit function of a generalized linear model
(i.e., a logistic model), and that sites also share, or can access, the intermediate probability of success

i(t) = Iogit'l(Xib(t)) for observation 1, where X is row 1 from the design matrix X . To simplify notation,
let &l = logit(p®) = Xx;p".

Assume that there are at least as many iterations as parameters to estimate (i.e., T >k ), and that we collect

the parameter estimates b and summary value ai(‘) at each iteration 1 of the fitting procedure. Now consider

the linear system X,B =a,, where B =[b(l) ...b(k)] and a, z(ai(l),...,ai(k)) . If the columns of B are
linearly independent, then we can solve the linear system such that X, = ai'B_l, resulting in a full disclosure of
row i. Note that the columns of B could be any collection of K linearly independent parameter estimates b(t)

during the iterative process (not simply the first K of them). Furthermore, Fienberg et al. suggest that similar
concerns may appear in the calculation of the score vector ¥ = X' (y - p“)) [20].

2.6 Disclosures from Multiple Models

Often one will build several models before deciding which provides the best fit for the purposes of explaining or
predicting outcomes. For example, interactions may be included but then found not to be practically or
statistically significant, and therefore dropped. The process of fitting multiple models, however, and sharing
local summary data, can in itself lead to disclosures. This is a common subject of consideration in the study of
remote access methods [11, 17-19].

For example, Sparks et al. in [11] demonstrate how as little as two strategically chosen linear models can be
used to reconstruct the original data when the information matrix is provided. Consider the singular value

decomposition of the design matrix X = UDAV', where U'U=Ik, VV = I, (i.e., U and V are unitary),

o\t ,
and D, is a diagonal matrix of singular values. Then U = XVD;" and (X X) =VD,'V'. If the information

1.
matrix Z :—ZXX is provided then the matrix U can be derived. A second linear model with U as the
S

design matrix would lead to the disclosure of the linear predictor Xb (i.e., the predicted outcome for each
individual). Moreover, adding the linear predictor to the residuals of the original model leads to the disclosure of

the design matrix X', with the original observations.
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2.7 The Use of Secure Multi-Party Computation

In 2004, the use of secure multiparty computation in this context was proposed and demonstrated by Karr et al.
in [12], and the literature has grown since that time.

Sharing local summary statistics with each other or a third party, such as the matrix X'X and vector X'y, where
X is the design matrix and y the outcomes, was deemed unacceptable, possibly even forbidden by law, by Karr
et al. [12]. As they demonstrate, sites can calculate parameter estimates for their own data, and compare to the
global results, but using secure multiparty computation ensures that they cannot determine which site may have
caused deviations from their own. A detailed example of their approach for secure linear regression is given in
[13].

In 2005 Karr et al. included generalized linear models to their approach using secure multiparty computation,
which they acknowledge is virtually the same technique [14]. They observe that the approach has the
advantage of “being resistant to source identification via attribute values” (e.g., high incomes in one data
source).

Secure computation of the logistic regression has been proposed [21-23], when data is horizontally partitioned
among multiple sites. However, these protocols assume that the final information matrix is known by all sites,

which introduces disclosure risks in the log-linear case with two sites. If XX is known by a site then it can
narrow down the possible values in the design matrix of the other site, especially if the original values are
known to be integer (e.g., counts) and have a limited range. More generally, in the two site case one site would
be able to determine the value of the information matrix for the other site, and this raises the disclosure risks
noted above. Furthermore these protocols use a secure sum protocol which has known security weaknesses,
as we illustrate below.

Secure sum works in a round-robin fashion. The first site selects a random value r and adds its own value to
that: X +I, and forwards that to the second site. The second site adds its own value and forwards it:

X, + X, +I. This continues until the final sum reaches the first site: X, + X, +...+ X _+TI. The first site subtracts
I from the total to obtain the sum. If there are two sites then it would be easy for the first site to determine the
value X, . If there are more than two sites, collusion among sites can also reveal the values from other sites.

For example, if the second and fourth sites collude, then when the fourth site receives X, +X, +X;+TI', she can

send that value to the second site. The second site would subtract X, + X, +I' to reveal the value for the third

site. Therefore, this protocol is not suitable for two parties or if all of the sites cannot be trusted. This weakness
can in principle be fixed by modifying the protocol, but will increase the communication cost between each pair
of parties [24].

In the general case with mixed partitions, the same assumptions discussed above were used to construct a
distributed computation protocol [25]. Another protocol was proposed for linear regression on vertically
partitioned data using a secure matrix product [26].

Therefore, previous attempts at constructing a protocol suitable for data would still allow some inappropriate
disclosures under certain conditions or were not applicable to horizontally partitioned data.

2.8 Distributed Queries

An increasingly popular architecture for analyzing data located at multiple sites without pooling the data can be
characterized as distributed data aggregation. Under this model a central user sends queries to multiple sites.
Each site executes the query and sends the results back to the central user [27-30]. Such networks retain the
data at the sites and only send summary information back to the central user in response to specific queries.
However, it has been well established for some time that it is possible to leak sensitive information by running
multiple overlapping queries on a database — this is known as the problem of inference from statistical
databases [31]. The ability to extract sensitive information when multiple tables are available about the same
population has been demonstrated on student data released by educational departments in the US [32] and on
the re-identification of federal capital cases by combining information from multiple tables released by the
Department of Justice [33].
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The major problem in inference from statistical databases comes from queries that return a subset of data [34,
35]. The two main inference attacks are queries with very small or very large outputs, and query overlapping
(inference chaining) [36, 37]. An attribute in a statistical database could be compromised exactly or partially. If
there is no restriction on the user’s queries, the exact value of a specific attribute could be deduced, especially if
the user has some initial knowledge of the contents in the underlying table. Consider Table 1, named Diagnosis.
Suppose that an adversary already knows that N11 is one of the patients in this data set. An adversary can run
the following query:

SELECT COUNT(*)
FROM Diagnosis
WHERE Name='N11' AND DiagnosisCode BETWEEN 290 AND 319

This query would return a result set of size one, revealing the patient’s diagnosis. If the adversary does not
know the patient’'s name but the postal code instead then the following query will return the diagnosis:

SELECT COUNT(*)
FROM Diagnosis
WHERE PostalCode="K1L' AND DiagnosisCode BETWEEN 290 AND 319

These types of queries can be prevented by setting a restriction on the size of the result returned by the query.
However, there are some inference methods, such as tracker queries [36], which are able to bypass this
restriction by sending some related and overlapping queries, and combining the results to infer some individual
data. More importantly, sometimes the number of queries needed for effective trackers can be small.

Attempts to protect against such inferences by restricting the size of the query result (query set) would not be
effective. Query set size control will block any query which produces a query set smaller than some threshold,

say K records. It also blocks any query set with more than N —K records, where N is the total number of
records in the table. This is because the complement of the query will have less than k records which violates
the inference control limit. Now, suppose instead of the complement of a query with the query set of K records,

we create a query which is the complement of another query, or more than one query, which in this case is not
prohibited.

Postal Diagnosis

Name Age Gender Code Language Cgode

1 N1 72 F K1K En 305
2 N2 63 F K1N En 294
3 N3 58 M K1K Fr 153
4 N4 56 F K2K En 231
5 N5 51 M K1P Fr 294
6 N6 48 M K1R It 282
7 N7 39 M K2K Fr 745
8 N8 38 F K1P En 523
9 N9 31 F K1M En 310
10 N10 29 M K1K En 312
11 N11 29 F K1L En 300
12 N12 23 M K1J It 482

Table 1: Example table to illustrate tracker queries.

Even with restrictions on the result set size, the adversary can run the following two queries:

SELECT COUNT (*)
FROM Diagnosis
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WHERE Gender="F' AND Language="En' AND DiagnosisCode BETWEEN 290 AND 319
and:

SELECT COUNT (*)
FROM Diagnosis
WHERE Name < >'N11' AND
Gender="F' AND Language="En' AND DiagnosisCode BETWEEN 290 AND 319

If we assume that k = 2, both of the above queries have query sets between kK and N —Kk records, and
therefore would not be blocked. However, by subtracting the results of the above two queries the adversary will
obtain the singleton query set equal to the result of the prohibited query, and can figure out the range of N11’s
diagnosis code. This and other examples will lead us to set another stricter condition on the query set size. For
instance, the allowable size for a query set has to be between 2k and N —2k . However, consider the
following two queries which are both allowed because of the size of the query sets, 7 and 5 records
respectively:

SELECT COUNT (*)
FROM Diagnosis
WHERE Gender="M' OR Language="Fr'

and:

SELECT COUNT (*)
FROM Diagnosis
WHERE Gender < >'M" AND Language < > 'Fr'

The adversary can pad a condition to each of the above queries as follows:

SELECT COUNT (*)

FROM Diagnosis

WHERE (Name < >'N11' AND DiagnosisCode BETWEEN 290 AND 319)
OR (Gender='M' OR Language="Fr")

and:

SELECT COUNT (*)

FROM Diagnosis

WHERE (Name < >'N11' AND DiagnosisCode BETWEEN 290 AND 319)
OR (Gender < >'M" AND Language < > 'Fr')

The first query set has 8 records and the second one has 5. Now by adding up these two and subtracting from
the total of the previous two queries, N11’s diagnosis code will be confirmed.

Queries that reveal information are not limited to ‘count’ queries. Suppose we also know that N11’s age is 72,
then we can construct the following ‘max’ query:

SELECT MAX (Age)
FROM Diagnosis
WHERE DiagnosisCode BETWEEN 290 AND 319

By returning 72, the adversary can conclude that N11’'s diagnosis code is in a specific range. Similar
conclusions are possible using ‘min’ queries. Also, ‘sum’ queries can be used. As a simple example, suppose S
is a sensitive numeric field and we want to have the result from the following query:
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SELECT SUM(S)
FROM Diagnosis
WHERE Name="N11"

This query has the query set size problem and cannot be processed. However, the following two eligible queries
could be executed to get the private value:

SELECT SUM(S)
FROM Diagnosis
WHERE Name<>’N11" and Language="En’

and:

SELECT SUM(S)
FROM Diagnosis
WHERE Language="En’

By subtracting the results from the two above queries, the value of S for N11 will be disclosed.

These examples illustrate the ineffectiveness of inference control using query set size. The experimental results
show that an adversary, who has some prior information about the distribution of attribute values in the
underlying data sets, is able to find a general tracker with as few as one or two queries.

Alternatives to query set size restrictions have been proposed, but these require the perturbation of the data
[38, 39]. Such perturbative techniques will reduce the accuracy of analyses based on the data, and are not
known to be used in the distributed networks cited above.

2.9 Meta-analytic Approaches

One approach to combine models across multiple sites providing data is for each site to develop a model and
then a central unit would perform a meta-analysis of the models to construct the final model.

Using Individual Patient (or Participant) Data (IPD) in a meta-analysis is widely considered the gold standard
way in which to combine results from multiple studies or sites [40]. This means getting access to “raw data” on
all patients from multiple studies or sites, so that investigators can build models on the original data. Privacy
restrictions or concerns would prohibit the use of IPD in a meta-analysis as the raw data would need to be
disclosed.

Restricting investigations to aggregated data limits regression modeling to summary data that may or may not
be complete, and limited to study-level covariates [41, 42]. In general, IPD reviews are preferred because one
can: include unpublished data (e.g., due to non-significant effects, or privacy concerns); analyse common
outcomes and patient subgroups; analyse by time to event; and conduct a more flexible analysis [43].
Furthermore, it has been shown through simulation [44] and with real medical data [45, 46] that IPD analysis is
generally necessary to relate patient characteristics to treatment. Using aggregated data in a meta-analytic
regression with study-level covariates will typically have very low statistical power compared to an equivalent
analysis using IPD, with different parameter estimates between the two [44].

Furthermore, as noted earlier in Section 2.4, sharing standard errors from site-specific models may reveal
sensitive information about the population at that site under certain circumstances. The standard errors would
need to be shared for regression model meta-analysis.

2.100ther Methods

Alternative methods have been proposed to perform a pooled analysis in the context of drug and vaccine safety
surveillance. A straight forward approach to perform a pooled analysis from multiple sites is to minimize or de-
identify the data at source and then send the de-identified data to an AC for analysis [47-49]. De-identification
always results in a loss of precision, and one must be careful that the de-identification applied is consistent
across all sites and ensure that the risk of re-identification is acceptably low in the different jurisdictions of the
sites.
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Another proposed approach is the creation of propensity score models at each site, and then send these to the
AC which would construct a final model with the propensity scores and other non-private variables [50, 51]. The
authors show that pooling propensity scores provides equivalent results to a meta-analysis of model
parameters. It is not clear what the loss in power and precision would be compared to an ideal pooled analysis
with the original raw data.

2.11Summary

The sharing of de-identified data to create a pooled data set and meta-analytics methods result in a loss of
precision and power. Methods for multi-site regression would retain the precision and power. However, as noted
above, current multi-site regression approaches are prone to inappropriate disclosure. Distributed networks that
send queries to sites are prone to tracker queries that can reveal personal information.

Our objective was therefore to develop a multi-site regression protocol that addresses the disclosure risks by:
(a) not revealing the individual site information matrix and score vectors, (b) avoiding inference channels
through multiple overlapping queries, and (c) retaining the precision of a raw data pooled analysis. Our protocol
uses secure multi-party computation methods. This is the SPARK protocol described below.

3 SPARK Protocol
3.1 Existing Building Blocks

Below we summarize the inputs and outputs for each of the secure building blocks that were already known and
that we use in our protocol. A summary of the inputs and outputs is also provided in Table 2.

3.1.1 Secure Dot Product
For the multi-party case, secure dot product can be performed using secure multi-party multiplication.
o Number of parties: 2, { R, Pz}
o0 Inputs: two private vectors of length m
= PV, = <v V. V. >

11 Vigseeos Vi
. P2:V2=<v211,v212,...,v2'm>
o0 Outputs: two private numbers
- Riag
- Rla

such that: V-V, =a,+a,

3.1.2 Secure Matrix Multiplication for Two Parties
o Number of parties: 2,{Pl, Pz}
0 Inputs: two private matrices
ai,l,l a1,1,2 R ai,l,m

- Pl . Al — a112,1 a:l.,:2,2 a12m

ai,s,l ai,s,2 a1,s,m sxm
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a2,1,1 a2,1,2 tee a2,l,u
- P . _ a'2,2,1 a2,2,2 a'2,2,u
y Ay = : : " :
Gmi Bmz -0 By mxu

o0 Outputs: two private matrices
b1,1,1 b1,1,2 tee bl,l,u
bl,Z,l b1,2,2 bl,z,u

- P:B =
bier bBisz o By,
b, by, ... by,

- P:B,= bz’f'l bz’f'z . bz’f'”
Bres Braz o By |

such that: A xA, =B, +B,

3.1.3 Secure Multiparty Addition
o Number of parties: k,{P,P,,..., P}
o Inputs: K private numbers
= P:ix,ie{l2...k}
o Outputs: K private numbers

= Puy,i e{l,Z,...,k}
k K
such that: in = H Y,
i=1 i=1

3.1.4 Secure Multiparty Multiplication
o Number of parties: k,{Pl,Pz,...,Pk}
o Inputs: Kk private numbers
= P:ix,ie{l2...k}
o Outputs: K private numbers
= Piy,ie{1,2...k}

k k
such that: H X = Z Yi
i=1 i=1

3.1.5 Secure Matrix Sum Inverse for Two Parties
o Number of parties: 2,{P1,P2}

o Inputs: 2 private matrices
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ai,l,l a’l,l, 2 tee al,l,t

- Pl . A1 _ a1;2,1 a1,:2,2 a1;2,t

B B, o B

a2 11 a2 1,2 t a‘2 At
a2 21 a222 a22t

= RA=| ; ;
a2,m,1 a2,m,2 a‘2,m,t sxt

o Outputs: 2 private matrices

bl,l,l bl,1,2 te bl,l,t
— bl,.Z,l bl,.2,2 . bl,.Z,t

» R:B
bl,s,l bl,s,2 e bl,s,t xt
b2,1,1 b2,1,2 tee bZ,l,t

- Pz : B2 — b2:2,1 b212,2 bzlz,t

b2,s,1 b2,s,2 t bZ,s,t

such that: (A + A, )_1 =B +B,
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Secure Building Block Number of Inputs Outputs Equation
Parties
Secure Dot Product .
2.(P,P,) PV =(Va Vi Vi) R4 ViV, =3 +3,
Secure Matrix : . : .
Multiplication 2, { R, Pz} R: Ai(sxt)’ P Az(tw) R: Bl(sxu)’ R: B2(sxu) AxA =B +B,

Secure Multiparty
Addition

K {P,Py-- R

P:x,ie{l2..k}

P:y,ie{l,2...k}

Z X = H Yi
i=1 i=1

Secure Multiparty

Multiplication K{P.P,....R} Pix,ie{l2,... .k} Pry,ie{l2...k} ];[xi =iZ:1“yi
Secure Matrix Sum ) . . . -
Inverse 2,{P1' PZ} Pl . Ai(sxt)’ PZ ' A2(5><t) Pl ' Bl(sxt)’ PZ . BZ(sxt) (Al + AZ) ! = Bl + BZ

Table 2: Summary of inputs and outputs of existing secure building blocks.
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3.2 Secure Multi-party Matrix Sum Inverse

Suppose each of the sites has a d x d matrix and they jointly and securely want to compute the inverse matrix
of the summation of their matrices in the form of the summation of private matrix shares:

(Lt +L) =M 4+ M, , LM, eP (4)

To simplify the presentation and without loss of generality, here we consider that k = 3. The protocol is similar
in the case of kK > 3. Note that it is implicitly assumed that the inverse exists for the summation matrix. The
following are the major steps of this building block protocol:

1. Party P3 randomly generates a non-singular d x d matrix, R3

2. Parties F’1 and P3 perform secure matrix multiplication for their input matrices (see Section 3.1.2), L1

and R;, respectively, such that:

LxRy=N;+Ny, N,>P, Ny o P (5)

3. Parties P, and P, perform secure matrix multiplication for their input matrices (see Section 3.1.2), L,

and R;, respectively, such that:

L,xRy=N,+N,, , N,—>F,N,=>P (6)

4. P, selects a random number 0 <r <1 and sends Ny, +r(L;xR;) and N, +(1-r)(L;xR,) to

P, and P, , respectively.

o

P, locally computes Q, =N, +N,, + r(L3 X R3) which is equal to L xR;+ r( L, x RS) , using
equation (5).
P, locally computes Q, =N, +N,, +(1— I‘)(L3 X R3) which is equal to L, xR, +(1— I‘)(L3 X R3),

using equation (6).

o

Note that according to the equations in the steps 5 and 6 the following equations are satisfied:
Q+Q, =L xR, +r(LxR)+ L, xR, +(1-1)(LxRy) =(L, + L, + L) xR,
_ -1 B _
=(Q+Q,) =((L+L+L)xR,) =Ri*x(L+L,+L)".

7. P, and P, run secure matrix sum inverse for two parties on their private matrices, Q, and Q,,
respectively (see Section 3.1.5), such that:

(Ql +Q2)‘1 =T,+T, , TR, T,oPR 7)

8. Parties P, and P, perform secure matrix multiplication for their matrices, T, and R;, respectively, such
that:
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RyxT =My, +M, M,—>B, M, P (8)

9. Parties P, and P, perform secure matrix multiplication for their matrices, T, and R, respectively,

such that:

RyxT,=M;,+M, M,—>P,,M,,>P (9)

10. Then we have:
(L+L+ L) =(RxR)x(L+ L+ L) = Rox(Rx (L + L+ L) )
=Ryx(Q+Q,) =Ry x(T,+T,) = (RyxT,) +(RyxT,)
=M;; +M; +M;, +M, =M, + M, + M,
Note, that we set M, =M;, +M,,, such that M; — P,. Therefore, M; is the final private output

matrix share of P,i e {1, 2,3} .

3.3 Secure Logistic Function

X

Inside the secure logistic regression algorithm, the logistic function has to be computed, while X is

1+e*

k
privately shared among K parties, such that X = Z X . To jointly and securely compute this value such that at
i=1
the end each party P, receives their private output share Y;, secure addition and multiplication building blocks

are used as follows:

e 1 1 1 1 k :
< = ~ = ” = P = x :HCI :zyl
1+e" 1+e 1+e7§Xi 1+1:1[e’xi 1+Zbi i1 = (10)

The following are the steps for this secure building block:

1. Parties perform secure multi-party multiplication for their private inputs, X; 'S, such that:

1
1+ibi

3. Finally, they run secure multiplication for their private inputs, C 'S, as follows:
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K
G =zyi

K
i=1 i=1

X

Note that the same solution could be applied on to create separate private shares for

X

(1+e*)2 246" +e
the parties.

The computation of inverse addition is an extension of secure addition. We illustrate the protocol here for two
parties, P, and P,. Assume each party has a value b, and b, and we need to compute:

1

————=(,XC,

(b, +b,)

Then we execute the following steps:

1. Party B computes E(bl) and a random number K, and sends these to P,.

2. P, generates a pair of random numbers I, and k,, and computes:
— kz
X, =r,x10

3. P, computes [E(bl)xh E(bz)]X2 and send thatto P,.

4. P, decrypts the value it receives.

At the end of the computation we have:

o 10
' (b, +b,)xx,
c, =1, x10"™) = 1’511

3.4 Secure multi-party 2-norm distance

There is an existing secure protocol in [52] for secure 2-norm distance. However, in that protocol, which is
restricted to two parties, each party owns a vector and they want to jointly and securely compute the distance
between their vectors. In our context, there is no restriction on the number of parties and each element in each
vector is privately shared among the parties, such that each element is the summation of corresponding shares.
Therefore we propose a protocol suitable for our context below.

In this building block the 2-norm distance of two vectors, « andﬂ , is securely computed. Each item of these
vectors is the summation of the private values belonging to K parties, as follows:

amtn - @)(Tan = Sa) o0 - 2)(Sn - $a.)

where V is the number of items in the vector. At the end each party has their private output share such that the
summation of the shares would be the 2-norm distance of the given vectors. Thus, the following computation
has to be jointly and securely done by the parties:
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A= 35~ = (Sl +v ) (4 ,)

<

i i=0

- Sl )l = Sara)

By assuming 5], =q;; —,Bj'i. Because we only need the distance to compare with a constant value in our
protocol, we could ignore the square root and simply continue as follows:

\i

Z(éiu +"'+5k,i)2 =Zvl5fi +"'+Zvl5k2,i +2(Zvl5l,i52,i +'”+Zv:5kl,i5k,ij'
i=0 i=0 i=0 i=0

i=0

Therefore, the following are the major steps of this sub-protocol:
\i

1. For each 25”5'

i=0
own private shares as follows:

j <1, the two parties involved have to perform secure dot product to obtain their

D 5,0 =A+A.
i=0

\
2. Each party P; sets their private output share as ¢; = 24, +25ii . Therefore:
i=0

v \% v \ v v K
”a,ﬂ”z =Z(ai _:Bi)2 =Z(51,i +"'+5k,i)2 =§51?i +"'+§5k2,i +2[;51,i52,i +”'+;5k1,i5k,ij:zl¢j
1= 1= 1= 1= J=

i=0 i=0
where the final squared distance is the sum of the ?; distributed among the Kk parties.

3.5 Secure Multi-party Comparison

Secure comparison has been proposed in previous papers, such as in [53, 54]. However, those protocols are
suitable in the case where we want to compare the two private values between two parties. In our context we
wish to compare the summation of private shares among multiple parties with a constant value.

In this sub-protocol Kk parties will securely compare the summation of their private shares with a constant value
7, by using a central unit as a commodity server, without revealing their input values to each other and the
central unit. The central unit remains unaware about the final result of the comparison, and only the parties will
receive the final result.

1. The central unit establishes a pair of encryption keys using the Paillier cryptosystem and broadcasts the
public key to all the parties.

2. The central unit generates one random number I for each party Pj, encrypts it, and privately sends

E (rj ) to that party (i.e., this random number is not shared among the parties).

3. Starting from the first party, each F’j encrypts their private inputgoj, computes E((pj)xh E(I‘j), and

multiplies the result by the received value from the previous party, and sends the result to the next

j
party. This means, for instance Pj will send l_l[E((p,)xh E(I’i) to Pj+1.
i=!
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4. The last party, Pk, after performing the same operations, multiplies the final value by E(T)ﬁl, which
produces the following encrypted value:

E(e) 5 [T(E(@)% E(1))= E((Z::(p,j+[grij—rj

i=1

Then, P, generates a large random list, inserts the above value to the list, performs a random
permutation, and sends the list to the central unit for decryption.

k
5. The central unit decrypts each item of the list, subtracts Zl’j from each item, and returns the
j=1
decrypted list back to P, .

6. Party Pk, after applying the permutation on the received list, retrieves the decrypted item which
corresponds to the encrypted value in the sending list, and obtains the comparison result.

7. Party P, broadcasts the result to the other parties.

3.6 Description of Protocol

The SPARK protocol assumes a central analysis center (the AC) that would coordinate and combine the
analysis results from all of the sites. It is not necessary for the AC to be trusted as it would not be able to view
any of the individual sites' data nor able to draw inferences from information it receives.

The pattern of communications would be between each site and the AC, and also among the sites. The latter is
required to implement some of the building block protocols, such as secure comparison.

3.6.1 Secure Logistic Regression

We let the main design matrix be denoted X, containing V independent attributes in each record, and the
vector of the values of the dependent attribute, y, are as follows:

Xl Xi’]_ yl yil
X X, i
X = ;2 , X = ;'2 —->F, Xij:(l Xijp X2 - Xijv)1 y= 3{2 y Vi = y;2
X, Xin, Yy Yin,

k
Note, that N = > N;, and each X; isa N, x(V+1) matrix.
i=1

The regression coefficient vector, b, will be kept private and each party will obtain a private share of this vector.
Then, this vector would be reconstructed by the AC to produce the final vector and perform the required

analyses. Each distributed coefficient value is indexed as D, where | indexes the site, and S indexes the
attribute. Therefore, we use the following notation:

, k
b:(b+0 b+l b+v) ' b+s =zbis ’ b - P .

ij i
i=1

This means that every item of b is the summation of the private shares belonging to the sites. The steps of the
protocol are as follows:
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1. Each party P, initiates their shares for the regression coefficients, a zero vector, such that

!

b=(0 0 - 0).

’
exi1><b eXisz

eXiNixb
1+eXil><b 1+eXi2><b 1+eXiNi><b

2. Compute the fitted probabilities vector p . We define: p :(

First, for each record X;; — B, all the sites jointly compute X;; xb . These computations are not local and

the sites have to securely collaborate to create their private shares. According to the distribution of the
vector b, we have:

!

Xinb:(l Xiji Xjo Xijv)x(b+0 b, - b+v)

K K K !
:(1 Xiji  Xjo Xijv)x[zbio Zbil bivj
i-1

i=1 i=1
K K K
= zbio + Xijlzbil teeet Xijvzbiv
i=1 i=1 i=1

=(b10+~--+bk0)+(xijlbll+-~-+xijv v)+“'+(Xijlbk1+"'+Xijvbkv) ........... (11)

Each (Xijlbll +-o+ Xijvblv) is securely computed using secure dot product between the two sites P,
and F’j . To compute equation (11) a total of (k —l) secure dot products must be performed on vectors

of size (V—l) . Then Xij x b is converted to the summation of private output shares:
Xixb=a;++3, , a; > PR

By applying the secure logistic function presented in Section 3.3 on the above results as inputs each
site will receive their private share for the vector p .

3. Computing the weights matrix W . The weight matrix is an N, x N, diagonal square matrix, denoted

as follows:
o .. W, ).

By using the secure logistic function described in Section 3.3, each element of this matrix will be the
summation of the private shares:

=
I
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Kk eX“xb
w=—"" L efeN.
T (e

4. Computation of X'xW . In the following matrix multiplication, the product can be separated into k
matrix multiplications.

X’><W=(X1' Xk')x =(Xl'le X;ka)

N .1

. K . “. .
N, v O ZWl,LNi X, R ¢ O

WV Ny v
i=1

k
ZWk,j,Nk
j=1

k k k k
DWW 2 Wy D Wi v 2 Wy,
i=1 j= =1 =1
k k k k
_ X1,1ZW1,1,1 XNl,lel,j,Nl Xk,lzwk,j,l XNK,IZWk,j,Nk
= =L =L =L i=
k k k k
Xl,vzwl,j,l XNl,vZWl,j,Nl Xk,vzwk,j,l XNk,vZWk,j,Nk
= j= j=1 j=1

The first row of the above matrix is already the summation of the private shares. Each of the items in
the rest of the matrix could be transformed to a summation of the shares using the secure multiplication

building block. Therefore, at the end, X' xW will be the following matrix:

k
2 Wios

!

M=

W'
j,0,N
=l j=1
k k
w W
11 AN
X'xW = ; : ; : =W+t W,

k
ZW;,V,l

j.v,N
=1

=

1
[aN

(v+1)xN
Each W, isa (V +1)>< N matrix.

Computation of X' xW x X : This matrix multiplication is also the same as the previous step, and at
the end, each item of the matrix would be the summation of the private shares:
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k k
! !
2 %00 2 Xiou
j=1 j=1
k k
1 1
' PRI D Xia
XXWXX: j=1 j=1 :Zl+.“+Zk

K
2 Xm0 2 X

j=1 j=1

(v+L)x(v+1)

in which each Z; isa (V+1)x(v+1) matrix.

-1
Computation of (X' xW xX) . The secure computation of this step is based on the building block
described in Section 3.2. Each matrix of the above summation belongs to one party and the inverse of

this matrix summation has to be calculated. Suppose we denote each (Xi'><Wi XXi) by Z;

i
Therefore, by using the secure multi-party matrix sum inverse, the following equation would be
obtained: (Zl ++Z, )_l =T +---+T, inwhicheach T, > P ,andisa (V+1)><(V+l) matrix.

Computation of y— p. Because each item in p is shared among the parties, this matrix subtraction
could be converted to the summation of the private shares as follows:

S S T S |

],

Computation of X' x(y—p): Similar to the step 5 , this matrix-vector product will be computed to
generate the following matrix:

X'x(y-p) Xx[me Zk:bf,j,wi}’ +oeet Xx[Zbkjl : ZkaN)

Kk
ST
J

Each U, is a (V +1) -dimension vector.

Computation of(X'xW xX)flxX'x(y—p). In this step, a matrix-vector multiplication has to be

done, in which the matrix is the summation of k matrices, and each item of the vector is the summation
of k items, as follows:

(X'xW xX) ' xX'%(p=p)=(T++T)x(Uy+-+U )=V, +--+V,.
In the above equation, V,+---+V, is a (V +1) -dimension vector, and the matrix-vector product is

k(k-1
jointly and securely computed by the Kk parties using %SDP(ZXV), in which SDP(a) is the

secure dot product of two a-dimension vectors.
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10. The new value of the vector b will be computed as:

b+(X’xWxX)_lxX’x(y—p)=b+Vl+...+Vk

k 1A
= (zbi,,o Zbi,,l Zbi',vj
i i=1 i=1
in which each b/ | = =b i

11. Loop termination. At the end of the loop the distance of the old and new b has to be compared with the
specified threshold, say 7. For this comparison, different distance functions could be used. Here, we
use 2-norm distance. Therefore, first by using the secure building block presented in Section 3.4,

secure multi-party 2-norm distance of the two vectors, & = b and 4 =p°" , will be computed, such
that:

a=(a, - av):(iZ:‘ai’o Zk:ai,vj cor=(r Vv):(gﬂ/uo Zﬂﬁ,vj

i=1

and at the end of the sub-protocol:

k
| = Zlcoj : o, —>P .

For the comparison, the secure sub-protocol presented in Section 3.5 is used to compare Z(Dj and 7
j=1
. This comparison is done jointly by the parties and the AC.

The main protocol is terminated according to the comparison result in step 11, if the distance between the new
and old regression vectors is smaller than the threshold, and otherwise the protocol is repeated from step 2.

4 Security Analysis

In our proposed protocol the sites perform computations on their distributed and secure data. It is therefore a
reasonable assumption that they correctly follow the protocol steps and provide valid data in their data
communications with other sites. However, any site may also use the intermediate results received from the
others to compute or infer private information. This means that all of the parties are considered semi-honest.

Because the protocols are usually complex and different operations are used during their steps, the composition
theorem [55, 56] is used for their security proof. The base sub-protocols in the algorithms presented in this
paper are secure dot product, secure addition and multiplication, and secure comparison. Security proofs for
these building blocks could be found in their corresponding papers. The exception is secure comparison, which
is discussed in this section. Also, collusion attacks between two or more sites, or one or more sites and the
central unit are examined.

4.1 Secure Multi-party Comparison:

To prove the security of this building block, we use the Simulation paradigm [55, 57]. Using this paradigm, a
protocol is considered secure if for any party involved in the protocol all the information that can be gained by
the party could also be acquired from their own inputs and outputs. Thus, for each party P a simulator S has to
be found such that the party’s view using the secure protocol is computationally indistinguishable [55] from the
output of that simulator.
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o Central unit: The first two steps are done by the central unit. Thus, the first part of the simulator

Sy for this party would be:

Input: Nothing
Process:
— Establishing the encryption keys

— Selecting random numbers I,---, I,
—  Encrypting the random numbers
Output: {PK, E (rl),..., E (rk )}

In the output, PK is the public key.

. Pl, R F’kf1 : In step 3 each party, except the first one, receives an encrypted message from the

previous party, performs an encryption and a multiplication, and sends the result to the next
party. Note that an encrypted message received by a party is considered a random number,
because they do not know the private key and therefore are not able to decrypt the message.

Thus, the simulator SF,1 for the first party is:

Input: {PK, E (rl)}
Process:
— Encrypting her private input @,

—  Performing E((Dl)xh E(rl)
Output: {E (¢,)x, E (1)}

Also, the simulator SF,j for each party P, je {2, ek —1} will be as follows:

(E((/’l)xh E(ﬁ))}

j-1

1=1

Input: {PK,E(rJ.),

Process:
—  Encrypting their private input ?;

—  Performing E(qoj)xh E(rj)xh llj(E((o')xh E(rl))

Output: {ﬂ(E(wu)xh E(ﬁ))}

1=1

o Pk : In step 4 the last party performs the same operations as the previous parties have done.
The last party also hides the result into a random list and sends it to the central unit. The first

part of the simulator Sy, for this party would be:

Input: {PK,E(I’k),ﬁ(E(%)Xh E(rl))}

I=1
Process:
— Encrypting their private input @,
—  Performing E(T)flxh E((pk)xh E(rk)xh( (E(q)xh E(r,)))

— Generating a random list
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K
— Hiding [ [E(#)x, E(r) in the random list
I=1
Output: A random list of numbers
e Central unit: The second part of the simulator for this party is as follows:

Input: A random list of numbers
Process:
— Decrypting all the items in the list

k
— Subtracting er from each decrypted item
j=1
— Sending back the result to the last party
Output: A random list of numbers

. Pk : The second part of the simulator Spk is:

Input: A random list of numbers
Process:

— Selecting the corresponding item from the list
Output: The comparison result

4.2 Collusion Attacks

In the protocols that involve more than two parties, collusion between two or more parties could be used to
extract one or more other parties’ private data. Here we discuss the possibility of such attacks applied to the
sub-protocols presented in this paper, along with the main protocol.

4.2.1 Secure Multi-party Comparison

Collusion between the central unit and one party: if the first party, P,, colludes with the central unit, no
private data from the other parties will be accessed because no information is sent from them to the first

party. In case of collusion of the central unit with a party, |:’j , other than the first one, the only information
j-1

revealed to them is ng, , but no individual data, except in the case of j=2.
1=1

If the central unit colludes with P, , then the comparison result is also revealed to the central unit.

Collusion between two parties P, and PJ- : No site knows the private key of the cryptosystem which is

generated by the central analysis unit. Therefore, even by collusion, no useful and meaningful information
about the other parties’ private data could be revealed to the colluding parties.

4.2.2 Secure Matrix Sum Inverse

P, and P, : By colluding these two parties do not extract private information from P, because R, is a
random value known only by P3 , and all the rest of the intermediate values are based on that value as well
as L, which is also unknown to those two colluded parties.

P, and P, : In equation (6), both L, and N, are known only to P,, and therefore collusion of P, and P,,

will not be revealed these values. Following the same reasoning, Q, , M,and T, could not be accessed
by these two parties.
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= P2 and P3 : The same reasoning as the previous case applies here.

4.2.3 Secure 2-norm Distance

In this sub-protocol, we only use the secure dot product between each pair of parties. This building block is
applied to only two parties and therefore there is no collusion attack risk for this secure building block.

4.2.4 Main protocol
For evaluating collusion attacks, we consider three different scenarios:

i. Collusion between (k-1) parties: Suppose there are k parties who keep the data and run the protocol to
produce their own private shares of the output values of the regression coefficient vector. If k-1 parties
collude, we go through the steps of the protocol to investigate any possible security issues:

1. There is no security problem in this step, because each party just initializes their own private
shares for the regression coefficient vector by 0’s.

2. Foreachrecord X; ; € P, all the parties jointly compute X; ; xb . If X; ; belongs to one of the

colluding parties, at the end of this step, they only know their own output shares, and will not know
the output share of that single party, because of the use of the secure dot product. In the case that

Xi’j belongs to that single party, again none of their output shares from the secure dot products

between that party and other parties will be revealed to those parties. However, this is not correct
for the first iteration, in which all the private share values of the vectorb are zero. Therefore, to
prevent any possible collusion attack, each party randomly selects very small and non-zero values
for their input shares of the coefficient vector instead of zeros. In this way, even in the first iteration,
private shares of the single party from the vector are unknown to the colluding parties.

3. To compute the weight matrix, the secure logistic function is used by the parties. In this building
block, secure addition and multiplication are used to convert the logistic function to a summation of
output private shares. Again, because the colluding parties do not know the private input of the
single party, they are not able to figure out the final output share of the single party because of the
resistance of those building blocks to collusion attacks.

4,5. In these steps, secure matrix multiplication is only used, which is safe against collusion attacks.

6. Secure matrix sum inverse is used in this step, which has already been investigated for collusion
attacks above, and found to be safe.

7. There is no joint operation in this step and therefore, there is no collusion attack.

8. Same as step 4, and safe.

9. Inthis step, secure dot product is used between every two parties. If this is done between two of
the colluding parties, they will only know their own shares, and if it is done between one of those
parties and the single party, at the end, the private share of the single party is kept unknown to the
colluding parties because of the secure dot product is safe to collusion attack.

10.There is no joint operation in this step and therefore, there is no collusion attack.

11.In this step, secure 2-norm distance and secure comparison are used between the parties and their
resistance to collusion attacks has been already investigated above and found to be safe.

ii.  Collusion between all the parties: If all the parties collude, they can jointly compute the regression
coefficient vector from their private data. This is actually the non-privacy-preserving protocol.

iii. Collusion between one or more parties and the central unit: If there are only two parties who have data
and want to run the protocol to find their private shares of the regression vector, then collusion of the
central unit with one of those parties will reveal the private shares of the other party to the central unit.
In general, this is the case if the central unit colludes with all the parties except one. However, if there
are less than (k-1) parties who collude with the central unit, then the maximum information the central
unit will know is the summation of the private shares of the non-colluding parties, which will not help the
central unit to extract their separate private shares.
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5 Complexity Analysis

In this section we analyze the complexity of each sub-protocol and building block used in them. We first show
the complexity of the building blocks and then use those as the basis for the complexity analysis of the main
protocol. The building blocks used in this work are secure addition (SA), multiplication (SM), dot product (SDP),
matrix product (SMP), matrix sum inverse (SMSI), logistic function (SLF), 2-norm distance (SND), and
comparison (SC). The complexity of each protocol is shown in terms of the number of sent messages,
encryptions, and decryptions.

In Table 3, K is the number of parties involved, V is the number of independent variables, d is the dimension

of a square matrix, and | is the number of items in the random list inside the secure comparison protocol. We
only apply secure matrix product in the secure multi-party sum inverse sub-protocol, and therefore we only deal
with the square matrix, which is why we consider only one dimension for the matrix multiplication.

Secure Building Blocks Sent Messages | Encryptions | Decryptions
Addition (SA(K)) k(k-1) W k(k2—1)
Multiplication ( ) k(k—l) k(k—l) k(k2_1)
Dot Product (SDP ) k+1 k+1 1
Matrix Product (SMP )) 2xd? 2% d? g2
Matrix Sum Inverse (SMS| (d)) 14xd? 12xd? 6xd?
Logistic Function (SLF(k)) 3k(k —1) 5k2 —3K —2 3k(;_1)
2-Norm Distance (SND(K,V)) k(k-2)(v+2) | k(k-1)(v+2) k(k2—1)
Comparison (SC(k)) (2xk)—-1+2l 2xk I

Table 3: Complexity analyses of the secure building blocks.

To find the complexity of the main protocol, we go through its steps in Section 3.2 to compute the cost for each
iteration of the algorithm. The initial computations in step 1, and local computations in steps 7 and 10 are
negligible compared to the other steps and therefore are ignored in the overall cost of the protocol.

e Step2: N (k —1) SDP(V —1) to compute the secure product of the vectors with v —1 items among each
pair of the parties.

e Step 3: SLF(k) to apply secure logistic function on the private shares of K parties.

o Step 3: SLF (k) to apply secure logistic function on the private shares of k parties.

e Steps 4, 5, and 8: (Vx N(k—l)+k(v+1)(v+2))SM (k) to perform secure matrix multiplications,

when each item of the matrices is the summation of private shares.
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e Step 6: SMSI(V+1) to do secure matrix sum inverse on matrices with (v+1)x (v+1) dimensions.

-1
e Step 9 %SDP(ZV) to perform secure matrix-vector multiplication, in which the matrix is the

summation of k matrices, and each item of the vector is the summation of k items.

o Step 11: SND(k,V)+ SC(K) to apply secure 2-norm distance on k parties sharing two vectors with v
items.

Therefore, the overall complexity of the main SPARK protocol based on the computations in a single iteration is
given by:

_k(kz‘l) SDP(2xV)+SMSI (v+1)+ N (k ~1)SDP(v—1)+2SLF (k) + SND (k,v)

+(vx N (k=1)+k(v+1)(v+2))SM (k)+SC (k)

As can be seen, the order of the communication costs in both protocols mostly depends on the number of

parties involved, K, and the number of independent variables, V. Also, because a portion of the computation

depends on the number of data records, we could use parallel operations between different parties to make the
protocol faster in real-world applications with a very large number of records.

6 Extensions to Other Generalized Linear Models

The basic protocol we have presented here can be extended to other Generalized Linear Models (GLM) [1].
The link functions for other GLMs are simpler than the logit function, as illustrated in Table 4. Secure
computation of the link functions could be applied using the secure building blocks in this paper. In the Poisson
log function, for example, we only need to compute the exponent of the product of regression vector and design
matrix, which we already have in our protocol.

Name Function
Identity H

Reciprocal Yu
Reciprocal squared 1 1

Square root Ju

Log In( )
Complementary log-log In (—In (1))
Logit In(p/(1- 1))

Table 4: Examples of link functions.

As another example consider the reciprocal function, which is used with the exponential gamma distribution.

With this link function, the reciprocal of each item of the Xb vector has to be computed. Each item of the vector
is the summation of the private shares:

Xij xb=a,+--+a,

Thus, we have to securely compute the private shares of the parties, bij 's, such that:
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1

(ail+”'+aik)71:—:bilx”'xbik

8+ + Ay

This could be done using the secure inverse addition, which is actually a subset of the secure logistic function
proposed in this paper as a secure building block.

For other link functions and distributions the secure computation protocol depends on the explicit operations we
have to perform, and could be done on a case by case basis.

For the weight matrix, W , we have the same situation. That is, there is a different function to compute the
items of the diagonal weight matrix depending on the link function and variance of the distribution. The diagonal
weight matrix is derived from equation:

1
W, = 72 (12)

var()(9' (1))

Applying the link function to different distributions, we get Table 5.

Distribution Link Variance Weight
Bernoulli In( /(1= 1)) pd—p) H(1-p)

In (u) 11— ) ,u/(l—,u)

In(—ln (/J)) 11— ) In(y)/(l—,u)
Binomial (k) In(z/(k-u)) u(L—u/k) p(k—p)/k
Poisson In( ) H H

H H Yy

N . 24
Negative binomial (k) In(z/(k + u)) p+ 1 [k p(k+p)/k

In () pt 1t [k (k= 2)/(ku)
Normal H 1 1

In( ) 1 ,UZ

Yy 1 u'
Gamma Yu s u

H s Yu

In () s 1
Inverse Gaussian 1Y 12 o0 Igy;

Yu e #

In( ) s Y u

Table 5: The link functions applied to GLM distributions.
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7 Extension to Generalized Estimating Equations

7.1 Overview of GEEs

We consider the case where there are repeated measures on a subject (which could be a site, facility, or an

k

individual), such that each subject | has j =1---,N, observations, ZNi =N . In this case Generalized
i-1

Estimating Equations (GEE’s) are used to adjust for the clustering by subject, resulting in a modified iterative

procedure [50]. For subjects 1 =1,---,Kk we have:

k 17k
b, :bzl—(z Df\ZlDij [z DIV, (v, - p, )J .................... (13)
i=1 i=1

where D, =0, /0 =W,A X,, and V; = gW;"’R (a)W"*. Further, W, = diag, (V(pij )) isa N, xN.
diagonal matrix of the variance function (based on the distribution), and A, = diag (89” /677”) isa N; xN;

matrix, although Ai =1, for canonical link functions [58]. The dispersion parameter @ and correlation
parameters @, which fully characterize the “working” correlation matrix R, (a), can be estimated from the

standardized (or Pearson) residuals,
( Yii— ﬁij )
V(i’ij )

Given the standardized residuals, we can estimate the dispersion parameter using

ij

Kk N;

n 1 1 2

b=22 28
The correlation parameters depend on the selected correlation structure. They can be found using the
estimates provided in the following table [59].

Structure “Corr (Yij Yo ) a
Independence 0 Not required
Exchangeable a i ZL@Z o BB

AR(1) o ¥ ﬁzlﬁz e 188
Unstructured o ﬁz:\; €€

*Correlation along main diagonal is Corr (Yit, it ) =1.

Table 6: Structure definition for working correlation and estimates.

30/34: AppendixPV-v8.docx



El Emam et al.: A secure distributed logistic regression protocol for the detection of rare adverse drug events

We assume a canonical link function, and use logistic as our primary example. Our variance function will
therefore be v(p; ) =p; (1—p; ) for the binomial distribution.

1. Use Newton-Raphson method to get initial parameter estimates b0 (i.e., assuming independence
correlation structure).

2. Calculate the standardized residuals e, then the dispersion parameter (1; and the correlation
parameters @ from Table 6 (based on the selected structural definition).

3. Calculate the working covariance matrix I}I = (1;Wil/2Ri (&)W”z, where R, (&) is determined by the

selected structural definition, and W, =diag, (V(ﬁij )) dlag( (1-p; ))

4. Update the parameter estimates b, , where D. = W, X, (since we assume a canonical link function).
5. lterate steps 2 to 4 until convergence.

6. Calculate the estimated covariance matrix of the parameter estimates £, using the “sandwich”
estimator given by

Var (b (ZDT VD j (izkllpil?;l(yi -p)(»,—p) VD, j(ZDT VD j

This empirically-adjusted covariance uses the data y; sandwiched by the model-based covariance to adjust
standard errors in case the true covariance is very different from the working assumptions. The standard errors

for the parameter estimates are the diagonal entries of the above equation.

7.2 Secure Generalized Estimating Equations

There are some differences between the GEE’s method and logistic regression method presented in the
previous section for the computation of the items in the coefficient vector. In GEE’s method, in each iteration,
there is first an inner computation for each cluster, and then using those computed values the new values of
coefficient vector's item are calculated. Another difference is that in the independence correlation structure,

R(a) = | and the dispersion parameter is assumed 1,i.e. p=1.

Because of the horizontally partitioned data amongst the parties, each DiTVAi_lDi could be locally computed.

The same situation is satisfied for DiTVAi_l (yi — L ) . Therefore, equation (13) will be converted to

(8o (30

in which G, =DV, D, and H, = DiTVAi_l(yi —p; ). Now, the computation has been reduced to a secure

K -1 K - K
multi-party matrix sum inverse, explained in the Section 3.2 for [ZGi ] such that (ZGi j = Z L, ,and
i: =

i=1
k
then a multiplication of a matrix and a vector, ZLi andZ:Hi , each of which are the summation of private
i=1 =

shares. This multiplication could be securely converted to the summation of private vectors using secure dot
product for the calculation of each item. Thus, the main equation will be transformed to

$w
i=1
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K k
Note, that ZLi is a (V +1)><(V +1) matrix and, ZHi is a vector with (V +1) elements, and therefore
i=1 i=1

k

z M i would be a vector with (V +1) elements, and the equation will be transformed to the summation of k
i=1

vectors that separately belong to the parties.

The computation of items in p , W and y— p are the same as those in the logistic regression protocol.

The overall complexity of GEE protocol based on the computations in a single iteration is given by

@SDP(ZXV)%—SMS' (v+1)+2SLF (k)+SND(k,v)+SC(k)
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