Multimedia Appendix 1: Formal Description of Data-protecting
Algorithm

Suppose we have the original data stored in a flat file FF, which is a usual format for data analytic tools
[1]. A flat file is representing a single table T. A table is consisting of a table scheme T, which is
invariant over the life of the table, and a set of tuples consistent with the scheme. Such a set of tuples is
called the current value or instance of table T. A table schema of T, TS, is described by a finite set of
attributes, TS = {44, 45, ..., Ay}. Each attribute 4; is the name of a role played by some domain D; in the
relation schema TS. We assume that any attribute name A; appears only once within table schemaTs.
D; is called the domain of A; and is denoted by D; = dom(4;). A domain is simply a set of values and can
be finite or infinite. In a relational table, we have a set of domains, D = {D,, ...,Dy, ..., Dx}. A table T
consists of a table scheme TS and a set of N-tuples t, t = {ty, ..., t; , ..., t;r}. Each N-tuple t;, (belonging to
the search table T) is an ordered list of N values, t,, = (V1) ) Vmno - Vma)» Where each value vy, is an
element of dom(4,)), or is a special null value. The n™ value (v,,,) of the m™ tuple (t,,) of search table T,
which corresponds to the attribute A,,, is referred to as vpn=tm[A4,]-

The data-protecting algorithm is described formally as follows.

Definition 1: Let D,, and D/ be sets. A function from D,, into D} is a subset F of D,, x D such that for
each element a € D,, there is exactly one element b € D} such that (a,b) € F. Set D, corresponds to
domains of relation schema TS.

Definition 2: Let D¥ be a set of domains, such that D* = {D}||D#| = |D,|}. Let D, - Dj be a function,
and FP = {f,()} be a set of transformations f,. Transformation £, is said to transform D,, onto D}, if

1.vb3a: f,(a) =b

2. fola)) = fu(ax) ®a; = a,

In definition 2 we have defined a set of functions that encrypt the original values to encrypted ones. If
a value comes from a categorical domain, the function f; is simply a strong encryption algorithm, e.g.
those approved by National Institute of Standards and Technology (NIST): TDEA (3DES) [2], AES [3],
or Skipjack [4]. If a value is numeric, the function needs to be chosen such that it scrambles the original
numbers and that it preserves statistical properties of data [5].

Definition 3: Let RAV: String — String be a function such that
1.vb3a:RN(a) =b
2. RN(a;) =RN(ay) ©a, =a,

This way we defined a function that transforms attribute names into new (encrypted) values. The
function RNV is a rename operation.

The functions RN and FP, together with corresponding keys, are secret, known only by the data
owner; the attacker might guess the functions so the security should rely only on secrecy of the keys [6].
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