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Supporting Information Text12

A Case Study: Motif-Based Reliability of European Power Grid Networks13

We apply our methods to electricity transmission networks of four European countries, i.e., Germany, Italy, France, and Spain,14

where nodes corresponds to power stations/sub-stations, and edges correspond to physical connections between nodes. We15

compare the results with commonly used resilience measures. The data are obtained from the Union for the Coordination of16

the Transmission of Electricity (UCTE). The numbers of nodes and edges of the four power system networks are listed in17

Table S1. The topological transmission networks for the four power grids are shown in Fig. S1.18

Table S1. Network descriptions.

Power grid # of nodes # of edges
Germany 445 567
Italy 273 375
France 677 913
Spain 472 676

(a) German power grid (b) Italian power grid

(c) French power grid (d) Spanish power grid

Fig. S1. Maps representing four European country’s power grid networks.

Table S2 presents conventional global network-based vulnerability metrics for the four power grids, that is, γ, average19
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path length (APL), diameter (D), clustering coefficient (CC), betweenness centrality (BC), and critical threshold fc based on20

the giant component assessment (1–3). Although lower APL and higher CC are typically considered to be associated with21

small world-ness and higher resilience, there exists no clear understanding whether APL or CC is the primary indicator of the22

world-ness and to what extent (4–6). In turn, the giant component of a network is a connected component that contains the23

vast majority of nodes. According to the Molloy-Reed criterion, a random network has a giant component if K = 〈k2〉/〈k〉 > 2,24

where, 〈k〉 and 〈k2〉 are the mean and second moment of the degree distribution P (k), respectively. According to percolation25

theory, when the fraction of removed nodes reaches a critical value fc, the network fragments into many isolated subgraphs,26

i.e., the network looses its giant component. When the nodes are removed randomly, the critical threshold can be defined as27

fc = 1− (1/〈k2〉/〈k〉 − 1) (7). In turn, recall that if the characteristic parameter γ of the Poisson degree distribution is less28

than 1.5 the network is robust, otherwise the network is fragile (8–10).29

Table S2 shows that the Spanish power grid has the highest CC and lowest APL, suggesting that this power grid exhibits30

the small world-ness property and, as such, shall be classified as the most resilient one. In turn, CC of the French and Italian31

power grid networks are equal, and APL metrics are almost the same – thereby, suggesting their similar levels of resilience in32

terms of these metrics. The German power grid network has the highest APL and lowest CC, and as such shall be classified as33

fragile. Rankings of the four power grid networks in terms of critical thresholds fc and D mirror those based on APL and34

CC. However, we find no monotonicity in BC – that is, the highest BC is delivered by the French power grid, followed by the35

German, Spanish, and Italian power grids. Moreover, ranking of resilience levels in terms of the γ parameter of (9, 11) among36

the four power grid networks is opposite – that is, the German and Italian power grids are classified as robust (i.e., γ of 1.3237

and 1.21, respectively) and the French and Spanish grids are classified as fragile (i.e., γ of 2.16 and 2.22, respectively. These38

contradictory findings echo discussion by (5, 6, 12) that a deeper insight into higher level network topology is needed to better39

quantify power system sensitivity to various attacks and failures.40

Table S2. Vulnerability metrics for the power grid networks

Power γ APL D CC BC Critical
System Threshold, fc

Germany 1.32 11.75 30 0.07 2235.80 0.58
Italy 1.21 9.74 28 0.08 981.85 0.61
France 2.16 9.59 26 0.08 2750.01 0.66
Spain 2.22 8.26 18 0.09 1670.02 0.70
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Fig. S2. Degree distributions of the power grid networks.

As hypothesized by an anonymous reviewer, the motif based results might be an expected consequence of the degree41

distribution. That is, graphs with larger characteristic parameters naturally might be more vulnerable due to higher occurrence42

of higher-degree nodes which participate in more motifs. Fig. S2 compares the degree distributions of four power grid networks.43

The degree distributions of the French and Spanish power grids exhibit somewhat longer tails, which implies that these networks44

have higher degree nodes compared to the Italian and German power grids. That is, the reviewer’s hypothesis appears to be45

indeed plausible in this case. To assess generality of this hypothesis, we studied degree distribution and motif based vulnerability46

measures of different random networks, e.g., Erdos-Renyi, geometric random graph, etc. However, we could not establish a47

universal property for all networks. Indeed, notice that motifs quantify joint degree distributions, and the relationship between48

properties of marginal and joint degree distributions can be very complex. As such, we leave this as a conjecture requiring49

more detailed theoretical and empirical analysis.50
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(a) Degree based attack
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(b) Betweenness based attack

Fig. S3. Giant components under attacks.

Fig. S3 shows the normalized giant component, after a fraction of nodes have failed, where the normalized giant component51

is calculated as ∆Sp = Sp/S0, with Sp the giant component S after p percent nodes have failed and S0 the initial S. Note that52

while the giant component of the Italian power grid decays most slowly, suggesting the highest degree of resilience, there exist53

no clear discrimination among resilience levels of the German, French, and Spanish power grids – that is, the giant component54

overall delivers inconclusive results. Indeed, while it is hard to objectively judge the "true" resilience of the power grid networks55

in the absence of ground truth data, it is unlikely that rankings of the performance curves exhibits such non-monotonic behavior56

as depicted in Fig. S3. In turn, the motif-based method (see Fig. 4 in the main body of the manuscript) clearly differentiates57

among performance under attacks exhibited by these power grid networks.58

Fig. S4 and Fig. S5 are the counterpart of Fig. 2 in the main document, that is, it shows the decay of motif concentrations59

of power grids under degree based and betweenness based attacks. Fig. S4, Fig. S5 and Fig. 2 in the main document suggest60

that the motif decaying rate for the Italian and German power grid is much slower than for the French and Spanish power grid.61
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(a) Italian power grid.
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(b) French power grid.

Fig. S4. Dynamics of 4-node motif concentrations under degree based attack.

We also estimate the mean lifetimes of motif distributions based on the exponential model. Table S3 provides the estimated62

mean lifetimes of the five motifs. The motif M6 does not exist in the four power grid networks. We find that under both degree63

based and betweenness based attacks the mean motif lifetimes for the German and Italian networks are found to be greater64

than the mean motif lifetimes for the French and Spanish networks.65

The goodness of fit of exponential models for motif lifetimes are assessed graphically. For exponential lifetimes the survival66

function of motif Mk can be written as −log(Rk(t)) = λkt, which is an equation of a straight line that passes through the origin.67

If the plot of − log(R̂k(t)) versus t is approximately linear and passes through the origin we can say that the exponential model68
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(a) German power grid.
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(b) Spanish power grid.
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(c) Italian power grid.

0.0 0.1 0.2 0.3 0.4

0
.0

0
.2

0
.4

0
.6

Fraction of nodes removed

C
o

n
ce

n
tr

a
tio

n

M1
M2
M3

M4
M5

(d) French power grid.

Fig. S5. Dynamics of 4-node motif concentrations under betweenness based attack.

Table S3. Estimated mean lifetimes of motifs for four European power grid networks.

Degree based attacks Betweenness based attacks

Motif Italian German Spanish French Italian German Spanish French
M1 7.27 5.94 3.29 3.98 10.48 12.20 5.84 5.21
M2 8.72 7.74 4.69 5.22 10.15 12.93 6.42 6.43
M3 6.02 5.47 3.35 3.93 9.02 12.88 6.27 5.45
M4 6.14 7.35 3.20 5.73 9.28 16.64 6.22 8.37
M5 2.83 3.22 3.20 2.86 5.17 6.0 6.87 5.00

is appropriate for the motif lifetimes. Fig. S6 shows the goodness of fit plots for the German network motifs under degree69

based attacks. All the plots for German network motifs are approximately 45◦- lines, which implies the exponential models70

fit the motif lifetime data well. Goodness-of-fit testing of other power grid networks (under both types of attack strategies)71

yielded analogous results and are omitted for brevity.72
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Fig. S6. Goodness of fit plots for the German network motifs, under degree based attacks.
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(c) DD plots, betweenness based attack
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Fig. S7. DD plots for four power grid concentration distributions

We now study the concentration of the five motifs with a five-dimensional multivariate distribution. We compute multivariate73
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concentration distributions of different power grid networks based on data depth techniques e.g., the DD plot. Fig. S7 shows74

the corresponding pairwise DD plots. As Fig. S7 indicates, there exists a noticeable difference between concentration of the75

German and Spanish power grids, as well as in the French and Italian concentrations. However, the concentrations of the76

German and Italian power grids look similar, as do the French and Spanish power grids.77
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(a) Reliability under degree based attack.
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Fig. S8. Reliability curves of four power grid networks.

Finally, we also evaluate network reliability by approximating the network by a parallel system, where each 4-node connected78

motifs, i.e., M1, M2, M3, M4, M5 and M6, is viewed as a component and at least one motif must succeed for the system to79

survive. The reliability function of the motif can be written as Rk(t) = Pr(Ak) = Pr(Tk > t), where Tk is the lifetime of the80

motif Mk, k = 1, 2, · · · , 6 (13). The reliability function of the parallel network can be defined as81

Rs(t) = Pr (Ts > t) [1]82

= 1− Pr (all the motif fail by time t)83

= 1− Pr

(
6⋂

k=1

Ac
k

)
,84

where Ts is the lifetime of the entire network. If the lifetimes of the six types of motifs Tk are mutually independent,85

Pr

(
6⋂

k=1
Ac

k

)
is the product of individual Pr(Ac

k), k = 1, 2, · · · , 6 (14, 15). However, in practice motif lifetimes are not mutually86

independent. According to (16) Pr

(
6⋂

k=1
Ac

k

)
can be approximated by the geometric mean of its upper and lower bounds as87

follows:88

Rs(t) = 1− Pr

(
6⋂

k=1

Ac
k

)
[2]89

= 1−

[(
6∏

k=1

Pr(Ac
k)

)
min {Pr(Ac

1), · · · , Pr(Ac
6)}

] 1
2

,90

where Pr(Ac
k) = 1−Rk(t), k = 1, 2, · · · , 6. Fig. S8 compares the four power grid reliabilities under degree based and betweenness91

based targeted attacks. The Italian and German power grids appear to be more resilient than the French and Spanish power92

grids, under both degree based and betweenness based targeted attacks – thereby, mirroring the conclusions delivered by the93

data depth analysis of network performance under hazardous scenarios.94

Note that these findings echo the classification results of power grid vulnerability by (11). That is, according to (9, 11),95

a power grid network is robust if the characteristic parameter γ, estimated from the fit of an exponential model to a power96

grid cumulative degree distribution, is less than 1.5; and vulnerable, otherwise. Both the German and Italian power grid97

networks deliver γ of 1.32 and 1.20, respectively; while the Spanish and French power grid networks yield γ of 2.22 and 2.16,98

respectively. However, in contrast to the classification of (11), our new approach allows us to provide deeper insight into99

network vulnerability, both at a level of network local topological structure and as a function of the fraction of failed nodes.100
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