Ministerie van Economische Zaken

Dear Colleagues,

Last year october, the department Business Operations
organized the kickoff of the campalgn IAwareness at the
Ministry of Economic Affairs (EA); a huge success!

Aim of the campaign was to train your digital skills and to
Improve your knowlegde on prevention and recognition of
security risks. In line with this campaign, this month, you will
receive three informative mails on the topic of "phishing’.

Flease read these emails with care to improve your digital skills
on the topic of: (1) What Is phishing?, (2) How to to recognize
phishing emaills?, and (3) What to de when you think/know you
received a phishing email?

More information of iAwareness can be found on:
https://www.lbewustzijnoverbeld.nl

Best regards,

Managing Director EA
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What is Phishing? How to spot phishing?

A phishing mail, and now?
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What is phishing?
Phishing is a form of internet-
fraud. By phishing, fraudsters
try to gain via email your
e ’ personal login- and/or bank
details.
The ‘phisher’
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Distinctive for a phishingmail
is the threatening tone. For
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You are redirected to a fake site.
There you are asked to check your
account and to verify by logging
in.

The 'Phisher’ gained control
over your account.

Phishingvia Social Media

example, that you may lose
access to your (bank)account
because of a safety breach. To
regain access and/or to login,
you first have to click on the
embedded link in the email.
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The 'phisher’ searches on
Internet and soclal media for
usable Information (f.e. your
job) to target you personally on
behalf of the organisation.
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With the found information,
the *phisher’ targets you
‘allegedly’ on behalf of the
organisation.
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Phishing is a form of internet-
fraud. By phishing, fraudsters
try to gain via email your
personal login- and/or bank
details.

How to spot phishing?

Check (typos in) the email address

. - Areliable sender does not uses gmail/hotmail, to
verify account details. Be sure to look at the email

address to confirm the true sender.

Check the salutation
] . - Phishing emails often have an impersonal
salutation.
Check the writing style
fear Ecenamic Mcunm'. - Attackers are often less concermned about spelling
After 2 pllat of the Business Oy tly . or being grammatically correct than a normal
started Implementing the £2 - Mobile Password Recavery System (E2- MP normal sender would be.
for all EA employees. Via this system you can, at all imes, retrieve and
change your password for your user account. With this, we hope to serve Check the link
you even better and faster. - Hover or mouse over the link without dicking
anything. If the alt text looks strange or doesn't
Qur data shows that you are nat yet using the EZ - Mabile Password match what the link descritption says, don't click
Rocovery System. That is why we ask you, to link your account to your . onit,
mobile number Sites where you have to log In, generally do not
send links asking you to log in. If you have to log
Acthate hare your EZ - Mobile Password Recowery System ("""“'. in, just type the address of the website in the

address bar yourself,

For more information, see Bnk below:

Check the emall signature
httpe/fjswebnlieamers Q
x . Is It the true emall address of the sender?

Bost regards,

Diractor Business Operations Check the sender
- Do you know the sender? Google his or her name
to check if the sender really exists.

Attention: Your employer will never aks your personal - and/or login details via email.
Neither ask you via a link in an email to check and verify accountdetails.
0 If you receive such an email, please take appropriate measures.

Consequences of phishingmails

Loss of confidential and state Loss of personal detail such as Financial loss
secret information. name, email adress and (login)

accountdetails of the EA- netwerk,

het Governmental portal DoMuS
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What is Phishing? IHaw to spot phishing? ] phishing mail, and now?

Phishing is a form of internet- Characteristics to spot phishing:

fraud. By phishing, fraudsters (1) email address, (2) the

try to gain via email your perso salutation, (3) the writing style,

nal login- and/or bank details. (4) the link (5) the sender, and
(6) the signature’s email address

How to respond to a (potential) phishing email?

Do NOT click on the embedded link.
Never share login details or
confidential Information.

. Send the email as attachment to
xxxx@xxx.nl.

. RVO: CC to:
XXXX2@xxx.nl
. NVWA: CC to

Questions regarding suspicious mails? - Contact details

e DICTU Servicedesk

Phone number: XXX Xxx 6666 (66666) voor: KD & SODM
XXX Xxx 8888 (8888) voor: RVO & NVWA
AT & DICTU

Email address: xXxxx4@xxx.nl

e The IB - Coordinator(s) of your department

e Portal (Informationsecurity)
= Intranet of your department

More Information?

* https://www.ibewustzijnoverheid.nl
» https://veiliginternetten.nl



