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Figure 2.
Alluvial Diagram Showing the Interconnectedness
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Figure 3.
Substantive Thematic Families of Recommendations in Big Data Research
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Appendix 1.
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Appendix 2.

Inclusion and Exclusion Criteria for the Literature Review

Sources Documents published online or websites featuring materials such as policy documents, soft-law documents, best-practice
considered Types guidelines, reports, declarations, technical specifications and standards, technical and commercial documentation, and official
recommendation documents
National government or international institutions, the private sector (e.g., companies and corporations), NGOs, nonprofit
Issuers organizations, academic and research institutions, and professional organizations
Languages English, Italian, French, German, and Greek (the languages spoken by the authors)
Content Documents referring to the ethics of big data and providing normative recommendations or best practices
Sources Types Blog articles, academic articles, letters to the editors, journalistic articles, legislation, books, conference proceedings,
excluded dissertations, videos, images, and audio recordings and podcasts
Issuers Single authors
Languages Others than those mentioned above
Content Documents that do not mention any ethical topic related to big data or do not provide best practices and recommendations
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W Supervise data ownership and open data approaches.
W Encourage educational development.
W Assess trustworthiness of data, analytics, and results.
Provide risk-benefit analysis.
Boost responsible governance standards.
Enforce purpose-related-only collection and use of data.
Balance public and individual benefits of data processing.
| Ensure privacy and anonymization of data.
W Ensure legal liability in accessing and using data.
W Guarantee informed consent and the individual's rights.

W Promote collaborative exchanges among stakeholders.

Each percentage refers to the documents within a specific category (e.g., North America or Europe) that mentioned that
specific recommendation (e.g., encourage educational development or provide risk-benefit analysis).
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*Qur analysis identified few peculiarities concerning the substantive ethical recommendations issued (a) in different continents and (b) by
various stakeholders. With respect to different continents, almost 60% of North American documents recommended practicing risk-
benefit analysis when using big data for research, compared to 30% of European documents. Furthermore, the topic of enforcing
purpose-related-only collection and use of data was only partially discussed within European (40%) and North American
(20%) documents compared to international documents (60%). The highest proportion of documents including recommendations on ethical
educational development for researchers using big data was provided by European documents. \When analyzing with respect to
stakeholders, intergovernmental and supragovernmental institutions highlighted—maore than any other issuer—the importance of
collaborative exchange between stakeholders. Our analysis also showed that 80% of research institutions' documents offered
recommendations about balancing public and individual benefits of data processing, compared to the 20% of documents issued by national
government institutions. Finally, the data breakdown displayed a lack of substantive recommendations by the private sector. For example,
the suggestion to assess the trustworthiness of data, the analytical processes, and the results, is discussed by at least 50% of documents
released by every other type of stakeholder, but it is not discussed at all in the documents from the private sector.
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Appendix 4.
Procedural Recommendations for IRBs in Relation to the Type of Issuer
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Among all the stakeholders providing procedural recommendations, only national government institutions and research institutions
mentioned all four recommendations. In general, there was high heterogeneity across the analyzed documents. For example, none of the
documents issued by professional organizations talked about the necessity for IRBs to engage more with researchers, while documents
issued by both research institutions and national governments provided this suggestion. Furthermore, the document issued by the private
sector focused exclusively on the necessity to strengthen the oversight function of IRBs, while all the other issuers mentioned at least one

other recommendation.
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