Sign Up/Authentication

User creates account
and logs in to app using
AWS Cognito

Meta data, in regards to
the user, is stored in
DynamoDB (no logins,
only preference data,
data relationship for
subjects, etc)
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Cognito DynamoDB
Other AWS Services in Use
L\
AWS Amplify CloudTrail

When the application records a health
note it then:
Creates a unique DynamoDB entry
(using AppSync API) tied to the users
Cognito ID that stores meta data like

time created, file name, S3 location,
and eventually the transcription.

Transports the audio file to a secure S3
bucket.

Voice command to open app. App checks
auth and prompts user to begin speaking.

User has the option to manually open app
and tap button to begin recording health
note.

User also has the option to type in a
health note via the app.

The app makes a
request to retrieve
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DynamoDB S3

upcoming appointments
and current medications
through an API
Gateway/Lambda based
RESTful API

User can enter their
MyChart login during
account creation. User
can also add this later in
the My Account settings
section

MyChart login
information will only be
stored on the device. It
will not be stored in
AWS.
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API Gateway

AppSync

Lambda

Health Note Data Journey
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When the audio file completes
upload, an event is fired
triggering a Lambda function.
The Lambda function then
starts a Transcribe job, which
will produce a text
transcription of the audio file.

Epic Integration - Data Retrieval
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Our API code will
communicate with NCH
EPIC to retrieve
requested information

NCH EPIC

Lambda

é
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Transcribe s3

Transcribe job
completes and saves
the transcription
JSON file to a secure
S3 bucket we own.
CloudWatch detects
Transcribe job is
complete and
triggers a Lambda
function.

DynamoDB

a CloudWatch a ( ;
\1' AppSync
Lambda loads the
transcription JSON sl/
file from S3 and
updates the related
Lambda S3 DynamoDB entry
with the
transcription.
DynamoDB

Requested information
is passed back to the
application to display

from our API

API Gateway

v

(not implemented)

Requested information
from Epic will not be
stored in AWS, only

displayed in app.
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The app utilizes the
AppSync APl to
retrieve DynamoDB
data to display to
the user i.e. a list of
past notes, a
mechanism to
update the
transcription, create
a note report, etc
This should be event
based as AppSync
knows to update
app based on a data
mutation.
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