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Appendix A: In which sense DIQKD is “device-independent”: assumptions and requirements

The name device-independent QKD suggests that secrecy can be guaranteed “without any knowledge of the device”.
Such a compact statement may lead (and has actually led) to misinterpretations. It requires qualification, which we
split in four requirements already mentioned in the main text. The qualified claim of DIQKD is: given devices whose
inputs, outputs and interfaces are controlled by the users [requirements (1) and (2)], secrecy is guaranteed under the
obvious assumption that the secret does not leak out of the secure locations (3), as well as under the requirements
needed for any QKD protocol (4). In this Appendix we elaborate on these matters.

a. Scenario — Two parties, named Alice and Bob, want to establish a secret key in order to exchange secret
messages. A secret key is a list of bits that is identical between Alice and Bob, and guaranteed to be known only
to them—in other words, it is shared secret randomness. The adversary, who may be actually trying to break the
protocol, is called Eve for narrative convenience. Quantum key distribution (QKD) is a practical solution for this
task. The resources required in QKD are:

e Secure locations: it must be assumed that the two environments in which Alice and Bob operate are not
compromised. However, practically speaking, this can never be guaranteed unconditionally; the level of paranoia
is subjective, for this involves individuals and methods which go beyond what quantum physics can certify. As
such, one can only enforce the best possible known methods in practice to prevent unauthorised information
leakage. For example, in our experiment, we used a free-space shutter to prevent fluorescence light from leaking
out into an optical fibre leaving the laboratory.

e An unlimited (for all practical purposes) amount of local randomness, i.e. the possibility of generating strings of
bits that are unknown to anyone else (in this case, even to the other authorised partner). These will constitute
the “trusted inputs” to the devices.

e An authenticated public channel for classical communication between them. In order to authenticate the
channel, Alice and Bob must possess some shared randomness prior to the start. Thus, QKD is actually
quantum key ezxpansion: the amount of secret key generated by the protocol should exceed the amount that is
consumed to authenticate the channel and for classical post-processing.

e Last but not least, the actual devices that create and process the quantum information, and the quantum
channel connecting them. The “device-independence” of DIQKD means that these devices can be dealt with as
black boxes. Explicitly, the security assessment does not rely on the characterisation and modeling of any of
their inner workings and dimensions, not even the type of quantum system and measurements that are actually
performed.

Any QKD protocol essentially starts with the distribution and measurement of quantum signals. This part con-
sists of well defined rounds, whereby each round consists of one pair of inputs and outputs for each device. After
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accumulating a certain amount of rounds the device inputs are shared over the trusted public channel. Certain input
combinations are then used to generate the sifted (or raw) key, while others are used to estimate the features of quan-
tum mechanics used to bound Eve’s information on the outputs. It is then possible to proceed with error correction
and privacy amplification protocols, and extract a final key on which Eve has no information. These steps also require
adequate and trusted methods that fit to the actual implementation and performance of the DIQKD setup, in order
to not distort the information theoretical security.

For DIQKD, the feature of quantum theory used to bound Eve’s information is the violation of a Bell inequality [1—
5]. A Bell inequality test has its own set of requirements, failure to comply with those leads to famous loopholes [6, 7].
First, the requirement of locality, ensuring that the process generating the output in one device is independent of the
input and the process of the other. Second, in each round the inputs should be random for the devices. Notice that
this is slightly different from the analog requirement of QKD: for QKD, the local input should be random for Eve but
might be known by the device; for Bell alone, the local input may be publicly known, as long as it is random for the
device. In DIQKD, the local randomness should therefore be random both for Eve and for the device. Among other
loopholes that may invalidate a Bell test, by far the most important and relevant here is the “detection loophole”.
To avoid it, one must not assume fair sampling in case of imperfect detection efficiencies: rather, there must be an
output of the device for every input (if the detector failed to detect, the output must be generated according to some
other local recipe: this will of course reduce the correlations, but won’t compromise the soundness of the test). In
fact, it is the detection loophole opened by losses that makes it very challenging to implement DIQKD with purely
optical setups.

Finally, even though the devices are black boxes, for secrecy one should require that they do not leak any information.
For one, the provider of the devices should be trusted as honest: if they are colluding with Eve, surely they have
hidden somewhere a small emitter that might leak the key at the end of the protocol (or in later instances). On a more
technical level, these devices must be open to the world through the quantum channel (the quantum signals, however
uncharacterised, must be able to enter the device). One must then assume that no information leaks out through that
port, while open [8]. Note that under these assumptions closing the locality loophole does not increase the security
of the protocol [3]. By enforcing that the devices do not leak information, the process generating the output in one
device is already independent of the input and the process of the other. Once again, the assumption of no-leakage
from the secure location is a requirement for all forms of secrecy. We just brought up possible forms of leakage that
are worth mentioning, given the danger of exaggerations associated with the words “device-independence”.

Based on what we said, we can summarize the requirements for DIQKD in the following four (order does not
indicate importance):

(1) The used system consists of two separated devices, the devices receive an input and respond with a well
defined output, and the protocol is split into well defined rounds;

(2) Alice and Bob control when the devices communicate with each other;

(3) The devices do not send classical information to an possible eavesdropper;
(4
(4

(4-c) Alice and Bob are connected via an authenticated channel, employ trusted local storage units, and use
appropriate post processing.

-b) Each device is supplied with trusted inputs independent and unknown to an possible attacker (Eve);

)
)
a) Quantum theory is correct;
)
)

b. FExperimental requirements— Each of the listed premises has different consequences for an implementation of
DIQKD. (4-a) is obvious for any kind QKD. It means that if the world is described by a more advanced theory than
quantum mechanics the security proof might not hold. This has, however, no consequences for implementations. The
other premises can be placed in two categories. The first, containing only (1), leads to requirements for the devices
which need to be addressed by the manufacturer. The second category (2), (3), (4-b), and (4-c) leads to requirements
on the operational environment of the devices, which need to be addressed by the users, Alice and Bob.

(1) seems obvious and is most often not stated explicitly as an premise but only mentioned indirectly when describing
the protocol. Moreover, it is important to note that DIQKD is possible with any number of devices that is above two.
But there needs to be at least one device for each party. One large device that connects both labs contradicts the
assumptions of a Bell test and renders compiling to premises (2) and (3) impossible. Further, the devices must give
an unambiguous output when provided with an input and should be easy to identify even for non-experts. Defining
a microscopic quantum object, e.g., an atom as an device is in principle possible for DIQKD in contrast to other
device-independent applications (random number generation [9] or self-testing [10]). However, such a definition is not
very useful since a quantum object will always be embedded in a bigger device holding and controlling it and hence
this can be defined as the device without bothering about the actual quantum system. The well defined rounds are



necessary as the Bell test demands that for each input one always receives an output, otherwise the detection loophole
will be open and invalidate the DI trust. Therefore, (1) directly transforms for a requirement for a system designed
for DIQKD.

Now to the requirements that need to be addressed by the users, Alice and Bob. Restricting the communication
of the devices for DIQKD is necessary, as it (2) ensures local measurements for the Bell test and (3) prohibits the
possible malicious devices from simply leaking information to an eavesdropper. In many works, including [11], these
two premises are combined to the demand for perfectly shielded rooms for Alice and Bob. However, such an ideal
room is in practice impossible to realize without at least assuming some limitations on the devices. The biggest
obstacle is that the two devices need to establish entanglement between them. This can be realized in different ways,
but in all of them there is some physical connection to the outside-world. Prohibiting information leakage over this
connection cannot be guaranteed without additional assumptions. Nevertheless, it is possible to build very secure
rooms to limit the possibility of information leakage dramatically, dependent on the demands of the user.

Furthermore, trusted inputs (4-b) are necessary for QKD as well as for a Bell test. They are best provided by
trusted random number generators, which are indeed a common demand for cryptographic application. However,
here is not the explicit need of a true or quantum random number generator, one can also use any bit sequence which
is unknown to the devices and potential eavesdroppers.

Finally, the last premise (4-c) summarizes all necessities for the extraction of a secret key from the recorded data.
These are not always explicitly stated but are then implicitly still made. The authenticated classical public channel is
needed to ensure that the DIQKD connection is between Alice and Bob and not relayed to an eavesdropper for, e.g.,
man-in-the-middle attacks. The trusted storage is needed to ensure the integrity of the recorded data. Storing in-
and outputs only in the devices is not possible as they might be malicious and simply exchange the recorded inputs
and outputs with a prerecorded data set. Although not discussed in detail here, the appropriate methods for error
correction and privacy amplifications have to be used.

c.  Proof-of-concept implementation The first step from the proposal to a real world application is a proof-of-
concept implementation. Here, the goal is to show that the protocol can be implemented with the currently available
technology. For such an experimental implementation some of the requirements can be relaxed, as the goal is not to
send a secret message, but to show that this is in principle possible. This is especially true for the requirements that
need to be addressed by the users. Thus, the main goal is to build two devices that fulfill requirement (1) and permit
users to fulfill requirements (2), (3), (4-b), and (4-c).

As described in the main text, the presented QNL formed by the two atom traps enables exactly this. It consist
of two independent devices. The devices are able to receive four, respectively two, different input values and respond
with an unambiguous output. The heralded entanglement generation and event-ready measurement scheme allow for
well defined rounds and closes the detection loophole in a Bell test. Thus it is compatible with all demands in (1).
To further prove it is compatible with the other requirements they are fulfilled in a reasonable fashion, see the main
text. This shows the suitability of the proof-of-concept implementation without the need of further argumentation,
e.g., based on the physical model of the devices.

Appendix B: Atom-Photon Entanglement Generation

Both devices, i.e. atom traps, are characterized individually by analyzing the atom-photon entanglement generation
process. The process starts by preparing the atom in the 5251/2|F = 1,mp = 0) state, denoted as |1,0), via optical
pumping. Next, the atom is excited with a laser pulse that is resonant to the transition 525 jo|F = 1) — 52P; 5| F' =
0) and polarized parallel to the quantization axis (m-polarization). The temporal shape of the pulse is approximately
Gaussian (22 ns FWHM). In the subsequent decay, the polarization of the photon that is emitted along the quantization
(z-)axis becomes entangled with the atomic spin state, resulting in the following maximally entangled atom-photon
state

[O)ap = 1/V2(] 4):|L) +| 1):|R))
=1/V2(| L)olH) + | 1)al V),

where | |), and | 1), denote atomic spin states |1, —1) and |1,+1), |L) and |R) denote left- and right-circular photonic
polarization states, and |V') and |H) denote vertical and horizontal linear photonic polarization states, respectively.
The success probability of the entanglement generation process, i.e. detection of a photon after an excitation pulse,
equals 5.98 x 1073 and 1.44 x 1072 for Alice’s device and Bob’s device, respectively. Note that the lower photon
detection probability for Bob’s device is due to attenuation loss of approximately 50% in the 700 m optical fiber and
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FIG. B.1. Observation of atom-photon entanglement for Alice’s device (top) and Bob’s device (bottom). The
atomic analysis angle, i.e. readout polarization angle whereby 0° equals vertical, see equation (3) main text, is varied while
measuring the photonic polarization in the H/V and D/A (only for Device 1) basis. Based on the fits the estimated fidelity of
the entangled atom-photon state equals 0.952(7) and 0.941(7), for Alice and Bob, respectively.

the loss due to additional optical elements, including the beam splitter (90:10) for the local fluorescence detection and
spectral filter shielding the read-out light, by another 50%, see Figure 2 of the main text.

The atomic spin state is analyzed after a delay of 25.6 ps and 16.7 ps, for Trap 1 and 2, respectively. This time
allows for event-ready entanglement generation (two-way communication time between the labs equals approximately
7 ps) and provides rephasing of both the Larmor precession due to the magnetic bias field 57 mG and 168 mG along
the y-axis and the transverse trap frequencies.

The atomic qubit is analyzed via a state-selective ionization scheme [12, 13], see main text Fig. 3b. There, a
particular state of the atomic qubit is transferred to the 5Py /5|F’ = 1) depending on the polarization ¢ = cos(y)V +
e~ sin(y)H (y = a for Alice’s and v = 3 for Bob’s device) by a 140 ns laser pulse from where it is ionized by a
bright 473 nm laser pulse and thus leaves the trap. If the atom is still in the trap it is thus projected onto the state

[Dark) = sin(y)| H)o — e~ cos(7)]| 1)a- (B1)

In the experiment the presence of the atom is tested using fluorescence collection finally yielding the measurement
outcome.

The atom-photon entanglement is analyzed by measuring the photonic polarization in the H/V (horizontal /vertical)
and D/A (diagonal/anti-diagonal) basis, while varying the atomic analysis angle, i.e. readout polarization, as shown in
Fig. B.1. In test runs, we observed 35259 and 20001 events for Alice’s and Bob’s side, respectively. The visibilities (Vis)
of the measured states are obtained by fitting the data with sinusoidal functions. These result for Alice in visibilities
of 0.942(14), 0.930(17), 0.942(13), and 0.954(19), for vertical |V'), horizontal |H), diagonal |D), and anti-diagonal |A)
photonic linear polarization states, respectively. For Bob, the fits give visibilities of 0.943(16) and 0.917(8), for |V)
and |H) photonic linear polarization states, respectively.

To estimate a fidelity of the entangled state, one needs to take into account that a third atomic spin state can be
populated 52.5; s2|F'=1,mp = 0) due to magnetic fields. Hence, assuming depolarizing noise in the 2x3 state space,
a lower bound on the fidelity relative to a maximally entangled state is given by

F >1/6+5/6Vis, (B2)

with the average visibility Vis, which results in estimated fidelities of 0.952(7) and 0.941(7), for Alice’s device and
Bob’s device, respectively.
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FIG. C.1. Different branches of the excitation process in the level structure of *’Rb. (a) Intended generation of
atom-photon entanglement in the spontaneous decay of the excited 52 P /2|F/ = 0,mps = 0) level. The orange arrow indicates
the prior excitation pulse. Photons polarized linearly along the quantization axis (w-decays, gray) are not detected by the single
photon detectors. (b) In the case of an imperfect state preparation or a first decay, an excitation is possible due to polarization
misalignment, or (c) off-resonant excitation. (d) When the 5°P3,o|F’" = 1) is excited, decays to 5°S; jo|F = 2) level is possible.

Appendix C: Improving the Atom-Atom Entanglement Quality

The quality of the entangled atom-atom state depends on the generated atom-photon entanglement in both traps
(see App. B) and on the performance of the Bell state measurement (BSM) on the photons. In order to understand
these processes and subsequently improve on their performance, we modeled the excitation of a 8"Rb atom by a short
laser pulse. Here, not only the physical properties of the system are considered, e.g., multilevel structure of the atom
and the frequency broadening of the short laser pulse, but also imperfections of the experimental setup and procedure,
such as imperfect polarization and state preparation.

In the intended atom-photon entanglement generation process (Fig. C.1(a)) the selection rules prohibit a second
interaction with the m-polarized excitation laser. However, there are two effects that result in different types of
emission. The first is caused by an experimental limitation: a small polarization misalignment of the excitation laser
makes a second excitation possible, see Fig. C.1(b). Secondly, due to the small separation of the 52P3/2|F’ =0) to
the 5P3 /5| F" = 1) level off-resonant scattering via this level is possible (Fig. C.1(c),(d)). These effects lead to the
emission of a second photon that perpetuates the atom-photon state and reduce its fidelity. Accordingly, this will be
passed through by the swapping process also reducing the atom-atom state fidelity.

Beyond the effects reducing the fidelity of both the atom-photon and atom-atom states, there is a unapparent other
effect reducing the fidelity of the two-photon interference based BSM. This process includes emission of a m-polarized
photon followed by a regular excitation and decay. The m-polarized photon is not coupled into the single mode fiber
and thus does not contribute to the atom-photon state, however, the temporal shape of the collected (second) photon
is different than for a photon originating from a single excitation and emission process. This reduces the two-photon
interference contrast, leading to a lower BSM fidelity and imperfect atom-atom state preparation.

A numerical simulation of the temporal behavior yields a time dependent photon emission (and thus detection)
probability broken down for each of the different excitation processes described in Figure C.1. A complete and detailed
description of the model used for the numerical simulation can be found in [14, 15]. Based on this result it is possible
to optimize the two-photon acceptance time window for the BSM. The main finding is that the resulting entangled
atom-atom state has the highest fidelity relative to the desired Bell state if only photons are accepted that are emitted
after the end of the excitation pulse. This excludes the perpetuated atom-photon states as well as the effect of the
imperfect state preparation, and increases the quality of the entanglement swapping operation.

While the first point follows directly from the simulated time dependent detection probability of the different
excitation branches, the second is not that obvious. For this the following situation has to be considered: One atom
emits only one photon, which is collected and detected, while the other one of the two atoms undergoes a two photon
emission process first emitting a m-polarized photon and then being excited again emitting a second photon which is
detected. If in this case one of the two detected photons is detected at an earlier time, especially during the excitation
pulse, it can be assigned with very high probability to the atom emitting only one photon and the late photon to
the atom with the two photon emission. Since the emission of the first m-polarized photon, in principle, allows the
identification of the atom with the two photon process, the atom-atom state is not projected onto an entangled state
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FIG. C.3. Photon detection time histogram and acceptance window In total 27% of the two-photon events are accepted,
note that both photons should arrive within the acceptance window. The time on the x-axis in the plot is in relation to an
trigger signal provided by the control electronics of the the experiment. The position of the excitation pulse compared to the
detected photons represents the timing during the emission and not the detection process.

by the BSM.

Based on the outcome of the model (Fig. C.2), we define a two-photon acceptance time window of 95 ns that starts
after the excitation pulse, as illustrated in Fig. C.3. While it drastically increases the entanglement fidelity, as shown
in the simulation and the data presented in the main text, the shorter acceptance time window reduces the event
rate by a factor of 4. Note that defining a smaller acceptance time window before the experiment does not lead to
a ready-signal in the first place and thus does not open any kind of loophole, e.g., the detection loophole, in an Bell
test.

For a complete analysis of the experiment, we also recorded the events outside of the time window, however, these
events are not used in the DIQKD demonstration. The analysis of the complete dataset shows an increase of the
interference contrast and atom-atom state fidelity for shorter time windows (Fig. C.4). The effect of excluding events
with errors in the atom-photon entanglement generation is also observed in the read-out outcomes for both traps
individually, as illustrated in Fig. C.5. For an ideally entangled atom-photon state, the ionization probability is 0.5,
however, the processes reducing the atom-photon state fidelity, e.g., a second off-resonant excitation, lead to atomic
states with higher ionization probabilities.

An even smaller time window might increase the atom-atom entanglement generation even further, thus leading to
higher S and lower QBER which in turn result in an higher asymptotic key rate (Fig. C.6). However, this further
reduces the event rate and increases the time needed for a measurement yielding a sufficient amount of events. More
interesting for future experiments is the possibility of optimizing the excitation pulse shape in combination with
narrow band filtering of the single photon frequency. A shorter excitation pulse, in combination with spectral filtering
of off-resonant excitations, might lead to a more precise filtering of unwanted photons and an higher event rate.

To reach event rates high enough to generate a secure key using DIQKD for a finite block length [5], one has not
only to consider the quality of the entanglement but also the generation rate. Thus, for finding the optimal acceptance
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entanglement generation and readout would result in a redetection probability of 0.5. The data presented in the main text.

time window for such an experiment must consider the trade-off between them.

Appendix D: Estimating the expected secret key rate

A rigorous security analysis of practical DIQKD would require a finite-key analysis that takes into account the
resources consumed and block-length considerations [17]. However, as mentioned in the main text, our experiment,
which prioritises the establishment of swapped entangled trapped atoms 400 metres apart, has an intrinsic limitation
on the event rate based on state-of-the-art technology. Consequently, there is a trade-off between the event-rate and



0.10 T T T T T T T

0.08 1

0.06 ]

0.04 1

0.02 1

Asymptotic key rate

0.00 . . .
710 720 730 740 750 760 770

Start acceptance window (ns)

FIG. C.6. Expected secret key rate for the robust DIQKD protocol for different ¢,.

TABLE I. Summary of in- and output measurement correlations. Number of rounds for each of the eight input setting
combinations together with the number of rounds the devices gave correlated outcomes.

number of rounds Nx y
X=0 X=1 X=2 X=3
Y=0 448 425 389 434
Y=1 408 412 403 423

with correlated outputs N QfYB
X=0X=1X=2X=3

Y=0 35 205 78 73

Y=1 198 32 326 64

with anti-correlated outputs N;i,B
X=0X=1X=2X=3

Y=0 413 220 311 361

Y=1 210 380 77 359

separation of the laboratories, hence it is not realistic to demonstrate finite-key security based on known calculation
method [17].

To that end, we estimate the expected secret key rate of the DIQKD experiment using standard Bayesian analysis;
while we acknowledge that this is not the usual approach for QKD, it nevertheless gives a reliable estimate based on
available data. Starting from the data summary listed in Tab. I, we model the random behaviour of S (its winning
probability), Qo, and @1 using Beta random variables, Bwin, 80,, and Bgq,, respectively, which is in line with the
self-testing statistical analysis reported in Ref. [10]. In particular, using a uniform prior, the (updated) posterior
distributions are

Bwin = Beta(1357 + 1,1649 — 1357 + 1),

Bo, = Beta(35 + 1,448 — 35+ 1),

Bo, = Beta(32 + 1,412 — 32 4+ 1), (D1)
where Beta(a,b) is the standard Beta distribution, and the winning probability is related to the CHSH value by
Pyin = (S +4)/8.

Then, to calculate the worst-case estimate of the expected secret key rate, we fix the tail errors of the updated Beta
distributions to 3%; this means a 97% chance that each of the parameters would be higher (or lower) than a certain

critical threshold. More specifically, we find S > 2.4256 and Qo = @1 < 0.107. Finally, using uniform settings (as
was done in our experiment), we find that these critical values provide positive key rates.

Appendix E: Comparison to Other Experiments

Here we study the performance of the presented DIQKD setup (1) in relation to other experiments. To the best
of our knowledge, two other experiments could fulfill the requirements of DIQKD with significant distance between
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FIG. E.1. Asymptotic key rate for the DIQKD system. Expected secret key rate for varying CHSH S-value and QBER
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implemented protocol with uniformly distributed measurement settings equals 0.25. The presented work (1) shows an expected
secret key rate of 0.07 bits and lies well inside the positive region. For comparison, the results of Ref. [16] (2) and Ref. [18, 19]
(3), which, to the best of our knowledge, are the only experiments that fulfill the requirements for DIQKD with significant
distance between the two users. Note that (2) does not reach the positive key regime and the situation is indecisive for (3). To
emphasise that the QBER was not measured for (2) and (3) the errors are plotted with dashed lines. The error bars indicate
statistical errors of one standard deviation.

the two users: Ref. [16] (2) and Ref. [18, 19] (3). Note that these experiments are loophole-free Bell test and not
aimed at QKD, therefore, the QBER was not observed. To still allow for some comparison, we estimate the QBER of
these setups by via Q = (1 — S/(2v/2))/2, assuming a depolarizing channel. With this method, the statistical errors
of @ and S in (2) and (3) are perfectly correlated and hence should be interpreted differently from (1), for which the
statistical errors are uncorrelated.

Fig. E.1 shows the asymptotic key rate for the random key basis protocol with respect to the S-value and QBER.
The three setups are plotted at the observed (and estimated) positions. We conclude that (1) lies well within the
positive key region (see Appendix D), while (2) is not able to generate positive asymptotic key rates. The situation
is indecisive for (3).

Appendix F: Experimental Time Sequence

Fig. F.1 shows a detailed experimental time sequence after a successful entanglement generation try. The sequence
starts by sending a "ready” signal to the devices. In both devices, an electronic time delay allows for a complete
oscillation period of the trap frequency and Larmor precession (see Appendix B). After rephasing, two and one random
bits are generated at Alice’s and Bob’s side, respectively, to select the measurement setting. Subsequently, the atomic
states are analysed by a state-selective ionization scheme. The binary result of this scheme is verified by atomic
fluorescence collection. On Bob’s side, to prevent leakage of the device output via the quantum channel, a 5 ms delay
is implemented before the fluorescence readout to close the quantum channel with a free-space shutter (see Fig. 2 of
the main text) and the trap is always emptied before reopening the shutter.

The measurement events are not space-like separated during this experiment; the security of a DIQKD protocol is
not increased by closing the locality loophole [3, 20]. The security is already guaranteed under assumptions (2) and
(3), which restrict information leakages from the devices. More specifically, it is enforced that no information leaks out
of a closed environment around the users—in our case the two laboratories—and hence the measurement outcomes
of both devices cannot influence each other. This relaxes the requirements on space-like separation for the security of
DIQKD, i.e., not closing the locality loophole does not open up possibilities for Eve to gain more information about
the key.

In Ref. [16] the locality loophole was closed with the same setup as used for the presented experiment. Therefore,
the absolute timings of the measurements in Device 1 and 2 were matched by tuning the optical dipole trap depths and
magnetic field strengths. Furthermore, to complete the fast ionization based state readout (< 1us), channel electron
multipliers were used for directly detect the ion and electron fragments; making the slow (~ 60 ms) fluorescence
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FIG. F.1. Detailed time sequence after a successful BSM.

collection unnecessary.

Appendix G: Stability of the Setup

The stability of the DIQKD system is crucial. Due to the relatively low event rate, it is required to run the protocol
for several days to make confident statements about the system’s performance. Therefore, many parameters in both
atom trap setups are actively stabilized or automatically optimized. Furthermore, maintenance shifts are needed to
optimize, among others, laser frequency locks, laser pulse powers, magnetic fields, and polarization drifts in fibres.
The measurement run presented in the main text was paused six times for scheduled maintenance.

Here we assess the stability of the system by observing three parameters: the event rate, polarization drifts in the
700 m long fibre, and the individual device outputs, as illustrated in Fig. G.1. First, the event rate of the system
over the complete measurement run is analysed by observing the number of completed rounds over time; the (almost)
linear behaviour indicates a stable event rate. The event rate can fluctuate slightly by changes in ratio of time that
an atom is present in both single-atom traps and drifts in efficiency of the entanglement generation process; both
influenced by laser pulse power fluctuations. Next, we analyse the polarization changes in the 700 m long fibre,
which is automatically compensated for every 3—5 minutes. For this, we measure, before every optimization run, the
Stokes vector of a classical laser beam at the output of the long fibre, where the input to the long fibre was V or
+45 polarized. We observe polarization drifts in the 700 m long fibre of < 0.5%. The optimization is based on an
gradient decent algorithm whereby the polarization is controlled with an fibre polarization controller [21]. Finally,
the individual outputs of the devices are analysed over time. For this, we bin the device outputs per 250 rounds and
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FIG. G.1. Stability of the DIQKD system. From top to bottom: number of measurement rounds over the measurement
time, polarization drifts in the 700 m long fibre channel over the measurement time, and the mean output of the devices per
250 rounds where the device output 1 ({) corresponds to the value 0(1).

calculate the mean output where the device output 1 () corresponds to the value 1(0). Following this method, ideal
devices have a mean output of 0.5. For our system, a reduced atom-photon entanglement fidelity results in a lower
mean output, of which we do not see any sign.

Appendix H: Towards DIQKD Applications

For a practical demonstration of DIQKD, the employed apparatus should:

1. show entanglement quality enabling for a positive key rate;
2. obtain entanglement over distances relevant for cryptography; and

3. reach entanglement rates allowing for key distribution on practical timescales.

Currently, generating an high-quality atom-atom entanglement event per approximately 80 s over a distance of 400 m,
the setup does not yet fulfil the third requirement. Hence, next steps involve improving the entanglement generation
rate.

Three realistic improvements on the current setup can increase the event rate by an order of magnitude. First,
preparing more than one entangled state in the swapping process, here the |U~) state. This is already possible
with the current setup, but its quality needs to be improved. Second, using superconducting nanowire single-photon
detectors with quantum detection efficiencies of > 90%, which could quadruple the entanglement generation rate.
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Finally, improving the atom-photon entanglement generation quality and hence reducing the requirement of temporal
filtering in the BSM, see Appendix C.

Beyond these incremental improvements, neutral optically trapped atoms are an ideal candidate to scale up the
number of individually controllable atom traps and hence enable for temporal multiplexing of the entanglement
generation process. By employing micrometer spaced trapping potentials, it is possible to realize defect free arrays of
single atoms while allowing for individual control of the trapping sites.

Various approaches exist to realize multi-dimensional trap arrays, for example, using a spatial light modulators [22],
acousto-optical deflectors [23], or microlens array [24]. Currently, state-of-the-art trapping techniques allow for
individual storage and control of > 100 single atoms, potentially increasing the event rate by orders of magnitude.

Another advantage of employing arrays of single atom traps is the possibility to implement entanglement distillation
protocols when sharing various entangled atom-atom pairs between two setups [25]. This provides an promising
platform to realize a quantum repeater.
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